
“Evolving Keys”: How ENTIFY Makes Your Identity 
Unforgeable, Private, and Future-Proof


Overview — the problem we solve


Most digital systems use a static secret — a password, a private key, or a certificate — 
that never changes unless the user explicitly replaces it. Static secrets are easy to lose, 
steal, copy or replay. ENTIFY replaces that fragile model with evolving keys: a living, 
moving cryptographic identity that changes with use, is anchored in your biometrics and 
hardware, and is continuously verified by the network. The result: identity that is hard to 
steal, impossible to forge at scale, and resilient to future attacks (including quantum 
threats).


This short whitepaper explains, in plain language, what evolving keys are, how ENTIFY 
implements them, why they’re safer than static keys, and how they stay practical and 
usable for everyday people.


What is an “evolving key”?


Think of a key that grows and changes like the rings of a tree. Each time you interact with 
the network, you create a fresh, short-lived key derived from your long-term identity seed. 
That derived key is used for that session or transaction and then never reused. The next 
interaction produces a new derivative. The long-term master secret still exists, but it never 
leaves secure hardware and never signs anything directly in the clear.


In ENTIFY the evolving key family has three levels:


1. Master Identity Key (MIK) — the root secret, generated once and stored only on 
your EntiCard (cold, offline).


2. Device Root Keys — securely derived on your EntiPhone from the MIK at setup 
time; used for daily key derivation.


3. Ephemeral Interaction Keys — short-lived keys created per session/transaction, 
used to sign messages, and then discarded.


Why evolution beats static keys


Static keys are attractive because they’re simple — but simplicity is their weakness.


• Replay & relay attacks: If a static key or its signature can be replayed, a thief can 
pretend to be you. Evolving keys are single-use or time-bound, so replays fail.


• Key theft: If a master key is stolen, every account it protects is compromised. With 
ENTIFY the MIK never leaves a tamper-resistant card; theft of a phone alone does 
not expose it.




• Post-quantum threat: ENTIFY uses post-quantum-resistant algorithms for long-term 
seeds and signatures, and evolving keys reduce the exposure window even if some 
algorithm becomes weak.


• Usability compromise: Users often reuse passwords or keys. Evolving keys are 
handled by the device, transparent to the user, so they gain security without extra 
burden.


How ENTIFY implements evolving keys — at a glance


1. Root generation on the EntiCard (cold)


When you create your ENTIFY identity, your EntiCard generates the Master Identity Key 
inside its secure chip. This key never leaves the card and cannot be read or duplicated. 
The card provides signed attestations to prove ownership when needed (e.g., device 
authorization).


2. Secure device onboarding (one-time, protected)


Your EntiPhone and EntiCard communicate (NFC / physical tap) during setup. The card 
cryptographically vouches for the new device and securely seeds the Device Root Key. 
After this, daily operations happen on the phone — but the phone can never export the 
device root in a way that reconstructs the master.


3. Per-interaction ephemeral keys


Every time you open the phone, sign a transaction, log into a service, or confirm a 
payment, the phone uses its Device Root Key plus current context (time, device state, 
nonce, biometric confirmation) to generate a fresh ephemeral key. That ephemeral key 
signs the action. Because the inputs include live biometric or symbol confirmation and a 
network challenge, a record signed with that ephemeral key cannot be reused or replayed 
elsewhere.


4. Network verification and zero-knowledge proofs


When another party needs to verify you, they receive a signed proof from the ephemeral 
key along with nonces and attestations. ENTIFY uses zero-knowledge style verification: 
the network validates that the ephemeral key is legitimately derived from a real identity 
anchor (without exposing the master key or the biometric data). This preserves privacy 
while ensuring authenticity.


Key design ingredients that make this secure


Hardware separation


Cold vs hot: the EntiCard (cold) stores the MIK; the EntiPhone (hot) performs ephemeral 
operations. This split prevents single-device compromise from exposing master secrets.


Biometric and symbol fusion




Your autograph, trained “magic symbols”, and biometric measurements (voice, face, 
fingerprint, motion profile) are factored into key derivation and challenge responses. That 
means a stolen phone without your practiced motion patterns and biometrics is much less 
useful.


Time & distance checks


ENTIFY includes timestamping, challenge/response, and optional distance-bounding 
(time-of-flight) protocols to prevent relay and replay attacks. The verifier sends a short 
challenge and checks latency and signed timestamp—only a proximate, present device 
can respond correctly.


Post-quantum algorithms


Long-term seeds and formal attestations use post-quantum resistant primitives (e.g., 
lattice-based signatures) so the system is future-resistant. Short-lived ephemeral keys use 
efficient schemes optimized for mobile performance.


Dynamic key evolution rules


Keys aren’t rotated only on a schedule — they evolve with each meaningful event (unlock, 
transaction, cross-device authorization), creating a fine-grained cryptographic history that’s 
easy to audit and hard to attack.


How this feels to the user


Security that’s usable is security that people will keep. ENTIFY keeps the real complexity 
inside the devices:


• You authenticate with a practiced symbol, autograph, or fingerprint — familiar 
gestures.


• The device creates fresh crypto keys and proves you are present.


• If you lose your phone, your EntiCard recovers identity or authorizes a new device.


• If you lose the EntiCard, there are recovery/safety protocols (multi-party backups, 
delayed recovery with validator approval) to prevent theft while enabling recovery.


The user experience is designed to be intuitive: sign, tap, confirm — and the system does 
the rest.


Recovery, backup, and multi-device


Evolving keys are compatible with safe recovery:


• Backup policies: You can split backup shards among trusted guardians or 
custodians using threshold cryptography; no single party has the master key.




• Device replacement: The EntiCard authorizes a new EntiPhone; the new phone 
derives its Device Root Key without the master ever being exposed.


• Compromise response: If a device is compromised, it can be revoked 
cryptographically and its future-derived keys invalidated; existing signed records 
remain auditable.


Why evolving keys are future-proof


• Short exposure window: Ephemeral keys quickly expire, limiting usefulness of any 
leaked credential.


• Algorithm agility: The architecture can roll in new post-quantum or other algorithms 
at the root layer while preserving backward compatibility for ephemeral operations.


• Human anchoring: By fusing conscious human acts (affidavit, signature, symbol 
practice) with cryptography, ENTIFY raises the bar excepting coercion or collusion.


Security trade-offs and honest limits


No system is magic. ENTIFY’s evolving keys dramatically reduce many classes of risk but 
require:


• Users to protect their EntiCard (it is the root of recovery).


• Careful implementation of biometric privacy (ENTIFY stores hashed/non-reversible 
proofs, not raw biometrics).


• Well-managed validator and recovery processes to handle edge cases without 
introducing social engineering risks.


ENTIFY designs these elements to minimise trade-offs: hardware protections, privacy-
preserving proofs, and community-rooted governance for high-value recovery operations.


Short FAQ


Q: Can someone clone my identity? 
A: Not practically. The master key is non-exportable and bound to physical hardware plus 
biometric proofs. Cloning would require duplicating both hardware and living biometric 
signatures.


Q: What if my EntiCard is lost? 
A: There are recovery safeguards: multi-party key shards, delayed validator-assisted 
recovery, and optional inheritance rules. These are carefully balanced to prevent theft 
while enabling recovery.


Q: Is this usable for everyday people? 
A: Yes. The evolving-key mechanics are hidden; users authenticate with simple gestures. 
The system aims to provide stronger security with minimal friction.




Conclusion — trust that moves with you


Evolving keys turn identity from a brittle static secret into a living, moving, contextual 
assurance. ENTIFY’s design marries human intent (symbols, signatures, affidavits) with 
tamper-resistant hardware and advanced cryptography so that identity is private, 
recoverable, auditable, and resilient — now and after quantum. For ordinary people, it 
means a digital life that’s safe by default. For institutions, it offers a mathematically 
auditable foundation for private communication, asset ownership, and reliable value 
transfer.


ENTIFY: identity that evolves — so your trust never stops growing.


✅ How Evolving Keys Work Across the 
ENTIFY Architecture

1. The Elerium Tag (NFC Post-Quantum Tag) — the 
Physical Root of the Evolving Key System


This is the hardware anchor of your identity.


• It contains a post-quantum master identity key that is non-exportable.


• When tapped by an EntiPhone (NFC), it provides attestations, not keys.


• These attestations are used to derive new device keys or refresh trust.


Think of the Elerium Tag as the genetic seed of your identity tree.


It is the core object that enables evolving keys because the tag:


• never reveals its master secret


• signs challenges, producing unique responses


• can issue device-specific trust seeds


• is quantum-resistant


• is physically isolated


Without the Elerium Tag, the evolving key system could still function — but far less 
securely and without cold storage guarantees.


2. The EntiCard — advanced version of the Elerium Tag




The EntiCard includes the Elerium Tag functions but adds:


• biometric pairing


• gesture/symbol signing


• backup and recovery logic


• multi-key derivation channels


• time-based unlock policies


It is also a cold root and is never used for daily operations.


But again — the evolving-key system is rooted in it.


3. The EntiPhone — where evolving keys are actually 
generated and used


The phone does the “evolving” part day to day.


It receives:


• a trust seed from the EntiCard / Elerium Tag


• a set of derivation rules (entropy, time, biometrics, challenges)


Then it creates:


• Ephemeral Interaction Keys (never reused)


• Session Keys


• Short-lived Identity Proofs


These keys are:


• derived per interaction


• cryptographically linked to the Elerium Tag root


• time-bound + context-bound


• validated by the network


You can think of the EntiPhone as the living branch of the tree.


4. The Network Validators — verify evolving key lineage


Validators ensure that every ephemeral key:




• was generated from a legitimate device root


• which was derived from a legitimate EntiCard


• which ultimately matches a valid Elerium Tag identity


They check:


• time validity


• freshness


• nonces


• PQ signatures


• optional zero-knowledge proofs


This closes the loop.


🔑 So where EXACTLY do evolving keys 
happen?

Evolving keys exist in THREE forms:


A. The Root: Elerium Tag / EntiCard


• Contains a non-evolving master seed


• But initiates the evolving hierarchy


B. The Device Root Keys (EntiPhone)


• Derived once during setup


• Evolve periodically or on-trigger (security events, biometric change)


C. Ephemeral Keys (phone operations)


• Evolve continuously


• Single-use / time-limited


• Generated per message, transaction, login, or handshake


🔍 Summary (fully accurate):




The Elerium Tag is the hardware anchor that enables evolving keys, but the actual 
evolving keys are produced and used on the EntiPhone. 
Without the Elerium Tag, you lose:


• post-quantum hardware signing


• secure cold storage


• unforgeable identity root


• tamper-proof derivation chain


So the evolving key system depends on the tag architecturally, but it operates primarily on 
your daily-use device.


🧠 One-Sentence Explanation:

The Elerium Tag provides the unforgeable master identity root, and the EntiPhone 
continuously derives evolving cryptographic keys from that root to secure every interaction 
you perform.



