ENTIFY Meshnet Whitepaper

A Decentralised, Unstoppable Communications Layer for Identity, Value &
Sovereignty

The ENTIFY Meshnet is the communications backbone of the entire ENTIFY operating
system.

It is a decentralised, censorship-resistant, infrastructure-free network that allows identity,
authentication, messaging, and asset transactions to occur even when the internet is
unavailable, blocked, or compromised.

Where the world moves toward centralised digital ID and cloud-dependent infrastructure,
ENTIFY builds the opposite: a sovereign meshnet capable of maintaining private
communication, trust verification, and cryptographic settlement between individuals and
communities without any external dependency.

This whitepaper outlines the technology, architecture, and purpose of this global meshnet
system.

1. Reticulum: The Foundation of a Global Private
Communication Layer

ENTIFY integrates deeply with Reticulum, an advanced open-source networking protocol
designed for sovereign communication. Reticulum does not rely on IP addresses, servers,
or conventional routing. Instead, it uses:

e deterministic link encryption

*  opportunistic peer discovery

*  onion-layered routing

* long-distance radio compatibility

minimal-bandwidth operation
This allows the network to function across:
e Wi-Fi
*  Bluetooth
e LoRa
HF/VHF/UHF radio
* laserlinks

* improvised wireless bridges



» offline peer-to-peer relays
*  portable mesh routers

Because Reticulum requires almost no infrastructure, it is impossible for governments,
corporations, or attackers to block, censor, or shut down the network.

ENTIFY uses Reticulum not just for messaging — but for identity, asset proofs, ownership
claims, and trust computation.

2. Identity Verification Without the Internet

ENTIFY is the first identity system that can operate entirely:
« offline
»  off-grid
e  outside state infrastructure
e without central servers or cloud services
When two people or devices meet on the meshnet, they can:
»  verify each other’s identity vaults
* exchange trust proofs
e sign agreements
*  resolve credentials
e confirm ownership of assets
. perform entitlement checks
*  prove age, membership, or authority
—all without touching the internet or exposing private keys.
This is possible through:
. NFC-separated post-quantum keys
*  meshnet routing
* local proof exchanges
e  vault signatures
* ephemeral session channels

This makes ENTIFY suitable for:



e sovereign communities

» disaster zones

»  off-grid societies

e  private networks

* censored regions

* large-scale independence movements

It is the world’s first identity layer that does not require the internet to function.

3. Private, Encrypted Messaging by Default

Every ENTIFY identity contains a native encryption envelope, automatically applied to all
meshnet communications.

Messages inherit:
. post-quantum encryption
e link-level encryption
e onion routing
e identity-bound integrity proofs
No metadata, IP address, location data, or routing information is ever exposed.
This produces a communication system that is:
e untraceable
e decentralised
* non-routable through the internet
* impossible to surveil

* impossible to censor

impossible to intercept

Unlike traditional messaging apps, ENTIFY is not an application running on a network.

It creates its own network—and features such as group channels, community networks,
validation committees, anonymous governance, and jury selection all operate locally within
the encrypted mesh.



4. Mesh-Enabled Hardware: ENTIFONE, ENTILAP,
ENTISTATION

ENTIFY’s hardware ecosystem is designed specifically for meshnet optimisation.
ENTIFONE
A privacy-first phone with:

* integrated meshnet transceivers

* NFC identity vault integration

e  hardware firewalls

e privacy eSIM

*  Solana wallet

« offline crypto

e direct-to-vault authentication

ENTILAP

A decentralised workstation for:
e community nodes
e validator environments
»  trust adjudication
*  meshnet routing
»  off-grid operations

ENTISTATION

A fixed meshnode for communities, providing:
* long-range mesh “anchor points”
* local caching and message routing
* decentralised service offering
e multi-radio cross-linking

This hardware makes ENTIFY not only a cryptographic system, but a physical network that
communities can build and expand.



5. ENTIFY'’s Proofless Meshnet Blockchain

The ENTIFY Meshnet evolves into the next major phase of the project:
the proofless blockchain, built specifically for mesh networks.

Instead of mining, staking, or global consensus, the ENTIFY chain uses:
. peer-to-peer state propagation
e identity-linked obligations
e  deterministic local trust
* mesh-native signatures
* ephemeral chain segments

Transactions are validated through local trust relationships and cryptographic obligations,
then propagated across the mesh and eventually anchored to Solana for long-term
settlement.

This allows:
* instant transactions
 almost zero energy usage
* global decentralised scalability
*  no miners or validators
* nointernet dependency
*  no centralised chokepoints

This is not simply blockchain redesigned —
it is a fundamentally different ledger architecture built for sovereign, decentralised, human-
scale communication.

6. Self-Healing, Censorship-Proof Networking

The ENTIFY Meshnet automatically:
. reroutes blocked paths
*  bypasses internet filters
e uses alternative radio frequencies
e forms new peer links

*  bridges networks in real time



Even if entire countries shut down the internet, ENTIFY identities can still communicate,
transact, and authenticate.

The network is designed to be:
* self-organising
e self-healing
* infrastructure-free
* completely decentralised
* impossible to shut down

This makes ENTIFY not just a technology, but a civilisation-level safeguard for free
communication and human self-determination.

7. Toward a Global Sovereign Mesh

As communities adopt ENTIFY phones, stations, and mesh nodes, regional meshnets
begin to interconnect, forming a global sovereign network that exists independently of:

* telecommunications companies
e governments
e cloud providers
e surveillance systems
e digital ID frameworks
This sovereign mesh becomes the backbone of:
* identity verification
. private communication
e decentralised banking
*  asset tokenisation
* jury-based governance
* real-world coordination

—and eventually the foundation of ENTIFY WORLD.

Conclusion



The ENTIFY Meshnet is more than an alternative to the internet.
Itis:

e  a private communication layer

* an offline identity system

* an independent infrastructure

e adecentralised financial backbone

* a self-sovereign governance network

e and the future settlement layer for ENTOKENSs

It is the physical manifestation of digital sovereignty.



