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Privacy Policy and Procedures
Name of organisation: Dr Sillifant and Associates Limited
	1. Introduction


	Dr Sillifant and Associates commits to ensure data is protected and secure, in compliance with General Data Protection Regulation (GDPR) legislation coming/that came into force on 25th May 2018. 

Dr Sillifant and Associates holds personal and clinical data for use through the following activities: assessment, treatment and intervention with children and families with emotional or behavioural difficulties or developmental difficulties. This policy applies to parents or carers, patients aged 13 or over and Associates working with the practice.
This policy seeks to ensure that Dr Sillifant and Associates undertakes reasonable measures with regard to privacy of data. 

	2. Legislation


	The principal pieces of legislation governing this policy are:

· General Data Protection Regulations 2018
· Access to Health Records Act 1990
· Record Management Code of Practice for Health and Social Care 2016 – NHS Digital



	3. Definitions
	Dr Sillifant and Associates keeps data for two groups of people:

1. Patients

2. Associates

Patient Data

Data falls into two broad categories:

1. Personal data, which is any information that can be used to identify you such as: 
Name
Address

Date of birthday
Telephone numbers

Bank account information
Email address

Gender data

Details of key organisations/ professionals – eg school, General Practitioner, Paediatrician etc.

2. Clinical data, which is any information related to health of patients, such as: 
Letters of communication

Clinical notes – records of consultations, telephone conversations, investigation findings etc
Copies of prescriptions where appropriate

Information provided by parents/ carers including third party letters and reports

Associate Data
Data falls into two broad categories:

1. Personal data, which is any information that can be used to identify you such as: 
Name
Address
Date of birthday
Telephone numbers
Bank account information
Email address

Gender data

2. Information relevant to governance/ clinical activity

Details of registration – copies of documents

Details of DBS checks

Records of appraisals, conversations etc.

Records of clinical activity 


	4. Use of Data
	Dr Sillifant and Associates will use personal and clinical data (outlined in Section 4) for the purpose of running our business. We will not use this data for any other reason. 

Should we ask to obtain certain information by which a person can be identified when using our services, it will only be used in accordance with this privacy statement. 
When we communicate we will use the patient identifier (in our communication with carers, patients, associates or third parties we ask that they do the same).
All data is stored in encrypted, cloud-based systems or secure paper records (outlined in Section 6).
Excepting in situations of safeguarding, consent to share identifiable information with third parties or Associates will be obtained from parents and young people.

Associates may discuss cases anonymously eg, in consultation with Associates or clinical supervision without this explicit consent. This ensures best clinical practice


	5. Managing Data
	All electronic data will be gathered, recorded and securely stored electronically in encrypted cloud based systems. Access to this is password protected (please see Section 16 for full list of cloud-based systems).
Paper-based information will be stored in a locked filing cabinet in a private building. 
Information relating to the governance or business operation eg DBS forms, copies of professional registration or indemnity certificates, Associates agreements, are stored in either a locked filing cabinet in a private building, alarmed and connected to the emergency services, or within our secure, cloud-based systems.

Patients’ personal and clinical data generated by Dr Sillifant and Associates and from other agreed sources are stored either in a locked filing cabinet in a private building, or within our secure, cloud-based systems. 

Email data is stored in secure GoDaddy online servers.

The bank account details for Associates are held within the online banking software of the bank .

All held electronic data is stored within the KnowHowCloud and/or in Box, both encrypted cloud-based storage facilities.


	6. Consent
	We will only (with the exception of situations necessitated by safeguarding) use data collected with the express consent of young people and parents / carers, using a positive opt-in system. 

All Associates are provided with a copy of this privacy policy and are required to confirm that they are in agreement with this by email.

The parents or carers of patients are provided a copy of the data protection leaflet / privacy statement (appendix 3) in an initial email inviting them to assessment, and are required to confirm that they are in agreement with this by email or in person, at or ahead of their first appointment or assessment. 

Patients of age 13 or over are given a leaflet at their first appointment and asked to provide consent (Consent form – Information Sharing and Receipt of Letters of Communication (appendix 2). In cases where children are judged not to have capacity to provide this consent, this will be recorded in patient notes.

With consent, patient data will be shared with third parties relevant only to patient cases, eg Associates, schools, GP surgeries and other medical professionals, where necessary during assessment or treatment. If at any time patients or Associates would like to opt out of data sharing, in full or in part, they can do this by email or verbally and this will be recorded. 

Safeguarding Caveat: If a patient is at significant risk we may be obliged to share information with a third party. Even if this is necessary only in very exceptional circumstances to protect young people would we do this without informing you first. 
Looked After Children Caveat: For young people in the care of a Local Authority, it is essential that we have information from Local Authorities, schools, carers, care homes and other professionals for us to be able to provide the necessary and best practice of clinical care. Local Authorities or those in loco parentis will be aware of our involvement.


	7. Right of Access
	Anyone with data obtained by Dr Sillifant and Associates may make a subject access request in writing, at any time, which allows them to view all data held. 

Anyone with data obtained by Dr Sillifant and Associates may make a data portability request in writing, at any time, which allows them to obtain and reuse this data for their own purposes across different services. If technically feasible and secure, Dr Sillifant can transmit data directly to another organisation.

In both of these cases, we will review all the information and share this within one month and free of charge.


	8. Retention of Data
	We will retain data for as long as is necessary for the practice to comply with the guidelines of the NHS.  Data retention timescales depend on the purpose for obtaining data, outlined below. All data is reviewed prior to destruction, taking into account any serious incident retentions.

1) For patients who have had an assessment with a mental health practitioner, eg a psychiatrist or psychologist, data is kept from point of discharge for 20 years, or 10 years following death if sooner. 
2) For patients who have not had an assessment with a mental health practitioner, for instance referrals made that are solely assessed or treated by a non-mental health practitioner, eg an educational psychologist or speech and language therapist, or those that are referred but do not go through to assessment stage; data is retained from point of discharge until their 25th birthday, or if the patient was 17 at the time of treatment, until their 26th birthday or at death if sooner.
3) For Associates, bank records are held until the point of last payment and governance records and appraisal information, where applicable, are held for seven years.
Point of discharge is defined as:
· Time of last appointment, if this appointment is clearly defined as the discharge appointment through prior communication;

· Time of receipt of discharge summary by Clinical Associate; 

· Other point of discharge eg defaulting, last arranged telephone call.

Patient records will be reviewed every six months to monitor discharge criteria.

	9. Responsibilities
	All staff and Associates working with the company are responsible for ensuring data is collected, stored and handled appropriately.  

As the company’s Data Protection Officer, Dr Kate Sillifant is responsible for:

· Ensuring that this policy is readily available to all patients and Associates; 

· Checking and approving contracts or agreements with Clinical Associates and any other third parties that may handle sensitive data relating to patients;
· Induction, training and auditing of all Data Processors working for Dr Sillifant and Associates (Administrative Associates);

· Provide appropriate and supervision of Administrative Associates in matter of data protection
· Ensuring the company has sufficient security systems, services and equipment to implement this policy;
· Receiving client or staff concerns about privacy and responding to all seriously.
Data Processors are responsible for:

· Ensuring data is collected, stored and handled using only approved methods by the practice and stated in this policy, eg cloud storage, password-protection;
· Reporting client or staff concerns to the Data Protection Officer immediately.
Clinical Associates are independent and so act as their own data protection officers. 

	10. Implementation and Monitoring
	The Data Protection Toolkit and Risk Assessment is a working document through which implementation, monitoring and necessary updating is recorded.  

A leaflet is provided with an overview of this privacy policy (Appendix 3).
The Consent form – Data Privacy, Information Sharing and Receipt of Letters of Communication document (Appendix 2) provides a space for consent.

	11. Communications training and support 
	Dr Sillifant and Associates commits resources for induction and training of Associate Administrators and effective communications and support mechanisms in relation to data protection. All staff will have access to data protection training at an appropriate level. 
Induction includes:

· Training by the Data Protection Officer using this policy as a point of reference;
· Ensuring that Associate Administrative are aware of the systems they have in place to maintain security in the use of their own equipment within their role with Dr Sillifant and Associates.  
Training includes:

· Webinars;
· Associates Days (four annually);
· A yearly audit of all Administrative Associate Data Processors.
Administrative Associates are expected to discuss data privacy concerns with Dr Sillifant. 
Clinical Associates are independent and are therefore responsible for their own GDPR compliance, however regular communication and discussion of data policy are encouraged.



	12. Reporting and Complaints Procedures
	Where data has been inappropriately accessed by external agencies, eg in case of hacking, all passwords, codes and logins will be amended and the ICO will be informed immediately by email.

Where there has been human error by the Data Protection Officer or Data Processors, the ICO will be informed immediately by email.  

Complaints / breaches will be communicated to the Data Protection Officer.

	13. Communicating and reviewing the policy
	The Privacy Policy will be communicated by email and a copy available on our website, http://www.drsillifantandassociates.co.uk. Paper copies will be available to any clients that do not use email.

This policy will be reviewed by the Data Protection Officer, annually or in case of any significant legislation changes. 

	14. Systems
	Cloud-based

· KnowHowCloud

· Apple iCloud

· SageOne

· FileMaker Pro 

· Go Daddy email/ calendar


Physical

· Locked filing cabinet location at the business premises of Dr Sillifant and Associates. 


	15. Links
	Information Commissioner’s Office https://ico.org.uk/for-organisations/guide-to-data-protection/principle-6-rights/subject-access-request/

Access To Health Records Act 1990 https://www.legislation.gov.uk/ukpga/1990/23/contents 


Record Management Code of Practice for Health and Social Care 2016 https://digital.nhs.uk/binaries/content/assets/legacy/pdf/n/b/records-management-cop-hsc-2016.pdf
Box.com http://www.box.com/
The KnowHowCloud https://www.tkhcloudstorage.com/
GoDaddy https://sso.godaddy.com/

	16. Glossary
	Subject access request – a request from an individual to see information held on them. 

Data portability request – a request from an individual to have their information transmitted from one controller to another.

Personal data – any data that can be used to identify a person.

Clinical data – any data related to health.

Data Protection Officer – person tasked with monitoring compliance with the GDPR and other data protection laws, our data protection policies, awareness-raising, training, and audits. 

Data Processor – person responsible for processing data on behalf of the Data Protection Officer and thereby the company.


APPENDICES

1) Retention Table
	Record Type
	Retention Period 

	Mental Health Records
	20 years or 10 years following death if sooner, following point of discharge



	Child Health Records
	Until patient’s 25th birthday, or if the patient was 17 at the time of treatment, 26th birthday or at death if sooner, following point of discharge


	Associates’ Personal Data
	Until point of last payment



	Associates’ Governance Records and Appraisal Information
	7 years


2) Consent Form – Data Privacy, Information Sharing and Receipt of letters of Communication
To help with the assessment / treatment of this patient, it is helpful to gather information from other professionals/ agencies who know you.

Please can you list those who you feel may be helpful and confirm whether:

1. You are happy for me to contact the professional.

2. You are happy for me to share information with them about your assessment/ treatment.

	Name
	Profession
	Agency and Address, postcode & Tel No.
	Tick if you are happy for us to contact for additional information
	Tick if you are happy for us to share information about your assessment or treatment.

	1.


	
	
	
	

	2.


	
	
	
	

	3.


	
	
	
	

	4.


	
	
	
	

	5.
	
	
	
	


Please sign to confirm that you have read, understood and are in agreement with the Privacy Policy Statement of Dr Sillifant and Associates and that you consent to sharing of information with those as outlined above.
Parent/Carer Signature ___________________________      Name  _________________________________  Date ____________
Parent/Carer Signature ___________________________      Name  _________________________________  Date ____________
Young Person Signature (age 13 and above) ____________________      Name  _______________________  Date ____________
Clinician Signature ___________________________      Name  _________Dr Kate Sillifant_______________________.    Date _____________

3) Data Protection Leaflet for Adults and Young People
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Data Protection Information for Adults and Young People
Privacy Statement

Some Frequently Asked Questions

Patient information

1
What do you store?

 
a) Personal information, for example, name, date of birth, address, e mail

b) Clinical information, for example, medical letters and clinical notes

2
How do you keep our information safe?

Your information is stored safely. Paper records are locked in a secure cabinet. 
 
Electronic records are held on a secure server.

3
For how long do you store the data?

We hold your data for the duration of your treatment and a number of years after that, depending on national/ statutory guidelines
4
Who do you share data with?

Information you provide is held confidentially. We ask your permission before we share this with anyone else. The only exception to this is, if we are concerned about your safety and we have a responsibility to talk to others.
5
Can I see the information you hold?

You can ask to see a copy of the information we have. We are obliged to share this information with you according to national guidelines. This information will be shared with you within a month. You can also ask to have the information changed or deleted. You are able to take your data with you if you decide to see someone else.

What do we do if we are not happy with the service provided?
We work hard to provide a service of a high standard. If young people/families are not happy with the service we provide we encourage them to contact the clinician they are working with to try and solve any differences. Alternatively please either:

a) write to Dr Sillifant and Associates Ltd at the address at the top of this information sheet and a colleague will contact you to discuss the situation, or

b) contact your General Practitioner or Referrer who can mediate discussion or seek a further opinion.
You can change your mind at any time during treatment. 
Useful contact details

The ICO (The Information Commissioner’s Office): www.ICO.org.uk

Our website: www.drsillifantandassociates.co.uk – Our Privacy Policy can be accessed via this website or through requesting a copy via post or email.
Dr Sillifant and Associates Ltd


01473 529010


08444 874146


www.drsillifantandassociates.co.uk





Low Farm


New Road


Fritton


Great Yarmouth


Norfolk


NR31 9HT














