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Schneider’s Mfg. Co. Inc. has implemented several security measures to prevent us from being vulnerable to human errors, hacker attacks and system malfunctions could cause great financial damage and may jeopardize our company’s reputation. 

Perimeter security includes a firewall with Advanced Gateway Security Services which includes Intrusion Prevention, Cloud-based Advanced Threat Protection, Antivirus, Antimalware and Antispyware tools, content filtering and GEO IP Filtering (in all countries except the USA).

Wi-Fi security includes WPA2 Encryption, private Wi-Fi and separate VLAN’ed Guest Wi-Fi.  Schneider’s private Wi-Fi is secured and protected for Schneider’s managed devices only.  Guest Wi-Fi is for clients, vendor use, cell phones, tablets etc.  The Guest Wi-Fi is on a separate VLAN with no access to Schneider’s private network.

Schneider’s desktops computers, laptops and network servers run end point management security services which includes real time alerting, monitoring and resolution, auto elevate for administrator account privilege management, Kaseya RMM tool for Windows and 3rd part patch management and automation.

Email Security: Barracuda E-mail Security Appliance hosting in AWS-Gov Cloud

All employees are obliged to protect this data. Employees that require computer access are given unique username and password logins to our computer network and are provided access on a least privileged framework. Shop floor workstations are not permitted internet access and office computers are set on limited internet access. We also advise our employees to avoid accessing internal systems and accounts from other people’s devices or lending their own devices to others.

All tools, services and hardware are monitored by our IT team 24 hours a day, 7 days a week, 365 days a year.  Any issues that arise are remediated automatically.

Backups are performed multiple times a day and are encrypted using 256bit encryption.  Backups are stored off site in a secured and encrypted state in 2 separate data centers in the US.
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