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HO:8R:112 ~. 4(; 

F911! Operations & Services Department 
Head Office, Baroda 

l}---.---.--------------------------' 

Date:I)~'. 02.2020 

CIRCULAR TO ALL BRANCHES I OFFICES IN INDIA 

Sub File: Gen-1 
Dear Sir / Madam, 

Re: Guidelines/Measures for prevention of frauds 

We refer to our circular No. HO:BR:111 :213 dated 09.08.2019 regarding guidelines for 
prevention of frauds. For ready reference of branches, we once again reiterate important 
guidelines as under:- 

A. Registration of Mobile numberl Change of Mobile number: 

1. Customer should visit the branch personally for such request. 
2. Request for Registration of / change of mobile number should not be entertained 

by any other mode such as email, letter received through courier /postltelephone 
etc. 

3. Application (along with photograph and KYC document) from customer should be 
accepted as per prescribed format. 

4. Verify the Photograph and signature available in the system or records available 
with the branch. 

5. Branch should Contact and obtain confirmation from customer on old/ existing 
mobile number before changing the same when application is received. (old 
mobile number should be noted from the system.) 

C. Withoul rnaking discreet inquiry, mobile number of the customer should not be 
chanqec. 

7. Branch should not entertain the request for changing the mobile number until they 
fuliy satisfy themselves for genuineness of the request. 

B. inter-sol transfer and clearing transactions: 

Confirmation should be obtained from customer before passing Inter-sol transfer 
and clearing transactions for Rs.2 lacs and above and in case of doubt for below 
Rs. 2 lacs also. When number of cheques below Rs.2 lacs are presented at a 
time or at a less interval. Branches are advised to generate off-sol clearing report 
as advised earlier and obtain confirmation from customers regarding cheques 
presented for payment in clearing . 

. ~~_ !ssuing acc o unt statement from Non-Base branch:- 

I 11 //,,, Bra 'h should .not issue account statement to custome: ~itho~t obta.illing. written 
r{ 't/. quest (duly Signed) from customers and only after verifyinp his/her Identity. 

qRilli7H ~ f'rqi~ itl'l:rFI, " " , 3-rl~ ,(:fl' ~. ~, 3-TFfCi'i I 5I,-<'t, 007. 
Head Office· Operations & Services "Baroda Shaven", 7th Floor, R. C. Dutt Road, Alkapuri, Baroda .. 390007. II\1DiA. 

! Telephone : 0265-231 ! E"m<lli~ : operatlons.horgjbankotbaroda.com 



D. Remittance through RTGS/NEFT: 

Request for remittance of funds through RTGS/NEFT by way of tendering cheque 
in drop box is not desirable. Cheque drop box facility is for collection of cheques. 

a. Wherever RTGS/NEFT request is not given by customer himself or his 
authorized representative (well known to the branch) The transaction 
shoulQ_12e initiated after obtaining confirmation from the customer. 

b. For processing such transactions, branch to follow as under:- 

b.1 The Passing officer (first) to obtain confirmation from customer and 
then to obtain authority from BH1/BH2 for executing of such 
transactions. 
In case of debit in advances account, the confirmation to be done by the 
officer looking after the advances department. 

b.2 Record of confirmation and authority of BH 1/BH2 must be noted on 
back of the cheque. 

Request for RTGS/NEFT favoring third party should not be entertained through 
email/fax. Signature of customer's should be verified on cheque as well as 
RTC;S/I\lEFT voucher. 

E. Cheque favoring Yourself/Bank of Baroda 

Customers should be educated that whenever cheques are issued favoring 
"Yourself" or in favour of "Bank of Baroda", the purpose along with 
beneficiary details, IFS code etc., must be written on the back side of 
cheque under customer signature so that fraudulent transactions may 
be avoided. The frontline staff must ensure that the above details are 
written by the customers on the back of the cheque while accepting and 
debiting the cheques. Passing officer must re-verify the same while 
authorizing the transactions. 

II. 'Nhen cheques are received, transfer/clearing (as the case may be) 
stamp should be affixed on them immediately and should be kept at 
proper place which should be beyond the access of customers. 

III. The cheques may be kept in drawer and drawer should be locked whenever 
staff has to leave the counter for any purpose. (Cheques should not be 
kept on table or counter where anybody can pick up). 

IV. Whenever high value cheques favoring "Yourself "or "Bank of Baroda", 
Account (Account No. or Name of payee) are received through 3rd party 
or through employees of Account holder'S organization, the 
credentials of payee must be ascertained from the drawer to avert any 

V fraud. 
1v.~ 

~ llfffiFr ~ct 
R.C.Dutt 

-390007. 
H~e"~ mfoce • Operations & Services 
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I E"r{i;Cji~ : operations.ho@bankofbaroda.com 



Ito 3ll11i iifI!t~7"£~Ju" 
F. Four eye principal stlOufd be complied with and no transactions should be entered 

and posted by same user. If it is done in case of urgency, it should be verified by 
second user invariably. 

G. Branches should not be closed without completing day end activities invariably. 

H. Many customers are receiving telephone calls for asking their details like account 
number, Debit card number, PIN, OTP, Password etc., Customers should be 
educated not to share such information with anybody as bank is not asking such 
information from their customers. 

I. To educate the customers to be careful and not lured by social media friends. 

J. Not to rely on information on name of caller given through True callers as it is not 
authentic. It give information on name of caller which was entered by the person. 
It accepts any name. 

K. To be careful while dealing with high value transactions in Government Accounts. 

Please ensure strict Compliance. 

Yours faithfully, 

(Op~ra~onJ & Services) t;;/ '....._.., 
t<'c:\USerSloperations.holdesktoPlbina 20lcircularslfraud prevention measures and inter-sol.docx 
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