803 Applied Analytics for Digital Enterprises
)

Blockchain Enabled Solutions
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Adopting Blockchain as a BPM Strategy

~

* Frontend Layer —
BPM/Workflow
System

* Executes & controls
transactions between
trusted parties

Business Process

" J

Business SLAS

(&

* Middle Layer — Smart
Contracts

» Executes & records
transactions between
untrusted parties

6/26/2021
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~

» Backend Layer —
Blockchain DB

* Distributed ledger of
asset ownerships,
controls, rights and
transaction records

Business Liabilities




Key Blockchain Engagements

Developing a full Concept shared with
technical stack on top of Technical one _of Ind_ia s fastest
a blockchain platform for Stack Finance growing private sector

a startup in Houston, US bank in a sponsored
hackathon

Designing Blueprints,

Architecture for e-2-e Reward

stack, Development and Blockchain : Designed a POC for India's
P = : : Points :
supporting Analytics Solutions largest private sector bank
Programs for blockchain
adoption

Designed and
Delivered a POC for
Australia’s leading
provider of integrated
financial services

Worked on Smart LSTK
Contracts for a major Oil
and Gas Operator in
India

Blockchain
Contracts Analytics

. .
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LSTK (Lump Sum Turn Key) Contracts
In OIl & Gas/EPC Industry

Blockchain based Smart LSTK Contracts

6/26/2021



Scope of Work

1)

2)

3)

4)

5)

6/26/2021

Visibility of the activities pertaining to various sub vendors, should be enabled
through blockchain based smart contracts

The activities of selecting sub vendor, awarding the contract, fixing the sub vendor
milestones, commercial activities like placing of PO, opening of LC, its acceptance
by sub vendors etc. needs to be visible

Activities of the main contractor, such as, taking insurance, approvals from various
statutory agencies, progress of the Project, Document/Material control indices are
desired to be made tracked through the blockchain based smart contracts

Enable smooth finalisation of non-performance deductions, if any, without any
contention

Integration/Interfacing with existing PMIS/CMS like SAP Project Module, SAP C -
folders, Primavera, MS Project to pull out the data and use in blockchain based
smart contracts

CONFIDENTIAL. ALL RIGHTS RESERVED. 5



Smart Contracts in Project Management

Project

Status *Register Project Status Reports (Main + Sub Contractor)
Registration

Q>

Work *Register Work Performance Data (Main + Sub Contractor)

Performance = *project or phase authorization/closure, work assignments, time and expense sheets
Logging approval, activity and tasks progress or completion records, state recording for change
management events, re-baselining, project procurement decisions, etc.

Al *Automate Transactions Related To Main Contractors’ Terms & Conditions
Transactions/ elnvoices and payments when deliverables are accepted, or milestones are met.

6/26/2021 CONFIDENTIAL. ALL RIGHTS RESERVED.




Blockchain enabled Contract/Project Management

4 states are possible for any specific project record

v" Private record: Project status has not been stored on Blockchain.
> private record v" Public record: Project manager has stored project status on Blockchain.
@ public record v' Verified record: At least one stakeholder has checked that the stored
& verified record project status matches the information in the PMIS tool.
(3 invalid record v Invalidated record: At least one stakeholder has checked that the stored
project status does not match the information in the PMIS tool.
RELIABLE ORGANIZATION
(project status reports are trustworthy)
oo | | SRR L
O vesrecos | | STIRTERR AR
PROJECT STATUS PUBLIC RECORD @>|2018-08-17 | initiating | HLCS1 | BLPS1 | CHLS1 S | -
1 3 1 4 @>| 2018-08-24 | initiating | HLCS2 | BLPS2 | CHLS2 | Project 72
_ ety | e @ [2018-08-31] planning | HLCS3 | BLPS3 | CHLS3 -
ﬁ:t praject | health chack | performanca | change log & | 2018-09-07 | executing| HLCS4 | BLPS4 | CHLS4 N
date | B0g8 | state stale state (%) | 2018-09-14 | executing| HLCS5 | BLPS5 | CHLS5 —
Len [ e RS @ [2018-05-21 [ executing| HLCS6 | BLPS6 | CHLS6 | —
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Blockchain enabled Contract/Project Management

Building Blocks — PMIS/CMS Data, APl Enablement, Smart Contracts, Blockchain Transactions, Audits, Visualization, etc.

Dooument | DocmentDescipion {Category| Float Receipt| Final  Place | Stat | PS%t PSZnd Final s, Materidl | Del ot Materid Dol at | Mateid | Delat | TR
Hanber Eoguiy of | TBE POADI Wendd  Stage  Siage | Complete Displlt  Ste [Dipllnd  Ste | Displlastlor Sie | Release
Difers Hopord Approwal lo) falo) Lo (hdlo) 0% (astlo) Mote
L] (b B3 BXR) ) 0w (8% s R0 (]
[24) (3] [t (85%) | (007 |
T | HUCHRCOOE | D {PACCAR PROCARY PACCARY PROCAR) PRCCARY FROCARA PACCARAIT PROCARAN PROCAMIZ PRCCARA) PAOCARA] PROCARIS PROCAMIMD | PROCARD PROCARNIS
il [HIEIEHG LN M 1 0 I I alal 4 1
- | WACIARCOOED | P {05 268 T | W06 S T OLR T O T ONS | TARG T ovR | Wie | A TR [ oo
Bl (NG LN
- | hecRon | foose] o Tooome wonee | noms T ooee T o | e | e Toee oo | o [ ks Tosme [ e
il (HIEIEHG LN

Diesel Price Peg

This contract keeps in storage a reference

to the Diesel Price in USD

ragna solidity "0.4.8;

.mport "github.com/oraclize/ethereun-api/oraclizeAPI.sol";

‘ontract DieselPrice is usingOraclize {

uint public DieselPriceUSD;

Solidity version: 0.4 22-nightly.2018.4.6+commit 9049518 Emscripten clang
Change to: ©.4.22-nightly.2018.4.6+commit.obd49516 ¥

event newOraclizeQuery(string description);

event newDieselPrice(string price);

function DieselPrice() {
update(); // first check

function _callback(bytes32 m -
if (msg.sender I= oracliz
newDieselPrice(result);
DieselPricelSD = parselnt
// do something with the

1

function update() payable {
newraclizeQuery( "Oracliz
oraclize_query("URL", "xm

6/26/2021

+ Ownable

+ ERC721

Text Wrap Enable Optimization #/ Auto Compile & Compile
Attach Transact Transact (Payable) Call
v DieselPrice.sol:DieselPrice 8976 bytes
At Address Create
Bytecode 23415620000105 962
Interface [["constant" false, "inputs™[{"name""myid" "type™"bytes
Web3 deploy var dieselprice. sol:dieselpriceContract = we
var dieselprice.sol:dieselprice = dieselpric
{
from: web3.eth.accounts[0],
0' data: 'Ox60806040523415620000105760008C
nable q gas: '4700000"
transferOwnership 3, function (e, contractd{
console.Tog(e, contract);
if (typeof contract.address 1== 'undefir
console.log("Contract mined! addres
totalSupply [Pub] ’

balanceOf ?

ownerOf

approve Metadata location
transfer - -
transferFrom

supportsInterface

[Pub]

bzzr182692074dba7d91527b03f25590af337f7515adE

80006 600400006 6

NS ING

UNIT™,

¢ G {} & hiips//bridge buddyweb.fr/api/equipmentstatusreports/equipmentstatusreports/ bid *)

[{"document_number":"7234-17-56711","document_description": "HVAC \/ ATR COOLED CONDENSING

UNIT","categary":"I0", "flogtenquiryl": "PROCAR10QQ", "receipt _ofuffers2":"PROCARLO0N", "final_the4":"PROCAR1O0D", "placep.oloi5":"PROCARLGCE", "startmanuf..1": "PROCARIO1" , "ps_Lst stage appr
oval_10":"PROCAR1A1A", "ps_Ind_stage approval 15":"PROCARIGIA", "final insp._completed5":"PROCARIOIA", "naterial displst_lot50":"PROCARLEG","del._at_sitelst lot35":"PROCARIEZG", "material d
ispand_lot6q":"PROCARLO30", "del. at_sitednd_lot75":"PROCARLO3D", "material_displast_lot0":"PROCARLO4Q", "del. at sitelast lot95":"PROCARLO4Q", "tpi_releasenotel00”:"PROCARLESE"},
{"document_number": "7234-17-56711", "document_description”:"HVAC \/ AR COOLED CONDENSING

UNIT","category":"P", " Floatenquiryl": "15\/05\/18", "receipt_ofoffers2":"22\/85\/18", "Final tbed":"11\/06\/18","placep.oloi5":"18\/06\/18", "startmanuf.5.1": "19\/06\/18","ps_Lst stage_appro
val_10":"121/894/18","ps_2nd_stage_approval 15":"03\/10\/18", "final_insp._completeds”:"10\/18\/18", "material displst lot50":"17\/18V/18","del. at_sitelst lot55":"30\/10\/18", "material di
spand_lotéa":"01\/11\/18", "del._at_sitednd_lot75":"14\/11\/18", "naterdal displast lot8d":"26\/11\/18","del. at_sitelast lotds":"ag\/12\/18", "tpi_releasenoteld":"07\/a2\/18"},
{"document_number": "7234-17-56711", "document_description”:"HVAC \/ AR COOLED CONDENSING

UNIT","category™s"L", " Floatenquiryl":"12\/86\/18","receipt_ofoffers]":"19\/86\/18", "Final_ted":"09\/07\/18","lacep.olois":"16\/07\/18", "startmanuf.5.1": "17\/07\/18","ps_Lst stage_appro
val 10":"10/10\/18","ps_Ind stage_approval 15":"88\/11\/18","final insp._completeds":"14\/11\/18", "naterial displst lot50":"22\/11Y/18","del. at sitelst lot55":"05\/12\/18", "material di
spand_lot6a":"18\/12\/18", "del._at_sitednd_lot75":"23\/12\/18", "materdal displact lot8e":"24\/12\/18","del. st sitelast lotds":"06\/1\/19", "tpi_releasenotelod":"31\/83\/19"},

Contract Performance

Srage Fompleted 3{ Planned Actuals | Delay (in Days)
FloatEnquiry 15-May-2018 | 1Z2-Jun-2018
Receipt of Offers 2 22-Map-2018| 19-Jun-2018 ]
Final TBE 4 T-dun-2015 | S-Jul-2015
PlaceP OILOI = 18-Jun-2018 [ 16-Jul-Z018
MSlall[ =1 19-dun-2015 | 17-Jul-2015
anub —
PS5 1st Stage Approval 10 1Z-Sep-z013 | I0-Oct-Z018
PS5 2nd Stage Approval 15 F-Oct-2015 | S-MNow-2015
Final Insp. Complete 45 10-0Oct-2018 [ 14-Mow-2018 u
Material Displl1st Lot) S0 17-Oe-2015 | 22-MNow-Z2015
Del. at Site 55 50-Oot-2078 | 5-Deo-2018 |
(st Lot
Elatensibsnlzndizan 5o e e 8
Del. at Site s A4 -Mow-Z018 [ Z25-Dec-2Z018
(Znd Lot) a
Marerial DisplLast Lox) a0 26-Mow-2015| 24-Dec-2015 -1 |
Del. at Site as F-Dec-2015 | B-Jan-2013
ILase Lox)

TPI ReleaseNore

T-Feb-Z013

=]

Actual Working Days Planned Working Days
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Functional Flow

Operator’s [ Blockchain Non - Blockchain o @
existing Apps Components | Components Project/Contract
Performance
Visualization
Integrate
7-56711", 6 . _\
ion": "HVAC / ATR COOLED COMDENSING UNIT®, BlOCkChaIn BIOCkS
e e e e R A b Extraction in
= e [C]4] 5% |[(51%) l‘-’I’[Tl' R/Python
................ st B i DATAFRAMES
- s Decrypt
/ . \ TeH-T-RETH HYAG AIRGOOLED GOHDEHZINGUNIT L Teters | 1a0uiE T o0MOTHE | fMTHE | TeEdE T MO
: SAP Projects, ‘. & o
i SAP C —folders - Xz :
: : ey @ Ethereum Platform
' ' Document/Project/ @ @
| Oracle Primavera i Extract Material J Dl Enable
! ' N .+ Modellin REST API JSON
| : 11\‘60\ Status/Performance  Script g Generate Deploy
1 | ?,
1 1 Y
.‘ MS Project : XLS/XML XLS/XML Transform Smart/Solidity
% ' Contracts
PMIS/CMS from Operator + Main Contractor SOL
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Functional Flow

null,
al Place | Start | F5 1rt T ~7234-17-56684",

Rec

uf TBE |F.0/LOI | Ha
OFfars

Dipcument Mumber Dicument Degcriptian

F.| Staqe

€ 5 C Y @ hips/jbridgekuddywed f/apjjequipmenstatusrencrts/equipmentstztusreports/ % 0 ! ° i
(1x) (z) (5x) | (51z) | «l (10 [{*docament nunbe="; 7224-£7-56711","document cescription" HVAC \/ £IR CO0LZD COICENSXHG
(2% %) VAT, "categorys 0", Floatenguiry 1 PROCARIEED" " recetpt_ofoFars2" ROCIRLEEE" ' Final,_ted " "PROCERIEER" "plicep.clois

" ‘PROCAR1008","startnanu?. 5. 1" "PROCKRIB1E","ps_Lst stage_app"
"PROCAR1020","del. st sitzlst lotsS":"PRCCARL029", "material d
- sitelast 10t05":"PROCARLA4", "tpi releasencte109":"PROCAR1OA"},

oval_12":"PROCARLO12", "ps _2nd stage approvzl 15":"PROZAR1E10", "inal dnsp. completeds™:"PROCARIGLO", "materdal disolst lots
JSpZ\i jlacy 'PRﬂ[ﬂRlﬂJ ,"del._at_sitednd let75":"POCAR1030", "nateria] displast lotdd":"PROCAR1040", "del,
{"dozament_nunber":"; 36711 ‘du[un’r\t - cescripzion™:"HVAC \/ ATR CUOL[D CONDENSING

UNIT“,"categarv 1P, "floatenquiryl”:"L5\/a5\/18" "reczipt of
val_12":"12\/091/18","ps_2nd_stage_epproval 15":"03\/12\/16",
spand_lotee :"01\/10\/18", "deL. at site2nd lot7

" 1"," docunent_cescript
nal_thed":"09\/07\/1E", "placzp.clois™: 18V/27\/L8", "startnanuf 5. 1" "17\/G7\/18", "ps_Lst stage_appro

[FEER IR HYAC ¢ AIR; COOLED CORDENZING UNIT [} FRACARAN

FROCARANNN | PROCARANND | PROCARAIN | PROCARAME | PROCREAN

23\VIE", "placep.clods”: "18\/e6\ 18", "startnanuf,3,1": "19\/06\ /18", "ps_Lst stage_appo
101/181/18", aterte] displst_1otse"; 17\/16)/:8", el et sivelst_Jotss": V/10)/ 18", aterd i
"BVIN1E, "del, jt’nblast’lat%‘ "8V 121/13", "tyd_relessenctel00”:"27\/€2\/18"},

[FEERIE-l HYAC ¢ AIF; COOLED CORDENZING UNIT P of0Gits | EZO0SME FOWIRME | qR0EHE | f9006ME FEanE

jocment_nunbe~"
VAT "eategory"t "L, "Floatenguiryl 121/ 6V/IE" "neceipt_of
val 13":"16)/10V/18","ps 2nd stage spprossl 15”06 /1IV/E', “'nal irsp._completeds” "LV/A1VI8", "mterde] disolst letsi"s 2VADV/28", "l et sicelst letss™"BV12)/ 18", aterd di

Te3d-7-06TH HYAG ¢ AIF; COOLED CONDENZING UNIT L Tefbits | 10EME T O0STHE | 1RI0THE | ITOOTME F1DMOME

_ splnd_Lotee" :"10\/12\/18"  "deL. at site2nd lot7e":"23\/12\/18"  "material displast 1ot0":"24\/12\/18","del. at, sitelast_lotgs": 08V 0L\ /19", "tp relessencteldd's Ve sy,
material_; a : "PROCST1148" B - e T - - - - - 3
e at a "PROCST1148"
LELYIFL N L L LY e . LYY T AT - - -
ment_numbe "7234-17-56684",
ment_d
Diesel Price Peg y : 0.4.22-nightly 201346
Change fo: 0.4.22-nightly.2018.4. 6hcommit.9bd49516 ¥
This contract keeps in storage a reference
to the Diesel Price in USD Textwrap (] Enable Optimization @I Auto Compile | & Compile
|
attach B Transact B Transact (Payabie) B Cal
Stage sragna solidity "0.4.0; + Disselprice sol:DieselPrice 8976 byes
Contract Performance o el mport “"github.com/oraclize/ethereun-api/oraclizeAPI.sol"; i e p—
el at site (1st Lot) ‘ontract DieselPrice is usingOraclize {
- S RELIABLE ORGANIZATION
9 &l st orte 2nd Lot) . uint public DieselPriceUsd; [RaO IE] N N=]
Del 2t Site (Lact Lot (project status reports are trustworthy) Ownabl inerace (Fconstant"faise "iputs” ['name” myld” “type" "bytes
' ! event newOraclizeQuery(strin| - nable §
Final Insp. Complete event newDieselPrice(string — transferOwnersh Web3 deploy var dieselprice. sol:dieselpriceContract = we
var dieselprice. sol idieselprice = dieselpric
W Firal TEE function DieselPrice() { i ; ”
Float o preate record update(); // first check[EETyyirk | from: webs. eth. accounts (0],
oat Enquiry & puc recend - S LAy [ Geta: -OxGoR0G010333413620000105 76000
o = P as: *4700000"
I Material Disp(lst Lot) ® verbed record fanceion _catisaeorees: — balanceOf [P 3 Fenction (s, contract)t
y sp(2 if (msg.sender != oraclil - console.Tog(e, contract);
Material Disp(2nd Lo } wreabd recard newDieselPrice(result); — ownerOf O o e e, [ i
Il Waterial Disp(Last L Project #1 = DieseiPricelsd - pars<i [PV | comsole.TogC contract mined: addres
Place P.G/LCI ] Broiect 87 i — transfer »
. . rojec
[l PS 1t Stage Approva 1=c ) finceion uP?te((;, parere 1 = transfer;rom L .
P ) - newOraclizeQuery(“Oracli] =
PS 2ne Stage Approv | Project #3 oraclize_query("URL", "] SIS TS Metadata location ‘
[ ] Sec:t\;: of C)'H‘e's l ¥ ~ 3 _
otart Manur.

. TPI Release Note

Business Lnit #1

‘ Business Unit #2

Actual Working Days Planned Waorking Days

Project/Contract Dashboard
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https://public.tableau.com/profile/sabya7846#!/vizhome/Contractperformance/Sheet2?publish=yes

Fu nCtlonaI StaCk [ Operator’s existing ] [ CI%I%CA(;::;i]r:S ] [ No(?o-m Brlgﬁléﬂtwsain \J

Apps
' 4 g
User Mgmt g rg{f}ﬁi Analysis on Project/Contract’s
Portal » Daghboard » Status/Performance, Calculate Non-Performance Deductions

. /X R ' | i
PMIS/CMS from Operator + Main & 4 8 R .
Contractor Nt ,' -!
&\00 eb‘t,/ REST API enabled Status/Performance Reports » SScr)rlllg{g/ Contracts !
@&}o@//' (Document/Material/Project) W oo Auditor i
SN i !
e ol
K : .
q D 4 Y Y Y f Y ‘ R ¥
J .
: Blockchain
SAP FI/ICO SAP Project SAP C - Oracle S Storage/ -
Module Module folders Primavera | M° Project: - Ethereum IPFS/ :
' MongoDB |
/

\ J < A A A /\\.\ > v
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Technical Stack

Portal PMIS/CMS from Operator + Main
Contractor

Phase 2 - SoW

1. Enable user management module, so that
contracts/projects are visible to authorized
users only who are tagged to that project.

2. Showecase blockchain transactions through a
visualization dashboard to procurement team

3. Instructions for Non-Performance Deductions

p to be passed to SAP FI/CO module

- Zz @seyd

S¥99M 0T
wawdojanag

e o mm mm mm Em m m Em m e Em Em Em m Em m m m Em Em m m m m m m m m m m m m e m = = =

| =) ‘

Phase 1 — SoW

1. Export data from the Operator’s Existing

Applications

Perform Data Modelling and Enable API

3. Convert these project status/performance
reports as Smart Contracts/Solidity Contracts

4. Store these contracts in the Ethereum
platform

5. Allow contracts to be audited and analyzed as
per Smart Contracts guidelines

6. Export smart contracts and perform
transaction analysis, non-compliance, etc. in

-~ ORACLE 3 ) an analytics layer
Blrod (o) B d B "t L L L),

e e o M M M M M M M M M M M M M M M M mm mm mm mm mm = = = = = = = =

N

@ oracliz?eJ TRUFTLE

Framework

[
1

1

1

1

1

1

1

1

, . .

| RESTful API , RESTful API
| GET PUT POST DELETE GET PUT POST DELETE m
1

1

1

1

1

1

1

1

1

1

1

1

- T @seyd

S¥e9M CT
wawdojenag

| iore | = (modeiing =
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Software Detalls

Our recommended software stack will have following components

» Frontend Layer
» UI/UX - Angular.js/ web3.js
» lIdentity and Login management — uPort
» Dashboards — Tableau/ PowerBI
» Middle Layer
» Contracts - Solidity
» Framework to compile, migrate & test smart contracts —Truffle, Oraclize
» Contracts Auditor - Surya
» Contracts data Analysis - R/Python
» Backend Layer
» Decentralized document storage — IPFS, MongoDB
» Ethereum Infra Access - Infura
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Gamification of Reward Points using Blockchain

Blockchain based Smart Rewards




Target Segment : Retall Bank Customers

Most » Market surveys indicate banking customers

Profitable across the world prefer immediate redemption
(esp. the Millennials), exchange of reward
points at the point of purchase across vendors
and get satisfied managing it as an e-wallet.

» As per Deloitte, blockchain will allow secure and
immediate redemption, creation and exchange
of loyalty reward points across vendors,

programs.
v' Customer loyalty/rewards programs represent strategic investments > Ifthe loyalty point management system is
for all types of B2C orgs including banks decentralized and customers allowed to use
v" Reward Points Redeemers are the most profitable customers for a as per their preferences, then a better
bank customer behavior can be derived, and we
v' Loyalty schemes/Reward Points create customer loyalty will potentially get to know the preferred

merchants as well as their network which allows
cross-sell opportunities.

Bank can use this solution as to understand their profitable customers better,
induce more transactions and cross-sell 3rd party agents/partners services and goods.

6/26/2021 CONFIDENTIAL. ALL RIGHTS RESERVED. 15




Business Problem :

High Cost To Serve (CTS) vs. Lower Customer Satisfaction %

A 3" party survey which involved 40,000+
consumers in social media showed loyalty program
are not evolving at the same pace as the digital age:

> 11% of loyalty programs offer personalized
rewards based on a customer’s purchase
history or location data

> 79% of loyalty programs use the mobile channel,
and yet only 24% allow redemption through it

» 16% of loyalty programs reward customers for
activities, such as taking online surveys, rating
and reviewing establishments or referring friends
to the program.

> 14% employ gamification mechanisms to
reward customers

The following table sets forth, for the periods indicated, movement in provision for credit card/debit card/savings

account reward points.

ICICI Bank Annual Report - 2016

£ in million

Particulars Year ended Year ended
March 31, 2016 March 31, 2015

Opening provision for reward points 1,083.2 836.0
Provision for reward points made during the year 1,636.1 1.144.0
Utilisation/write-back of provision for reward points {1,200.8) (896.8)
Closing provision for reward points’ 141756 1,083.2

1. The closing provision is based on the actuarial valuation of accumulated credit card/debit card/savings account reward points.
This amount will be utilised towards redemption of the credit card/debit card/savings accounts reward points.

Creation of points

How many points are given out, for what behaviour — are you rewarded just for spending money,
or for buying certain products or groups of products?

Distribution of points

How points can be distributed between points owners.

By allowing points to be transferred or gifted to others, they are likely to migrate from people
who won't spend them, to people who will.

Increasingly, family schemes have appeared where points can be eamed, transferred or spent
within a family.

Value of points

By controlling what points can be redeemed for, how often, how much, and when, the value of
the points is controlled by the company. Airlines change the value points fairly often, for
example during sale periods where points can be redeemed to get deeper discounts.

Bank should make usage of reward points easier for customers so that brokerage received from
transactions is greater than the liability created on its balance sheets (due to provision of reward points).

6/26/2021
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Solution Functionalities

Key
Feature 3

Key

Key Feature 2

Feature 1

Decentralizing
Reward Points

Instant Redemption
of Reward Points

Profiling of
Customers Behavior

* Moving transactions * Allowing 3rd party * Allowing the bank to

of reward points merchant/partner analyze the ledger
outside the core sites to access the transactions (from
banking system into bank customer’s the blockchain

a customized allocated reward platform) and finding
application (which points and able to out their customer’s
can be accessed record the profile from their
through a mobile) customer’s redemption pattern
which is connected confirmation as of reward points in
to a blockchain digital token in form near real-time.
platform (In this of transaction

case, IBM’s IDs/blocks.

Hyperledger)

Helping Bank’s customers to utilize reward points in real-time, allocate against their preferred merchant
sites and help the bank to provide them more benefits aligned to their preferred purchase history

6/26/2021 CONFIDENTIAL. ALL RIGHTS RESERVED. 17



echnology Stack

»  From an android app, customer authentication

o (Fored Ant |  Bankaswelas is managed through MySQL (stores client
ankLusiomers e AgentsParners ID+Access Code) via a backend PHP running

on Apache Webserver. If a correct match is

My SQL I Reward Points Portal (denioyed on Bluehiy | found, the be_lckend PHP generates an access
PR o Suto o)~ ¥ = e -~ _ tbcl)ken by calling up the Open Bank API from
Se  PHP/Node,s + MySOL  * (Raward Points Bal _ - Transaction Reports and uemix. _ _
node @D (backend) ' gl o Rt Blockchan Logs Anaysi >  This access token is used to use other banking
@ ‘;MB'W\. NP N — .‘. ........... = — o APIs and is shared on the Reward Points Portal
App.
»  Customers can redeem their points directly from

the portal (can be accessed through the mobile
app) and select partner/agent sites for points

@ Ledger APl reduction.
. . _ R"g““’a""" >  Any redemption of reward points (in the portal
Bank Customer User Aulhorzaon Account Detals g ReWard Poinl Audits as well as at the partner sites) will create
(includes Agents) Fay ek, [r:,“f’::“ payload and trigger transactions to be logged in
AgentiPartner the IBM Hyperledger in real-time as a block.

» And these transactions/logs are then fetched
from the IBM Blockchain system into R and
decoded for the users (bank/agent) to monitor
the transactions

IBM Hyperledger System ‘ 4 Blugmix
Blockchain As a Service

Core Banking System

Managing Reward Points in a decentralized ledger and “As a Service” delivery mode.
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Proposed Solution:
Smart Rewards on Blockchain Platform

Open Bank APIs used in
the Prototype/1st MVP —

1. Authenticate User
Agir:ﬂ';:rrtg‘er 2. Bank Account Summary
System 3. Redeem Reward Points
4.

Only 1 CHANGE — to
allow reward points
{which customer
allocates from
Reward Point Portal)
before checkout

Add Reward points

Reward
Points
Portal/App

‘ IBM Bluemix

4 \; HYPERLEDGER

HyperlLedger
(Blockchain
Contracts as

a Service)

Core Banking
System
MO CHAMGE - only
APls consumption by
the Reward Points
Paortal

No changes to the core banking as well as the
agent/partner systems.
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Benefits

1. Improve customer engagement by allowing
instant redemption of loyalty/reward points
across authorized merchant sites

2. Reduce the IT cost of loyalty program
management by making the administration
outside the core banking system and on a
distributed ledger framework using IBM
HyperLedger’s Blockchain APIs

3. Encourage customers for more transactions
with  their preferred merchants by
personalizing and gamification of the
reward points system

4. Increase cross-selling opportunities by
allowing to share/transfer reward points in
the customer networks

5. Improve the lifetime value as well as
retention period of high value customers.

ICICI Rewards program - Redeem
Reward Points |

Active

Connection @

evBwemx  Reward Points N
>
App/Portal hosted on O
Bluemix &

€ - C O ®ma0nans

BLOCKCHAIN PAYLOAD @

Columns in payload to show:

@ ficker Show 25 v enfries Search

¢ par

@ gy ticker par ] discount maturity owner issuer issueDate
@ ascount

@ maturty

demo_paper 1000000 3 73 30 «demo_accouni2 1492497091110

@ ommer ticker P discount maturity owmer issuer issueDate

@ issuer

ar qty
& ssueDaie Shouing 110101 1 entres Frevious Next
Thisdata s from IBM BLOCKCHAIN PAYLOAD

& @ (0 | @ Securr | heps;om-bes- "ger-prod.

IBM Hyperledger System

Blockchain As a Service

4 IBM Bluemix

Decode, Extract the
payload and analyze the
transactions

Sharing the visibility of the R&R with customers and merchants in a distributed common platform.
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Analyzing Trade Finance Services

Blockchain Analytics as a Service (BAaaS)




Business Value to Bank — Trade Finance

Today — With Blockchain
Architecture based Apps

Trade Disputes — High Chances for

Perishable Goods

Tomorrow — With Block Data Analyzer (BDA) in

addition to Blockchain Architecture based Apps Further Business Potential

Less Chance of Dispute as Real-Time New Line of Business — Financial
Monitoring of Containers, Goods ... (transparency, Institutions taking the Role of
tailored insurance policies, verifiable data) Custodian of Goods

Risk Profile of Importer, Shipping : : - 4
Agency & Exporter not Updated till Risk Profile of Importgr, Shipping Agenpy Up-to-Date Risk Profile enable
: : o at Social Media/ Bloomberg... and with corrective :
Financial Institutions for future requests for : : : : at different rates
lending action taken to reduce risk during shipment \_
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Trade Finance - Smart Contracts

v'Following the sale agreement, the financial agreement is shared with the import bank through a smart contract

v The import bank reviews the arrangement, drafts the terms of the letter of credit and submits it to the export bank
for approval

v The export bank reviews the letter of credit; once approved a smart contract is generated to cover the terms and
conditions of the letter of credit

v The exporter digitally signs the letter of credit within the smart contract to initiate shipment

v Goods are inspected by a third-party organization and the customs agent in the country of origin (all requiring a
digital signature for approval)

v The goods are transported by freight from Country A to Country B with 10T tracking in place for the parameters
such as temperature, humidity, etc.

v Any exceptions are logged as contract breaches in the blockchain platform.
v Goods/Consignments are inspected by local customs agents prior to being received by the importer

v The importer digitally acknowledges receipt of the goods, which initiates payment from the import bank to the
export bank via a smart contract

v The bank can monitor transactions in real time and receive specific alerts during these transactions. The
transaction history is available on the ledger and can be continuously reviewed by the bank authorities.
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Technical Architecture

Real-time Data Streams from any of these blockchain platform
using REST API — Invocation through a scheduler

On Cloud Deployment

—_——— = ==

| DataStreams 7

Ethereum |;sjhg REST API |

|
|
|
|
|
|
|
| 8 8
| Visualize and
\_/

|

|

|

|

|

|

|

|

|

|

\

Analytics

Advice
Models
(R+H20) . : (KNIME/ H20)

User Queries ;
(UX)

l

-
Open Rules &
Scoring Model DB

\

Functions (fx) running on the blockchain
platform

/ Develop Models _ Analytical Models User queries by selecting a functional

: or Fragd Prediction, Contract non- in -PMML/XII:\)AEI;- stored area followed by a service

' | aggregator sites — compliance, Pa;_/load/_Transactl_o_n na

| eale raEe clusters, Transaction Risks, Profiling

I ' of Parties involved, etc.

: Functional Area Trade Finance BTC/Ether Bonds
| 1

: : Data Streams Senice Contract Exceptions BTC Price Forecasting Bonds Price Forecasting
: Bloomberg, : usm’g REST A_‘PI - fOI’, Payload Transaction Clusters Ether Price Forecasting

| Quandl, online , trader S. or cong!gnment S Transaction Risk Analysis

‘\ : /' risk profiling Profile of Contractual Parties
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Application of Models

_____ I_ ____ Realtime Data Streams from any of these blockchain platform
c Vs "'\\ using REST API — Invocation through a scheduler . )
£ = ] On Cloud Deployment Application Models
R T R LLL L L LI 5y *  Fraud Prediction * M1 - K-Nearest Neighbors
Sg | E“"’“’“" 9 RESTAPL i S ; é * M2 - Random Forest
ET | ""_' ' | M3 - SVM(Support Vector
g | i machines)
5 v *  Fraud Detection * M4 — Anomaly Detection(H20

Develop Models Analytical Models Deep Learning)

v for Fraud Prediction, Contract non- in .PMML/XML  stored

|/ compliance, Payload/Transaction ina DB

| c\uste‘:ls,Tra;wsF;c)t’}‘on%iks, Protﬁlmg ° ContraCt non- ° M5 - NA

: of Parties involved, etc. Comphance

| Data Streams o .

| s RESTAPI —for. + Payload/Transacti | = M6 — K- means Clustering
1 trader's or consignment's

J riskprofiing on clusters

* Transaction Risks | « M7 — Logistic Regression
* M8 - Decision Tree

* Price Forecasting | = M9 — ARIMA(Autoregressive
Integrated Moving Average)

* Risk Profiling *+ M10 - Logistic Regression
* M1l - Gradient Boosting
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Sample Use Case - Trade Finance POC

The point of entry for all streaming data is IBM Watson loT

FOTWFLY SRR Wk wd Lol oG 2 L2 DU UM TC Iy 20wk 12§ Vv 40
L= L B

datz
Yoy (deiaon) ke
NoSQL DB DASH DB e - 4 tll"( , .
. QUCCAL S SHAF KOGHLNT TNy | IAQ STWUSOWE yN2CHMTT AN JITY el 250
?: -»> . In".‘..ng ‘.’.a'a EgulrsdfOL ............. - trr-mnymmwmummw-)\hhw’wn‘mlf'%
= 21 2006 1M J AQOURIN AWV L LZ0) | il SLGENE XIN Y F P Eripy e 1o i 18
Market Ex 1 B'I’C/Ether models creation WAL IO EnmOtaibns 10w 0051 Gtyw] 261 272 ¥ beG 0 S oo b SXEC ek 50 e 3
3rd party > 1 TAT0R Twf Vi JEIVG0T (1€ IpC INLEARNAGH|0f 1300 S00G0N MyK21 1 Tnde"
P it '

platform. IBM Hyperledger and Streaming Analytics are
integrated with Watson loT platform.
owe_| T
WO s | n o
ot % [om | wm [ W i
Sensors  fussent yw (om | 8 | @ =
data W on | u | ow | 2
woerwr 3% | om | w | s -
1 aw | on | ns | & E
woenin 1n | oo | % o
; - =% =
ol © e
g 1BM Data Science Experience
4 @ Blockchain as a service
-»o IBM Watson IOT — [ shiyui ]
Smart Smart T 3 - 1 misssis phn wod weonts suboam
1 Peer Licontract| (Pe€ 2 |Contract K - -
. l e 5 i
-
Containers 2'2! 2 If Temperature > 32 E '
X = 3 . p e
PP\ | =
" Transaction Recorded in Blockchain if -
Containers Sensors % Data accabires Broui alive e I | ) AT I T A SOVt
|

APl datz
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Sample UI/UX - Risk assessment in Trade Finance

Project ; : Risk
Login Screen Home Prosjifé g/r:ew Assessment
Screen Screen

Source (Internal/External) Systems Source Predicted Value Applied Model Confidence %| Sentiment |Weightage
Internal Watson loT Internal IP # of Actual Contract Exceptions from loT feeds (9) N/A N/A Negative -1
Internal R{running in DSx) Internal IP # of Predicted Contract Exceptions \ Logistics Regression j 0.650000012 Negative -1
Internal IBM Hyperledger Internal IP # of Changes to the Initial Payloads (7) N/A N/A Negative -1
Internal Streaming Analytics Internal IP # of Times Sensor Feeds did not reach Streams (37)] | h/A N/A Negative -1
Internal R(running in DSx) Internal IP # of Predicted Unauthorized Payload Transactions | GLM j 0.730000012 Negative -1
External Bloomberg (Goods Category View) | hitps://www bloomberg com/ 5 Positive, 2 Negative (Headlines) | Sentimental Analvsis 0.750011001 Positive 1
External Reuters http:/iwww reuters.com/ 3 Positive, 2 Negative (Headlines) e (.660000012 Positive 1
External Twitter hitps:/itwitter.com/ Customer, Competition Sentiment (Tweets) | santimental Analvsis 0.730000012 Positive 1
Total Score -2
p—— Overall Negative -
» Anomalous transactions identified based on historical
From external sources, we will transactions and profiles stored in govt's export/import open data
continue performing data sites
mining for sentiment analysis  » Data gathering of client relationships and transaction networks
on 3 broad categories > Identification of trade-specific risk factors related to shipping

vessels, containers and goods
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Typical Pilot Roadmap for BAaaS

Short Term Medium Term

Analytics on top of Baas Analytics on top of Paas

(Hyperledger/Ethereum running on cloud -
Azure/Bluemix)

Blockchain as a Service
(Hyperledger/Ethereum)

{R/Python+H20} running in IBM

DSx and integrated with IBM Python+H20} integrated with IB

Streams/Azure Streams

Streams
Platform Platform
IBM Bluemix IBM Bluemix/ MS Azure

Processing

APIs to Exchange APIs to Exchange

Processing

Blockchainas A Platforms g ;?;tgh;;g:; )ﬁi Platforms
Serwc;aﬂﬁaas} - IBM Hyperledger/
Tokens MS Ethereum + Tokens
Hyperledger + L Watson loT/Azure .
IBM Waston loT Bitcoin/Ether loT Bitcoin/Ether

MVP1 MVP2
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Long Term

Analytics on top of 1aaS

Complete IP control on the platform (Analytics, DB, Processing)

-

deployed on — AWS[{Azure/Bluemix cloud

Integrated Open Stack
ita BPM + {R/Python+H20} + {Esper/Ws02}

Platform Flexibility

Bluemix/Azure/AWS
Processing S ED
Exchange
Hyperledger/Ethereum TR
File System Database Tokens
IPFS BigChainDB Bitcoin/Ether

MVP3
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Audit of Smart Contracts

Smart Contracts Analyzer (SCA)




Smart Contracts Analyzer (SCA)

50000 —
2500 - o Contracts analysed — 1 verifier
n B Contracts with security issues —— 2 verifier
g «» 40000 — 3 verifier
£ 2000 1 £ — 4 verifier
8 c ——— 5 verifier
= @ 30000 —— 6 verifier
£ 1500 4 £
= c
(=]
N -2 20000
‘G 1000 - 3
|
T =
-E w 10000
S 500 4
=
0 | !
0- 0 200 400 600 860 10I00
callstack time dependency reentrancy COncurrency .
Security issues Number of computation round
=
1000 0 Accepted carrect solution E 200 -
B Resolve dispute not triggered and accepted wrong solution g
i 800 4 0 Resolve dispule Liggered and denied wrong soluLion n
o B Resolve dispute triggered, hut acceptad wrong solutian 2 1s0 -
ﬁ I Resolve dispute trigpered, but denied correct solution JE
a so0] a
g ‘S 100 -
J o
5 400 £
3 2 504
5 =
2 a0 =
l] .
"l % v o -\
ol 1101,\. oS e —‘51:1- A o 1‘0,53. s e
1 2 3 4. . 5 g .10"!\- 1’0"5— ,10'\. ,!’Q:‘r ,10'\. .10'\—
Number of verifiers Date of Solidity code added
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Smart Contracts Analyzer (SCA)

+ Ownable APMRegistry

— transferOwnership

totalSupply [Pub. Kernel

balanceOf [Pub] \TE_VERSION_ROLE al Gm
ownerOf —
approve

transfer

transterFrom

ENSSubdomainRegistrar

supportsInterface

CREATE_NAME_ROLE

Exchange-DepositWithdraw.sal Errors Lines
27 tokens| token || msg.sender| = sateSub(tokens|token||msg.sender|, amount); s -

38 if (!Token(token).transfer(msg.sender, amount)) revert(); Deprecated constructions

39 ithdraw(token, msg.sender, amount, tokens[token][msg.sender]);

40 }

a1 Compiler version not fixed

42 function order(address tokenGet, uint amountGet, address tokenGive, uint amountGive,

43 bytes32 hash = sha256(this, tokenGet, amountGet, tokenGive, amountGive, expires, no

orders[nsg.sender][hash] = true; Redundant fallback function

Order(tokenGet, amountGet, tokenGive, amountGive, expires, nonce, msg.sender);

46 ¥ Revert-function in the body of the
= e - . - : conditional operator if

48 function trade(address tokenGet, uint amountGet, address tokenGive, uint amountGive,

49 if (tokenGet == @ || tokenGive == @) revert();

59 //amount is in amountGet terms \mpl\cit Viswbilityleve{

51 bytes32 hash = sha256(this, tokenGet, amountGet, tokenGive, amountGive, expires, no

52 bytes memory pubkey = new bytes(33);

53 pubkey[8] = 2;

[ for (uint8 i=0;i<32;i++)

55 {
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8‘33 Applied Analytics for Digital Enterprises
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Thank You

Greenojo provides Automation, Analytics and Al solutions to
enterprise customers

Sales Offices
Houston, TX, USA |Burlington, ON, Canada |Dubai, UAE | Lagos, Nigeria

For RFPs, Solutions and Sales/Partner _ _ _
enquiries, connect us at - sales@greenojo.com Delivery Offices - India _
Bhubaneswar, Odisha |Hyderabad, Telangana | Trivandrum, Kerala
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