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Blockchain Enabled Solutions

Applied Analytics for Digital Enterprises



Adopting Blockchain as a BPM Strategy 

• Frontend Layer –
BPM/Workflow 
System

• Executes & controls 
transactions between 
trusted parties 

Business Process

• Middle Layer – Smart 
Contracts

• Executes & records 
transactions between 
untrusted parties  

Business SLAs

• Backend Layer –
Blockchain DB

• Distributed ledger of 
asset ownerships, 
controls, rights and 
transaction records

Business Liabilities
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Key Blockchain Engagements

Trade 
Finance 
(B2B)

Concept shared with 
one of India’s fastest 

growing private sector 
bank in a sponsored 

hackathon

Technical 
Stack 

Design

Blockchain 
Solutions  

Designing Blueprints, 
Architecture for e-2-e 

stack, Development and 
supporting Analytics 

Programs for blockchain 
adoption 

Reward 
Points 
(B2C)

Blockchain 
Analytics

Designed and 
Delivered a POC for 
Australia’s leading 

provider of integrated 
financial services 

Smart 
Contracts

Designed a POC for India's 
largest private sector bank

Worked on Smart LSTK 
Contracts for a major Oil 

and Gas Operator in 
India

Developing a full 
technical stack on top of 
a blockchain platform for 
a startup in Houston, US
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LSTK (Lump Sum Turn Key) Contracts 
in Oil & Gas/EPC Industry

Blockchain based Smart LSTK Contracts
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Scope of Work

1) Visibility of the activities pertaining to various sub vendors, should be enabled

through blockchain based smart contracts

2) The activities of selecting sub vendor, awarding the contract, fixing the sub vendor

milestones, commercial activities like placing of PO, opening of LC, its acceptance

by sub vendors etc. needs to be visible

3) Activities of the main contractor, such as, taking insurance, approvals from various

statutory agencies, progress of the Project, Document/Material control indices are

desired to be made tracked through the blockchain based smart contracts

4) Enable smooth finalisation of non-performance deductions, if any, without any

contention

5) Integration/Interfacing with existing PMIS/CMS like SAP Project Module, SAP C -

folders, Primavera, MS Project to pull out the data and use in blockchain based

smart contracts
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Smart Contracts in Project Management

•Register Project Status Reports (Main + Sub Contractor) 

•Register Work Performance Data (Main + Sub Contractor) 

•project or phase authorization/closure, work assignments, time and expense sheets 
approval, activity and tasks progress or completion records, state recording for change 
management events, re-baselining, project procurement decisions, etc.

•Automate Transactions Related To Main Contractors’ Terms & Conditions

•Invoices and payments when deliverables are accepted, or milestones are met.

Project 

Status 

Registration

Work 

Performance 

Logging

Automate 

Transactions

1.1

1.2

2.0
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4 states are possible for any specific project record

 Private record: Project status has not been stored on Blockchain.

 Public record: Project manager has stored project status on Blockchain.

 Verified record: At least one stakeholder has checked that the stored

project status matches the information in the PMIS tool.

 Invalidated record: At least one stakeholder has checked that the stored

project status does not match the information in the PMIS tool.

Blockchain enabled Contract/Project Management
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Blockchain enabled Contract/Project Management
Building Blocks – PMIS/CMS Data, API Enablement, Smart Contracts, Blockchain Transactions, Audits, Visualization, etc. 
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SAP Projects, 

SAP C – folders

Oracle Primavera

MS Project

Document/Project/ 

Material –

Status/Performance  

Data 

Modelling

Enable 

REST API

Extract

Transform

Generate

XLS/XML

Ethereum Platform

Script

SOL

Functional Flow

Blockchain Blocks 
Extraction in 

R/Python 

Project/Contract 

Performance 

Visualization

Decrypt

Integrate

1 32

5

6

7Operator’s 

existing Apps

Blockchain 
Components

Non - Blockchain 

Components

Smart/Solidity 
Contracts

XLS/XML
4

Deploy
JSON

DATAFRAMES

PMIS/CMS from Operator + Main Contractor 
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Functional Flow

1

3

2

4 5

7 6

Project/Contract Dashboard
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Functional Stack

User Mgmt 
Portal

Project 
Specific 

Dashboard

Analysis on Project/Contract’s

Status/Performance, Calculate Non-Performance Deductions

REST API enabled Status/Performance Reports 

(Document/Material/Project)

SAP Project 
Module

SAP C –
folders

Oracle 
Primavera

MS Project

Smart/ 
Solidity 

Contracts

Ethereum

Contracts 
Auditor

Blockchain 
Storage/ 

IPFS/ 
MongoDB

SAP FI/CO 
Module

Operator’s existing 

Apps

Blockchain 
Components

Non - Blockchain 
Components

PMIS/CMS from Operator + Main 
Contractor 
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Technical Stack

Phase 1 – SoW
1. Export data from the Operator’s Existing 

Applications

2. Perform Data Modelling and Enable API

3. Convert these project status/performance 

reports as Smart Contracts/Solidity Contracts

4. Store these contracts in the Ethereum 

platform

5. Allow contracts to be audited and analyzed as 

per Smart Contracts guidelines

6. Export smart contracts and perform 

transaction analysis, non-compliance, etc. in 

an analytics layer 

Phase 2 – SoW
1. Enable user management module, so that 

contracts/projects are visible to authorized 

users only who are tagged to that project. 

2. Showcase blockchain transactions through a 

visualization dashboard to procurement team

3. Instructions for Non-Performance Deductions 

to be passed to SAP FI/CO module 
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PMIS/CMS from Operator + Main 
Contractor 
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Software Details

Our recommended software stack will have following components

 Frontend Layer 

 UI/UX - Angular.js/ web3.js

 Identity and Login management – uPort

 Dashboards – Tableau/ PowerBI

 Middle Layer

 Contracts - Solidity  

 Framework to compile, migrate & test smart contracts –Truffle, Oraclize

 Contracts Auditor - Surya

 Contracts data Analysis - R/Python 

 Backend Layer

 Decentralized document storage – IPFS, MongoDB

 Ethereum Infra Access - Infura
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Gamification of Reward Points using Blockchain  

Blockchain based Smart Rewards



Target Segment : Retail Bank Customers

 Market surveys indicate banking customers 

across the world prefer immediate redemption 

(esp. the Millennials), exchange of reward 

points at the point of purchase across vendors 

and get satisfied managing it as an e-wallet. 

 As per Deloitte, blockchain will allow secure and 

immediate redemption, creation and exchange 

of loyalty reward points across vendors, 

programs.

 If the loyalty point management system is 

decentralized and customers allowed to use 

as per their preferences, then a better 

customer behavior can be derived, and we 

will potentially get to know the preferred 

merchants as well as their network which allows 

cross-sell opportunities. 

Bank can use this solution as to understand their profitable customers better, 

induce more transactions and cross-sell 3rd party agents/partners services and goods. 

Customer

Reward A/cs

Redeemers

Non-
Redeemers

Non-Reward 
A/cs

Most 

Profitable 

Customers

 Customer loyalty/rewards programs represent strategic investments 

for all types of B2C orgs including banks 

 Reward Points Redeemers are the most profitable customers for a 

bank

 Loyalty schemes/Reward Points create customer loyalty
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Business Problem : 
High Cost To Serve (CTS) vs. Lower Customer Satisfaction %

A 3rd party survey which involved 40,000+ 

consumers in social media showed loyalty program 

are not evolving at the same pace as the digital age:

 11% of loyalty programs offer personalized 

rewards based on a customer’s purchase 

history or location data  

 79% of loyalty programs use the mobile channel, 

and yet only 24% allow redemption through it 

 16% of loyalty programs reward customers for 

activities, such as taking online surveys, rating 

and reviewing establishments or referring friends 

to the program. 

 14% employ gamification mechanisms to 

reward customers

ICICI Bank Annual Report - 2016

Bank should make usage of reward points easier for customers so that brokerage received from 

transactions is greater than the liability created on its balance sheets (due to provision of reward points).
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Solution Functionalities 

Bank customers can view their existing 
Reward Points in a mobile app and 
decide partner sites (MakeMyTrip, 
Uber, BookMyShow, etc.) for 
redemption

Bank customers can allocate/ 
transfer their reward points to 
partner sites as well to other card 
holders of the same bank in their 
family/friends' network 

Bank can monitor as well as predict 
customer behavior based on reward 
point transactions. The same can be 
applied to their consumers as well as 
partners to monitor the transactions. 

Decentralizing 
Reward Points

• Moving transactions 
of reward points 
outside the core 
banking system into 
a customized 
application (which 
can be accessed 
through a mobile) 
which is connected 
to a blockchain 
platform (In this 
case, IBM’s 
Hyperledger)

Instant Redemption 
of Reward Points

• Allowing 3rd party 
merchant/partner 
sites to access the 
bank customer’s 
allocated reward 
points and able to 
record the 
customer’s 
confirmation as 
digital token in form 
of transaction 
IDs/blocks. 

Profiling of 
Customers Behavior

• Allowing the bank to 
analyze the ledger 
transactions (from 
the blockchain 
platform) and finding 
out their customer’s 
profile from their 
redemption pattern 
of reward points in 
near real-time.

ANALYZE

ALLOCATE

AWARE

Key 

Feature 1

Key 

Feature 2

Helping Bank’s customers to utilize reward points in real-time, allocate against their preferred merchant 

sites and help the bank to provide them more benefits aligned to their preferred purchase history

Key 

Feature 3
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 From an android app, customer authentication 

is managed through MySQL (stores client 

ID+Access Code) via a backend PHP running 

on Apache Webserver. If a correct match is 

found, the backend PHP generates an access 

token by calling up the Open Bank API from 

bluemix.

 This access token is used to use other banking 

APIs and is shared on the Reward Points Portal 

App. 

 Customers can redeem their points directly from 

the portal (can be accessed through the mobile 

app) and select partner/agent sites for points 

reduction. 

 Any redemption of reward points (in the portal 

as well as at the partner sites) will create 

payload and trigger transactions to be logged in 

the IBM Hyperledger in real-time as a block.

 And these transactions/logs are then fetched 

from the IBM Blockchain system into R and 

decoded for the users (bank/agent) to monitor 

the transactions

Technology Stack

Managing Reward Points in a decentralized ledger and “As a Service” delivery mode.  
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Open Bank APIs used in 

the Prototype/1st MVP –

1. Authenticate User

2. Bank Account Summary

3. Redeem Reward Points

4. Add Reward points

Proposed Solution: 
Smart Rewards on Blockchain Platform

Authenticate User 
via android app to 
generate a token

(Authenticate User 
API)

Display Bank 
Account Summary 
with Reward Points 

(Bank Account 
Summary API) 

Allow the User to 
Redeem (Redeem 
Reward Points API)

Allow the User to 
Redeem through a 
merchant site by 

pre-allocation set by 
the user

Any redemption will 
trigger a 

block/transaction in 
the connected IBM 

hyperledger

All reward points 
related transactions 
(redemption, addition 
from merchants, etc. 

are logged)

Decode these 
blockchain 

transactions using R 

Extract the payload 
and analyze the 

transactions

Allow any user 
(Bank, Agent, 
Consumer) to 
monitor and 

understand these 
transactions

Flow Ends.

1

4
5

6

7

8

2

3

9

No changes to the core banking as well as the 

agent/partner systems. 
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Benefits

1. Improve customer engagement by allowing

instant redemption of loyalty/reward points

across authorized merchant sites

2. Reduce the IT cost of loyalty program

management by making the administration

outside the core banking system and on a

distributed ledger framework using IBM

HyperLedger’s Blockchain APIs

3. Encourage customers for more transactions

with their preferred merchants by

personalizing and gamification of the

reward points system

4. Increase cross-selling opportunities by

allowing to share/transfer reward points in

the customer networks

5. Improve the lifetime value as well as

retention period of high value customers.

Sharing the visibility of the R&R with customers and merchants in a distributed common platform.

IBM Hyperledger System

Blockchain As a Service

Decode, Extract the 

payload and analyze the 

transactions

Reward Points 

App/Portal hosted on 

Bluemix

Active 

Connection

7 8

5

6

4

3
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Analyzing Trade Finance Services

Blockchain Analytics as a Service (BAaaS)



Business Value to Bank – Trade Finance 

Trade Disputes – High Chances for 

Perishable Goods 

Risk Profile of Importer, Shipping 

Agency & Exporter not Updated till 

the end of Transaction – Risk to 

Financial Institutions for future requests for 

lending

Today – With Blockchain 

Architecture based Apps

Less Chance of Dispute as Real-Time 

Monitoring of Containers, Goods … (transparency, 

tailored insurance policies, verifiable data)

Risk Profile of Importer, Shipping Agency 

& Exporter Updated with any New Information 

at Social Media/ Bloomberg… and with corrective 

action taken to reduce risk during shipment

Tomorrow – With Block Data Analyzer (BDA) in 

addition to Blockchain Architecture based Apps 

New Line of Business – Financial 

Institutions taking the Role of 

Custodian of Goods

Up-to-Date Risk Profile enable 

Financial Institute to offer Loans 

at different rates 

Further Business Potential
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Trade Finance - Smart Contracts

Following the sale agreement, the financial agreement is shared with the import bank through a smart contract 

The import bank reviews the arrangement, drafts the terms of the letter of credit and submits it to the export bank 
for approval 

The export bank reviews the letter of credit; once approved a smart contract is generated to cover the terms and 
conditions of the letter of credit 

The exporter digitally signs the letter of credit within the smart contract to initiate shipment 

Goods are inspected by a third-party organization and the customs agent in the country of origin (all requiring a 
digital signature for approval) 

The goods are transported by freight from Country A to Country B with IoT tracking in place for the parameters 
such as temperature, humidity, etc. 

Any exceptions are logged as contract breaches in the blockchain platform. 

Goods/Consignments are inspected by local customs agents prior to being received by the importer 

The importer digitally acknowledges receipt of the goods, which initiates payment from the import bank to the 
export bank via a smart contract 

The bank can monitor transactions in real time and receive specific alerts during these transactions. The 
transaction history is available on the ledger and can be continuously reviewed by the bank authorities. 
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Hyperledger

Ethereum

R3

Ripple

Analytics 

(R+H20)

Visualize and 

Advice 

(KNIME/ H20).PMML

Develop Models 

for Fraud Prediction,  Contract non-

compliance,  Payload/Transaction 

clusters, Transaction Risks, Profiling 

of Parties involved, etc.

Data Streams 

using REST API

Data Streams 

using REST API – for 

trader’s or consignment’s 

risk profiling 

ImportExport

.PMML

Real-time Data Streams from any of these blockchain platform 

using REST API – Invocation through a scheduler 

Analytical Models 

in .PMML/XML stored 

in a DB
3rd party 

aggregator sites –

trade finance, 

forex trades

3rd party sites 

Bloomberg, 

Quandl, online 

exchanges, etc.

On Cloud Deployment

User Queries

(UX)

Open Rules & 

Scoring 

Engine

Model DB

Models
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User queries by selecting a functional 

area followed by a service

Technical Architecture
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Application of Models

Application Models

• Fraud Prediction • M1 – K-Nearest Neighbors

• M2 – Random Forest

• M3 – SVM(Support Vector 

machines)

• Fraud Detection • M4 – Anomaly Detection(H2o 

Deep Learning) 

• Contract non-

compliance

• M5 – NA

• Payload/Transacti

on clusters

• M6 – K- means Clustering 

• Transaction Risks • M7 – Logistic Regression

• M8 – Decision Tree

• Price Forecasting • M9 – ARIMA(Autoregressive 

Integrated Moving Average)

• Risk Profiling • M10 – Logistic Regression

• M11 – Gradient Boosting
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Sample Use Case - Trade Finance POC 

The point of entry for all streaming data is IBM Watson IoT 
platform. IBM Hyperledger and Streaming Analytics are 

integrated with Watson IoT platform.
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Sample UI/UX - Risk assessment in Trade Finance

Login Screen 
Project 
Home 
Screen

Project View 
Screen

Risk 
Assessment 

Screen

 Anomalous transactions identified based on historical  

transactions and profiles stored in govt’s export/import open data 

sites 

 Data gathering of client relationships and transaction networks

 Identification of trade-specific risk factors related to shipping 

vessels, containers and goods

From external sources, we will 

continue performing data 

mining for sentiment analysis 

on 3 broad categories
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Typical Pilot Roadmap for BAaaS
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Audit of Smart Contracts

Smart Contracts Analyzer (SCA)



Smart Contracts Analyzer (SCA)
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Smart Contracts Analyzer (SCA)



Greenojo provides Automation, Analytics and AI solutions to 
enterprise customers

Thank You

Applied Analytics for Digital Enterprises

Sales Offices

Houston, TX, USA |Burlington, ON, Canada |Dubai, UAE | Lagos, Nigeria

Delivery Offices - India

Bhubaneswar, Odisha |Hyderabad, Telangana | Trivandrum, Kerala

For RFPs, Solutions and Sales/Partner 

enquiries, connect us at - sales@greenojo.com
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