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Logging In

To log into the Risk system, click on the URL provided.

If not logged in, you'll be prompted to log-in with a
Microsoft account. Simply log-in with your usual Microsoft
work account (the same you use for Outlook, Teams, etc.).

Dynamics will usually load the last app you had open by
default (unless you use a URL with the app ID included). If
you haven't opened an app, or if your security/licensing
was changed, you may instead be provided a list of apps
to choose from. You will only see apps you have access to.

When prompted, you should choose the Risk App.

You can change apps at any time by selecting the app
name at the top-left of the screen.

Dynamics 365

Risk App

€ By save As New “ X Cles

{2t Home
® Recent Main Risk Data +~
57 Pinned ~
All Risks
My Worlc
Risk by Risk Category
ulf=
Iﬂ: Pashboards 4 @ Compliance/Statutory @ Financial/Funding
Activities
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Microsoft Dynamics 365

SCH
Sign in

someone@schf.org.au

Can't access your account?

Q Sign-in options

Apps

O Search my apps..

w Published Apps (12)

Dynamics 365 — custom

Provides access to the full suite of
capabilities, including administration
Microsoft Dynamics 365

18/04/2004

I vc: I

Dynamics 365 App for O...

Provides access to Dynamics 365
App for Outlook for enabled users.

Dynamics 365

| EorereE

w Apps Being Edited (0)

Create new App

()

Channel Integration Fra...

Bring your communication channels
and build immersive experience with

Dynamics 365

Power Pages Management
Configure and manage your anline

platform to communicate and

Microsoft First Party

| OEECEEE)

CRM Hub

Mobile app that provides core CRM
functionality including accounts,

Dynamics 365

Risk App
The risk app. Holds the primary
details for risks and incidents,
Default Publisher for schf-risk

18/04/2024

Customer Service admin ...

Aunified app for customer service
administration.

Dynamics 365

Sales Hub

Modernize the sales experience with
this mobile relationship

Dynamics 365

=]

—+ CreatenewApp (D Refresh Y Filter

Customer Service Hub Dataverse Accelerator App

Customer Service worksp...

Discover the latest feature set
available in Dataverse with more

Multi-session Customer Service with
Productivity tools

A focused, interactive experience for
managing your customer service.
Default Publisher for schf-risk

6/04/2024

I nrriep INTeRFCe

Solution Health Hub

Dynamics 365 Dynamics 365

UNIFIED INTERFACE

UNIFIED INTERFACE

Solution Health Hub enables rules-
based validation on the health of

Dynamics 365

| CEomeEs
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Navigating the Dynamics 365 Interface - Summary

Side Menu

Contains all modules
available for the app.

Command Bar
Contains various options
for the current module.

Change View
Change the way the
current data is
presented.

Table

The list of records for the
current module, filtered
by the current view.

Use it like an Excel
spreadsheet.

® © ©® O

Edit Columns
Temporarily add or
remove existing
fields/column headings
to the table.

Edit Filters
Temporarily change the
advanced filters on the
data.

www.d365.CGlobal
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Dynamics 365 Risk App SA N D B OX New look (@D
= &
€ B8 Focused view %] Show Chart = New ]E Delete k% O Refresh | Visualize this view 3 Email a Link 0 2 Flow Run Report BB Excel Templates [ Share ~
{n Home
R t N . -
O Recen Active Risks - 0% Edit columns % Edit filters L Filter by keyword
s Pinned
] RiskID L~ Name ~ Description ¥ Risk Category ~ Inherent Risk Score ~ Created On ~ Risk Owner ~
My Work
2 bochboard D RA-1019 Causview Compliance/Stat... Low (2) 11/04/2024 11:51 ... @ D365 Global (Offli...
&> Dashboards -
[ Activities ] Ra-1018 Disaster Recovery Plan Reviewed and Up-to-Date Ensure the Disaster Recovery Plan is reviewed and up-t... Compliance/Stat... High (12} 11/04/2024 11:51 ... @ D365 Global (Offli...
] Ra-1017 Al Compliance/Stat... Low (4) 11/04/2024 11:51 ... @ D365 Global (Offli...
Risk Details B
5 Risk ] raA-1016 Investment Performance and Drop in Portfolio Valuation Investment performance and drop in portfolio valuation Compliance/Stat... High (12) 11/04/2024 11:51 .. @ D365 Global (Offli...
@5 Risks 0
E Incidents D RA-1015 Operations Team Increased Pressure and Increased Hu... ‘Within the Operations team a combination of unusuall... Compliance/Stat... Medium (&) 11/04/2024 11:51 ... @ D365 Global (Offli...
- taff Exposed to Extremely Difficult Emotional Situatio... taff exposed to extremely difficult emotional situation... uman Resources edium 5. D& obal [
RA-1014 Staff E d to E ly Difficult Emotional 5 i Staff d ly difficul ional Hi R Medium (3) 11/04/2024 11:51 A D365 Global (Offl
Customers B
A ] RA-1013 Unspecified Income Falling Below Operating Costs Unspecified income falls below operating costs - requi... Financial/Funding Medium (6) 11/04/2024 11:51 .. @ D365 Global (Offli...
5 ccounts -
R Contacts D RA-1012 Non-Compliance With ACNC and ATO Regulations Noncompliance with ACNC and ATO regulations. Compliance/Stat... Low (4) 11/04/2024 11:51 ... @ D365 Global (Offli...
] RrA-1011 Negative Media MNegative Media - due to an occurence in the Hospitals... Management High (9) 11/04/2024 11:51 .. @ D365 Global (Offli...
D RA-1010 Hackers Gaining Access to the On-Site Data Server Hackers to the on-site data server (which contains all e... IT/Infarmation ... High (12) 11/04/2024 11:51 ... @ D365 Global (Offli...
D RA-1009 IT Systems / Server / CRM Outage IT/Infarmation ... Low (2) 11/04/2024 11:51 ... @ D365 Global (Offli...
] RA-1008 Non-Compliance With Privacy Legislation (Excl. Hacking) Noncompliance with Privacy legislation(Hacking cover... Compliance/Stat... Medium (6) 11/04/2024 11:51 .. @ D365 Global (Offli...
D RA-1007 Staff Report Being Discriminated, Bullied or Harassed Staff report being discriminated, bullied or harassed. Human Resources Low (4) 11/04/2024 11:51 ... @ D365 Global (Offli...
D RA-1006 Key Role / High Staff Turnover Key role / High Staff Turnover Human Resources Medium (8) 11/04/2024 11:51 ... @ D365 Global (Offli...
] RrA-1001 TEST RISK TEST Financial/Funding Medium (6) 9/04/2024 11:20 AM @ D365 Global [Offli...
Rows: 15
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Navigating the Dynamics 365 Interface - Details

Form Tabs
Tabs group related fields
in the form.

@ Form Fields

Customer data is
displayed/edited in this
section.

@ Save
Click to store any

changes in the system.

@ Business Process

Flow (BPF)

A guide on which fields
are important to fill out
at certain business
stages (not all records
have a BPF).

www.d365.CGlobal

Dynamics 365

Risk App

SANDBOX

d365.Global

New look ‘)

< | Save @ Safe & Close - Mew [& Deactivate Ti] Delete () Refresh  © Check Access A, Assign 2 Flow ~  IE Word Templates Run Report & Share -
{3 Home
(O Recent - . .

Hackers Gaining Access to the On-Site Data Server - saved 11/04/2024 11:51AM  Active D365 Global v

s Pinned ~ Risk Created On Status o Risk Owner
My Work Risk Register \.)

Active for 5 days < Identification Inherent Risk Rating - Pre Control Control (4 D) Residual Risk Rating >
%% Dashboards X
N Identify Analyse Treat Evaluate Risk Activities Incidents SharePoint  Related - Active for 4 days
Activities

Treatment Type W
Risk Details Risk Details _
Treatment Description * . + b v =
| o8 Risks

Risk |dentification & Yes
B Incidents Complete Risk Treatment Complete  * g 0

Risk ID & pa-1010
FEEEE Risk Status ¥ Open
A Contacts Date Risk Realised 16/08/2016

Risk Owner * @ D365 Global (Offline) * e Get started

Risk Category " IT/Information Management Capture and manage all recards in your timeline.

Name " Hackers Gaining Access to the On-Site Data Server

Description Hackers to the on-site data server (which contains all emails, documents and spreadsheets and sensitive organisational data) or

CRM or 3rd parties providers that process online transactions and feed into CRM. Review Details
Review Frequency -
Comment ~
Historic Review/Status Data

Identified Since Last Nin

Mame Fields with a red asterisk (*) are mandatory. You cannot save the record

Hackers Gaining Access to the On-5ite Data Server

Risk Category

IT/Information Management

if any mandatory data has not been entered.

Fields with a blue plus (+) are recommended, but optional. You should
enter data for these fields, but it is not required.

Your Dynamics 365 Project Partner |
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A Guide to Common Form Fields

Plain text or number. Some fields will limit your character length or set a
particular range for your numbers.

Plain Text/Number

Validated Text Box

Date Selector

Drop Down Select/Multi Select

Lookup

www.d365.CGlobal

Name

Email

Date Risk Realised

Risk Category

Risk Owner

* Hackers Gaining Access to the On-Site Data Server

info@schf.org.au [

16/08/2016

August 2016 T 2016 T
Su Mo Tu We Th Fr Sa
N1 2 3 4 5 86
7 8 9 10 1 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27

Sep Oct Nov Dec 1ts
28 29 30 3 1 2 3 di

IT/Information Management

--Select--
Compliance/Statutory

Financial/Funding

* @ D365 Global (Offline) X

D d365.Global

Requires the user to input data that matches the prompt. E.G. an email must

have an @ symbol and a suffix (com, .me)

Pick a date with the on-board calendar.

If your date settings seem wrong (i.e. American format), go to Personalisation

Settings and check your format.

Select an option from the drop-down list. Some lists may have 0O square boxes
next to each option; this means you can select more than one.

Opens a search bar where you can create a relationship to a different kind of
record in Dynamics 365. Once set, you can click on the field's content to be taken
to that record. Click on the magnifying glass icon to open the list or select the

search bar and start typing to see the list.

Your Dynamics 365 Project Partner |
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Adding, Editing, and Deleting Records D d365.Global

First, choose the table on the left-menu you
want to add a record for. Then...

£ B2 Focused view (%] Show Chart = MNew ]ﬁ[ Delete e O Refresh

To add a record:
Along the top of the command bar, select [New]. This
option won't appear if you are selecting a record.

5 B2 Focused view (%] Show Chart g’/Q Edit Activate [g Deactivate ]ﬁ[ Delete e

To edit a record:

Either select the record(s) and then select [Edit] on

the command bar, or simply double-click the record R e SANDBOX e

(fields highlighted blue refer to other records,

including those of other tables; clicking directly on @

them will open the associated record). © Recent ~ | Active Accounts M tdteolmns ¥ Edtfiters | O Fiterby keyword
=

Pinned v

Il
s [©)

< M rocusedview B Show Chart & Edit Activate [ Deactivate [I] Delete | ~ <= Merge % Sequences ~ gk Openorgchart 3 Addto Marketing List A, Assign 12 Share  * [ Share -
Home

&% Account Name |~ Main Phone ~ Address 1: City ~ Primary Contact ~ Email (Primary Contact) ~

To delete a record: My Work
Select the record(s) and select [Delete]. You will be < Divem
prompted for confirmation. Deletion is permanent. 4 s

Sydney Children's Hospital Foundation +611800770122 Randwick

Activating/Deactivating: o fsis
All records have a “status” field of either active or B incidems
inactive. Inactive records do not appear as options
when selecting related records (e.g., when creating a
new incident, you cannot select an inactive risk as
the related risk), but it still exists within the system
and will still appear in any existing related records.
Records can be activated/deactivated at any time.

Customers

I Accounts

£ Contacts

You can do so by selecting the record(s) then either
[Activate] or [Deactivate].

It is recommended to deactivate unneeded records
rather than deleting them unless you are sure no
other records relate to it and have no intention of re-
activating the record.

Rows: 1 Selected: 1
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Quick Create

In situations where you can select a related
record via a lookup (e.g., selecting a
Company for a contact), you can create a
new record by selecting [New {Record
Type}] under the list of records.

Depending on the table and customisations,
this will usually open a side-bar called a
“Quick Create” view which lets you enter
create a new record for a different table
without leaving the original form.

Not all tables have Quick Create views, but

this can be changed or customised as
needed.

www.d365.CGlobal

@

®

D d365.Global

Primary Contact

Quick Create: Contact %

Contacts  Recent records

™ Adam Bryant
Client

I New Contact

Look for Primary Contact

8 Advanced lookup

0

Details

T Scan Business Card

First Name *

Last Name *

Contact Type *

Gender

Birthday .
Job Title

Account f Sydney Children's Hospital.. x Q@
Description

Contact Information

Email

Mobile Phone

Address

Street 1 High St

Save and Close ‘ Cancel

Your Dynamics 365 Project Partner | 8




Personalisation Settings

i Excel Templates : Settings *
Each user can change their personalisation o
settings by selecting the settings option (gear Editcoumns V' Editfitey

icon) at the top-right of the screen, then selecting

Personalisation Settings.

There are several options and settings, but the 3

key options that may be good to check are:

Unlikely
Advanced Settings
* Records Per Page (General) Likely
. Toast Motification Display Time
+ Determines how many records get shown Uniiely
per page for views. Less important, but Optional experiences
often useful to increase if you feel there Rare New look a
are too few records in a page. Possible
+ Defaults to 50.
) Set Personal Options Set Personal Options
° Tl me Zone (Genera I) Change the default display settings to personalize Microsoft Dynamics 365, and manage your email templates. Change the default display settings to personalize Microsoft Dynamics 365, and manage your email templates.

+ Determines what time zone any
date/times should be shown in.
Important to set correctly.

* Defaults to GMT 0.

* Format (Formats)
+ Determines how to format dates.
Important to set correctly.
» Defaults to English (America).

These options are set on a per-user basis
instead of being system-wide.

www.d365.CGlobal

Newlook @D O Q & ! @ o D d365 -G | (o} b a I

Inherent Risk Likelihood ~ Privacy & Cookies

Unlikely Legal terms

Possible More Settings

Personalization Settings

Synchronization Activities Formats Email Templates Email Signatures Email Privacy Languages General Synchronization Activities Email Templates Email Signatures Email Privacy Languages

Select your home page and settings for Get Started panes Personal Standards and Formats

Select how Microsoft Dynamics 365 displays number, currency, time, and date formats. Select a format or click Customize to specify custom form|
Current Format

Default Pane <Default based on user role> | Default Tab <Default b

ish i v
Set the number of records shown per page in any list of records English (Australia)

r— Format Preview

Records Per Page 250 hd
Select the default mode in Advanced Find Number |1 23,456,789.00 |
. Currency |3123.436.789.00 |
Advanced Find Mode (@) Simple () Detailed
z - Time |2:03 am |
Short Date [17/04/2024 |
Set the time zone you are in
Long Date IWednesuay. 17 April 2024 |
Time Zone {GMT+10:00) Canberra, Melbourne, Sydney ~

Your Dynamics 365 Project Partner | 9



Accounts D d365.Global

An account represents a business, company, el i SANDBOX Newlook @D
organisation, etc. = € o Hswe @ smendoe | New B row v @
{2t Home
. . . O Recent M Active D365 Global
When creating an account, simply fill out the |, ... J New Account SRRl - R

details, as necessary. My Work Summary Details SharePoint

¥ Dashboards

’ Bl Activities ACCOUNT INFORMATION Timeline Assistant
If you know the company’s parent company
(for example), you can optionally use the Risk Detats pecoun Name d - Notiications
Parent Account field to create a hierarchy. The | # = Phone L
. . B Incidents is record hasn't been created yet. To enable this
other account must already exist in the - content cest he recore
N Almost there
syStem and be aCtlve' Customers Website Select Save to see your timeline.
I Aceounts e Primary Contact
. . . . Contacts =

Similarly, if you know the company’s main — B
point of contact, you can enter them as the
Primary Contact of the account. The contact ADDRESS
must already exist in the system and be [
aCtlve. Address 1: Street 2

Address 1: Street 3

Address 1: City

Address 1: State/Province

Parent Account - jo.
Primary Contact
jo

www.d365.CGlobal Your Dynamics 365 Project Partner | 10



Accounts D d365.Global

Because an account represents a business, B e | e SANDBOX S o
Dynamics lets you add contacts underneath - € B O Esme @Swebom +New b Openorgchar [ Desctite % Comeet | v T AddtoMarketinglit b Asign [ Dette () Refiesh € CreckAceess 2 srre - I
the account to represent employees or other g - g
forms of contacts. B N o fydnely Children's Hospital Foundation - saved o A (@ D36l
My Work Summary Details SharePoint  Assets and Locations  Related ~
The Primary Contact field holds a single # Dasnboards o _ o et ey et T 101250 [
contact, intended to be the main point of 2R st “
contact, but an account can hold multiple - reaesorates S
“non-primary” contacts underneath it as well. | # == . -
B hes ADDRESS CONTACTS
You can view, add, and remove these contacts |« £ New Contac
under the CONTACTS sub-grid, located under |18 *= oS o B Add busing Contot
the Primary Contact field. More options will e S
appear by selecting the triple-dot icon. # Fow >
Address 1: City —— Run Report >
All contacts listed under an account will have Addres 1 SateProvince s : Z”C"“" ’>
their Company field be set to the account Advess 1:ZP/Postal Code 2031 B s
automatically, and vice-versa (if setting the dvess 1 CountryRegion Austts
contact’s related account from the contact).
@ Get Directions
This sub-grid won't appear until the account Map i isabld for this organization 000 Page
record has been saved. The [Add Existing
Contact] option will only add the contact if WARNING: Dynamics will DELETE ALL
the contact is not already a part of another CONTACTS in the sub-grid if you delete the
account; it will display a notification if you parent account. This functionality cannot be Company
attempt to add them anyway. changed or modified. (8 Sydney Children's Hospital Foundation| je,
If you wish to delete an account, make sure to
remove the contact(s) first. You can do so by
opening the contact record and clearing the
Company field. _ ;
www.d365.Global Your Dynamics 365 Project Partner | 11



Contacts

A contact represents a person. A Contact Type
field has been added to differentiate between
the types of contacts (namely employees and
clients).

When creating a contact, simply fill out the
details, as necessary. Some fields only appear
based on the details of other fields, such as
Employee Hero ID only appearing if the
contact’s type is “Employee”.

If you know the person’s related company,
you can optionally use the Company field to
create a hierarchy. The account must already
exist in the system and be active.

Note that Dynamics allows you to select
another contact for the Company field instead
of an account,; it is advised you only use
accounts for this purpose instead.

www.d365.CGlobal

Dynamics 365 Risk App

< [y Save @ Save & Close

2 Home
Recent
© New Contact - Unsaved
# Pinned
My Work Summary Details  SharePoint

¥ Dashboards

t New 2 Flow ~

SANDBOX

D d365.Global

Newlook @D ©

Active D365 Global
Created On  Status 2 Owner

Bl fendes CONTACT INFORMATION Timeline Who Knows Whom &
Risk Details First Name No connections found
o Add first name or last name to find the common
o Risks Last Name connections. Learn More.
B Incidents
Contact Type " Employee Almast there
Customers
Assistant
Job Title Select Save to see your timeline,
Accounts
Employee Hero URL Notifications
I A Contacts
Email
This record hasn't been created yet. To enable this
content. create the record.
Mobile Phone
Address 1: Street 1
Company
Address 1: Street 2 o
£
Address 1: Street 3
Address 1: City
Address 1: State/Province
Address 1: ZIP/Postal Code
Results from: | Accounts | | Contacts Recent records
Sydney Children's Hospital Foundation — Cgmpan}r
info@schf.org.au
Asﬂam Bryant — -—- -~
Client
} New Record 2 Advanced lockup
Look for records §o)

Your Dynamics 365 Project Partner | 12




Activities D d365.Global

An activity represents an action that should H D365 | waktee SANDBOX oo @D
be, or has been, taken by a user against a = € O Hsme o wekCompete & smesCose O reen O Creckaccess X Closesk B process v (1 Delte 8 Asan D AddtoQuee T CometTo v & e @
particular record. It can also represent a g - g _ .
simple note for others to see. O o __'T‘a'fd;‘,’k?“e"“'”" Contact Method for Client s A o s
My Work TASK  Related ~
Activity is the catch-all term for these records, |# oo o
but they are separated into several specific & scwies sutyec " Need to Detenmine Contact Method for Clent
types. Some of the common types are: Risk Detat
of Risks
« Tasks 5 ncisems e S —————
* Represents a generic task that needs | «===
undertaking. e
« Emails
+ Represents an email to be sent to one 7 et < .
or more recipients. puston 15 minutes v
« If emailing is enabled within the
Dynamics environment, the email can
be sent from within Dynamics.
* Phone Calls
« Represents a phone call with the
recipient.
« Appointments
. Represents a meeting with the Task 7 Email Appointment & Phone Call letter © Fax [ Service Activity =3 Campaign Response  [5] Other Activities
recipient. Loy Conversation
+ Depending on the personal and & Copilot Transcript
system settings, this can appear {3 Customer Voice alert
within your Outlook calendar. &3 Invite Redemption
* Notes &3 Portal Comment
« A simple paragraph of text. & Session
¢ Only visible within Timelines.
www.d365.Global Your Dynamics 365 Project Partner | 13



Activities - Owner, Regarding, and Timelines D d365.Global

The user (or team) who is the primary person il SANDBOX ook @D
tO aCt On the aCtiVity iS determined by the = < [y Save ~ Mark Complete @ Save &Close () Refresh G Check Access X Close Task  Bd Process ~ il Delete | £, Assign | [ AddtoQueue I ConvertTo : (& Share &
Owner field in the top-right. You can change & e
thiS field Iike any other field, or you can use (3 ::::: i :iédT:?kl?etermine Contact Method for Client - saved ?;Tyal ;(:204/2024 5:00 PM S:Ftlisi:ysxatus ) ODvs\:eerIUbﬂl v
the [Assign] command on the command bar. My Work TASK Related
% Dashboards —
Within an activity is a special field called & st sutject " Necd toDetermin Contact etho for Client
Regarding. This field is a lookup but it can be Risk Detail
. o . o Description
used to look up to any table with a Timeline o e ’
(a nd the rig ht System Configuration) rather B heemmm T G R G e S o G e S e G
than one specific table. Customers
Accounts
o o . . 2 Contacts

When an activity is associated with another Timeline +ln v =
record via the Regarding field, it will appear [ feorens st x| 0 Search timeline
on that record’s Timeline. pursen 15 minutes N

/ Enter a note... [ﬂ]
A Timeline is a component common in most @ Fighihs y
tables/forms which displays a chronological .
. . e . o ) A ecen
list of activities to perform (or which have
been performed). Modified on: 11:48 AM

Task modified by: 2 D365 Global Active A v B B W@
o ege . o MNeed to Determine Contact Method for Client
You can add activities to a Tlmellne by We need to figure out how we should be contacting this particular client.
creating the activity and setting the View more o
Regarding field, or by creating the activity (or
note) directly in a record’s Timeline. &  Auto-post on Contact Adam Bryant: 11:21 AM
Contact created by D365 Global

Accounts, contacts, risks, and incidents all
have Timelines enabled.
www.d365.Global Your Dynamics 365 Project Partner | 14



Charts

When looking at a view, you may see the
option to [Show Chart] on the command bar.
Selecting this will pop-up a chart area where
you can visualise the current view with a pre-
defined chart.

These charts show only data which appears in
the currently shown view (for example, if
“Active Risks" is the current view, inactive
risks will not be included in the chart’s data).
You can change the view or chart while a
chart is open.

These charts can be interacted with as well.
By clicking on parts of the graph, you can
select only records that are included in that
section. You can drill down for further details
as well by selecting another field and chart

type.

www.d365.CGlobal

< B8 Focused view

%] Show Chart + New

Active Risks

[] RiskiD L~
RA-1013
RA-1018
RA-1017

RA-1016

I

RA-1015

MName ~

Causview

]EI Delete A

O Refr|

Disaster Recovery Plan Reviewed and Up-to-Date

Al

Investment Performance and Drop in Portfolio Valuation

Operations Team Increased Pressure and Increased Hu...

O  ra-1012
[0 ra-1008
3
Drill down by
‘ Inherent Risk Score Level e ‘

Select Chart type

EWMVEDErOD

D d365.Global

I Risk by Risk Category - I

< ® Compliance/Statutory @ Financial/Funding @ Human Resources

X

>

Risk ID | ~

RA-1019

RA-1018

RA-1017

RA-1016

RA-1015

RA-1014

RA-1013

RA-1012

RA-1011

RA-1010

RA-1009

RA-1008

RA-1007

RA-1006

Ooo0oobo0ooob0boooogoooooo

RA-1001

Name

Causview

Disaster Recovery Plan Reviewed and Up-t...

Al

Investment Performance and Drop in Portf...

Operations Team Increased Pressure and |...

Staff Exposed to Extremely Difficult Emoti...

Unspecified Income Falling Below Operati...

MNen-Compliance With ACNC and ATO Re...

MNegative Media

Hackers Gaining Access to the On-Site Da...

IT Systems / Server / CRM Outage

MNon-Compliance With Privacy Legislation ...

Staff Report Being Discriminated, Bullied o...

Key Role / High Staff Turnover

TEST RISK

Mg Edit columns

Description v

Ensure the Disaster Recovery Plan is revie...

Investment performance and drop in portf...

Within the Operations team a combinatio...

Staff exposed to extremely difficult emoti...

Unspecified income falls below operating ...

Nencompliance with ACNC and ATO regul...

Negative Media - due to an occurence in t...

Hackers to the on-site data server (which ...

Noncompliance with Privacy legislation(H...

Staff report being discriminated, bullied or...

Key role / High Staff Turnover

TEST

% Edit filters

Risk Category v

Complianc...

Complianc...

Complianc...

Complianc...

Complianc...

Human Res...

Financial/F...

Complianc...

Manageme...

IT/Informat...

IT/Informat...

Complianc...

Human Res...

Human Res...

Financial/F...

2 Filter by keyword

Inherent Risk Sc... ~

Low (2)

High (12)

Low (4)

High (12)

Medium (6)

Medium (3)

Medium (6)

Low (4)

High (3)

High (12)

Low (2)

Medium (6)

Low (4)

Medium (6)

Medium (6)

Created (

11/04;

11/04;

11/04¢

11704

11/04;

11/04;

11/04/

11/04¢

11/04;

11/04;

11/04;

11/04/

11704

11/04;

8/04/2
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Dashboards D d4365.Global

Dashboards are a collection of several pre-
defined views and charts. They can be viewed

by selecting Dashboards on the left-menu. T SANDBOX o —

= &
A variety of dashboards can be created across | . ... | Bacte tew v X o O et —
several different tables, using different views | © s v
and charts. o v '

My Work

. . | 5= Dashboards .

These charts can also be interacted with and o7 V.
can be further drilled down for more details.

Risk Details Al Risks ole k=

O% Risks reation ol ew RISKs 'ate Realised an ategory - Mon
You can also access the original set of records | .. O
from the dashboard. o ’

Accounts
The views used in charts are pre-determined R Contacs
when creating the dashboard. B

’ Mar'zmﬁ Aug-zms Jan-Znﬁ Mar-ZNT Jun-st DE:'Z(MB Ju\;02| Jun-zﬂzz Jun:OZ) 'll'llliew R.E‘Cﬂrds
Month (Date Risk Realised)
O RO
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Personal Views, Charts, and Dashboards l> d365.Global

Views, charts, and dashboards come in 2 forms: [active Risks* - | [ cacoumns ¥ caeers | [0 Fiterbyomere |
system and personal. [P searcnviews Descrption - Catogory~  Inherent Risk Scora~  Created On - Rick Owner -
+ Active Risks* Compliance/Stat... Low (2) 11/04/2024 11:51 ... @ D365 Global (Offii...
System views/charts/dashboards are pre-defined by et s o Reviewed andUp-toate Evare the issterRecoveryPan i eviewed andup-—. : T permissions @ P €™
an admin in the back-end of the system. These e o 2 eerehviens | ] Pm;::ns Lo o
syStem CompOnentS are aUtomatically aCCGSSible by z :::::I:\:::E . ance and Drop in Portiolio Valuation  Investment performance and drop in portfolio valuation |~ Active Compliance R-‘S“E 2 Wite bal (Offii..
every user. TT Rrai01s Operations Team Incressed Prossure and Increased Hu..  Within the Operations team a combination of unusuzll. Active Risks a Delte bl (Offi..
O ra-1012 Non-Compliance With ACNC and ATO Regulations Nancompliance with ACNC and ATO regulations. Inactive Risks % bal (Offi...
Personal views/charts/dashboards are created by a I T ————— . hopend | o
user and are only available to that user and anyone ’ T ]| Appendto
who it is shared with. Personal views have a little =1 setasaetaitview Assion
person icon next to them in drop-downs. o] s v~ X oo aeranan 5] Manage and share views share
Be aware that if personal views/charts are used | Main Risk Data v | Active Risks -
within a personal dashboard and the dashboard is . o Rk Rk Carcgory < , Elx o e
shared with another user, the views/charts need to be :":ka ~ vEs e T o ™
shared manually as well (otherwise they won't S s s i s =
appear) m e
You can create personal components by selecting an . : - m
existing one, making any desired changes, and then S e
selecting “Save As". For views, editing an existing one “ O wor
will show an asterisk (*) next to the view name. , O waron
- o mon
You can manage (e.g., delete or re-order) and share ‘ S
these components by selecting “Manage and Share”. ) o e
When sharing, you can choose what permissions the oo
user(s) has. E o
www.d365.Global Your Dynamics 365 Project Partner | 17



Risks D d365.Global

Like all tables, you create risks by entering the G o o SANDBOX e @0
necessary data and saving. The Risk ID field will . €5 B @sweade Sne Do - ?
be auto-populated upon saving. O Recen v e @ome o
7 Pinned Y4 Created On  Status 7 Risk Owner
However, risks differ from accounts and contacts ::m‘;b . e et ane minute Identification (< 1Min) Inherent Risk Rating - Pre Control Control Residual Risk Rating >
in that risks have a business process flow (BPF) to e Identify Analyse Treat Evaluate Risk Reviews Incidents SharePoint
help guide the user on creating them. S - o
I o8 Risks Risk Identification & nNo
Whereas accounts and contacts are largely one- B e | -
and-done, risks have a lifecycle with each BPF -
stage representing a part of that. Aimostthere
ontacts Date Risk Realised Select Save to see your timeline.
. . . . . Risk Owner * @ obal (Offline) * 2
The fields which appear in the BPF are identical T ®
. . . - Risk Category M

to the fields in the main form body; editing one . A Identification (< 1 Min)
edits the other. The primary difference is that the o Active for lece than one minute 2 X || s
BPF shows a list of which fields need to be
entered before you can progress to the next stage _— N .

o o]
(but don't necessarily have to enter to save the een
record), and some fields may only be accessible | S N Risk Name * .
by one or the other. Risk Category g

. . Date Risk Realised *
For risks, each BPF stage represents a tab in the _
main form body: Risk Ouner v @ psssex O
 ldentification: Identify Tab Risk Identification " No
. o C let

+ Inherent Risk Rating - Pre Control: Analyse Tab e
+ Control: Treat Tab
» Residual Risk Rating: Evaluate Tab
www.d365.CGlobal Your Dynamics 365 Project Partner | 18



Risks D d365.Global

You progress through the BPF by selecting “Next |l SANDBOX S

Stage” on the current stage once all mandatory i . ¢ B O Bswe &smeacose new [ omanee [ Do O Reresn @ crecchces 81 pocess v A ssgn B Fow v @ word Templses ~ 8 funReport e 2

fields (with a red asterisk (*)) have been entered. © 7 ks Geinng A o the On S Dt S e @y o

You do not have to progress to the next stage R P - enva 5 Resfer i g >

immediately upon entering all the required data. B st ey ol eat Fukate | RReiensncdenss | shaeFant | feted < ==

You can also go back to previous stages as Lot ns N e ' ML

needed. = s o Rk Tesment Complete o .
Customers ; ¢

Instead of “Next Stage”, the final stage will have e e

“Finish”. This will mark the BPF as complete, and o @”(] X o

it can no longer be set to a prior stage unless the * f

BPF is re-activated. Finishing a BPF does not A 7

affect the risk itself (i.e., it does not delete,

deactivate, edit, etc. the record), but instead it R o 30 st prvdlar ht rocess anlin vsacons s et CRUY e e Review etais

marks the risk as having been fully identified, _—

analysed, and evaluated (versus a risk that might

not be fully evaluated for example). | e e e e
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Risk Reviews

Risk reviews can be created and tracked via the
Risk Reviews tab. Risk reviews exist as their own
table.

You can create a new risk review by simply
clicking [New Risk Review] on the sub-grid’s
command bar. This will most likely pop-up a
Quick Create form so you don't have to leave the
risk record.

You can open a risk review record to see its
details easier. It also shows some of the risk’s
current details as well as the scoring of the risk at
the time of the review's creation (for keeping
track of changes).

By default, risks cannot be deleted if they have a
risk review. You would need to delete the risk
review(s) first.

www.d365.CGlobal

D d365.Global

Hackers Gaining Access to the On-Site Data Server - saved

11/04/2024 11:51AM  Active D365 Global v~

Risk Created On Status > Risk Owner
Risk Register ’ @
Active for € days Identification Inherent Risk Rating - Pre Control Control (5 D) Residual Risk Rating >
Identify  Analyse Treat Evaluate Risk Reviews Incidents SharePoint Related v
Risk Reviews f- NewRisk Review |0 Refrash o Flow
D Name ~ Risk Review Date T+ Movement Since Last Quarter's Report ~ Actions Needed Risk Review Owner Status T v
[J  Hackers Gaining Access to the On-Site D... 17/04/2024 There has been a lot of movement since ... These are the actions that are needed to ... @ D365 Global (Offline) Active
Rows: 1

Hackers Gaining Access to the On-Site Data Server - 17/04/2024 - saved

Risk Review

Review Details Related

Review Details

Risk Review Date * 17/04/2024

Movement Since Last
Quarter's Report

" There has been a lot of movement since last quarter...

Actions Needed " These are the actions that are needed to be taken now...

Risk

17/04/2024 1:22 PM  Active D365 Global A
Created On Status 5 Risk Review Owner
* Hackers Gaining Access to the On-Site Data Server X 2

Current Risk Details
Risk ID
Risk Owner

Description

Inherent Risk
Consequence

Inherent Risk Score

Residual Risk
Consequence

Residual Risk Likelihood

Residual Risk Score

& @A D365 Global (Offline)

Inherent Risk Likelihood *

M) Major
& possible
& High (12)
& Moderate
B Likely
& High (12)

B Rpa-1010

ol Hackers to the on-site data server (which contains all emails, documents and
spreadsheets and sensitive organisational data) or CRM or 3rd parties providers that
process online transactions and feed into CRM.
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Incidents D d4365.Global

Much like risks, you create incidents by entering G o o SANDBOX e @0
the necessary data and saving. The Incident ID e € % Hon @meade fre Do ?
field will be auto-populated upon saving. You can | o we A | jow incidont s o oo
create incidents from a risk (via the risk’s Incident | # #= N — — — — O” ®O
tab) to automatically associate it with the risk, or :"’;"tbﬂd N for et o it asics - Incident Report (<1 M) e e sl s r >
you can manually select the risk via the Related P General Detals _ SharePoint
Risk field at the bottom-right of the General tab. S
of Risks Incident ID & Incident Stage &  Reporting
Also like risks, incidents have a business process I8 idens | i ! I
flow (BPF). The incident BPF goes through the nasemomerime [ .
basic setup for incidents, then proceeds to delve e
deeper into the details. The escalation stage will
alert the provided supervisor/manager/higher-up
via email that the incident has been escalated, Other beta
before allowing the higher-up to add additional " @ baes Gt 0ne) x o | Fe e » |
details that the initial reporter might not have - o aons
been able to report on, then finally closing the
incident.
The Incident Stage field automatically updates
itself to match the current BPF stage. This can be
used in charts, reporting, and filtering. When the
BPF is finished, the stage will update to “Closed”
and the incident will be set to inactive
automatically with a timestamp (the incident or
the BPF can be re-activated if needed).
www.d365.CGlobal Your Dynamics 365 Project Partner | 21



Incidents

Within the BPF, there will be some fields which
cannot be interacted with. These fields will

automatically set themselves when the necessary

action has been taken.

An example is the “Those Impacted Specified
Below?" field in the Initial Assessment stage of
the BPF; the field will set itself when the
“What/Who was Impacted?” field on the main
form has been filled. The reason for the field not
just being present in the BPF is simply due to
technical limitations of Dynamics (specifically,
option-sets which allow you to pick multiple
choices cannot be used within a BPF).

www.d365.CGlobal

D d365.Global

i1 Dynamics 365 Risk App SA N D B OX Newlook @D £ 5)
— ) @
« o save @ Save&Close -+ New 2 Flow
& Home
@© Recent New Incident Reporting D365 Global
& Pinned Incident Date/Time  Incident Stage o Assigned To
o Incident 67F O O O
Active for less than one minute Basics - Incident Report (< 1 Min) Initial Assessment Escalation Management - Investigation Closure >
¥ Dashboards
@ X
General Details  SharePoint Inactive
Bl Activities
Those Impacted B No
Risk Details Basics Specified Below?
5 @ Deta Those Impacted: * ___
‘What/Who was Impacted?
|8 Incidents .
Location Type
Details of Those Impacted:
AT Location Details:
J— Whom Did You First Report * o
This Incident To?
L Contacts When Did You First Report *
Initial Assessment This Incident?
Main Incident Category: =
Location Details:
Location Type:
‘Who Did You First Report el
This Incident To?
Incident Type:
Details of Injuries (if
applicable):
Was Any First No
Incident BPF < @ O O
Active for less than one minute Basics - Incident Report (< 1 Min) Initial Assessment Escalation
- A
. . Inactive BE X
General Details SharePoint
Those Impacted B Yes
Basics Specified Below?
Client: T o)
What/Who was Impacted? N .
Specific Client, Property Property: * .
Details of Those Imnacted: *
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Incidents D d4365.Global

In the Escalation stage of the BPF, you must c o : _ SANDBOX e 80

select a Manager if you have not already, and then |~ __

tick the box to acknowledge that an email willbe |6 e o 0 7 ® Foesae T Bros

sent out to the selected Manager. (=] ¥ New Incident - iresues o, T @y DGl
e o 0 o]l >

If the Manager has no email address in their 5 rerc EE—— e —— o

contact, a warning will appear. You can still o e TR e ,

progress, but it will NOT send an email. The # T

notification will disappear after the escalation I8 tocdnc " P yued o B

stage has been completed. . .

The “Has Escalation Email Been Sent?” field will o W S

determine if the system has sent out an email. TOT———

This will be set to Yes if the system has attempted

to send an email without any immediate errors

but note that it cannot determine if the email was e Wi

successfully received (e.g., it cannot check if the imencmizsen [

email address/mailbox is invalid). The Manager

field in the General and Details tab both show the

current email address, though this does not

appear in the BPF. o The selected manager is missing an email address; escalating will not result in an email being sent to the manager.

You can use the view “Incidents Escalated but no
Email Sent” to help check for possible pending Manager ’ Valued Employee X
incidents. Keep in mind that this may not be a
comprehensive list due to the reason stated

above. Email A
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Incidents

The final stage of the BPF is Closure, which when
completed will deactivate the record, set its
Incident Stage to “Completed”, and timestamp
the date/time of its closure. Inactive records are
read-only.

If you need to edit or adjust an incident, you can
re-activate the record as usual. To re-activate the
BPF, you can use [Process] > [Reactivate] on the
command bar. Changing the BPF will change the
Incident Stage, and completing the BPF again wiill
deactivate the record and override its Closure
Date again.

Completed incidents should be incidents which
have been fully investigated and analysed, thus it
is not recommended to re-activate closed
incidents as this may mess with the closure date,
authenticity, etc.

www.d365.CGlobal

i Dynamics 365

Risk App

SANDBOX

Newlook @D £

D d365.Global

= &) Read-only This record’s status: Inactive
@ Home o
& of -+ New [OAcivate [ Delete () Refresh ) Check Access B9 Process ~ A, Assign 2 Flow ~ BB Word Templates ~  fd RunReport ~ [ sh
@ Recent v
s Gz M TEST - Saved 10/04/2024 8:00 AM | Completed D365 Global
My Work Incident Incident Date/Time Incident Stage 5 Assigned To
ly Wor
Incident BPF
¥ Dashboards Completed in 52 hours Basics - Incident Repart Initial Assessment Escalation Management - Investigation Closure >
Bl Activities 2 ox
General Details SharePoint Related Completed
Risk Details
Final Outcome: v et
o Risks Have Witnesses Been No
B inciden Interviewed?
B Incidents
Customers Informed?
Accounts
Preventative Actions
K Contacts
Could the Incident Have No
Been Avoided?
Why Not?
Closure
Final Outcome Test.
< [} New Activate IE Delete O Refresh Q Check Access B3 Process A, Assign 2 Flow
. . . )
E| Read-only This record’s status: Inactive >4 Switch Process
TEST - saved O Reactivate
Incident
Basic Details
Incident ID IN-001001 Incident Stage Completed
Incident Name * TEST Incident Type Legal
Incident Date/Time: 10/04/2024 8:00 AM
Incident Closed On 17/04/2024 2:13 PM
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P4 Support@d365.Global d365.GIObaI

% AU +612 9037 2385 | UK +44 2036 953042
| USA +1 646 652 0780

Your Dynamics 365 Project Partner
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