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MorosX 
https://www.MorosX.com 

 

User Manual for the MorosX IP Mesh Unit 

TODO:  

 

 

Key information 

Wifi Network Name: TAK_AP 
Wifi Network default password: offgrid@8403 

Wifi default security level: PSK2. PSK2 was chosen for maximum compatibility. You can modify this in LuCi settings if desired. TODO: Add manual section for LuCi network security  

modification  

Device IP and LuCI URL: Follow the instructions in the section titled “Locating Device IP and LuCI URL” to locate the device’s unique IP address and URL 
LuCI login: root 
LuCI default password: offgrid@8403 
ATAK-CIV version used in this manual: 5.6.0.12 (9c9a5897) 
Vx Voice Plugin Version used in this manual: 2.1.0 (20251122) - [5.6.0] 

 

 

 

 

 

https://www.morosx.com
https://morosx.com/ols/products/ip-mesh-unit
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Note for Windows users:​
When a windows laptop connects to TAK_AP you will need to use the board’s IP address to access LuCi because you will not be able to directly connect to the board’s hostname 
(connects but can't reach fa42.local). Windows doesn't support mDNS natively so .local hostnames don't resolve. You need to bookmark your board’s IP address directly, or install 
Bonjour on the Windows machine. To find the board’s IP address take the following steps: 

1.​ Connect to the TAK_AP wifi access point (default password: offgrid@8403) 
2.​ On your windows machine open a command prompt and type “ipconfig” 
3.​ Look for a wifi entry similar to the following​

​

 
4.​ The IP address across from “default gateway” is you board’s ip address.  

 

Note for StarLink users: If you want to share an internet connection over the mesh network from a StarLink device, you must follow the instructions in the section titled “Use case 3 - 
Hardwired StarLink Internet sharing (ethernet port as DHCP client) [Recommended]”. The StarLink internet must be shared via a direction ethernet connection to a single device and 
then broadcast over the mesh network. This is because the StarLink device does not allow for the user to configure the radio control channel of the StarLink wifi network, resulting in 
radio thrashing due to the default of channel 6 which is present on the MorosX IP Mesh Unit devices.  
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This document describes the most common use cases for the MorosX SBC IP-Radio as well as configuration steps to achieve those use cases as needed. In addition, ATAK 
configuration and usage are discussed.  

 

 

 

Locating Device IP and LuCI URL 

 

Note on Custom User IP addresses: If you set a custom IP in LuCI, the ip address will be preserved after reboot. It is also preserved by default after a firmware update but you 
must leave the first checkbox “ Keep settings and retain the current configuration” selected. If you deselect this checkbox during a firmware update, your device will revert to it’s 
auto-calculated IP address based on the last two octets of the IP Mesh Unit’s MAC address. Note that the device can always be accessed using its unique hostname (such as 
fa42.local in the manual examples) regardless of IP changes.  

 

The devices are assigned unique IP addresses based on the last two octets of the device’s MAC address.  
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Samsung Phone IP Discovery 

 

To find this unique IP using a Samsung phone, follow these steps. 

 

1.​Power off all other IP Mesh Units or move the device out of range of any other MorosX device serving TAK_AP (this guarantees that step 2 connects you to the correct board) 
2.​Power on the IP Mesh Unit and wait for the “TAK_AP” WiFi network to appear. Connect to the TAK_AP network using the password “offgrid@8403” Then naviate to the detailed 

WiFi network page by pressing on the gear icon next to the network name.  
3.​Click on the manage router option 
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4.​You will then be sent to the LuCI login screen. The unique ip address for that device is shown in the address bar. And the unique hostname is shown in the top left (“fa42” in the 
example image). You can access the LuCI interface from that point forward using either the full ip or the hostname + .local. So, for example, in the image shown the full URL 
would be fa42.local 
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IP discovery for all other platforms 

 

1.​Power off all other MorosX radios or move the device out of range of any other MorosX device (this guarantees that step 2 connects you to the correct board) 
2.​Connect to WiFi: Connect your windows or linux laptop to TAK_AP. 
3.​Find the Gateway IP: Since the board is acting as the AP and likely the DHCP server (or at least the gateway), the board's IP address will be listed as the "Default Gateway" or 

"Router" in the user's network settings. 

 

Windows: 

 

1.​ Connect to TAK_AP. 
2.​ Open Command Prompt (cmd). 
3.​ Type: ipconfig 
4.​ Look for "Default Gateway". That is the IP address of the board. 
5.​ Example Output: Default Gateway . . . . . . . . . : 192.168.123.45 
6.​ Type that IP into the browser to access LuCI, or SSH into it. 
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Linux / Mac: 

 

1.​ Connect to TAK_AP. 
2.​ Open Terminal. 
3.​ Type: ip route | grep default 
4.​ The IP address after via is the board's IP. 
5.​ Example Output: default via 192.168.250.62 dev wlp0s20f3 proto dhcp src 192.168.0.214 metric 20600 
6.​ In the example output above 192.168.250.62 is the ip address of the board.  

 

Android / iOS: 

 

1.​ Connect to WiFi. 
2.​ Tap the "i" or "gear" icon next to the network name. 
3.​ Look for "Router" or "Gateway". That is the IP address. On samsung phones look for “Manage Router” button under the connection settings for the TAK_AP network. 

Pressing that button will redirect you to the IP address of the board.  

 

Once you have retrieved the IP address, you can access LuCI by navigating to that IP address in your browser. The hostname prefix is shown in the top left of the login page. In the 
screenshot below, the hostname prefix is “fa42”. The device can then be reached using either the IP address or the hostname prefix + .local. So in the example below, the permanent 
URL would be “fa42.local” 
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Setting up Vx Voice Plugin 

 

This manual contains guidance for Vx Voice Plugin 2.1.0 (20251122) - [5.6.0] 

 

The radios are configured to send and receive on 234.1.1.3:7040. The radios can also receive from 239.2.3.1:7040 but they cannot send to this channel.  

 

1.​Once you have installed Vx Voice Plugin and configured its permissions in ATAK, navigate to the TAK Voice menu option. Shown in the bottom left of the screenshot below.  
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2.​Click the plus icon to create a new mission 

 

3.​Add a mission name 

 

4.​Click on the “No active channels” drop down 
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5.​Click on the plus icon to create a new channel 

 

6.​Select Multicast (Multicast will be used for both the Radio channel and the engineering channel) 
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7.​Add the details for the radio channel  

 

8.​Create a new channel and add the details for the engineering channel 
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9.​You can now choose your active channel from the channel dropdown.  
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Setting up network GPS and reporting interval 

This manual assumes ATAK-CIV version of 5.6.0.12 (9c9a5897). In this tutorial, we will configure GPS data streaming from the IP Mesh Unit as well as configure reporting 
intervals to eliminate dropped GPS fixes for other team members.  

 

1.​Begin by finding the gear “settings” icon in the Hamburger menu (red underlined) 

 

2.​Within settings navigate to Settings > Network Preferences > Location Preferences. Ensure that “Enable Location Input Manager” is selected. Next, click on “Network GNSS 
Port” 
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3.​Set the Network GNSS Port to 4349 

 

4.​Next go back to the home layout and click on the layers button (the stack of squares) then click on “Location Input Manager” 
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5.​Within Location Input Manager, begin by deselecting “Internal GNSS/GPS receiver”, and also deselect “Wifi/Cell Signal Derived (NETD)” 

 

6.​Leave the other three selected. “Manual Placement provider”, “Streaming NMEA”, and “Serial Monitor Input” should all remain selected.  
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7.​Your device is now capable of receiving a GPS fix from the IP Mesh Unit. You will see the fix displayed as “External” along with the GPS coordinates. Note that it can take up to 
15 minutes for the IP Mesh Unit to get an initial GPS fix. So you may have to wait for a fix to appear after successful configuration.  

 

8.​The next step is to configure appropriate reporting intervals. By default, ATAK will stop displaying the GPS coordinates of other team members if they have not moved 
significantly for a period of time. This is not ideal and can lead to confusion regarding a team member’s location. So, we will configure ATAK to report GPS coordinates at a 
constant interval. To do so, open up settings again via the gear icon and navigate to Settings > My Preferences > Reporting Preferences 
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9.​Once there click on “Reporting Strategy” and select “Constant (Send on a regular interval)” 

 

10.​ You can alter the constant reporting rate using the setting shown in the screenshot below (May improve battery life) 
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Connecting to the board and LuCI 

From a fresh boot, the board can be accessed several different ways.  

 

Connection Method 1 - WiFi 

Look for the WiFi Network called TAK_AP and connect to it using the password “offgrid@8403”.  

 

Connection Method 2 - Ethernet connection 

The ethernet port on the board is, by default, setup as a dhcp server. So you can plug in a laptop or you can plug in a phone using a USB-C ethernet adapter to the ethernet port. If 
you encounter issues, you can set up manual DHCP on the client device by first locating the IP Mesh Unit’s ip address by following the steps in the section titled “Locating Device IP 
and LuCI URL”. Once you locate the device IP, set the client device to any unique ip address within the range of the device’s ip. So, for example, if the device IP is 192.168.250.66, 
you can set the client device ip to anything from 192.168.250.0 to 192.168.250.255 with the exclusion of .66. Then, set the netmask to 255.255.255.0 and the gateway IP equal to the 
IP Mesh Unit IP. So, in the example of 192.168.250.66, the gateway IP would be 192.168.250.66 
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Flashing new firmware via LuCI 

Prerequisites: Acquire the appropriate firmware version from the manufacturer. The file will be named “morosx-wrt-imx-cortexa53-gateworks_venice-squashfs-img.gz” 

Begin by Navigating to the LuCI interface by following the steps in the section titled “Locating Device IP and LuCI URL” 

1. Navigate to System > Backup / Flash Firmware 
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2.  Use the file selector to choose the firmware file (ends with .gz) 
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3. When the file upload completes, you will be presented with several options. If you want the device to revert to only the settings defined in the firmware, you can deselect the first 
checkbox. But, most clients will want their settings preserved such as custom IPs.  
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4. Wait for a few minutes for the flash to complete 

 

5. Navigate back to the devices IP or unique hostname 
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Covered Use Cases 

Use case 1 - ATAK connection to SBCs plus mesh network 
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The mesh network mode is configured to work automatically when two MorosX SBCs are in close enough proximity. You can verify that the mesh network is connected between two 
devices by logging onto LuCI and checking for the “Mesh Point” associated station. If a device fails to connect to the mesh network, try restarting the device by power cycling it.  
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Use case 2 - Wireless Internet sharing from External Wireless source (ethernet port as DHCP server) 

Important Note: All client devices that require network access outside of the mesh (AKA internet for phone, laptops, etc) connect must have their IP settings configure as Static with 
the following settings. 

ipV4 address: A unique number anywhere in the range 192.168.xx.xx  
IpV4 Gateway Set to the IP of the radio connected to the internet source 
IpV4 netmask 255.255.0.0 (or equivalently, a network prefix length of 16) 
DNS server 1 8.8.8.8 
DNS server 2 Set to the IP of the radio connected to the internet source 

​
 

http://192.168.xx.xx
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​
Their Gateway IP address should be set to the IP address of the Mesh Unit that is providing internet NOT to the Wifi router to which the mesh unit is connected. You choose an IP 
address anywhere in the range 192.168.xx.xx The screenshot below shows an example of a correct setup, assuming that the Gateway IP Mesh Unit’s IP address is 192.168.250.66. 
You must use a netmask of 255.255.0.0 or equivalently, a network prefix length of 16.  

 

 

 

http://192.168.xx.xx
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Important Note: For the below scenario to work fully (meaning across the mesh network and to WiFi clients of the MorosX device) you must configure the broadcasting channel of 
the WAN internet connection to be channel 6 (channel 6 is the default channel for the MorosX TAK_AP access point and MeshPoint networks). If you just need to connect an ethernet 
DHCP client and/or if you just want to connect the MorosX device itself to the router, you can disregard the channel on the router. Use case 3 in the section below is the 
recommended approach for internet sharing because the user does not need to concern themselves with the radio channel whatsoever. ​
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For the purposes of bridging a wireless network with internet access to a local ethernet client, the following screenshots apply. By default, the IP Mesh Unit operates as a DHCP 
server on its ethernet port. Begin by plugging the computer into the Ethernet port and navigating to LuCI. 

The username is root and password is offgrid@8403 

Follow the steps below once you have connected to LuCI either via a phone client over the wifi or via the DHCP client.  
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Step 1 - Navigate to Network > Wireless 

 

 

 

Step 2 - Scan for networks 
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Ensure that the network you select uses channel 6. Select Join Network.  
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Step 3 - Once you have chosen a network, fill out the WPA passphrase (also known as the WiFi password) from the list click connect and then leave the firewall-zone as WAN.  
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Step 4 - Leave the default configuration alone 
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Step 6 - Make sure to Save and Apply your changes.  

 



Page 38 

 

You will now have internet access across the mesh network. Be sure to configure your end client devices with static IP configurations as follows.  

 

ipV4 address: A unique number anywhere in the range 192.168.xx.xx  
IpV4 Gateway Set to the IP of the radio connected to the internet source 
IpV4 netmask 255.255.0.0 (or equivalently, a network prefix length of 16) 
DNS server 1 8.8.8.8 
DNS server 2 Set to the IP of the radio connected to the internet source 

​
 

 

http://192.168.xx.xx
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Use case 3 - Hardwired StarLink Internet sharing (ethernet port as DHCP client) [Recommended]  

Important Note: All client devices that require network access outside of the mesh (AKA internet for phone, laptops, etc) connect must have their IP settings configure as Static with 
the following settings. 

 

ipV4 address: A unique number anywhere in the range 192.168.xx.xx  
IpV4 Gateway Set to the IP of the radio connected to the internet source 
IpV4 netmask 255.255.0.0 (or equivalently, a network prefix length of 16) 
DNS server 1 8.8.8.8 
DNS server 2 Set to the IP of the radio connected to the internet source 

​
 

http://192.168.xx.xx
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​
Their Gateway IP address should be set to the IP address of the Mesh Unit that is providing internet NOT to the Wifi router to which the mesh unit is connected. You choose an IP 
address anywhere in the range 192.168.xx.xx The screenshot below shows an example of a correct setup, assuming that the Gateway IP Mesh Unit’s IP address is 192.168.250.66. 
You must use a netmask of 255.255.0.0 or equivalently, a network prefix length of 16.  

 

 

Note: Make sure to enable bypass mode in the StarLink app before proceeding.  

http://192.168.xx.xx
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CRITICAL WARNING: The user MUST connect to the device via Wi-Fi (TAK_AP) before starting these steps. If you try to do this while plugged into the Ethernet port, you will cut off 
their own connection at Step 2 and be unable to finish the setup (locking yourself out of the router). 

Step 1: Free the Ethernet Port 

 

1.​Navigate to Network > Interfaces. 
2.​Click the Devices tab (a small tab near the top of the page, next to "Interfaces"). 

 

3.​Find the row for br-lan and click Configure (or Edit). 
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4.​In the "Bridge ports" list, uncheck eth0. 

 



Page 44 

5.​Click Save. 
○​ Result: The bridge now only bridges Wi-Fi to Wi-Fi. eth0 is now loose/free. 

Step 2: Create the WAN Interface 

1.​Click the Interfaces tab to go back to the main view. 
2.​Click "Add new interface...". 
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3.​Name: wan 
4.​Protocol: DHCP client. 
5.​Device: Select eth0 (which is now available). 
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6.​Click Create Interface. 

Step 3: Firewall Settings 

1.​On the new wan settings page, go to the Firewall Settings tab. 
2.​Assign it to the WAN zone (Red). 
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3.​Click Save & Apply. 
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You will now have internet access across the mesh network. Be sure to configure your end client devices with static ip configurations as follows.  

ipV4 address: A unique number anywhere in the range 192.168.xx.xx  
IpV4 Gateway Set to the IP of the radio connected to the internet source 
IpV4 netmask 255.255.0.0 (or equivalently, a network prefix length of 16) 
DNS server 1 8.8.8.8 
DNS server 2 Set to the IP of the radio connected to the internet source 

 

http://192.168.xx.xx
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Drone Interfacing 

Step 0 - On the remote phone install these packages:​
​

 ATAK-Files

ATAK CIV 5.7.0.3 

ATAKGO - 4.18.0.190 

ATAK UAS tool 12.0.0 dc94f2e8 

ATAKGo V5 5.17.0.79 

 

Step 1 - On the controller open ATAK Go v5 

 

 

Step 2 - Ensure that registration = success 

https://drive.google.com/drive/folders/1wDs9eZwvoubarMs1-eShHA99fW-mAN1f?usp=drive_link
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Step 3 - Open UAS tool and select the drone 

 

 

Step 4 - Press play you will see the live feed 



Page 52 

 

The drone is now broadcasting its video over the mesh network 
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Step 5 - Now on the remote phone (connected to the mesh network via HaLow direct ethernet OR wifi TAK_AP), open ATAK. You will see UAS-Loosefoot 

 

Step 6 - ON the remote phone Open ATAK UAS tool  

 

 



Page 54 

Step 7 - Press play on UAS-Loosefoot 

 

You will now see the live video feed from the controller over the mesh network  

[Trey: This demonstrates data flow from drone to remote phone over mesh] 
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Step 8 - Tap the gimbal icon on the bottom left (yellow in the screenshot below)  

 

Step 9 - On the CONTROLLER there will be a message “New Task Received” The controller operator must click “Run now”. Back on the remote phone, you will see a pop up 
“Observer control Enabled” 
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Step 10 - Tap the video feed on the remote phone. The gimbal will move down 90 degrees (or up if you tap again) 

[Trey: This demonstrates data flow from remote phone to drone over mesh]​
​
Note: Screenshot below is unhelpful because the screenshot was taken in doors. Better results can be seen during flight.  
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