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1. PREREQUISITES

2. CryptolD SDK
3. Certificate is enrolled inside CryptolD
4. Adobe and Office

2. DIGITALLY SIGN ADOBE ACROBAT READER DC

1. Open Adobe, follow the steps:

Click Edit-Preferences

Adobe Acrobat Reader DC (64-bit) — - X
File [EQY View Sign Window Help
Q
[£) paste Ctri+V o T
v p = P B ED s
o - = =} =0 ¢
Sign Edit PDF Export PDF Create PDF Combine Files Share
v Open : [open [-] [open [-] [(Ada -] [open [+

" 0]

Adyanced Search Shift+Ctrl+F  [SUre Certificates

I E=an
.

Check Spelling

Protectjon

Accessibility

Ctrl+K

Click Security, select Use SafeLogic and then click OK
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File Edit View Sign Window Help

Home  Tools Try Acrobat Pro DC )] Sign In

Q search tools

Categories:
Security
Commenting 1\
Documents Configure Server Settings
Full Screen
General + Timestamp Servers o
Commenf | Page Display « Directory Servers Share

Accessibility
[ El o
AdaneOnlne senices peen [

Email Accounts

Security Settings
Forms fty Setting:
Identity
Internet Import. Export
JavaScript
Language [OJLoad security settings from a server
Measuring (20) Adobe Acrobat <

Measuring (3D)

Stamp | | Measuring (Geo)

Are you sure you want to change the cryptographic library?
Multimedia & 3D H ¥ g ryptograpl y?

| Multimedia (legacy) "~ Note: The application would need to be restarted for the changes to be reflected. [ﬂw
Multimedia Trust (legacy)
Reading
Reviewing

Search Cancel
secrty —____ | Corf /
ity

Security (Enhanced) > | (A Use SafeLogic CryptoComply.

Signatures

Spelling

Tracker Adobe Experience Manager Document Security

Trust Manager
Units Clear remembered account information.

Microsoft Azure Information Protection

Clear remembered account information...

Click Security (Enhanced), make sure select the same options as the image shown :

File Edit View Sign Window Help

Home  Tools ‘

] ® & signm

2 Categories: Sandbox Protections.
EEET Disable the protect mode

Commenting [ Enable Protected Mode at stertu [ARunin AppContainer (] Create Protected Mode log file View log d fast
Stared D Decuments [

Full Screen Protected View ¥ in minutes with
ADOBE CLOUD STORAGE General O Files from potentially \nsafe locations

Page Display

O Allfiles D
ures

oustles Accessibility

Adobe Online Services Enhanced Security
sons Email Accounts

o [AEnable Enhanced Security [Crossdomainlogfile  View
Shared by you dentiy

Privileged Locations =

Internet 9 -
Shared by others e

JavaScript If your workflows are negatively impacted by security settihgs, use Privileged Locations to

Lenguage selectively trust files, folders, and hosts to bypass those seclty setting restrictions.
e Measuring (20) Privileged Locations allows you to work securely while grantiNg trust to items in your

Measuring (30) workflow.
All agreements Measuring (Geo) [ Automatically trust documents with valid certification

Multimedia & 30

Multimedia (legacy) Automatically trust sites from my Win OS security zones iew Windows Trusted Sites
OTHER FILE STORAGE Multimedia Trust (legac)

Reading / \
Your computer Reviewing Adobe Acrobat

Search
Add file storage Security

Disabling Protected ModeYiso disables Protected View and

Secuil Enhianced) I AppContainer. For changes Yo take effect, you need to

Signatures manually restart the applicatigp.

Spelling

Tacker Are you sure you want to conti

Trust Manager

Add File Add Folder Path Add Host Remove
What is Protected View? ~ What is Enhanced Security? ~ What are Privileged Locations?

oK Cancel

Clear Recent

After the settings, restart your Adobe, then click Edit-Preferences, click Security

(Enhanced), you can see the page is shown like this:
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atR 4-bit,

File Edit View Window Help

Sign
Home  Tools L @ A  signin
Recent Preferences x
igned fast
Starred [EENR Categories: Sandbox Protections E
ned in minutes with
Commenting [JEnable Protected Mode at startup Run in AppContainer
ADOBE CLOUD STORAGE Documents e
Full Screen Protected View @ Off
Your files General hatures
O Files from potentially unsafe locations
Page Display
Scans O Allfiles
Accessibility
Shared by you Adobe Online Services Enhanced Security
Shared by others el Accourts ] Enable Enhanced Security [lCross domainlog e View =
Identity
. Intemet Privileged Locations
JavaScript If your workflows are negatively impacted by security settings, use Privileged Locations to
Al Lenguage selectively trust files, folders, and hosts to bypass those security setting restrict B
agreements Dot g "’ "
Measuring (20) rivilege you't trust to items in your
Measuring (30) workflow.
OTHER FILE STORAGE Measuring (Geo) [J Automatically trust documents with valid certification B
Multimedia & 3D
Your computer Multimedia (Iegacy) = ites from my Win OS security Trusted Sites
Multimedia Trust (legacy)
Add file storage E
B
Trust Manager
Units
Add File Add Folder Path Add Host Remove
What is Protected View? ~ What is Enhanced Security? ~ What Locations?
Clear Recent

Then click Signatures, Select More on the

Identities & Trusted Certificates.

Adobe Acr der DC (64-bi -—— - a X
File Edit View Sign Window Help
Home  Tools TS ® A signin

Q Search tools

Preferences

Categories:

Digital Signatures

Commenting

Documents Creation & Appearance

Full Screen . 3

Geners! « Control options for signature creation

enere! - Set the appearance of signatures within a document

Commen| | Page Display

Accessibility Verification

Adobe Online Services

Email Accounts « Control how and when signatures are verified

Identities & Trusted Certificates
JavaScript

Language

Measuring (2D)
Measuring (30)
Measuring (Geo)
Muttimedia & 30
Muttimedia (legacy)
Multimedia Trust (Iegacy)
Reading

Reviewing

Search

Security

Security (Enhanced|

- Create and manage identitis for signing
- Manage credentials used to trust documents

&

Stamp

E=3E

Document Timestamping

- Configure timestamp server settings

Spelling
Tracker

Trust Manager
Units

X

More...
Share
Pren [~
More...

More...

Cancel

Unfold Digital IDs, select PKCS#11 Modules and Tokens:
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BB ftobe Acrobat Reoder DC 6 a— 8
File Edit View Sign Window Help
Home  Tools Q_ search Try Acrobat Pro D¢ O} Sign In
Recent
Starred (KN Categories Jnin
< : Digital Signatures hatures, and access
ommenting L
ADOBE CLOUD STORAGE Documents & Digital ID and Trusted Certificate Settings X |3
Full Screen B T -
Your files o v Digial s #a) /- ¥ M bgot QRefresh @ Remove ID
5 Page Display Roaming ID Accour ~ Name Issuer Storage Mechanism 2
cans
Accessibility Digital ID Files
Shared by you Adobe Online Servic ) L
ey o Email Accounts Windows Digital IDs E
ared by others =
Forms PKCS#11 Modules 2
(Jentty < [ >
SIGN Internet Trusted Certificates
JavaScript L
Allagreements Language Manage My Digital IDs B
Mezsuring (2)

OTHER FILE STORAGE
Your computer

Add file storage

Measuring (3D)
Messuring (Geo)
Multimedia & 3D
Multimedia (Iegacy)
Multimedia Trust (e

This is a list of the digital IDs that are available for your use on this computer. Digital IDs
are private and should not be shared. They are used when you create a digital signature or
when you decrypt documents that are encrypted for you using Certificate Security.

Each digital ID has a corresponding public certificate which contains identifying information |

Then click Attach Module:

B Adobe A eader DC (64-bi
File Edit View Sign Window
Home Tools
Recent
Starred [T
ADOBE CLOUD STORAGE
Your files
Scans

Shared by you
Shared by others
SIGN

All agreements
OTHER FILE STORAGE
Your computer

Add file storage

Reading about you and which you can share with others. This certificate is used by others to encrypt

Reviewing documents for you, or to validate your digital signatures. Select one of the entries above and

Search click Certificate Details to view information from your certificate. Use Export to share your

Security certificate with others.

Security (Enhanced)

Signatures Use Set Default to set or clear which digital ID is used by default when you sign or encrypt

Spelling documents. Use Add ID to add a new digital ID or to find an existing digital ID and add it to

Tracker this view. Use Remove ID to permanently remove a digital ID from this list and wherever it

Trust Manager is stored

Units

oK Cancel
Flnnr Darans
a— a ¢
Help
Q search Il @ A signin
| fast
Categories:
Digital Signatures P minutes with

Commenting

Documents i@ Digital ID and Trusted Certificate Settings X

Full Sereen v DigitalDs Attach Module | Detach Module &Y Refresh

General

Page Display Roaming ID Accour  Module Manuf®urer D Library Path ‘
Accessibility Digital D Files

Adobe Online Servic
Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (20)
Measuring (30)
Measuring (Geo)
Muttimedia & 30
Multimedia (legacy)
Muttimedia Trust (le
Reading

Reviewing

Search

Security

Security (Enhanced)

n
Spelling
Tracker

Trust Manager
Units

Windows Digital IDs

[PKCS#11 Modules a

Tru‘;md Certificates.
Manage PKCS#11 Modules

This is a list of loaded PKCS#11 modaules. You can load additional modules to gain access to
new cryptographic devices

e

oK

Cancel

Flane Darant
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you need load library from C:\Windows\System32\CryptoIDA_pkcs11.dll
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Adobe Acrobat Reader DC (64-bit) - o X
File Edit View Sign Window
Home  Tools Q Search el @ A signin
Recent X
fast
Starred [EETR Cotenon e
minutes with
Commenting 1
ADOBE CLOUD STORAGE | | pocuments x |
Full Screen
Locate a PKCS#11 Module
Your files General —‘ E) y
Scans Page Display “ 4 1> ThisPC > 5ys(C) > Windows > System32 > v o Search System32
Accessibility
ise v New folder
Shared by you Adobe Online Service . o e
Email Accounts m # A Name Date modified Type Size @ —‘ =
Shaedbyiothers Forms toIDE.tools (4] credssp.dil 2022/2/710:13 Application exten... 2K8
Identity 3,201 [ credui.dil 2021/6/114:05 Application exten... 50KB
SIGN Intemet - [3 eryptz2.d 2022/2/710:12 Application exten... 1,351K8
JavaScript x64 - X
Language D cryptbase.dil 2021/6/114:05 Application exten... 34K8B :|
Allagreements Vesaring 20) 6 5 aypteatsvedi 221611405 Application exten.. 129k8
Measuring (3D) [ cryptdig.dit 2019/ 7:09 Application exten... 32K8
OTHER FILE STORAGE Measuring (Geo) [& cryptdit.dil 2021/6/114:04 Application exten... 67KB
Multimedia & 30 0 Desktop & cryptextdil 2021/6/114:05 Application exten. 73K8
ourcompiter Muttimedia (legacy) [ cryptnetal 2021/6/1 1404 Application exten. 183KB [
Multimedia Trust (leg 5] Documents N
3 cyptngedil /2/710:11 Application exten 45K8
Add file storage Reading & Downioad
Reviewing ownlozds CryptolDA_pkes11.dll 2022/6/1713:03 Application exten... 663 KB.
Search & Music 5] CryptoWinRT.dil 2021/6/1 1404 Application exten 369KB
Security &) Pictures [4] cryptsp.dit Application exten 82K8B
Security (Enhanced) ‘ B Video: @ cyptsvea Application exten. 103K8
Signatures -
C 4 crypttpmeksve.dil Application exten... 108K8
Speling L evs(Ch v 3 et PP v
Tracker File name: [ CryptolDA_pkes1L.dil | [Pres#1t modutes oL v
Trust Manager o
L o

(3

Cancel

If your Adobe is 32bit, then you need load library from C:\Windows\SysWOW64\

CryptolDA_pkcs11.dll

Try Acrobat Pro DC @Y

File Edit View Sign Window Help
Home  Tools Q search
Recent
Strred N —
Digital Signatures
Commenting
ADOBE CLOUD STORAGE | | pocuments gital 1D and Trust
Full Screen
Your fles o Locate a PKCS#11 Module X
Grns Page Display « v > ThisPC » sys(C) > Windows > SysWOW64 > o £ Search SysWOWe4
Accessibility
Organise v New folder
Shared by you Adobe Online Servic 2 . o e
Shares by ot Emil Accounts System32 A Name Date modified Type Size
ared by others a
J Forms x64 [&] eryptnet.dn 2021/6/114:06 Application exten. 142K
::::'n":t 64 3 2022/2/710:13 Application exten. 337KB
SIGN " v
JovaSerpt 2002/6/171303  Application exten... S11KB
e Lenguage 2021/6/1 1405 Application exten. K8
Messuring (2D) 3 cryptsp.ail 2021/6/11406 Application exten. 67K8
Measuring (3D) I Desktop [&] crypttpmeksve.dil 2022/2/710:13 Application exten. 77K8
OIHERERESTORACE m":“’:‘g (G&‘z"; 2] Documents 4 cryptui.dil 2021/6/114:06 Application exten. 231Kk8
uhmedis 3 Downloads [ cryptuiwizard.di 2021/6/1 1406 Application exten. 102k8
Your computer Multimedia (legacy) & eoptumi e A J
Multimedia Trust (e B Music =S CHyptomis / g pplication exten °
Add file storage Reading ] Pictures [ cscapidl Application exten 40KB
Reviewing [ eseditdn 2 Application exten 2KB
Search B Videos (3] escobj.dil 2021/6/1 1 Application exten. 198K8
:“""‘Y . - sys(C) [4] ctizaz2.dn 2019/12/7 17:08 Application exten. 27K8
s‘g‘:;‘:;s""’"“d’ - job (0) [&] dadt.dn 2021/6/114:05 Application exten. 5246KB
Spelling . v [d] d2didebug3.dil 2021/6/113:56 lication exten.. 425K8
Tracker File name: | CryptolDA_pkesT1.dil ] [Pcs#1t modutes (L) v
Trust Manager ")
Units Cancel

L

oK

Cancel

Sign In

fast

minutes with

3

Flane Darant

Then you can see CryptolD Module is loaded. (here my Adobe is 64bit, thus | load library from

C:\Windows\System32\CryptolIDA_pkcs11.dll, if your Adobe is 32bit, you should load from another path,

check the content above)
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File Edit View Sign Window Help

Home Tools

Q_ searc Try Acrobat Pro DC (@) Sign In

| fast

P minutes with

& Refresh

D)

[ Longmai Technology

C:\Windows\System32\CryptolD... | ‘

Recent
Starred [N Categories:
Digital Signatures
Commenting
ADOBE CLOUD STORAGE Documents i@ Digital ID and Trusted Certificate Settings
Full Screen
Your files General < RS Attach Module
Page Display Roaming ID Accour  Module Manufacturer ID
Scans
Accessibility DigitalID Files

Shared by you Adobe Online Servics
e Windows Digital IDs
Shared by others Forms

[PKCS#11 Modules a
Identity

SIGN Internet Trusted Certificates
JavaSeript

Now CryptolD Module is loaded

Al agreements

Language
Messuring (20)
Messuring (30)
OTHER FILE STORAGE Measuring (Geo)
Multimedia & 3D

Module Manufacturer ID: Longmai Technology

n: Logmai PKCS11# Library
Library Version: 2.0

Cryptoki Version: 2.20

Module Descrip

Your computer Muttimedia (legacy)
Muttimedia Trust (e
Add file storage Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

Library Path: C:\WindowsSystem32\CryptolDA_pkes11.dll

oK Cancel

Fin

Then unfold the PKCS#11 Modules and Tokens, click Longmai PKCS11# Library,

then click Login button. Input your token password and then click OK.

File Edit View Sign Window Help

Home Tools

Recent
Recommended tools for you
Starred [EETN
ADOBE CLOUD STORAGE
Categories:
Your files [Commenting | @ Digtal 10 an 7
Documents
Scans FulSoeen |~ DigitalDs
General
Rosming ID Accour  Token Label
Shared by you Page Display o
U | Digital D Files
Shared by others Accessibiity
Adobe Online Sef Windows DigitalIDs
Email Accounts
slen Forms o PKCS#11Modulesa
Identit
All agreements entity «  Logmai PKCS113.
Internet
JavaScript mToken Ciyp
OTHER FILE STORAGE Langusge
Measuring (20) Trusted Certificates
Your computer Messuring (3D)
Measuring (Geo)
Add file storage Multimedia & 30

Multimedia (legal
Multimedia Trust
Reading
Reviewing

Search

Security

Security (Enhance
Signatures
Spelling

Tracker

Trust Manager

Units

Now you can use Adobe sign PDF.

mToken CryptolD

See All Tools
Get documents signed fast

logout &Y Refresh i ‘
o

i
H

=

x
£n CryptoID
lai(TMS) F“’"
DA
[B4EOF3F0141
Cancel k'"ﬂm

oK. Cancel

Clear Recent

Open a PDF file via Adobe Acrobat Reader DC, and make sure the CryptolD is

connecting to the computer.

Click Tools and select Certificates.

© Longmai Technology Co.,Ltd, 2022
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‘E mToken K5-Programming Guide(Android).pdf - Adobe Acrobat Reader DC - [m] X

File Edit View Window Help

Home  Tools mToken K5-Progra... @ yi Sign In

Q lSearch tools \

A 52 2 2

Comment Fill & Sign Edit PDF Export PDF Create PDF

=an o ] E=an

Gl = [&

Combine Files Share Stamp Measure Certificates

(7 T =i oo 7] [Gon ) (G )

[

4. Then will auto back to the document page, select Digitally Sign, a prompt box

appears.
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@ mToken K5-Progra

O

File Edit View Window Help

Home  Tools mToken K5-Progra... X @ A Sign In

® B XH Q ©® 1/ AR MO @ w gy P e 1 Share

I Certificates Digitally Sign I:%) Time Stamp a

B
ﬁl_oﬁgﬁ I’\ii mToken K5-B Development Guide(Android) EE’
[ ]
as

Acrobat Reader

Using your mouse, click and drag to draw the area where you would like the ~
W' signature to appear. Once you finish dragging out the desired area, you will be Ei‘
taken to the next step of the signing process.

[J Do not show this message again KD
)
» n -
(Android)

Prepared by Date
Reviewed by Date &%

Approved by Date
%

5. Then click OK, draw an area to show as digital signature.
@ mToken K5-Programming Guide(Android).pdf - Adobe Acrobat Reader DC - [m} X
File Edit View Window Help
Home  Tools mToken K5-Progra.. X @ A Sign In

® B X Q ® 1/ AR MO @ w B P e {1 Share
I Certificates I:?DTime Stamp

« 23
Loﬁglﬁ I’a mToken K5-B Development Guide(Android) EE,
=
o=

Product name Confidentiality level

mToken K5-B
Product version Eﬁ
Vi1l

£0
. mToken K5-B Programming Guide 2

@)

(Android)

N B

Prepared by Date
Reviewed by Date é’g
Approved by Date

%
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6. Release your mouse, the Sign with a Digital ID will pop up. All certificates in the
computer and CryptolD will be listed out. Select the certificate on CryptolD and

click Continue.

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing:

e @ pengdongdong@longmai.com.cn (PKCS#11 device) View Details
Q Issued by: corp-WIN-SVRCIN49NKN-CA, Expires: 2024.06.17
Y

O | asd@longmai.com.cn (PKCS#11 device) View Details
K Issued by: corp-WIN-9VRCIN4A9NKN-CA, Expires: 2024.06.17

o |. TEST RSA (PKCS#11 device) View Details
Q Issued by: TEST RSA, Expires: 2035.12.30

©) ( Configure New Digital ID ) ( Cancel )

7. Click Sign
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File Edit View Window Help

Sign as "TestCLIENT_sig" X

Appearance  Standard Text

TestCLI o2y

+  Date: 2019.09.06
E N T_S I g 18611e2:20 +08'00'
O Lock document after signing View Certificate Details

Review document content that may affect signing

8. Save the file as a backup, here we name it test.pdf, click Save

E Save As X
« ~ 4 Bl > ThisPC > Desktop v & e Deskt P
Organise v New folder - o
A Date modified TvD > A
W This PC Name Type 26 f
¥ 3D Objects Office 2013 X86 EN
I Desktop Smart X1 VB
2 Documents SmartX3 V3.0 820190318 4 File folde
¥ Downloads wiN10EE TR : - Fie folde >
. ¥ & >
File name: im
Save as type:  Adobe PDF Files (*.pdf) v
A Hide Folders Cancel

9. If you already login the module, then Adobe will not ask for PIN again. Then you

will see a signed pdf be generated
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‘2 test1.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home  Tools test1.pdf x ® A Sign In
G®BRERQOO® 1/ AW OD - B P o [ Share
5 At least one signature has problems. Signature Panel L

~
TeREE
G aLONGMI\i SRS Devltes Qs [ exportPOF A
= Adobe Export PDF i)
Product name Confidentiality level
é’ mToken K5-B Convert PDF Files to Word
- Prodectversion or Excel Online
A Select PDF File
2 s test1.pdf X
mToken K5-B Programming Guide
Convert to
(Android) Microsoft Word (*.docx) Vv
»

Document Language:

3. ADD CERTIFICATES AS TRUSTED CERTIFICATES

1. Atlast, if you are worrying about the alert At least one signature has problems.
Don’t worry, it is not the certificate issue. It means the certificate is not trusted by

your computer. You can click the signature stamp, then a panel will show up.

[ test1.pdf - Adobe Acrobat Reader DC H
File Edit View Window Help
Home  Tools test1.pdf x @ A signin

® B X Q ® 1w AR MO @ nw - @ FT oo " Share
L Atleast one signature has problems. Signature Panel 3 g @

@ O7 &R

miToken K5-B Development Guide(Android) [ ExportPDF ~

)

Adobe Export PDF L)

ct name C ali |

é;. Signature Validation Status conuert PDF EilesitoWord
or Excel Online
£ Signature validity is UNKNOWN. Select PDF File
. - The document has not been modified since this signature was applied.
- The signer's identity is unknown because it has not been included in your list of test1.pdf X
" trusted certificates and none of its parent certificates are trusted certificates.

Convert to

Microsoft Word (*.docx) Vv

4 Signature Properties... Close Bocumentlanguage:
English (U.S)) Change

Prepared by Date
Reviewed by Date

= =

2. Click Signature Properties...
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Signature Properties X

Signature validity is UNKNOWN.
Signing Time: 2013/01/06 18:47:59 +08'00'

Validity Summary
The document has not been meodified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitted.

The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:
2013/01/06 18:47:59 +08'00"

Signer Info
Path validation checks were successful.

Revocation checking was not performed.

Show Signer's Certificate...

Advanced Properties... Validate Signature Close

3. If you trust this certificate and want to add it as a trusted certificate, please

operate as following shown. Please exercise caution.
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Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

Show all certification paths found

TestCLIENT 01 (0100109100]  Summary Details Revocation Trust  Policies Legal Notice

This certificate is not trusted.

Trust Settings

€  Sign documents or data
#K  Certify documents

¥ Execute dynamic content that is embedded in a certified
document

€  Execute high privilege JavaScripts that are embedded in a
certified document

€  Perform privileged system operations (networking,
printing, file access, etc.)

Add to Trusted Certificates...

N

< >

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2013/01/06 18:47:59 +08'00"

OK

Click OK and continue

Acrobat Security X

I‘ If you change the trust settings, you will need to revalidate any signatures to see the
. % change

Trusting certificates directly from a document is usually unwise. Are you sure you
want to do this?

oK | Cancel

4. Select those options, click OK
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Import Contact Settings

Certificate Details
Subject: Test CLIENT 01 (0100109100)
Issuerr Longmai

Usage: Digital Signature

Expiration:  26/02/2013 16:07:32

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

Certified documents
Dynamic content
Embedded high privilege JavaScript

Fe’tncv)lleged system operations (networking, printing, file access,

Help OK Cancel

5. After finishing the upper steps, reopen this PDF file, you will see the signature is

valid now.
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® testt

File

Home

(8]
@

&

pdf - Adobe Acrobat Reader D

Edit View Window Help

Tools

® B8 R Q

éa Signed and all signatures are valid.

0 TERFHE
LONGMAi

test1.pdf x

L S

Tast
CLENT

10100109 =t
100)

729%
Signature Panel

mToken K5-B Development Guide(Android)

P P>

- m]
@ A Ssignin
ﬁv ? .ee 1 Share

~

2

Export PDF A

Adobe Export PDF L)

Signature Validation Status

Signature is VALID, signed by Test CLIENT 01 (0100109100).

L

- The document is signed by the current user.

Signature Properties...

- The document has not been modified since this signature was applied.

Close

Convert PDF Files to Word
or Excel Online

Select PDF File

test1.pdf X
Convert to

Microsoft Word (*.docx) v

Document Language:
English (U.S) Change

|—?-r!wl!dby

i I

4. DIGITALLY SIGN MICROSOFT OFFICE

1. Click Protect Document, and select Add a Digital Signature

Save As

Print

Share

Export

Close

Account

Options

Inf

Test

Testdoox - Microsoft word

O

Desktop

Protect Document

Control what types of changes people can make to this
document.

Mark as Final

Let readers know the document is final
and make it read-only

Encrypt with Password are that it contains:

Password-protect this document uthor's name

Restrict Editing
Control the types of changes others
can make

Restrict Access ons of this file.

Grant people access while removing ’
their ability to edit, copy, or print
Add a Digital Signature

Ensure the integrity of the document
by adding an invisible digital signature
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Size 0 bytes
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Words 1
Total Editing Time 0 Minutes
Title Add a title
Tags Add a tag
Comments Add comments
Related Dates
Last Modified
Created Today, 15:06
Last Printed
Related People
Author

caoyan

Add an author

Last Modified By Not saved yet

Related Documents
@ Open File Location

Show All Properties
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2. System will auto select one signature certificate, if you want to use another
certificate to sign, click Change... please, all certificates stored in Token will be listed

out, and then choose the suitable one. Click Sign and continue.

Test.doox - Microsoft Word

Sign in
Test
Desktop
Protect Document Properties -
Pl | ze 11.3KB
ro
i ?
Document sign . X ges
@ see additional information about what you are signing... fords 1
otal Editing Time 1 Minute
: You are about to add 2 digital signature to this document. This signature will not be 4o Add a title
775 | visible within the content of this document. B B
s H Add a tag
Check f Commitment Type: K '8 tag
2 cK g = T d ;-7 bmments Add comments
ssues - | [Created and approved |
Purpose for signing this document:
elated Dates
) st Modified Today, 15:07
Account O: To include information about the signer, click the details button. Detais... reated Today, 15:06
Options Manage 1t Printed
2 Versions R
Signing as: TestCLIENT enc Change...
Isuedby:  WSTCA elated People
uthor
= caoyan
Add an author
3. System ask to verify Token PIN, input correct User PIN please.
Test.doox - Microsoft Word
Sign in
Test
Desktop
Protect Document Properties *
) Control what types of changes people can make to this Size 11.3KB
Protect document. P
Document ~ ages
Words 1
1t 1 Minute
| Windows Security X Add a title
e Smart Card Add a tag
Check for Add comments
Issues ~ G E
Please enter your authentication PIN.
i ’ |‘ ‘ Today, 15:07
Account |
Q Today, 15:06
Maiags e REDE (SR
Options A
Versions ~
oK Cancel |
caoyan
Add an author

1 mct Mdndifind Do

4. |If sign successfully, system will alert the message as shown below.
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©

Info

New
Test
Open Desktop
Save =
Save As =
View
Signatures
Print
Share
Export )
Protect
Document ~

Close

Account

Options Check for
Issues ~

Manage
Versions ~

Test.doox - Microsoft Word

Signed Document

This document has been signed and marked as final. It
should not be edited. If anyone tampers with this
document, the signatures will become invalid.

Protect Document

Control what types of changes people can make to this
document.

Properties ~
Size

Pages

Words

Signin |

11.3KB

1

Total Editing Time 1 Minute

Title
Tags

Comments

Signature Confirmation

If the document is changed, your signature will become invalid.

Ins pect o Your signature has been successfully saved with this document.

Before publ ) » )
Docurm [[J Don't show this message again
Versions

] There are no previous versions of this file.

5. You will find the document is signed and protected

Info

Test

Desktop

View
Signatures

Protect
Document ~

Account

Options

Issues ~

Digitally Signed By
DEVENDRA SINGH

cn:DEVENDRA SINGH,0u:OTHERS,0:PROFESSIONAL D
IGISIGN E-SERVICES PRIVATE LIMITED,phone:832c76f
e4f18293c3b03b449aclcccall 9978526edal
3349df4f state:Maharashtra,c:IN,postalcode:411009,SI.N
386hb8126a57612ef40c4d7fbb371349d313c297f
3fed86112

0

Test.doox - Microsoft Word

Signed Document

This document has been signed and marked as final. It
should not be edited. If anyone tampers with this
document, the signatures will become invalid.

Protect Document

[% This document has been marked as final to
discourage editing.

Inspect Document
Before publishing this file, be aware that it contains:
Document properties and author's name

Versions
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Add a title
Add atag

Add comments
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Today, 1

ple

Author

caoyan

Add an author

Last Modified By

Properties -
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Pages

Words

Total Editing Time
Title
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Comments
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Last Modified
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caoyan
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Sign in
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1

1

1 Minute
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