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We are voting members of the CA/Browser 
Forum, the Cloud Signature Consortium, the 

North American Energy Standards Board 
(NAESB) and are WebTrust certified through 

rigorous, regular security audits.

About
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SSL.com is a trusted root certificate 
authority which means:
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Founded in 2002, we have 
grown to be used in over 180 
countries by leading 
organizations and governments 
of all sizes.

SSL.com is a globally trusted 
certificate authority expanding 
the boundaries of encryption 
and authentication relied upon 
by users worldwide. 

Who we work with:
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Get Strong Browser Trusted 
SSL, Wildcard, UCC, SAN, 
and EV Certificates

Basic and 
Premium SSL 
Certificates

SAN/UCC 
SSL 

SSL / TLS certificates for 
multiple domains under 
organization validation. 
Wildcard SSL capable.

SSL Certificates 
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Organizational / High-
Assurance Validation 
SSL/TLS Certificate 

SSL / TLS certificates for 
multiple domains under 
organization validation. 
Wildcard SSL capable.

Enterprise Extended 
Validation SSL/TLS 
Certificate 

Provides the highest level of 
validation available and the 
most thorough vetting 
process. Provides a $2,000,000 
warranty.
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Flexible 
Domain / 
SAN Bank

Subscription

SSL Certificates
Provisioning Models

Single 
Certificate

Purchase single-domain, wildcard, or multi- domain

certificates as individual units with fixed duration.

Certificates will not be revoked if engagement changes or

ends.

A bank of fixed-duration domains that can be used

interchangeably as single domain, multi-domain, added 

SANs or wildcard certificates.

A set limit of domains/SANs or distinct certificates that

can be active at any given time during a subscription

period regardless of re-issuance.
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SSL.com’s eSigner cloud document signing service provides

simplified remote access to Adobe-trusted digital signatures via a

convenient web application and API.

• Easily integrate high-volume automated eSealing of sensitive documents.

• Only CAs (like SSL.com) that are part of the Adobe Approved Trust List (AATL) can apply
AATL signatures

• PKI is handled by SSL.com: no extra hardware and staffing expenses.

• Keys are stored securely and compliantly in SSL.com’s HSMs

• Cloud Signature Consortium (CSC) API for integration with front-end apps like Adobe
Acrobat Sign.
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Adobe Registered Reseller

Enterprise Document Solutions 
combining SSL.com trust with Adobe 
Sign, Adobe Acrobat and Acrobat 
Studio.
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Verified Mark Certificates (VMCs) -
Trust in Brand Communication

What is a Verified Mark Certificate (VMC)?
• A digital certificate that allows organizations to display their logo in email inboxes

(Gmail, Yahoo, and others).

• Authenticates the sender's brand identity using DMARC enforcement.

• Issued by a publicly trusted Certificate Authority (CA) like SSL.com.

Advantages:

• Brand Visibility & Recognition – Stand out in recipients' inboxes with a verified logo.

• Enhanced Security – Reduces phishing risks by confirming sender authenticity.

• Higher Engagement – Increases open rates and trust with branded emails.

• Regulatory Compliance – Aligns with email authentication best practices (DMARC, 
BIMI).
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Secure Your Email Communication
S/MIME certificates prevent impersonation, data leaks, phishing, fraud and tampering while 
increasing customer trust in your communication.

What is S/MIME?
S/MIME or Secure/Multipurpose Internet Mail Extensions is the leading standard for email signing and encryption. 
It enables users to encrypt and decrypt messages to each other preventing unauthorized access while also signing messages with a 
validated identity to prevent impersonation.

Use Cases
Protecting privileged and sensitive communications with email encryption

Preventing intellectual property and trade secrets from compromise

Securing customer financial data and preventing fraudulent payment requests

Validating a company or individual’s identity to an email recipient to prevent impersonation

With SSL.com S/MIME solutions, you get:

•End-to-end email encryption between recipients

•Validation of senders’ identities

•Seamless email integration

•Easy deployment and management

Secure email communication for your entire staff with 
SSL.com’s S/MIME certificate bulk order tool. Pre-validate 
your organization for automated issuing and upload user 
info with a single CSV to automate issuance.

Easy Bulk Ordering
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C2PA

Digital Content
Provenance

The Coalition for Content Provenance and 
Authenticity, or C2PA, provides an open 
technical standard for publishers, 
creators and consumers to establish the 
origin and edits of digital content.

It’s called Content Credentials, and it 
ensures content complies with 
standards as the digital ecosystem 
evolves.

Use cases:

- Device manufacturers (camera's, audio 
recording)

- SaaS content production (Design 
software, security imaging, healthcare 
imaging)
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Extended Validation Code 
Signing Certificates

Digitally sign your software development work 
with code signing certificates. Prevent 
tampering or compromising of applications by 
unauthorized parties.

Highest organizational 
authentication assurance

Company name, address and 
organization type displayed in 
the certificate

Required for Windows 10 
kernel-mode and user-mode 
drivers

Signature and time stamping 
does not expire once 
certificate expires

Certificate store on FIPS 
hardware token prevents key 
duplication

Required for Windows 10 
Hardware Development 
Center Dashboard Portal 
access

Immediate Extended 
Validation reputation with 
Microsoft SmartScreen®

2-factor authentication 
through hardware token and 
PIN combination

Strongest industry 
encryption with SHA-256 
keys
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Matter Protocol
• What it is:

• Open-source, royalty-free standard for smart home 
and IoT.

• Backed by the Connectivity Standards Alliance (CSA).

• Key Goals:

• Interoperability – cross-brand compatibility.

• Reliability – local communication (Wi-Fi, Thread, 
Ethernet).

• Security – strong encryption, secure onboarding.

• Simplicity – easy setup with QR/NFC.

• Supported Devices (initially):

• Lighting, plugs, thermostats, locks, sensors, TVs, hubs.

Ecosystem Impact:
Reduces fragmentation in smart home market.
One protocol → broader compatibility. 
Supported by Apple Home, Google Home, 
Alexa, SmartThings.
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Enterprise 
Customer 
Solutions

SSL.com offers world-
class capabilities to 
our Enterprise 
customers, including:

On-line Management Tools and Volume Discounts

Custom Branded Issuing CA

Leverage our technology and expertise to issue publicly-
trusted X.509 certificates in your own name

Hosted or Internal Enterprise PKI 

Manage the life cycle of any digital certificate directly through 
your CA interface, API or optionally through our Enterprise RA 
system.

Internet of Things (IoT) Solutions

Secure your smart devices with SSL.com. Optimize the generation, 
installation and lifecycles of certificates with many infrastructure 
options 16



Managing large volumes of certificates for your 
organization can be an expensive hassle, but SSL.com 

provides all the tools you need

SSL.COM 
MANAGEMENT TOOLS

Easily issue and manage large 
volumes of certificates using 
our public key infrastructure 
tools and services including our 
certificate management app and 
online RA portal.

1 SSL WEB 
SERVICES API3

Manage certificate lifecycles with a 
custom ACME-enabled issuing CA. 
ACME is an established, standard 
protocol for certificate management 
with many open-source client 
implementations.

Order, download, rekey, and 
revoke certificates directly from 
your servers and/or smart 
devices.

AUTOMATED CERTIFICATE 
MANAGEMENT2
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Automate every aspect of certificate issuance and 
lifecycle with SSL.com’s RESTful API.

Automation Options:

SSL Web Services API:

ACME Protocol:

Cloud Signing API:

An established, standard protocol for domain 
validation and certificate management with many 
open-source client implementations.

Integrate automated code signing into CI/CD 
pipelines and add automated eSealing to protect 
sensitive high-volume document distribution 
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Hosted or Internal Enterprise PKI

Manage the life cycle of any digital 
certificate directly through your CA 
web interface, API or optionally 
through our Enterprise RA system. 

No need to purchase your own 
equipment or hire full time experts – 
resulting in significant cost savings.

We provide assistance with CA related 
services, such as authoring your own 
Certificate Policy and Certification 
Practices Statement or conducting an 
official Root Key Generation 
Ceremony.

https://www.ssl.com/blogs/whitepaper-hosted-
enterprise-pki/

Power your certificate authority with SSL.com’s World-Class PKI

Private vs Public PKI
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Custom-Branded Issuing CA

Issue publicly-trusted certificates in your 
company's name

Also known as a subCA, your company or 
organization can leverage our technology 
and expertise to issue publicly-trusted X.509 
certificates in your own name without having 
to invest in PKI infrastructure and staff.

Our facilities and processes go through 
regular reviews, testing and rigorous annual 
external audits to maintain our WebTrust 
certifications and provide you peace of 
mind.

20


	Slide 1
	Slide 2
	Slide 3
	Slide 4: Who we work with:
	Slide 5: One Convenient Source for Every Digital Certificate, Cloud Signing and PKI Solution.
	Slide 6: Get Strong Browser Trusted SSL, Wildcard, UCC, SAN, and EV Certificates 
	Slide 7
	Slide 8: SSL Certificates Provisioning Models
	Slide 9: SSL.com’s eSigner cloud document signing service provides simplified remote access to Adobe-trusted digital signatures via a convenient web application and API.
	Slide 10: Adobe Registered Reseller
	Slide 11: Verified Mark Certificates (VMCs) - Trust in Brand Communication
	Slide 12
	Slide 13: C2PA
	Slide 14
	Slide 15: Matter Protocol
	Slide 16: Enterprise Customer Solutions
	Slide 17: Managing large volumes of certificates for your organization can be an expensive hassle, but SSL.com provides all the tools you need
	Slide 18
	Slide 19
	Slide 20

