Canton Township Board
1150 S Canton Center Road
Canton, MI 48188-1699
September 14, 2022
SUBJECT: Canton Township Clerk Mike Siegrist Election Integrity Issues
Dear Members of the Canton Township Board,
During your August 31, 2022 board meeting, one of the topics discussed was my appeal for public records in support of
my investigation into the integrity of the 2020 election. For your reference, I had appealed for copies of the .ldf and
.mdf database files installed on the Township’s computers. The appeal was denied in part by the board on the basis of
assertions made by Clerk Siegrist which included the assertion that “if that data were to fall into the hands of an election
denier like Colbeck, actual harm could be done”. I was not notified that my appeal was to be addressed at the August 31
meeting else I would have been in attendance to rebut any arguments in opposition to the appeal. In this letter, I would
like to provide the information that Clerk Siegrist neglected to provide to the board for consideration as well as set the
record straight regarding some of the assertions that Clerk Siegrist has made according to media reports on the matter.
Let’s start with the assertion by Clerk Siegrist that my request for the database files was part of a reconnaissance effort
to subvert future elections. Not only is this assertion defamatory in nature, it also flies in opposition to the facts as
supported by communications between myself and former Canton Township employee Anthony Essmaker which have
been attached for your reference.
Please note that my request for the Canton Election Management System database files was a result of discussions with
Mr. Essmaker pertaining to my earlier request for timestamp data for Cast Vote Records (CVR). Timestamp data is
essential when analyzing tabulator logs as it enables an analysis of ballots tabulated in a given time period against the
official scanning capacity of those tabulators. We have seen evidence across the country including Michigan that ballot
tallies have been reported at rates that exceed the capacity of tabulators in a given jurisdiction. This anomaly indicates
direct manipulation of the election results database not a counting of the ballots. Mr. Essmaker had stated that the
timestamp data was not available in the standard reports provided by Dominion. I stated that he could create a custom
report that would include that information because that data was captured in the election results database. He
subsequently invited me into the Canton Township Clerk’s office to review the reporting options available to me. I met
with him on April 20, 2022 at which time I verified the presence of the data tables which would provide the requested
timestamp data. Subsequently, I issued a FOIA request for the .ldf and .mdf files so that I could create a custom CVR
report featuring timestamp data. Clearly, my request was and is simply an attempt to obtain data that would enable me
to analyze the integrity of the Canton election results.
Now, let’s look at the assertions make by our clerk according to media reports. The story promoted WDIV reporter
Grant Hermes is typical of these media reports. In his story, he indicated that Clerk Siegrist built upon his assertion that I
was seeking a blueprint to hack the next election to say.
“This would be like the largest chink of the armor just removed from the security of the system if this were to go
out,” said Siegrist.
In the same story, Siegrist issued an open invite to inspect the ballots in an apparent attempt to persuade viewers that
an inspection of the ballots would somehow validate the security of the Canton election.
“An open records request can be made to come in and visually inspect the ballots,” Siegrist said.
So, on one hand, Siegrist asserts that the electronic records equate to the largest chink in the armor of our election
security

On the other hand, Siegrist wants you to believe that a hand recount of the ballots is all that is necessary to determine
election security.
Which is it? Are electronic records important to election security or not?
As a certified Microsoft Small Business Specialist and former Vice Chair of the Michigan Senate Elections and
Government Reform Committee, I would agree with Siegrist’s initial assertion that electronic records are indeed the
largest chink of the armor in the security of our elections. This being the case, it is obvious that Clerk Siegrist’s offer to
hand count paper ballots is simply a frivolous attempt to divert people concerned with the integrity of our elections such
as myself from the importance of these electronic records. It is important to ask yourselves why he would do that. I
believe that the following observations give objective observers some indication as to why he would do that.
The log files that were submitted by Canton in response to my FOIA request indicate that these electronic records are
indeed important. Included among these files applicable to Canton’s Dominion Election Management Server are a list of
software programs installed and the configuration of the server firewall.
Included among the list of software programs were SQL Server Management Studio and Visual Studio. Both of these
software programs enable the manipulation of election results without detection. In fact, the Canton EMS software
configuration resembles a Software Development environment not a configuration suitable for the field deployment of
an election management system.
In addition to the non-certified software found installed, an examination of the firewall settings that would protect the
election management server from malicious actors on the internet revealed that every access port was open including
the port for remote desktop control of the machine. These settings not only compromised the integrity of Canton’s
elections but any system that Canton’s Election Management System was connected to such as Wayne County’s Election
Management System. Corruption of Wayne County’s Election Management System would also put the State of Michigan
Election Management System at risk. As Siegrist asserted earlier with his “chink in the armor” observation, our election
integrity is only as strong as our weakest link. The configuration of the Canton Township Election Management Server
certainly appears to be a very weak link.
To the discerning observer, it would appear that Clerk Siegrist is attempting to divert our attention away from such
glaring security risks. In fact, his media narratives and comments to this board appear to be part of a cover-up. Exactly
what he is attempting to cover-up, remains to be seen. He could be covering up his gross negligence by ceding control
of our elections to a private business not subject to public oversight. He could be covering up his utter lack of
knowledge of how a modern electronic voting system operates and needs to be secured. Or, he is complicit in the
subversion of the integrity of our elections. Any one of these options demands that corrective actions be taken by the
Canton Township Board.
Clerk Siegrist, in his attempts to cover-up these and other glaring security vulnerabilities casts a dark shadow on the
integrity of elections in Canton. What is truly concerning is his desire to extend this shadow to the 300 poll workers in
comments such as the following:
“Look at them with the totals unless you want to accuse 300 Canton residents, Democrats, Republicans,
Libertarians, Green Party members, U.S. Taxpayer party members of all colluding with each other in one massive
conspiracy, but I think canton residents are a little too smart for that.”
No, any malfeasance resulting from his lack of election security rest squarely on his shoulders and his alone.
What makes matters worse is that all indications are that these concerns are still valid today. No corrective action for
these glaring election security risks has yet been taken. That means our upcoming 2022 election is just as vulnerable to
malicious acts as our 2020 election was.
The current state of election security in Canton under Clerk Siegrist is harmful to our community. It is harmful to our
county. It is harmful to our state. Ultimately, it is harmful to our entire constitutional republic. If you choose not to take

corrective action soon, you not only put the integrity of the upcoming 2022 election at risk of subversion, you also put
the reputation of our poll workers, election staff and our community at risk.
Thank you in advance for your prompt attention to this matter.

Regards,

Patrick J. Colbeck
Former MI State Senator, 7th District
Canton, MI
Attachments:
•

The following attachments are copies materials received as a result of my FOIA Requests with Canton Township:
o CVR records request communications
o Firewall Profile
o Installed Software Log

