
2025 ACRMS™ CMMC 2.0 Pilot 
Demonstration  

 

CMMC 2.0 Cybersecurity Rollout: The DoD Cybersecurity (CMMC) program has been in the 

works since 2013.   The latest version of the Cybersecurity rules, labeled CMMC 2.0, went into 

effect December 16, 2024.  Contract incorporation is expected in early 2025.    

Regulatory Requirements: Level 1 contractors handing only Federal Contract Information or 

FCI must meet about 23 NIST 800-53 safety controls totaling 84 points. All controls must be in 

place and operational for the duration of the contract as documented and legally attested by a 

senior company official.  Level 2 contractors must meet additional safeguards totaling 313 

points. Level 2 contractors may be allowed up to 6 months to fully implement all safeguards. 

Managed Network Connection: One NIST 800-53 safeguard required for both Level 1 and 

Level 2 contractors is CM-7, which states in part, “Connect to external networks or systems only 

through managed interfaces consisting of boundary protection devices arranged…”.  Boundary 

protection devices for Level 2 networks require FIPS validation. 

Solving the Known Problems: According to John Ellis, director at DCMA, the following are 

problems that they are seeing regularly with the CMMC audits they have completed: 
 

• Lack of Multi Factor Authentication (MFA) 

• Poorly written or non-existent policies 

• Lack of FIPS 140-2 validation for encryption solutions 

• Poorly designed/implemented network segmentation 
 

Solution: The ACR 2 Cybersecurity Risk 

Management System or ACRMS™ provides a 

simplified, ready to use solution for small (<50 staff) 

federal contractors.  The ACRMS™ CMMC 2.0 bundle 

combines MFA with the proven ACRMS™ policy 

management system.  For small sites, a secure 

enclave is prepared to isolate one or two computers 

behind a boundary protection device (see diagram).  

 

Boundary Protection Devices: Small boundary 

protection devices may be labeled as Unified Threat 

Managers or UTMs.  Acceptable CMMC Level 2 FIPS 

validated UTMs are currently sold by SonicWall (FIPS 

140-2 validated), Fortinet (FIPS 140-2 validated) and 

Palo Alto (FIPS 140-3 validated). Acceptable CMMC 

Level 1 UTMs are available from Sophos, Cisco, 

Watchguard, and others.   

https://www.sysarc.com/cmmc/dcma-continues-random-dibcac-assessments-on-suppliers-to-enforce-dfars-7019-7020/


 

2025 ACRMS™ CMMC 2.0 Pilot Demonstration: In preparation for the 2025 implementation of 

CMMC 2.0, ACR 2 is preparing a pilot demonstration of the ACRMS™ CMMC 2.0 bundle.  As 

highlighted below, Level 1 or Level 2 ACRMS™ CMMC 2.0 pilot study participants can receive 

an additional pre-paid 6 months of tech support.  Study participants, limited to 100 CMMC Level 

1 and 100 CMMC Level 2 clients, must sign a pre-publication waiver for anonymized data.  

Level 1 clients must have a full security package, a score filed in SPRS, and a complete annual 

attestation spreadsheet.  Level 2 clients must have a complete SSP, a FIPS 140 enclave 

documented in the site data plan, and a current score filed in SPRS. 

 
For more information, or to place an order, please consult the documents page on our CUI 

project management site: https://cuicybersecuritycompliance.com/documents.  Download, fill 

out, sign, and date the non-disclosure agreement (NDA) and order form.  File as directed on the 

order form. 

Qty Part # MSRP Price/Disc TOTAL

0

CUI _ Site_Cybersecurity 

monitoring- up to 100 

sites. 1 to 50 staff/site

249.50$                  $                        -   

0
CUI_Site_Cybersecurity 

site attachment 
149.50$                  $                        -   

0
CUI- Startup - 1 Site 1to50-  

1 Month
 $              999.50  $                        -   

0
ACRMS-CUI-  Ongoing 

Support-1to50-1month
 $                99.50  $                        -   

0
ACRMS-CUI- Piot demo 

Support-1to50-6month
No Charge   -- 

0
FCI- Startup - 1 Site 1to50-  

1 Month
 $              399.50  $                        -   

0
ACRMS-FCI-  Ongoing 

Support-1to50-1month
 $                39.95  $                        -   

0
ACRMS-FCI-  Pilot demo 

Support-1to50-6month
 No Charge   -- 

0 CUI SWAT-1yr  $                25.00  $                        -   

0 Consulting  $              180.00  $                        -   

Product Name

ACRMS DFARS 252.204-7012 /CMMC Level 2 Initial Compliance 

package - Video augmented Policy package, SSP creation, POAM, 

implementation and maintenance Task Management setup and 

scheduling - End with SSP and DOD Assessment score- 1 month 

license - requires NDA.  Requres monthly review and support contract 

(see below).  Credit card or check. 

ACRMS Ongoing Policy, SSP & POAM Updating, Task  Management 

System, updates and Technical Support.  Includes 20 minute monthly 

review and assesment update meetng.   - month by month license - 

credit card preferred.

Six additional months of ongoing ACRMS Policy, SSP & POAM 

Updating, Task  Management System, updates and Technical Support - 

No charge for pilot study participants. To qualify, must have full 

security package, SPRS filing and complete annual attestation 

spreadsheet.  To obtain, email pre-publication waiver for anonymized 

data. Limited to first 100 clients.

SBIR manager package.  ACRMS DFARS 252.204-7012 /CMMC Level 2 

Cybersecurity Compliance manager.  Enterprise license for near real-

time  monitoring of project cybersecurity.  Requres monthly review 

and support contract for each site/project to be monitored (see below). 

Proven capacity for more than 100 projects.  Credit card or check. 

Basic CUI Security Awareness online, on-demand, Training in local 

policies, Testing and Exam for all users - On Demand - 1 Year License - 

per trainee per year  - credit card preferred.

Consulting - per hour - credit card or check

ACRMS Ongoing Policy, SSP & POAM Updating, Task  Management 

System, updates and Technical Support - month by month license - 

credit card only.

One time attachment fee to link ACRMS DFARS -7012 compliance 

management package to oversight program.

ACRMS FAR 52.204-21 CMMC Level 1 Initial Compliance package - 

Video augmented Policy package, SSP creation, POAM, 

implementation and maintenance Task Management setup and 

scheduling - End with Annual Assessment Report- 1 month license - 

requires NDA.  Credit card or check. 

Six additional months of ongoing ACRMS Policy, SSP & POAM 

Updating, Task  Management System, updates and Technical Support.  

Includes 20 minute monthly review and assesment update meetng.   - 

month by month license - No charge for pilot sudy particpants.  To 

qualify, must have complete System Security Plan and FIPS 140 

enclave, with current SPRS filing.  To obtain, email pre-publication 

waiver for anonymized data. Limited to first 100 clients.

https://cuicybersecuritycompliance.com/documents

