Cactus
Group

Capabilities Statement

Cybersecurity Engineering | Authorization | Automation & Al

Practical cybersecurity and technology solutions for federal and mission-driven
environments.

CYBERSECURITY ENGINEERING &
ASSURANCE RMF & AUTHORIZATION READINESS

Security architecture & hardening
Penetration testing & vulnerability
assessment

Incident response & validation

Control implementation & remediation

COMPLIANCE & FRAMEWORK
READINESS

NIST SP 800-171 alignment
FISMA |/ RMF readiness
CMMC readiness

Gap analysis & POA&M

APPLICATIONS, AUTOMATION & Al

Purpose-built applications
Workflow automation

Systems integration

Responsible Al-enabled workflows

Past Performance: &

e ATO preparation & support

» NIST SP 800-53 control implementation
e Evidence & control validation

e Authorization package support

SECURE INFRASTRUCTURE & MISSION
SYSTEMS

e Secure cloud & system architecture
¢ |dentity & access management

* Network segmentation

e Mission system modernization

IA & CYBERSECURITY OPERATIONS

e I1SSO [ ISSM support

e Continuous monitoring

e Security documentation lifecycle
¢ Vulnerability management
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