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Dear Colleague:    
The Frontline is Everywhere! 

The quote from the new head of the UK spy agency M16, Blaise Metreweli, captures the essence of this quarter’s Client Advisory.  Risk surrounds us and the exposure from actions of Global powers, corporations, evil organizations, and powerful individuals amplifies the potential impact on your business unlike anything in our past.  Perhaps the most impacting feature of today’s risk environment is the uncertainly generated by unreliable and chaotic political regimes across the globe.  New rivals appear daily and new alliances are forming that can disrupt business and societal stability.  Planning for the future must now run through interferences not experienced before.  Awareness and agility are keys to the future.  

For the M16 agency, Ms. Metreweli is facing new threats to Britan and the European Union from Russia, Iran, North Korea, and China, and weirdly enough the United States.  Threats of violence and economic disruptions combined with the cybersecurity demons of privacy and data theft, system contamination, and infrastructure damage – all enabled by AI, are increasing at an alarming rate.  The challenges before us are anticipating risks to an extent beyond the norm while planning for successful business activities.     

The chaos we are experiencing can be traced to the overall changes advocated for the American business system by the administration.  The move toward self-dependence from global interdependence feels like a shock to the system, and it is!  Anticipating how to navigate supply chains and tariffs is a creative test for all businesses.  Ford Motor Company’s $19.5 billion charge this quarter highlights the major change in direction from years of planning toward Electric Vehicles as a majority of production to now Hybrid and other alternative fuels.  Ford’s gutsy move signals a major change to the vision of the future.  Equally,  the unreliable commitments to alternative energy generation from solar and wind to now nuclear and fossil signals major change from the forecasts of the past 10 years.  All is cascading at a time when the demand for energy production to support AI is skyrocketing.  

Catastrophic Losses 

A serious risk reality is the continuation and growth in physical damages resulting from catastrophic global environmental events.  The year 2025 set a record for physical damages exceeding $107 billion in insured losses ($180-200 billion in actual losses and business interruption).  Catastrophic events include hurricanes, floods, earthquakes, wind, wildfire, hail, and terrorism.  FM Global has established a 2,000-engineer initiative to model and test materials that can withstand the threats of these damaging events.  The benefit should include innovation of new materials and building design techniques to save millions for business, users, and insurers.  The risk management strategy is to plan for catastrophic events, prepare and practice response procedures, develop recovery plans, and design redundancy into operations.  The imperative is to mitigate increasing costs of climate change disasters which could exceed $41 trillion by 2050 in the U.S. 
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Cybersecurity and AI Surround Everything!

Even China is adopting Cybersecurity laws in 2026.  Nothing has yet been disclosed publicly, and we expect that the focus will be to control the population.  After all, AI enables users to have more expansive access to and use of the internet.  The laws likely will enable monitoring and prosecution of yet-to-be defined unacceptable use.  
This is regulation in progress!

The damage and disruption from misuse of the cyber space continues to grow at an alarming pace.  Jaguar Land Rover was hacked in late summer and is likely to cost the British economy 1.9 billion pounds.  Risks to the operational components of vehicle assembly and operations are still being assessed.  The costs will likely grow.  

Boards continue to struggle with effective oversight of cyber related operations.  Ransomware, email disruption and manipulation, ineffective internal cybersecurity programs, inadequate monitoring, and lack of redundancy and response procedures doom organizations that get hacked.  The increased costs of recovery, loss of revenue and reputation result in a median downtime of 24 days and costs of $2.7 million.  Disruptions also impact the supply chain at every level from transportation, product delivery, parts availability and then the back office functions of billing and accounting.  AI is speeding the delivery of cyberbreach techniques that zero in on email and remote access tools to infiltrate systems.  Generative AI is the root cause of about 90% of cyber claims.  Two years ago, AI was not an issue!  

State-sponsored cyber-attacks delivering misinformation and disinformation sow the seeds of mistrust among nations and forward-looking decision makers.  This is one of the most impactful forms of business risk – who do you trust?  AI enables multiple and simultaneous crisis situations (PolyCrisis) that can disable businesses, communities, infrastructure providers, military, and governments.  South Korean delivery company Coupang just announced a major cyber breach that will disclose the personal information of virtually every adult citizen in the country (about 46 million).  The bad guys even have access to the key codes of residential buildings.  Recovery of the data and establishing trust among the citizenry will be a long-term and costly project.       

[bookmark: _Hlk105759466]Risks associated with your business operations are everywhere!  Risk Management principles are the foundational work of Integrated Risk Management Solutions, LLC.  We help you prepare and deliver trusted and responsive products/services, and people.  I look forward to your thoughts and questions. 

Manage Your Risks Well,
 [image: ]
Attachment	
Risk Management is Every Team Member’s Business


Managing Risk = Cash Flow
Typical returns are 4:1 ROI and significant cash flow improvement!

Risk is anything that impacts cash flow!  Successful companies manage risk more effectively than competitors.  By practicing a “Risk Awareness” culture that engages every level of the business in prevention-centric behavior, cash flow is improved.
Key Risk Management Facts:
· Companies spend between 7 - 10% of revenue on risk-related costs, including:
   - Safety 		- Security			- Information Security      - Health & Wellness
   - Absence*	- Theft			- Fraud Prevention	 		- Revenue Inefficiency 
   - Audit 		- Compliance 	- Investigations 	    	 		- Settlements 
   - Claims 		- Insurance 		- Crisis Management 	 	- Emergency Response
       * Incidental absence can increase the costs of employee health and wellness programs by 2X.

· Risk costs are in multiple silos hiding the “Total Cost of Risk” and measurable ROI.
· 80% of company information system risks come from employees and trusted vendors.  
· FM Global, a world-wide property insurance and engineering firm, estimates that company earnings volatility can be reduced by 50% through effective Risk Management prevention and preparedness programs.  
· Companies that manage risks effectively will receive the best insurance prices and maximize the option to self-insure.  
· Enterprise-wide Risk Management is a complete vision of company risk.  A strong Risk Management culture helps a company respond more nimbly to unforeseeable events. 
· Documented and tested Business Interruption/Scenario Plans sustain key operations during an emergency and improve company survival by 70%.
· Uncertainty and financial pressure renew the need to manage risk.  These pressures have always been present, but the magnitude and visibility are at an all-time high.    
· Third party vendor transactions often result in 10% or greater errors and inaccurate billing.
· Sarbanes-Oxley, Dodd-Frank and compliance audits only test transactional controls – operational controls are “the source” of risk – Operations Assurance is the key!  
· Regular Operations Assurance reviews can improve revenue efficiency by up to 20%.
· Synergy from a holistic focus on risk, cost/revenue efficiency, loss reduction, underperforming vendors and fraud produces impactful cash flow improvement.
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World Economic Forum 
· [bookmark: _Hlk507495237]State Based Armed Conflict
· Extreme Weather Events
· Geoeconomic Confrontation
· Misinformation-Disinformation
· Societal Polarization 
· Economic Downturn 
· Critical Change in Earth Systems
· Involuntary Migration
· Erosion of Human Rights 
· Cyber Espionage/Warfare

      
 Global Executive Opinion
· Economic Downturn
· Inflation/Public Debt
· Extreme Weather Events
· Biodiversity Loss
· Armed Conflict 
· Geoeconomic Confrontation
· Societal Polarization
· Chronic Health Conditions
· Involuntary Migration 
· Cyber Insecurity 
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