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 September 2025

Dear Colleague:    
Risks Self-Inflicted! 

Last Quarter we discussed the thoughts by the 2025 World Economic Forum that this year’s top global threat would be State Based Armed Conflict.  We are entering into a period with Federal Based “Threatened” Armed Conflict featuring military equipped militias patrolling city streets and arresting civilians with little control - On American soil!  Where did the Risk Management books include this kind of situation?   Every business leader who reads this advisory has few clues about who is showing up to work tomorrow and who might be detained by some external force.  The rules change daily.

America is a country of trust and reliability.  The administration seems bent on disrupting the most normal of operations, whether it be employees, supply chains, pricing, regulations, energy, and operating conditions.  Investments in renewable energy and human treatment are being stranded, even for projects almost at the point of completion.  And somehow the American people consciously agreed to this form of leadership.  There is little value in reliving the past.  As the Good Risk Book Says – Look forward into the future and plan to achieve the best outcomes!

Our business colleagues appear to be doing just that.  The overall economic performance of America remains strong and on solid footing.  Earnings and value performance is amazingly strong in spite of the challenges and changes thrown around by the administration.  And then, the disruptions from abroad manifest in a swirl of messaging and actions with speed and diversity.  Foreign resources are challenged to effectively communicate with American colleagues about supplies, costs, tariffs, and regulations of trade.  Yet somehow, all of you are planning, risk assessing, mitigating, and preparing contingencies at a masterful level.  Great American Spirit!  

Domestic Terrorism Front and Center!

The sleeping giant has arisen again.  Along with reflecting on the 24th year of the 9/11 attacks we witness the murder of a prominent public policy advocate in Utah, and a local shooting at Evergreen Highschool.  Combined with what seems like open-warfare in our cities that now includes military troops, and the new national police force ICE, the public and your businesses operate in a chaotic world we have never experienced.  The public and political rhetoric grows daily with spokespeople trying to find phrases harsher than yesterday.  This risk is self-inflicted, and the mitigation is self-control.  Public and political debate can/should be civil and respectful.  Most of us gave up name-calling in grade school.  Come on, folks!

Daily we are emersed in childish, but serious, public debate both domestic and global.  The Israeli conflict with an increasing number of states, and the Russian invasion of Ukraine present conflict not witnessed on a large scale since the Iraq and Afghanistan wars.  The administration promoted the thought of “no more wars”.  It seems other conflicting countries didn’t get the memo. 
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Alarmingly, the resources at the Federal level, dedicated to domestic counterterrorism have been severely cut.  This is not a political poke – more so it is a reminder of the need for businesses and individuals to turn up your antennas to focus on the environment and human elements in your world to observe normal activities and then respond appropriately with a game plan when unexpected change happens.  Encourage every member of your team to do the same.  This routine observation skill is a historic community protection practice perfected by the Israeli population where children at the age of awareness and speech are coached to monitor their neighborhoods and report any change from normal.  The citizenry has been well protected for decades.  

Global Impacts Increase in Size and Cost

During the first half or 2025, global insured losses for property and casualty events approximated $152 billion.  The total economic impact is closer to $380 billion with 70% occurring in the US.   The causes include wildfire, floods, severe and unexpected rain, and then Severe Convective Storms of lightening, hail, tornadoes, and hurricanes.  These “mother nature” events are not easily risk mitigated.  Our job is preparedness for Response and Recovery, and damage control.  Your Risk Governance team should review the operating environment quarterly and update planning and awareness skills regularly.  

The bad guys have not taken a break either.  Ransomware attacks are up 935% in the health care, Information technology, and manufacturing sectors.  The number of infrastructure resources disrupted daily harm the public and your business.  Government and education resources are particularly popular since most have limited budgets for Information security.  The average cost of a data breach is now $10.22MM according to IBM and prominent organizations impacted include DeVita, Fayette County, OH, Lovable web development, PayPal, Meta, Colt, Jaguar, Burger King, and Farmers.  The primary source of attacks are from China and Russia.  Small businesses are particularly at risk because of budget limits and the operating perception “that they are to small to matter to the bad guys” - while 79% have already experienced an attack.  The average breach cost should drive daily attention focused on cyber security, including strong passwords, multi-factor authentication, regular Security Awareness training to recognize suspicious attacks on the network, regular back-up of all data, deployment of Managed Services Expertise, and deployment of network monitoring and security services.    

[bookmark: _Hlk105759466]These are part of the Risk Management principles foundational to the work of Integrated Risk Management Solutions, LLC.  We help you prepare and deliver trusted and responsive products/services, and people.  I look forward to your thoughts and questions. 

Manage Your Risks Well,
 [image: ]
Attachment	
Risk Management is Every Team Member’s Business


Managing Risk = Cash Flow
Typical returns are 4:1 ROI and significant cash flow improvement!

Risk is anything that impacts cash flow!  Successful companies manage risk more effectively than competitors.  By practicing a “Risk Awareness” culture that engages every level of the business in prevention-centric behavior, cash flow is improved.
Key Risk Management Facts:
· Companies spend between 7 - 10% of revenue on risk-related costs, including:
   - Safety 		- Security			- Information Security      - Health & Wellness
   - Absence*	- Theft			- Fraud Prevention	 		- Revenue Inefficiency 
   - Audit 		- Compliance 	- Investigations 	    	 		- Settlements 
   - Claims 		- Insurance 		- Crisis Management 	 	- Emergency Response
       * Incidental absence can increase the costs of employee health and wellness programs by 2X.

· Risk costs are in multiple silos hiding the “Total Cost of Risk” and measurable ROI.
· 80% of company information system risks come from employees and trusted vendors.  
· FM Global, a world-wide property insurance and engineering firm, estimates that company earnings volatility can be reduced by 50% through effective Risk Management prevention and preparedness programs.  
· Companies that manage risks effectively will receive the best insurance prices and maximize the option to self-insure.  
· Enterprise-wide Risk Management is a complete vision of company risk.  A strong Risk Management culture helps a company respond more nimbly to unforeseeable events. 
· Documented and tested Business Interruption/Scenario Plans sustain key operations during an emergency and improve company survival by 70%.
· Uncertainty and financial pressure renew the need to manage risk.  These pressures have always been present, but the magnitude and visibility are at an all-time high.    
· Third party vendor transactions often result in 10% or greater errors and inaccurate billing.
· Sarbanes-Oxley, Dodd-Frank and compliance audits only test transactional controls – operational controls are “the source” of risk – Operations Assurance is the key!  
· Regular Operations Assurance reviews can improve revenue efficiency by up to 20%.
· Synergy from a holistic focus on risk, cost/revenue efficiency, loss reduction, underperforming vendors and fraud produces impactful cash flow improvement.
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World Economic Forum 
· [bookmark: _Hlk507495237]State Based Armed Conflict
· Extreme Weather Events
· Geoeconomic Confrontation
· Misinformation-Disinformation
· Societal Polarization 
· Economic Downturn 
· Critical Change in Earth Systems
· Involuntary Migration
· Erosion of Human Rights 
· Cyber Espionage/Warfare

      
 Global Executive Opinion
· Economic Downturn
· Inflation/Public Debt
· Extreme Weather Events
· Biodiversity Loss
· Armed Conflict 
· Geoeconomic Confrontation
· Societal Polarization
· Chronic Health Conditions
· Involuntary Migration 
· Cyber Insecurity 
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