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Dear Colleague:    
War: The Global Supply Chain Risk!

Since January 20, 2025 (inauguration day), the global order of things has become a whirlwind of chaos.  Domestic operations have been thrown into uncertainly driven by autocratic directives and shutdowns.  Global economic and political structures have been disrupted by tariffs, trade deal changes and vocal threats from the administration.  It is amazing that the stock market has retained a vibrant posture.  But that is the only economic component to have progressed.  Business leaders across the globe are faced with uncertainty about the sustainability of existing operations and uncertain expectations for the future.  Operating risk has not been this complex since the World Wars.  

The global supply chain impacts every corner of the world economy.  Interdependence is so thoroughly woven into commerce and business operations that a disruption impacts operations, financials, inventories, and customers.  Ponder what happens to your business when fuel shortages limit lighting and heating, and delivery services to your customers.  Consider the disruptions that may happen from acute water shortages impacting agricultural production this summer, and limits on electrical power generation during the hottest times of the year.  The current single risk pinch point is the Strait of Hormuz and the global dependence on Iranian oil.  Who would have predicted this squeeze as a byproduct of geopolitical turmoil.  All at the flick of a switch on February 28, 2028. 
No warning – No planning time – No preparation – And No insurance!  

Cyber – Cyber – Cyber!

War and supply chain disruption is currently the number 1 risk monopolizing business leaders’ attention.  However all operations and risk is wrapped within the world of Cyber.  Our business dependency on digital systems and data encapsulates everything successful operations rely upon.  The performance metrics impacted by cyber-abuse tell a clear and alarming story.  Business interruption is a daily/hourly reality, and the digital world delivers damage to operations instantly.  

Munich Re reports that business interruption is the largest driver of cyber claims costs in 2025/26.  AI driven cyber disruptions now cost organizations $4.9 million in direct response; a rather small portion of costs when related expenses for reputational damage, regulatory penalties, cascading operational failures, disruption of billing and financial systems, legal proceedings and shareholder actions are added.  In the UK, cyber-attacks cost $11.7 billion in 2025, and $3.7 billion (30%) was directly attributable to shareholder actions.  The bad guys are engulfing businesses, adding enormous risk costs to operations and performance.  The costs to the cyber attackers are minuscule compared to the victim.    
The FBI reports the global cost in 2025 at $21 billion; a 20X increase from 2010.

Social engineering drives 88% of cyber losses in healthcare, with the primary target of the hacking world being proprietary data and identity.  Government and Educational 
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Institutions follow a similar pattern.  VISA detected about $1 billion in scam transactions on its networks in the second half of 2025.  Verafin found that money pilfered worldwide by cyber criminals increased 9.2% in 25/24, and AI enabled scams increased 19.6% to $14.3 billion.  The solution is well-governed Integrated Risk Management that trains and holds accountable every employee and contractor in the supply chain to practice strong cyber-hygiene that protects every element of the business.  

Business Leaders Outlook!

CNBC polled key business leaders about their risk management view into the future.  Seven (7) observations are worth considering: 
1. We live in a world of constant shocks.
2. Supply chains are strained and costlier.
3. Inflation is testing the consumer.
4. AI is an opportunity and a threat. 
5. Cyber threats disrupt trust. 
6. Energy security risk is back in the center of operational sustainability. 
7. The leadership playbook is changing toward Integrated Risk Management. 

Integrated Risk Management and Governance

We are living in a time when risks that deliver material impacts to your business arrive with a magnitude and speed never experienced.  New risks arrive from every angle and with material impact and digital velocity.  Every member of your team must live the “risk alert” imperative, and every component of the supply chain must deliver service aligned with this thinking.  Team members are now responsible for risk awareness and the proactive mitigation behavior of the environment in which they operate.  

Risk Management governance is an increasingly important function.  It provides the business leadership from your departmental leaders that focuses on material impacting risk on a constant and rhythmic basis, formally measures progress on risk mitigation initiatives, quickly resolves departmental conflicts, prepares to respond to business interruptions from any/all sources, and practices risk-based operations through their strong leadership examples.     
   
[bookmark: _Hlk105759466]Risks associated with your business operations are everywhere and are now compounded by US government actions!  Risk Management principles are the foundational work of Integrated Risk Management Solutions, LLC.  We help you prepare and deliver trusted and responsive products/services, and people.  I look forward to your thoughts and questions. 

Manage Your Risks Well,
 [image: ]
Attachment	
Risk Management is Every Team Member’s Business


Managing Risk = Cash Flow
Typical returns are 4:1 ROI and significant cash flow improvement!

Risk is anything that impacts cash flow!  Successful companies manage risk more effectively than competitors.  By practicing a “Risk Awareness” culture that engages every level of the business in prevention-centric behavior, cash flow is improved.
Key Risk Management Facts:
· Companies spend between 7 - 10% of revenue on risk-related costs, including:
   - Safety 		- Security			- Information Security      - Health & Wellness
   - Absence*	- Theft			- Fraud Prevention	 		- Revenue Inefficiency 
   - Audit 		- Compliance 	- Investigations 	    	 		- Settlements 
   - Claims 		- Insurance 		- Crisis Management 	 	- Emergency Response
       * Incidental absence can increase the costs of employee health and wellness programs by 2X.

· Risk costs are in multiple silos hiding the “Total Cost of Risk” and measurable ROI.
· 80% of company information system risks come from employees and trusted vendors.  
· FM Global, a world-wide property insurance and engineering firm, estimates that company earnings volatility can be reduced by 50% through effective Risk Management prevention and preparedness programs.  
· Companies that manage risks effectively will receive the best insurance prices and maximize the option to self-insure.  
· Enterprise-wide Risk Management is a complete vision of company risk.  A strong Risk Management culture helps a company respond more nimbly to unforeseeable events. 
· Documented and tested Business Interruption/Scenario Plans sustain key operations during an emergency and improve company survival by 70%.
· Uncertainty and financial pressure renew the need to manage risk.  These pressures have always been present, but the magnitude and visibility are at an all-time high.    
· Third party vendor transactions often result in 10% or greater errors and inaccurate billing.
· Sarbanes-Oxley, Dodd-Frank and compliance audits only test transactional controls – operational controls are “the source” of risk – Operations Assurance is the key!  
· Regular Operations Assurance reviews can improve revenue efficiency by up to 20%.
· Synergy from a holistic focus on risk, cost/revenue efficiency, loss reduction, underperforming vendors and fraud produces impactful cash flow improvement.

2026 Global Risks Defined by:
Integrated Risk Management Solutions, LLC ___________________________[image: ]
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World Economic Forum 
· [bookmark: _Hlk507495237]Geoeconomic Confrontation
· State based armed conflict
· Extreme weather events
· Societal Polarization
· Misinformation-Disinformation
· Economic Downturn 
· Erosion of human rights
· Involuntary Migration
· Adverse outcomes of AI 
· Cyber Insecurity

      
 Global Executive Opinion
· Economic Downturn
· Inflation/Public Debt
· Talent & labor shortages
· Extreme weather events
· Adverse outcomes of AI
· Geoeconomic Confrontation
· Interstate violence
· State-based armed conflict
· Decline in health & well-being
· Erosion of human rights
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