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Text

 [*136] The growing presence of cellular devices, along

with the ever-changing trends in technology and a
globalized economy, has resulted in the innovation of
devices that are amply adorned with features that
appeal to users looking to minimize and multitask-a
goal achieved through applications that reduce the
need for items such as cameras, maps, and address
books. Cell phones are "such a pervasive and insistent
part of daily life that carrying one is indispensable to
participation in modern society." 1 On an hourly basis,
users create store and transmit data about nearly
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users create, store, and transmit data about nearly
every aspect of their personal lives. 2 Today, users

rely on their devices to store more personal data than
ever before. 3

The data users entrust to their cellular devices
includes photographs, text messages, emails, and
contact information. 4 Technology giants like
Facebook, AT&T, and Instagram receive extensive
amounts of this information from a user's daily use of
devices and their accompanying applications. "If you
start typing something and change your mind and
delete it, Facebook keeps those and analyzes them,
too," Zeynep Tufekci, a prominent techno-sociologist,
said in a 2017 TED talk. 5 In addition to photographs
and contacts, another type of data is gathered from
users: location information. Location information is
not actively user-created; instead, it is automatically

generated when a cellular device is  [*137] powered on.

6 Location data obtained through cellular devices
reveals a significant amount of private and precise
information about a person. 7

As cellular devices, and social media, become an
integral part of society, companies know more about
consumers than ever before. In 2019, Facebook had
2.41 billion monthly active users, with 2.7 billion
people using at least one of the company's core
products, including Facebook, WhatsApp, Instagram,
or Messenger, each month. 8 The daily data collected
from 2.7 billion Facebook users helps supplement
extensive data sets. These data sets, and their



,
subsequent analysis, are referred to as "Big Data."
9 Big Data enables businesses-and sociologists-to

better understand and predict consumers' habits and
tendencies; from their dating preferences to their
shopping habits. 10 Big Data specialists express a
fundamental belief that scientifically-derived evidence
is the most powerful instrument society has "to design
enlightened policy and produce a positive social
transformation." 11

While critics object to the collection and distribution
of user data, 12 the third-party doctrine allows
companies to share the vast amount of user
information that was previously undiscoverable due to
protections afforded by the 4th Amendment of the
United States Constitution. 13 The third-party
doctrine permits companies like AT&T to function
under privacy policies allowing them to collect and use
consumer data for the prevention of illegal activities,
among other things. 14 In fact, Facebook's privacy

policy states that the  [*138] company "may access,

preserve and share your information if [it has] a good
faith belief it is necessary to: detect, prevent, and
address fraud and other illegal activity." 15 Since third
parties are able to share user data with other
businesses and the government, data is available for
use in all stages and sectors of the criminal justice
system. Constructively employing data that is lawfully
and routinely captured from users could alleviate
some of the negative consequences arising from the
application of the third-party doctrine in today's
technological era. 16



technological era. 16

This note advocates for a two-pronged solution to one
of the biggest issues in the criminal justice system: the
reliance on money bail in pretrial detention. First, this
note proposes the use of Big Data in a risk-assessment
tool to determine a defendant's "dangerousness."
Second, this note suggests the use of location
information as an alternative to pretrial detention for
monitoring those defendants who have been deemed
mid- to low-risk by the risk-assessment tool. Part I of
this note explains the general history of bail reform.
Part II of this note discusses the flaws in the current
pretrial detention system. Part III of this note
addresses the consequences of pretrial detention on
defendants, taxpayers, and the government. Part IV of
this note introduces the concept and sources of Big
Data and advocates for the analysis of large data sets
to more accurately predict a defendant's
dangerousness. Part V of this note explains cellular
location information and advocates for the use of
location information monitoring as an intermediary
alternative to pretrial detention. Part VI of this note
illustrates the benefits and feasibility of introducing
Big Data analytics and location information tracking in
the pretrial detention system. Ultimately, the
introduction of Big Data and location information
would reduce the negative effects of pretrial
detention on defendants, drastically slash the burden
on taxpayers, and mitigate the public safety and risk of
flight concerns that originally substantiated
preventative detention.



I. A GENERAL INTRODUCTION TO BAIL

With the highest incarceration rate in the world, the
United States maintains a criminal justice system that
has historically faced the challenges that come with
detaining the accused before adjudication. 17 The
challenges arise from strong interests in establishing a
pretrial detention system that: (1) protects the public
from future criminal activity; (2) reduces both the
financial burden and human costs of incarceration; and

(3) maintains  [*139] individual privacy rights. 18 This

struggle is best evidenced by the radical history of bail
reform in the United States.

A. Bail Reform in the 1960s

Prior to the 1960s, the stated function of the pretrial
system was to ensure the appearance of the accused at
trial. 19 To encourage this, the accused person
deposited a security with the court to guarantee his
appearance. 20 Typically, security deposits involved
an amount that functioned to compel released
defendants to return and reclaim the collateral. 21 As
long as the defendant appeared for his scheduled court
appearance, the collateral was returned to him at the
conclusion of the case. 22

This method was employed throughout the early
1900's with little contest until researchers began to
inquire into the effectiveness of the pretrial detention
system. Several bail studies reported that a high
number of arrestees could not afford nominal bail



amounts and remained incarcerated as a result.
23 Additionally, it was not uncommon for arrestees to
plead guilty in order to be released from incarceration.
24 After learning of these studies, a young social
worker in New York City convinced a philanthropist
friend to provide funding for a pretrial release program
that depended on release on recognizance ("ROR")
with a promise to appear at trial-instead of requiring
defendants to secure their release with payment of
collateral. 25 The results of the program spread
across the country and support for bail reform
increased. Eventually, the national movement achieved
changes to federal legislation with the enactment of
the 1966 Bail Reform Act (the "1966 Act"). 26

B. Introduction of Pretrial Services

With bail reform came progressive attempts to create
a mechanism to weigh various characteristics for use
in pretrial release determinations; the initial effort was
made by the Vera Foundation's Manhattan Bail Project
in the 1960's. 27 Project staff interviewed detained
defendants prior to arraignment to determine if they

were appropriate candidates  [*140] for pretrial

release on nonfinancial conditions. 28 To facilitate this
determination, staff gathered information about a
defendant regarding their family relationships,
residency, employment status or enrollment in school,
and any current charges or prior criminal record. 29

For defendants passing this initial screening, project
staff utilized a scoring system. For example, maximum
points were awarded to a defendant if he had no prior



convictions, lived in an established family home and
visited other family members, had maintained his
current job for one year or more, or was currently in
school and attending regularly, and had been at his
current residence at least one year. 30 Negative
points could be assigned depending on the defendant's
prior record. 31 Although the final decision remained
with the judge, release recommendations and denials
became an increasingly important factor in the court's
ultimate determination. 32

The Manhattan Bail Project's success in increasing
pretrial release with little negative impact on pretrial
misconduct encouraged many jurisdictions to adopt
the same point system-or some variation of it.
33 Federal funding transformed pretrial release
programs into "pretrial service agencies," 34 and the
programs initially responsible for informing courts
about an arrestee's ties to the community morphed
into programs responsible for pretrial supervision,
including administering drug tests, running drug
treatment programs, and monitoring attendance at
school, work, and treatment programs. 35 In effect,
these pretrial service agencies facilitated pretrial
probation for the accused awaiting trial.

C. Bail Reform in the 1980s

Despite the benefits of pretrial service agencies, the
bail reform of the 1960's resulted in higher crime
rates. 36 New laws made it much more difficult for
judges to utilize past practices known as sub rosa
preventive detention-a method of preventing
"dangerous" defendants from getting out of jail by



dangerous  defendants from getting out of jail by
setting unattainable bail amounts. 37 To conquer the

 [*141] inadequacies of the 1966 Act, Congress

enacted the Bail Reform Act of 1984 (the BRA).
38 The BRA allows for pretrial detention of only a
"small but identifiable group of particularly dangerous
defendants." 39 Section 3142 of the BRA provides
that defendants should be released "unless...such
release will not reasonably assure the appearance of
the person...or will endanger the safety of any other
person or the community." 40

Factors to be considered include: (1) the nature and
circumstances of the offense charged, including
whether the offense is a crime of violence or involves a
narcotic drug; (2) the weight of the evidence against
the person; (3) the history and characteristics of the
person, including: (a) his character, physical and mental
condition, family ties, employment, financial resources,
length of residence in the community, community ties,
past conduct, history relating to drug or alcohol abuse,
criminal history, and record concerning appearance at
court proceedings; and (b) whether, at the time of the
current offense or arrest, the person was on probation,
on parole, or on another form of release pending trial,
sentencing, appeal, or completion of a sentence for an
offense under federal, state, or local law; and (4) the
nature and seriousness of the danger to any person or
the community that would be posed by the person's
release. 41

II. PRETRIAL DETENTION SYSTEM TODAY



Pretrial detention risk assessments may be the single
most important decision made in criminal proceedings,
but reality illustrates the current system's inability to
detain only those defendants who pose a risk to
society if released. 42 Today, America has an
astonishing 500,000 individuals being detained
pretrial-an amount substantially higher than both
France and Canada's detention rate of fewer than 50

people for every 100,000  [*142] individuals. 43 While

the majority of arrestees have money bail set for them,
there is a systematic detention of poor defendants.
44

A. Reliance on Money Bail

In most states, money bail is the primary mechanism
used in pretrial detention; the traditional bail system's
reliance on collateral remains central. 45 The modern
bail system typically employs two types of bonds: (1)
personal bonds, where an individual, friend, or family
member pays the money, or a percentage of the
money, to the court; and (2) commercial bonds, where
a bondsman becomes responsible for the amount of
the bond and charges the defendant a percentage of
the bond amount as a fee. 46 In a study of data from
1990 to 2004, the Bureau of Justice Statistics noted a
"direct relationship between the bail amount and the
probability of release." 47 When bail was set at $
100,000 or more, only ten percent of defendants were
released. At bail amounts between $ 10,000 and $
24,999, approximately forty-five percent of
defendants who received bail were released. Only
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when bail dropped to $ 5,000 to $ 9,999 did more than
fifty percent of defendants obtain release. 48 Even at

the lowest bail amounts, pretrial detention rates
remain alarmingly high. 49 An increasing number of
individuals await trial in jail because they are unable to
afford the amount of bail set on a judge's
determination. 50

B. Dangerousness Determinations and Detention
Alternatives

In practice, judicial discretion is inhibited by budget
constraints and other variables that frequently result
in a deference to pretrial detention. Two factors
contribute to the ineffectiveness of pretrial detention:
the difficulty in predicting "dangerousness" under
Section 3142 of the BRA 51 and the limited
availability of detention alternatives. These two
factors, along with the elective nature of judicial office

and the margin of error in  [*143] "dangerousness"

determinations, suggest the need for support in
pretrial detention decisionmaking.

The absence of a statutory definition for
"dangerousness" in Section 3142 of the BRA
52 creates ambiguity and promotes inconsistency in
determination decisions. Without a clear-cut statutory
definition, judges determine "dangerousness"
subjectively and make pretrial custody decisions
accordingly. 53 Studies on "dangerousness" decisions
indicate an exacerbated tendency to overpredict
"dangerousness" with predictions showing success



only one-third of the time. 54

Further, the limited availability of detention
alternatives results in an excessive-and often adverse-
use of pretrial detention. Alternatives to detention are
available in the forms of ankle monitoring devices and
drug recourse facilities, but access is frequently
limited by restrictions on space and funding.
55 Limited resources leave many defendants subject
to pretrial detention instead of benefitting from the
existence of alternatives. 56 Consequently, a judge's
determination regarding the detention of a defendant
may be influenced by economic limitations on
probationary tools, not simply the judge's true
determination of a defendant's "dangerousness."

C. Political Pressure and Error in Detention
Determinations

Additional implications arise due to the elective nature
of judicial office. The nature of a judge's position urges
actions that attract citizen approval and increase the
likelihood of reelection. While judges face the
possibility of public scorn for releasing a defendant
who subsequently flees, current pretrial policy centers
around detaining defendants that pose a risk to the
public. 57 As a result, judges often bear the brunt of
public outrage when released defendants commit
high-profile crimes; conversely, judges rarely face
public condemnation for detaining defendants.
58 The role of public approval in electing judges risks
interference with pretrial detention determinations. If
decisions are made to avoid societal backlash release



decisions are made to avoid societal backlash, release
may become unattainable to defendants who even
fractionally pose a risk to public welfare.

Today, prisons are inappropriately filled with two
categories of defendants: those who are expressly
deemed "low-risk" by a judge but are unable to afford
bond; and those who are detained because they are
considered a danger to the public. The Department of
Justice estimates that nondangerous defendants, or
low-risk defendants, make up about two-thirds of the
500,000 defendants held pretrial in jails. 59 Research

into the effectiveness  [*144] of pretrial detention

decisions revealed that none of the conditions of
release that researchers reviewed were related to a
defendant's likelihood of re-arrest while on pretrial
release. 60 In fact, most defendants that the
government feared would commit an act of violence
did not do so. 61 In theory, judicial discretion allows
for flexibility based on circumstance; however,
application proves that flexibility based on
circumstance leads to a deference to detention;
circumventing the legislative intent behind bail
statutes and unnecessarily detaining individuals with a
high margin of error.

III. CONSEQUENCES OF THE CURRENT PRETRIAL
SYSTEM

Despite the large percentage of defendants that are
eligible for bail, many of the 500,000 individuals
detained are not released pretrial. 62 These
defendants are exposed to a number of negative
effects that extend well beyond the interval between



charging and disposition; 63 and the nondangerous
individuals jailed to prevent flight suffer from the same

harmful effects as those detained for safety reasons.
64 Evidence has proven that pretrial detention
disparately harms poor defendants and their families,
increases recidivism rates, and wastes limited criminal
justice resources. 65 In other words, failing to
appropriately determine the level of risk that a
defendant poses impacts future crime and violence
and carries enormous costs-both human and financial.
66

 [*145]  A. Economic and Criminogenic Impacts on
Defendants

With a system that relies on money bail, low-income
defendants unable to afford bail amounts incur
economic burdens that wealthy individuals are not
subject to. 67 Essentially, financial status can ensure a
defendant is not only released pretrial, but also
refunded the full amount of bail posted; individuals
who are able to put up the full amount of bail may
redeem it upon showing up for court. However,
indigent defendants are significantly more likely to
remain incarcerated due to an inability to pay bail or
forfeit a nonrefundable fee to a bail bondsman. Both
incarceration and forfeiture of fees impart direct and
indirect effects on low-income defendants and their
families.

Even when a period of incarceration does not result in
a conviction, pretrial detainees are unable to provide



financial and emotional support to their families.
68 Families often suffer substantial financial burdens
where incarceration impedes a detainee's ability to
contribute to household and living expenses. Many
defendants lose their means of employment while
incarcerated and detainees often lose their jobs even if
jailed for a short period of time. 69 Former Attorney
General Eric Holder noted that nonviolent defendants
"could be released ... and allowed to pursue or maintain
employment, and participate in educational
opportunities and their normal family lives-without
the risk of endangering their fellow citizens or fleeing
from justice." 70 Without adequate income, a
defendant and their family is at risk of exhausting
savings, missing crucial payments, and lose housing,
transportation, medical care, and other resources.
71 Money bail means indigent defendants and their
family members are faced with choosing between
freedom and the ability to afford basic necessities.

Pretrial detention also imposes severe criminogenic
effects on defendants. While a significant number of
inmates detained pretrial have been accused of low-
level or nonviolent crimes, 72 nonviolent detainees
are ultimately jailed with both high-risk

 [*146] defendants who await trial and convicted

criminals. 73 Placing pretrial detainees in the same
environment as convicted criminals increases the
likelihood that new detainees will adopt criminal
tendencies. 74 For example, nonviolent criminals are
frequently forced to acclimate to tumultuous prison
environments in an effort to protect themselves; and
these defense mechanisms tend to be employed



these defense mechanisms tend to be employed
almost immediately upon incarceration. 75 As
defendants continue to remain incarcerated pretrial,

the chances that they will permanently adopt criminal
tendencies only intensifies. 76

B. Case Outcomes

In addition to exposing defendants to an environment
that induces participation in criminal behaviors, the
current pretrial system appears to elicit a high rate of
convictions. The Manhattan Bail Project concluded
that "a person's inability or unwillingness to post bail
may result in more than a temporary deprivation of his
liberty," finding that those detained pretrial were more
likely to be convicted and imprisoned than those
released on bail, regardless of whether they had been
previously charged or imprisoned. 77

While studies have found that a large percentage of
detainees are found guilty, research does not support
the notion that judges assessing flight risk and
"dangerousness" also accurately predict guilt.
78 Several factors contribute to the correlation
between detained defendants and guilty dispositions.
79 One factor is the challenge in preparing an

 [*147] adequate defense from jail and the related

impact on the likelihood of success at trial.
80 Defendants detained pretrial are taken from their
support systems and physically barred from the
outside world-restricted to limited visits from family
members and legal counsel. 81 Limited visiting hours
have an impact on a defendant's ability to meet and



strategize with their lawyers-an important part of any
case. 82 Further, detained defendants are forced to
rely on friends or family members to assist with
collecting exculpatory evidence and tracking down
exonerating witnesses. 83

In situations where a defendant is detained, the power
of plea bargaining in the pretrial process is
extraordinary; only 4% to 6% of defendants ever make
it to the trial stage. 84 One empirical study found that
of the federal pretrial detainees in 1987 and 1988,
about eighty-five percent were criminally convicted

and that a majority of these  [*148] convictions

appeared to have resulted from some sort of plea
bargaining. 85 The desire to be released was one of
the most influential factors in a detainee's
decisionmaking, even overshadowing the collateral
consequences of pleading guilty, such as eviction from
public housing, the removal of voting rights,
suspension of occupational licenses and certifications,
ineligibility for food stamps or other federal support,
and restrictions on adoption. 86 Defendants are
incentivized to plead guilty even if they are innocent,
particularly for low-level crimes with relatively short
sentences. In some cases, the period that defendants
spend in jail awaiting trial is equal to, or greater than,
the sentence they could potentially receive if found
guilty at trial. 87 If defendants receive credit for the
time spent in jail waiting for a case disposition, they
may have completed the required sentence by the time
they agree to a plea deal. 88

C. Detention on the Public



Aside from the damaging impact of pretrial detention
on defendants and their families, pretrial detention
imposes high financial burdens on the public. Former
Attorney General Holder estimated the annual cost of
pretrial detention on taxpayers at around 9 billion
dollars. 89 The American Bar Association notes that
"the taxpayer implications of pretrial detention are
significant given the expenses of operating detention
facilities." 90 The costs of feeding, clothing, and
providing medical care for millions of pretrial

defendants is high  [*149] and society expends

substantial resources paying the costs of constructing
and operating jails. 91

The practice of incarcerating both convicted
individuals and pretrial detainees creates difficulties in
housing inmates. Space in existing facilities is often
limited and states and counties build new detention
facilities to accommodate the escalating prison
populations. 92 Jail cost estimates range between $
84 million 93 and $ 124 million 94 annually, with
estimated costs as high as $ 860 million per year.
95 Daily estimated housing costs range from $ 50 to $
123 per detainee, depending on the jurisdiction,
96 and New York City alone spends approximately $
45,000 annually to house a single pretrial detainee.
97

Moreover, the removal of productive workers from the
labor pool negatively impacts the economy. In cases
where a detainee is responsible for providing the
majority of the household income, families are crippled
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by the absence of the typical earnings. With work-
eligible citizens detained awaiting trial, their families

have less support-increasing the need for public
assistance and placing the burden on taxpayers.
98 Former Attorney General Holder noted that many
of the individuals detained pretrial "are nonviolent,
non-felony offenders ... and a disproportionate number
of them are poor. They are forced to remain in
custody-for an average of two weeks, and at
considerable expense to taxpayers-because they
simply cannot afford to post the bail required."
99 Even if a detainee is freed from custody before
trial, short periods of incarceration can have lasting
economic consequences. 100

 [*150]  IV. BIG DATA IN BAIL DETERMINATIONS

Risk assessments in pretrial detention have an
influence on critical dynamics: whether or not a
defendant is sentenced to jail or prison, how long he or
she is incarcerated, and how likely he or she is to resort
to violence or other criminal activity in the future.
101 With more information available than ever before,
new methods of empirical inquiry support credible risk
assessments. 102 Through data collection and analysis
of large amounts of raw information, new wave data
analytics provides incredible insight. In one instance,
Google analyzed clusters of search terms by region in
the United States to predict flu outbreaks faster than
was possible using hospital admission records.
103 Data-driven, objective assessments of the risk
that individual defendants pose to public safety can



p p y
significantly improve the accuracy and consistency of
pretrial detention judgments. 104

A. Big Data Generally

Big Data is used to identify and understand
phenomena in a variety of fields. It is described as "the
trendy moniker for powerful new forms of data
analytics"-the term Big Data has become nearly
synonymous with data analysis. 105 Big Data analytics
depends on small data inputs including information
about people, places, and things collected by sensors,
cell phones, and click patterns. 106 These small data
inputs are collected from every integral aspect of an
American's daily life: cell phones, credit cards,
computers, and televisions. On a daily, and sometimes
hourly, basis consumers create, store, and transmit

electronic  [*151] data pertaining to nearly every

feature of their lives. 107 At approximately a billion
social media posts every day, these posts represent the
largest increase ever in the capacity of the human race
to express itself. 108 Over the past two years, the total
accumulation of data-a zettabyte-dwarfs that of the
entire existing record of human civilization. 109

Experts on Big Data are less impressed with the
amount of data available as they are by how the data
can be utilized. 110 The revolution lies in improved
statistical and computational methods like algorithms:
a set of rules that can be used to solve a problem.
111 Algorithms are able to solve problems a thousand
times faster than other conventional computer
methods. 112 In the past, researchers would approach
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a data set with a hypothesis and use standard
statistical techniques to test the hypothesis.

113 These researchers brought background
knowledge, theoretical understanding, and intuitions
into the process of hypothesis creation and hoped to
find patterns in data that would verify the hypothesis.

114   [*152] In contrast, new analytic techniques based

on algorithms discover connections in data that
researchers were unable to accomplish before.
115 Big Data analysis leads to completely novel and
unexpected connections between factors that were
previously thought to be unrelated. 116

B. Existing Uses of Big Data

There are a number of applications for Big Data
analytics: distributing police resources by predicting
where and when crimes are most likely to occur;
finding correlations between air quality and health
conditions; or using genomic analysis to speed the
breeding of crops like rice for drought resistance.
117 In marketing, use of Big Data analytics includes
"recommendation engines" like those used by
companies such as Netflix and Amazon to make
purchase or viewing suggestions based on the prior
interests of one customer when compared to millions
of other customers' data. 118 Target infamously used
an algorithm to detect a woman's pregnancy by
tracking purchases of items such as unscented lotions
and using the information to offer special discounts
and coupons to the new, and easy to detect, patron.
119 Credit card companies have found unusual



p
connections in the course of data analytics that can
evaluate the risk of default; consumers who buy anti-

scuff pads for their furniture are much more likely to

make payments on their credit  [*153] cards. 120 Big

Data is even capable of sorting through the billion
social media posts made daily. 121

Big Data is being used in the criminal justice system,
too. In Los Angeles, California, police use
computerized "predictive policing" to anticipate
criminal activity and allocate officers accordingly.
122 In Fort Lauderdale, Florida, algorithms are used to
set bail amounts. 123 In states across the country,
data-driven estimates of the risk of recidivism are
being used to set jail sentences. 124 Algorithms have
even been applied to determine case outcomes that
rely on legal principles. Kevin Quinn, former Assistant
Professor of Government at Harvard University,
hosted a competition comparing his statistical model
to the qualitative judgments of 87 law professors to
determine which could best predict the outcome of all
the Supreme Court cases in a year. 125 Despite the
law professors' knowledge of each justices'
interpretation style, past opinions, and precedent, the
statistical model was more accurate in predicting the
Supreme Court case outcomes than the 87 law
professors were. 126

C. Big Data in Pretrial Services

In response to the issues in today's pretrial detention
system, current reformers aspire to abolish money



bail, untethering pretrial detention from wealth and
instead conditioning release on statistical risk. 127 In
the past, judges charged with setting bail and making
pretrial custody decisions have assessed risk
subjectively 128 based on information provided to
them by pretrial services agencies. 129 The
inconsistencies in these decisions, and the resulting
disparities, motivates a reform that advocates for

pretrial detention to be  [*154] conditioned on more

accurate risk determinations. 130 Integrating Big Data
analytics into pretrial detention determinations can
provide an increasingly accurate method for
determining a defendant's risk level. Studies across
disciplines show a vast array of uses for Big Data
131 and indicate that Big Data is capable of resolving
the inaccuracies that lead to inequalities in pretrial
detention proceedings.

Research in the field of pretrial detention is rapidly
growing as experts explore the use of sophisticated
risk-assessment instruments in conjunction with
information from Big Data sources; including
promising to predict a defendant's likelihood of
appearing in court and their risk of dangerousness.
132 The Laura and John Arnold Foundation hired
leading criminal justice researchers to identify "1.5
million cases drawn from more than 300 U.S.
jurisdictions," a data set that was then narrowed to
746,525 defendants that had been released pretrial.
133 Researchers combined information about these
defendants, such as prior criminal records, with
information on whether the defendants committed a
crime while released or failed to appear in court,



crime while released or failed to appear in court,
studying "hundreds of risk factors" that could predict
flight and pretrial crime. 134 Ultimately, nine risk

factors demonstrating the strongest predictive force
were used to create a nationally applicable model.
135 All counties in Kentucky began using the
foundation's model in 2013, and in the first six months
of use, the state increased its release of defendants
from 68% to 70% and pretrial crime rates declined by
15%. 136

Any new information that could help assist in
considerations of these pretrial detention factors
would be best utilized in pretrial services agencies-the
use of this information fits within the existing
responsibilities of the agencies and fulfills the intended

 [*155] purpose of pretrial services. 137 The majority

of pretrial services agencies have continued to
consider a wide range of characteristics when making
release recommendations to judges including: current
and previous residency information, employment or
educational status, existing family relationships,
physical or mental impairments, property ownership,
drug or alcohol abuse, the status of any pending cases,
prior criminal record, and history of appearing in court.
138 Pretrial services agencies could implement Big
Data in a risk-assessment tool that utilizes a point
system mirroring the Vera Project's scoring
mechanism or the factors of The Laura and John
Arnold Foundation's model.

V. LOCATION INFORMATION IN PRETRIAL
DETENTION



After obtaining a risk determination through the use of
Big Data in a risk-assessment tool, location

information offers an affordable alternative to pretrial
detention; it can be used as a conditional alternative
for mid- to low-risk defendants and has the potential
to remedy the burdens caused by excessive pretrial
detention. Location information provides accurate
data that can be used to closely monitor pretrial
defendants' locations-allowing them the opportunity
to continue employment, maintain family relations,
and consult at ease with counsel. In a world where
scientists can monitor and recapture wolves,
139 snakes, 140 and even manatees 141 in the wild,
and AT&T Wireless offers family member tracking for
just ten dollars a month, 142 ensuring a nondangerous
defendant's presence at trial is easily achieved with
today's technology.

 [*156]  A. Cell Site Location Information (CSLI)

Cell site location information (CSLI) refers to the
information collected when a cell phone uses radio to
communicate with a service provider's network.
143 Cell phone carriers maintain large numbers of
radio base stations, also called "cell sites," across their
geographic coverage areas. 144 Through the use of
radio, a user's cell phone periodically reports to the
nearest cell sites-generally located on "cell towers"-
which in turn, identify the phone's approximate
location. 145 Cell sites enable wireless carriers to
reach the device and deliver a call as the device moves
about a provider's coverage area. 146 When a cell
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phone moves away from the initiating cell site, the next
closest cell site acquires the call from the previous cell

site without interruption-all unbeknownst to
consumers using the device. 147 Data is continuously
transmitted from cellular devices and the proximately-
located cell sites. 148

CSLI is categorized as historical and prospective, or
active, and modern technology permits CSLI to show
both the past and current locations of a cell phone
user. 149 Historical CSLI is often used by law
enforcement to piece together past events, such as
placing a suspect at a crime scene, while prospective
CSLI can be used to trace the current whereabouts of a
suspect, serving as a tool to facilitate the arrest of
alleged criminals. 150 Cellular service providers retain
detailed logs that include technical information, such
as the location of the particular cell site a phone was
near at the time of a call, for diagnostic, billing, and
other purposes. 151

 [*157] In CSLI, the proximity of cell sites to each other

in a geographic area contributes to the accuracy of the
location data; the closer cell sites are located to each
other, the more accurate the cell site location
information. 152 For example, in urban areas, cell sites
are typically located within a few blocks of each other.
153 As a result, service providers can pinpoint a
device's location to an area within a few feet-
sometimes as detailed as the specific floor of a
building. 154 Precise CSLI is also achieved through
"triangulation" which is "based on the strength, angle,
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and timing of that cell phone's signal measured across
multiple cell site locations." 155 Cellular carriers and

law enforcement can also access the location of a cell
phone through "pinging." Pinging establishes the
location of a particular device by dialing the phone
number assigned to the device and hanging up.
156 Unless a cell phone is off or signal reception is
inhibited, a device is constantly pinging the nearest cell
site and transmitting data, regardless of the
consumer's level of interaction with the device. 157 As
the number of cellular users grows, service providers
continue to expand the breadth of network coverage
by adding more cell sites. 158

B. Global Positioning Systems (GPS) and Wireless Internet
(WiFi)

In addition to CSLI, cell phones can be located through
global positioning system (GPS) data. 159 Unlike CSLI,
which involves two-way communication between a
cellular device and a service provider's cell sites, GPS
functions through hardware that enables a device to
receive one-way signals from a constellation of global

positioning satellites. 160   [*158] Software can

calculate location with a high degree of accuracy using
the signals received from satellites. 161

While GPS data provides wireless carriers with
information to identify a device's current location-
prospectively locating a device-cell phone companies
generally do not retain historical GPS data. However,
mobile phone users routinely install applications that



regularly refresh and communicate data, even when
not actively in use. 162 Installing a third-party
application involves granting the application access to
the smartphone's GPS functionality. 163 This action,
done with a user's knowledge and consent, affords an
application's developers and location service providers
significantly higher accessibility to users' GPS location
data than what is available to wireless carriers. 164 In
addition to CSLI and GPS, wireless internet (WiFi)
networks serve as an alternative means for gathering
location information. 165 WiFi can deliver details
about a device's location using other nearby networks-
at substantially less battery power than required by
GPS. 166 Devices with WiFi capabilities can pinpoint
location information via "access points." 167 The
information that locates access points is stored in
databases supported by technology companies
including Google, Apple, and Microsoft.

168 Databases contain lists  [*159] of WiFi network

identities and signal strengths to create a WiFi
network location database that broadens geolocation-
based services. 169 Like GPS, WiFi location data is
calculated when an application compares nearby
network signals. 170

C. Existing Uses of Location Information

Electronic monitoring of location information has been
used in the past as an alternative to pretrial detention.
171 Several examples indicate that location
information technology, such as remote monitoring
devices, serve as a successful alternative to flight-
based pretrial detention. In the late 1980s, Marion
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County, Indiana, ran an experimental program of
pretrial home detention and electronic monitoring for

defendants unable to afford bail or meet release on
personal recognizance conditions. 172 In discussing
the benefits of the Marion County monitoring
program, Indiana University professors noted that
"awaiting trial at home is less restrictive than
confinement in jail" and allowed "offenders to maintain
employment and ties to their families." 173

Additionally, Cook County, Illinois has used electronic
monitoring-a radio signal and home monitoring unit-
for more than 300,000 non-violent defendants since
1989, some of whom were released in the pretrial
context. 174 The Cook County Sheriff's Electronic
Monitoring Program was created to ease
overcrowding in the Cook County Department of
Corrections and participants are often granted
permission to work, attend school, and participate in
job skill programs. 175 The City of Mesa, Arizona
releases and electronically monitors certain
defendants pretrial using GPS satellite tracking
devices. 176 Strafford County, New Hampshire tracks
defendants on pretrial release-as well as sentenced

 [*160] offenders in community supervision-using GPS

systems that allow officials to know within 10 meters
where a person has been throughout the day. 177  
Federal courts supervise many defendants and
convicted offenders in the community, either before
trial, after release from incarceration, or while serving
sentences that do not require imprisonment. 178 In
1991, Federal Pretrial Services began a national,



1991, Federal Pretrial Services began a national,
pretrial home confinement programming using
electronic monitoring. 179 Federal Pretrial Services

use both radio and GPS tracking devices to enforce
home confinement and other conditions of supervised
release, 180 along with frequent, required interactions
with supervising officers. 181

Location information has also been utilized by bail
bondsmen. A location data seller that operated until
2017, CerCareOne, sold cell phone data to bounty
hunters. 182 According to internal documents
obtained from CerCareOne, around 250 bounty
hunters and related businesses had access to AT&T, T-
Mobile, and Sprint customer location data. 183 One
bail bond company used phone location services more
than 18,000 times, and others used phone location
services thousands and tens of thousands of times.
184 Between at least 2012 and 2017, CerCareOne
allowed bounty hunters, bail bondsmen, and bail
agents to access accurate, real-time location of devices
on a "Google Maps-style interface." 185 While this
particular use of data was controversial, location
information can be implemented in pretrial detention
with transparency.

 [*161]  D. Location Information in Pretrial Services
Agencies

Using location information for electronic monitoring
presents a superior alternative to money bail for
addressing flight risk. 186 While active monitoring
may still face limitations because of the availability of



network signals, 187 location information appears to
be the best option available for both defendants and

the government: it allows law enforcement to
apprehend fleeing fugitives, provides a solution that
lessens government expenditures by decreasing the
number of defendants detained, and offers defendants
a less restrictive alternative to pretrial detention.

Monitoring as an alternative to pretrial detention
eliminates the need to incarcerate defendants who
have been deemed a flight risk. 188 Location
information has the ability to reduce fugitive rates by
allowing a defendant to be easily located. Bail bonds of
any type do not perfectly achieve the goal of ensuring
a defendant's presence at trial, but location
information reveals precise details about an
individual's geographic location. 189 For low-risk
defendants, location information could even be limited
to use only once a defendant had failed to appear for
trial. As technology advances, user engagement
increases, and service providers expand the scope of
their networks, the quality of existing service and the
accuracy of location information continues to improve.
190

Pretrial monitoring fits within pretrial services
agencies' authority and responsibilities; a number of
pretrial services programs are already conducting
monitoring and data analysis in some contexts. In
many jurisdictions, pretrial services programs are
delegated with the authority to release arrested
individuals before their first court appearance. 191 To
reduce jail crowding electronic monitoring and



reduce jail crowding, electronic monitoring and
telephone contact, when necessary, is used by some
pretrial services agencies to ensure that a defendant

remains  [*162] within a specified area. 192 Some

programs utilize computer systems to analyze raw
data from a defendant's record. 193 New technologies
make it possible to communicate essential information
to judicial officers and develop effective means for
monitoring and supervising defendants released on
nonfinancial conditions. 194

VI. FEASIBILITY

Rising pretrial detention rates and shrinking
government budgets indicate the need for an
affordable solution that abolishes the current system's
reliance on money bail while balancing the purposes of
bail and limiting unnecessary detention. While the
basic contours of the bail system have not changed for
decades, the available solutions have changed a great
deal. 195 Advances in computing technology have
changed the cost of storage, causing substantial
innovation that can benefit individuals, society, and the
government. 196

A. Data for the Government

Previous generations of bail reformers have found
challenge in motivating the government to act for the
benefit of the poor and against the commercial bail
industry. 197 Today, technological innovation offers
affordable instruments that promise to solve existing
issues, and predict future problems, all at a fraction of
th t f th t t i l t Bi D t



the cost of the current pretrial system. Big Data can
reduce the egregious expense of housing defendants
awaiting trial, provide valuable information that can

mold procedures and policies, and prevent citizens
from suffering from criminogenic effects that often
lead to recidivism. Prominent public officials have
voiced the need for this technology in the context of
pretrial detention; the Conference of Chief Judges and
the Conference of State Court Administrators recently
called for the use of more accurate pretrial
assessments of dangerousness and flight risk, and for
the release of nondangerous defendants. 198

 [*163] While integrating Big Data in pretrial services

could mean assigning the task of collecting data and
building an algorithm to agencies directly, there is
ample evidence that private contractors are frequently
more productive and effective than comparable public
agencies. 199 Governments frequently contract with
companies, universities, and nonprofits to implement
privately developed algorithmic processes.
200 Private contractors already facilitate a substantial
number of governmental functions: running jails and
prisons; operating electronic monitoring programs;
supplying algorithms used to predict dangerousness in
sentencing; probation and parole decisions; 201 and
collecting fees and fines for local courts. 202 Using a
private contractor-and their algorithm-pretrial
services would be able to supply comprehensive
pretrial reports with more efficiency than ever before;
modern information technology should greatly
increase the reliability and completeness of the
information available for release decisions.



Regularizing the use of data and location information
will also lead to government accountability. Cell

phones are already unearthing information that
impacts the government and its processes. In 2016,
during the height of the presidential campaign, a cell
phone traced to President Donald Trump's former
lawyer, Michael Cohen, briefly sent signals to cell sites
in the Prague area; leaving an electronic record to
support claims that Cohen secretly met with Russian
officials. 203 The information regarding the recovery
of Cohen's cell phone location doesn't explain why he
was there or who he was meeting with, but it is
evidence that he was in or near Prague around the
time of the meeting in controversy. 204 Data can deter
unethical behavior in government employees and
officials, protecting the integrity of federal and state
government processes.

Additionally, location monitoring can be used to verify
a defendant's compliance with court-ordered
conditions of release. For example, it is difficult to

verify a defendant's  [*164] employment or efforts to

seek employment; often, violations occur because of a
defendant's failure to seek or maintain a job. 205 For
as little as $ 4.95 per day, passive GPS can be used to
increase defendant accountability and confirm that he
or she has traveled to their job site or is traveling to
and from potential employment sites as directed.
206 Location monitoring can be an effective
supervision tool for the purpose of verifying
compliance rather than restricting or confining those
under supervision. 207
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B. Data for the Deficit

As the costs of technology decrease, new methods for
data storage and analysis have the power to radically
alter the systems of government and society.
208 Today, a "smart city" movement worldwide
impresses on local governments the importance of
gathering and deploying data more effectively.
209 One of the goals is to find patterns in Big Data
sets-for example, the places and times crime is most
likely to occur and generate predictive models to guide
the allocation of public services. 210 Collecting Big
Data for use in pretrial services, either through a
private entity or by establishing a new function within
pretrial services, can remedy the traditional criminal
justice system's data deficit-particularly in
development functions. 211

 [*165] The systems in place for arresting, detaining,

trying, imprisoning, and releasing criminal defendants
are ideal for bulk data analytics. 212 Millions of
individuals are cycled through the criminal justice
system with common data points, such as a list of
charges for each defendant; whether and when
counsel was appointed, and why or why not; whether
an individual was released on bail or held awaiting
trial; the length of pretrial imprisonment; the final
disposition; and the terms of any sentence imposed.
213 The empirical analysis of bulk criminal justice data
has produced promising results in the limited contexts
where it can currently be employed; accordingly,
broader applications are hampered by a lack of access



broader applications are hampered by a lack of access
to necessary information. 214 Currently, criminal
justice researchers have to rely on limited survey data

or engage in the costly, cumbersome task of collecting
and coding more complete data sets from a patchwork
of federal, state, and local systems. 215 A large portion
of this type of data is already collected and recorded
by courts, but not electronically available. 216 As a
result, knowledge of systemic problems in systems
around the country remains underdeveloped. 217

 [*166] More than a decade ago, Professor Daniel Etsy

noted how electronic data began to transform
environmental decision-making, with electronic
technologies making the collection, analysis, and
dissemination of emissions and toxicology data less
costly and far more effective. 218 Standardizing the
use of data will supplement the current lack of
information and lead to more transparency on issues
within the criminal justice system. 219 The potential
applications for improved criminal justice data are
extensive and there is increasing recognition of the
importance of data and statistics in criminal justice
reform efforts. 220 If pretrial detention data was
collected in a uniform manner and made electronically
available, scholars, policymakers, and reform groups
would have access to large amounts of comprehensive
information without dedicating precious resources to
time-intensive surveys, courtroom visits, interviews,
and other research methods. 221 Ample criminal
justice data can be utilized to detect and solve social
and financial costs, benefitting defendants, the public,
and the government.



and the government.

C. Data for Defendants

The importance of the pretrial period for defendants
has been firmly established. 222 Considerable
research has noted a ripple effect from decisions at the
pretrial stage on final case dispositions and it has even
been said that "pretrial decisions determine mostly
everything." 223 With roughly thirty percent of state
court defendants assigned bonds of less than $ 5,000
detained, lower income defendants experience a
drastically different pretrial experience than wealthier
defendants. 224 Simply put, defendants without
assets cannot attain bail and are left incarcerated and
incapacitated. As the American Bar Association

 [*167] concludes, "[d]etaining persons simply because

they cannot afford bail is unwarranted ... ." 225

Data-driven instruments can remove the element of
human bias from the criminal justice system, making it
more effective and efficient. 226 Studies on predicting
dangerousness indicate that determinations
concerning a defendant's risk are frequently
inaccurate; there is a tendency to overpredict
dangerousness, with a false positive rate of sixty
percent. 227 In fact, ninety-nine percent of pretrial
defendants on federal location monitoring remained
free of any arrest for a violent offense during
supervision. 228 Increasing the accuracy of
dangerousness decisions and offering a practical
alternative to pretrial detention means fewer
defendants detained unnecessarily.



Additionally, during pretrial detention, defendant's
conversations are constantly monitored by guards and

other inmates, their mail is searched, and they are
subjected to frequent and invasive searches and pat-
downs to ensure institutional security. 229 For those
whom the government is allowed to imprison in
pursuit of its goals, technology that achieves the
purposes of bail while minimizing the intrusion on a
defendant's privacy is a nearly unalloyed good.
Monitoring allows defendants more freedom to
maintain employment and consult at ease with legal
counsel, while relieving taxpayers and the government
of the financial costs of pretrial detention.

With as many as ninety-two percent of Americans
owning a cell phone in 2015, 230 cell phones are an
accessible and affordable alternative to detention. For
nondangerous defendants unable to attain bail due to
financial constraints, location information can be used
as an affordable alternative to detention; cellular
devices can be obtained through purchase, donation,
or be made temporarily available for loan during the
span of a defendant's pretrial release. Friends and
family are more likely to be able to access an old or
unused device or purchase a device for less than the
amount of bail set. Several nonprofits currently exist
that accept old cell phone donations for charity,
231 and defendants can benefit from resources like
this without relying solely on money for release.

 [*168]  D. Data for the Public

h f b il i h b h



The cost of money bail to society has been the more
practical basis behind bail reform efforts. 232 As
prison populations remain high, states and counties
continue to build new jails to accommodate escalating
incarceration rates. 233 Taxpayers bear the costs of
building these prisons; the Baltimore City Detention
Center, where ninety percent of the women detained
are awaiting trial, is valued as an $ 181 million facility.
234 Increasing the accuracy of dangerousness
determinations with Big Data will reduce the number
of defendants incarcerated pretrial due to inaccurate
dangerous determinations. With fewer defendants
inaccurately labeled as dangerous, the costs affiliated
with housing pretrial detainees and building new
correctional facilities to accommodate for current
overcrowding will be lessened.

Further, pretrial monitoring with location information
offers a less expensive, and judicially administrable
alternative to the increased detention rates caused by
money bail. 235 It costs at least four times as much to
jail a defendant as it does to monitor him. 236 When
utilized in lieu of detention, location monitoring costs
taxpayers approximately $ 4 per day compared with $
87 a day for pretrial detention. 237 The use of
algorithms to determine whether a defendant is an
appropriate candidate for monitoring with location
information would ultimately decrease pretrial
detention, increasing the number of people on pretrial
"probation" and lowering the number of individuals
subject to pretrial incarceration. 238

VII. ADDRESSING CRITICISMS



Despite all the positive reasons for implementing Big
Data and location information in the pretrial

detention system, proponents of a technology-based

solution in  [*169] bail reform face criticisms. Concerns

about the accuracy of location information, the
reliability of risk assessment instruments,
transparency in data collection practices, and
individual privacy rights cause apprehension towards a
greater reliance on technology. However, a money bail
system that leads to widespread detention is excessive
when equally effective and efficient alternatives are
proposed. Without a corresponding increase in
performance or savings, money bail cannot survive in
the face of a less restrictive technological alternative
that can address the same problem. 239

A. Accuracy of Location Information

Monitoring defendants, and discouraging flight, is at
the forefront of concern when discussing location
information as an alternative to pretrial detention, but
advancements in technology illustrate increasing
precision in making location determinations. Most
cellular devices periodically collect location data using
a combination of GPS, nearby WiFi networks, cellular
service networks, and device sensors for optimal
accuracy. 240 For example, WiFi location information
is used when GPS is limited by signal blockage indoors.
241 All of these sources of information allow Google
to provide restaurant suggestions based on a user's
previous selections, give real-time information about
the best time to leave in order to beat traffic, and



create photo albums based on places a user has visited.
242 Apple's "Find My Friends" application can be used
to share precise, real-time locations with a user's
friends or family members. 243 Application
developers have even indicated an ability to deliver
floor plans of buildings to 911 dispatchers. 244 In
Carpenter v. United States, Chief Justice Roberts
highlighted the accuracy of location information
stating, "when the Government tracks the location of a
cell phone it achieves near perfect surveillance, as if it
had attached an ankle monitor to the phone's user."
245

Further, sophisticated technology provides a portable
and effective method for monitoring the whereabouts
of defendants granted release conditioned on location
tracking. Law enforcement agencies, including the
Federal Bureau of Investigation, the Drug
Enforcement Administration, and the National
Security Agency, have access to devices called "cell-
site simulators," or Stingrays. 246 Cell-site simulators
are portable devices that masquerade as legitimate
cell towers to pinpoint the location of phones with

 [*170] greater accuracy than phone companies.

247 Active cell-site simulators broadcast signals
stronger than legitimate cell sites to trigger cell
phones within range to disconnect from their service
provider's cell sites and establish a new connection
with the cell-site simulator. 248 Police can use cell-site
simulators to locate a suspect when their device's
identifying information is already known. 249 "Cell-
site simulator technology has been instrumental in
aiding law enforcement in a broad array of



aiding law enforcement in a broad array of
investigations, including kidnappings, fugitive
investigations, and complicated narcotics cases."

250 Cell-site simulators face criticism where they are
implemented discreetly against public citizens; the
devices have been shown to disproportionately affect
low-income communities. 251 However, cell-site
simulators could potentially serve as an effective
method for monitoring defendants on pretrial release,
and have an inverse effect on low-income communities
when implemented in the pretrial context.

B. Reliability of Instruments

Some skeptics speculate that the algorithms used to
predict future crimes may harbor racial biases.
252 Critics argue that the data that algorithms rely on
is collected by a criminal justice system in which race
makes a big difference in the probability of arrest.
253 Specifically, concerns focus on the notion that
inputs derived from a biased system will result in
biases against African American and Latino
defendants; causing them to appear as a bigger risk
than white defendants in predictions from algorithms
using data tainted by disparity and exacerbating,
rather than eliminating, racial bias in the criminal
justice system. 254 Several organizations strive to
evaluate and address the flaws in algorithms. For
example, the Human Rights Data Analysis Group has
spent the past three years applying advanced
statistical models to evaluate algorithms used in the
criminal justice system. 255

Other concerns come from the unfamiliarity of Big



Other concerns come from the unfamiliarity of Big
Data-there is little information about exactly how
these systems work because they are so new.

256 However, although there does not appear to be
widespread recognition of data-driven instruments, a

tradition of  [*171] scientific critique exists in other

parts of the legal realm. 257 In Daubert v. Merrell Dow
Pharmaceuticals 258  , the Supreme Court handed
down a landmark ruling concerning the standard for
admitting expert scientific testimony in a federal trial.
259 In a broader sense, Daubert reinforced the idea
where scientific evidence is concerned-and prior to its
admission into a trial where it can have legal
consequences-it should be "not only relevant, but
reliable." 260  Daubert can serve as the basis for
mandated review of risk-assessment instruments. The
factors outlined in Daubert could be utilized to guide
review; these factors include: whether the method
producing the evidence, or data in this case, "can be
(and has been) tested;" 261 whether it has been
subjected to peer review and publication;
262 whether it has known or potential rate of error;
and if the methodology is generally accepted in the
relevant scientific community. 263

C. Transparency in Data Collection

Critics are also concerned with transparency in data
collection. Fortunately, large technology companies
like Facebook, Google, and Amazon are being held
responsible for protecting user privacy. 264 The
Federal Trade Commission (FTC) even issued the
largest fine in FTC history, 5 billion dollars, to



largest fine in FTC history, 5 billion dollars, to
Facebook after an investigation into how the social
media company lost control over massive amounts of

data and miscommunicated with users. 265 The FTC's
unprecedented fine regarding Facebook's privacy
breach sets the tone for greater transparency and
accountability for data collection-and condemning
practices that are seen as unethical and manipulative
by some politicians and users. 266 "The relief is
designed not only to punish future violations but, more
importantly, to change Facebook's entire privacy
culture to decreased the likelihood of continued
violations." 267 Additionally, demands for
transparency are being answered by organizations like
the inaugural Conference on Fairness, Accountability,
and Transparency, a gathering of academics and
policymakers seeking to ensure justice in algorithms.
268

Normalizing the use of data in the criminal justice
system will fix the current information deficit and lead
to more transparency. An increased availability of

information  [*172] can be used to determine whether

risk assessment tools produce a pattern of racial
disparity and any margin of error the instrument may
yield. The foundations and organizations that develop
risk-assessment tools can be required to release any
information used as a basis for building the
instruments. Publicizing information about the
substance and procedure behind developing the tools
will impose accountability. Researchers can evaluate
the instruments for internal racial bias and problems
with statistical interpretation. Ideally, researchers
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would have access to multiple sources of data to
identify biases in data generation in the criminal

justice system before the data is used to construct
instruments for pretrial decisions. 269

D. Privacy Concerns

It is important to note, despite concerns over
eviscerating privacy rights, that plaintiffs litigating
government mass surveillance programs in recent
years have faced several jurisdictional and doctrinal
hurdles. 270 Many challengers assert the 4th
Amendment's proscription against unreasonable
searches and seizures but overcoming the third-party
doctrine has posed a particularly difficult hurdle. 271

The third-party doctrine applies when an individual
voluntarily gives information to third parties, such as
banks, phone companies, and internet service
providers; once an individual has voluntarily provided
information to third parties, they have forfeited their
4th Amendment right to a "reasonable expectation of
privacy." 272 In Smith v. Maryland, the Court held that
there is no reasonable expectation of privacy in
telephone numbers that individuals dial because the
customer knowingly shares information and records
with the telephone provider. 273 Justice Blackmun
explained that Smith voluntarily waived his privacy
right because he "conveyed numerical information to
the phone company and ... assumed the risk that the
company would reveal the information to the police."
274 As a result, the third-party doctrine works as an
instrument for accessing a large amount of a



instrument for accessing a large amount of a
defendant's personal information such as: the
websites they visit; who they have emailed; the phone

numbers they dial; and their utility, banking, and
educational records. 275

The far-reaching force of the third-party doctrine was
subdued by the Supreme Court's decision in Carpenter
v. United States. In Carpenter, the Court held that police
must have a warrant to obtain information about
individual behavior contained in a private party's
database. 276 The Court promulgated a new three-

factor test that applies to the  [*173] category of

information requested. In conducting the test, a court
should ask whether a given category of information:
(1) has a deeply revealing nature; (2) possesses depth,
breadth, and comprehensive reach; and (3) results
from an inescapable and automatic form of data
collection. 277 Imposing a warrant requirement on
data requests preserves Fourth Amendment privacy
protections and highlights the sensitive nature of
information collected by technological devices.

However, a person lawfully detained in pretrial
confinement is subject to certain restrictions on his
liberty. 278 The Supreme Court has long restricted
prisoners' Fourth Amendment rights holding that a
prisoner has no reasonable expectation of privacy in
his cell that would entitle him to Fourth Amendment
protection from unreasonable searches and seizures.
279 The applicability of the Fourth Amendment is
contingent upon whether the individual can claim that
a "legitimate expectation of privacy" has been invaded



g p p y
by government actions. 280 In Lanza v. New York, the
Court held that a prison is not an area protected by the

Constitution because the continual surveillance of
inmates does not meet the expectation of privacy
inherent in a home or office. 281

Further, the Court in Bell v. Wolfish acknowledged that
"a person confined in a detention facility has no
reasonable expectation of privacy with respect to his
room or cell and therefore, the Fourth Amendment
provides no protection for such a person." 282 As a
result, pretrial detainees face enormous invasions of
privacy; they are constantly monitored by guards and
other inmates, their mail is searched, and they are
subjected to frequent and invasive searches and pat
downs. 283 Ultimately, Big Data and location
information can mitigate the application of the third-
party doctrine in today's society and provide a less-
restrictive alternative to detention for defendants.

VIII. CONCLUSION

"Every day in America, judges have to answer a critical
question again and again: What are the chances that a
recently arrested defendant, if released before trial,
will commit a new crime, a new violent crime, or fail to
appear for court." 284 As the American Bar
Association and other organizations recognize the
effects of pretrial detention, the suffering of
nondangerous and indigent defendants at the hands of

excessive detention practices  [*174] illustrates a

pressing need for an alternative to money bail. Money



bail is increasingly ineffective as an alternative to
pretrial detention; often imprisoning those who can't
afford the allotted amount. As bail amounts are set
higher, and financial inequalities become wider,
indigent individuals who are unable to pay are
detained while awaiting trial. 285 Reformers agree
that a system that conditions liberty on wealth is both
unjust and inefficient, and at least ten states and forty
countries have revised-or are in the process of
revising-their pretrial law and policy. 286 The flaws
present in the pretrial detention system can be
attributed to statutory ambiguity, a lack of resources,
and inaccuracy. 287

Generally, money bail and the egregious pretrial
detention rates associated with the current pretrial
system impose high burdens on defendants, families,
and society. 288 Poor, nondangerous criminal
defendants are a discrete constituency in need of
judicial protection; 289 restrictions on liberty due to
financial status effectively act to limit individuals in
critical ways. Being detained pretrial has a variety of
quantifiable negative effects. It increases the
likelihood that detainees will commit future crimes,
places restrictions on the ability to build a strong legal
defense and encourages acceptance of plea offers-all
of which substantially increase the likelihood that a
detainee will receive a conviction and face the risk of
further incarceration. To compound the gravity of the
harm, defendants are subjected to prolonged
deprivation of liberty, privacy, and other fundamental
elements of human existence. Despite speedy trial
requirements, many defendants awaiting trial are
d t i d f th Th t t t t f



detained for months. 290 The current treatment of
defendants under the BRA, as well as the history of

bail reform efforts that has repeatedly proved
ineffective, evidences the need for a radical solution.

Technology-based solutions can enhance equality,
privacy, and liberty at a much lower cost than the
current system can offer. 291 The practical benefits of
technological instruments have become more
compelling than ever before. 292 The use of Big Data
with a risk-assessment instrument in pretrial services
agencies, and location information as an alternative to
pretrial detention, provides necessary narrowness in
both circumstances: a risk-assessment tool relies on
copious amounts of data from expansive periods of
time, producing increasingly accurate determinations;
and location information monitoring serves as a
feasible intermediary alternative between

unconditioned release and detention.  [*175] These

propositions directly align with legislative intent of the
BRA and assist in addressing the objectives of pretrial
service agencies. 293 Big Data and location
information should be employed to solve some of the
major deficiencies that the current pretrial detention
system faces-reducing the human and financial costs
of a system that relies on money bail to function.
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