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Re: Privacy Requests made on LSBC and EF'S on July 15, 2021 for the RAM Dumps (see: passwordfl, lost
information, et al as a result of the Concealed RAM Deletion and Concealed Custodial RAM Seigjire).

Affidavits 1 to 8 — Prior to Delivering Affidavit s #9 and #10 to Swiss Re

n [ fe (cles
1. Affidavit #1, sworn on September 19, 2021; )7 }7“\-/1(},&0{ }70 /70[(&3 ¢

a. Comprehensive Factum at said time — acknowledged by NST LLP on September 2
2021

o Jo 7 ,
2. Affidavit #2, Sworn on October 6, 2021; — ) rouided ] /"(“Z

a. Receipt of the letter on October 8, 2021 from NST LLP that Ms. Lockhart had resu
processing and the LSBC would not return the original as those were documents [s
copied [sic] from the RAM [sic] and the LSBC would not reiterate [sic] its positior

il

3. Affidavit #3, sworn on October 9, 2021;
A 4. Affidavit #4, sworn on October 24, 2021
a. Receipt of letter from NST LLP on October 25, 2021 with Unrequested Imprope I
Decoded Record via hyperlink from NST (not LSBC) account with Sharefile and (litirx
located and accessed outside of Canada
5. Affidavit #5, sworn on October 31, 2021;
6. Affidavit #6, sworn on November 7, 2021 (“LSBC CASL Affidavit »);

7. Affidavit #7, sworn on November 7, 2021 (the “EFS PIPEDA Affidavit ”);

8. Affidavit #8, sworn on November 7, 2021 (the “NST LLP PIPEDA Affidavit );

Delivered to SwissRe and Westport

9. Affidavit #9, sworn on December 8, 2021 (the “PIPEDA Override Provision Affidavit 7

10. Affidavit #10, sworn on December 8, 2021 (the “Underwriter PIPEDA Affidavit »)
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AFFIDAVIT #3 OF KEVIN A. MCLEAN STATUTORY DECLARATION #3 OF KEVJN A.
MCLEAN

PURSUANT TO THE GdIVADA EVIDENCE ACT
PURSUANT TO THE BC EVIDENCE ACT

PURSUANT TO FEDERAL ACTS AND ENACTMENTS
PURSUANT TO RELEVANT ACTS AND ENACTMENTS

I, Kevin A. McLean (B.A. (MCL), 3.D., CIM), of Toronto, Ontario Canada, Businessmafi and
Chartered Investment Manager, SOLEMNLY AFFIRM THAT:

1. T am the individual above and as such have personal knowledge of the gtters
hereinafter deposed to, except where stated to be on information and behey’é and ‘ ere
so stated I verily believe those matters to be true.

2. This is my third declaration herein regarding the below matters and topics where I inter

alia, seek the assistance of the LSBC et al regarding compliance with provincidlll and
federal legislation where applicable.
3. I adopt my evidence from the following declarations:
a. Declaration of September 19, 2021 with Exhibit “A” and enumerated pages
("Declaration #1"); and _ _ H
b. Declaration of October 6, 2021 with appendix for a total of 424 pmages

("Declaration #2").

4. Where I have sworn evidence on information and belief, I provide the source gff my
belief which is cross-referenced to the documents.

5. I have commenced drafting this Declaration #3 on October 9, 2021.

6. I do not waive any form of privilege between myself and professional adifisors
(previously or currently).

7. The volumes herein are different than the tabs in Exhibit “A”.
w

8. I adopt the definitions from my previous declaratior*above for ease of reference.
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: 9. I adopt the definitions from my previous request? demands and correspondence b the

LSBC, NST LLP, Ms, Lockhart, EFS et al for ease of reference.

VOLUME 1: EXHIBIT “A”

10. Attached hereto to this my affidavit and marked as Exhibit “A” with enumerated||itabs
and pagination for each relevant page are copies of documents that I am filfther
bringing to the attention of relevant persons.

11.1 have provided a Table of Contents for Exhibit “A” as follows:

a. Tab 1: Index to LSBC Defendants LOD in Damages Action where I note l“ e is
no reference to RAM Dump but only mirror imaging of hard drives of memb s;
b. Tab 2: Index to LSBC Defendants LOD in Damages Action where I .[!-. the
undated photographs; '
¢. Tab 3: Undated photographs from the same as Tab 1 and 2;
d. Tab 4: The EFS Forensic Preservation Report ("FPR");
e. Tab 5. Sample pages on RAM Dump not being copies but “creationd as
consistent with the FPR;
f. Tab 6: Documents on Raw Data Files and their distinctions in not being “forfinsic
- images”
_ g. Tab 7: File Extension Types that are NOT Raw Files
~ h. Tab 8: Index being the same as Tab 1 and 2 regarding some of the “copigis of
Mirror Image Documents” (allegedly)
i. Tab 9: MISC.

Volume 2: Timing of Declaration #3

Volume 2(A): Access to the Created RAM Raw Data File

12. On August 24, 2021, I was informed, by NST LLP, that I would receive access 'ﬁ the
Created RAM Raw Data File on or before October 8, 2021 as the LSBC was exte 1ding
the time to provide access pursuant to s. 10(1)(b) and s. 10(1(c) of FIPPA.

13. I did not receive the above noted response from the LSBC.

s, 10(1)(b) of FIPPA

o

14. The purported response on behalf of the LSBC was that it required more time’ rge
number of records that must be searched to complete /s request”

S. 10(1)(c) of FIPPA
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15. The purported response for “more time was needed to consult with a third! party

because we can decide whether to give you access to the record”. E

[

My Position i

i

16. I disagreed that a large number of records needed to be searched because the C Eted

- RAM Raw Data File is one record albeit created by an unidentified version of DUMP .

17. Further, I disagreed that any unknown third party could decide whether to givR me
access to the record®.

VOLUME 3: THE PRIVATE OFFICE COMPUTER

18. The Private Office Computer was an Asus CPU. I still have possession of the ASU4|ICPU
and I recently took photos of the same and provided them to the LSBC.

19.1 compared the photos from the Forensic Preservation Report of the ASUS-,QFU n my

then current photos of the ASUS CPU, and all of the serial numbers et al was the sdfje.

VOLUME 4: THE HOME COMPUTER

20. My home computer was a Hewlett Packard. I never consented to the LSBC enterin my
home for any such investigation or otherwise.

VOLUME 5: JUNE 3, 2014

Volume 5(): Photographs

21.1 note the photographs in Exhibit “"A” and the dates provided therein based on my Relief
and knowledge.

Volume 5(b): LSBC: Intella 1.8

22. 1 note that the LSBC represented that it used Intella Version 1.8.

VOLUME 6: FPR

23.1 repeat, rely and adopt on my previous evidence regarding the Forensic Prese u”
Report regarding

VOLUME 7: RAM DUMP, RAM DATA DELETION, AND CUSTODIAL RAM SEIZYRE

'Singular

wn
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- 24.1 repeat, rely and adopt the evidence from Declaration #1 and Declaration #?2 | this
regard.

25. The Forensic Preservation Report represented that on June 4, 2014 at 11:25 a.m. I ree,
having already installed DUMPIT on my Clzy, “The command prompt was accesd by
selecting start, All programs and accesso$,” The command prompt was focused (H} the
C: Drive which was CHANGED to E. Colin Cree ran the program DUMPIJ and
answered “Y” to create a raw ram dump to E:\Kevin-PC-20140604-1855.raw”. f

26. The Forensic Preservation Report represented that on June 4, 2014 at 11:48‘ a.m.,
“"RAM capture was complete”. '

w
Kevin_PC-20140604-18%344.raw?

?Raw files contain the most complete, uncompressed image data
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VOLUME 8: THE FORENSIC CLONING (ABORTED)

27. The Forensic Preservation Report rep[gggnted that on June 4, 2014 at 12:19 a.m. !‘lg at it
aborted the forensic cloning rathef imaging and erased the same. I believe His is

consistent Rule 4-43 that it only allows copying in Mirror Imaging and not cloginpdl of a
CPU.

S i PP e e e e

28. Now shown to me and marked as Exhibit “A” to this my Declaration #3 is a secafidary
source article on the distinction between forensic cloning versus forensic copying.

1
Volume 9: The Forensic Copying of Hard Drive : File Type McLean WS with EOi

29. The Forensic Preservation Report represented that on June 4, 2014 at 12:19 p.m.

ree
and EFS further represented, “Imaging of the Kevin McLean workg/station hard dis fi was
started. The Ditto was set to image the 1 terabyte drive in E013 format (the h o1

Format”)* mirror into the LSBC Storage Disk and EFS Storage Disk with imagg file
name as:

*MclLeanWs”

Volume 10: The Forensic Copying: USB: EX01 format

30. The Forensic Preservation Report represented that on June 4, 2014 at 4:24 p. [ EFS
- further represented, “Connected a blue and silver USB key “SBL” to a TableauflUuSB
writer blocker in preparation for imaging. The write blockers reports the devices ifierial
number as IC(B544B. The Write blocker is attached to a forensic workstation®. E l’i ase
imager started and the USB device was added. Encase was configured to crea e an
image of the device in EX01 format® named, “McLeanBlueUSB at C:\cases\1405280]

Volume 11: The Forensic Copying: USB: E0O1 format

31. The Forensic Preservation Report represented that on June 4, 2014 at 5:24 .m.,
“Encase imager configured to capture an image of the device in EOl format, ngmed
Lexar4GB_USB, stored at C:\ cases\ 14052801 \.

32. The Forensic Preservation Report represented that on June 4, 2014 at 5:36 -m.,
“Encase imager used to create an image of this device in EOl format at C: \Cfises\
14052801 \ with the file name DT101_16GB".

*hitps:/fwww, whatisfileextension, com/e01/%:~text=The%:20EQ 19620fi1e%20extension%20stands. storing %2 2

*The E01 file extension stands for EnCase image file format used by EnCase software. The file is used to store digital evidence including volume images, disk image. memory and {¢fiical
files, Encase creates multiple EO1 files of uniform size 640 MB for storing the acquired digital data.

*No particulars of the type of “forensic workstation”™

SEXO]1 format is:
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VOLUME 12: PAPER FILE

33. The Forensic Preservation Report represented that on June 4, 2014 at 5:36 p.m. thi
paper print outs from the Brother MFC8480DN and turned over to McCartney.

VOLUME 13: JUNE 5, 2014 — TRANSFER OF “FILES” FROM LUXIO USB TO @R
WORKSTATION DATA DRIVE UNDER CASES\ 14052801

34. The FPR represented:

Files contained on the Luxio E-Fence USB key were copied to the G
workstations DATA drive under Cases\ 14052801

VOLUME 14: JUNE 5, 2014 - CREATED AN ENCASE FILE

35. The FPR represented:

Created an EnCase case file and added the USB drive images |

D it.
Reviewed these images for any accounting records they may conta " as
requested by Wendy HO. None found.

VOLUME 15: CA WITH LEF AND ENCASE IMAGER ON C DRIVE ON JUNE 12, 2014
36. The FPR stated;

A USB3 storage drive was attached to the laptop and encase imagetjfwas
started. The C drive was previewed in EnCase.
The Easy Law data related to Mr. McLean was located at C:\esiwinfiMC.
This folder was selected and a Logical Evidence File (LEF) was creatdil of
its contents. The LEF was named "McLean Easylaw" and saved td| the
USB3 drive. The Easy Law data login is Peter Stojakovic with Passyord
dills.
LEF completed. EnCase console reports:
EnCase Imager
Status: Completed
Start: 06/12/14 10:24:19 AM Stop: 06/12/14 10:35:33 AM Time: 0:1{l114
McLean Easylaw.LO1 collected earlier today from Stojakovic's compiiter
copied from the USB3 drive to EFS598 under folder "PStovalpvic
records”. MD5Summer used to confirm that the copy was identical tdf the

original.
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MclLean Easylaw.LOl collected earlier today from Stojakovic's co
copied from the USB3 drive to EFS597 under folder "PStovy
records”. MD5Summer used to confirm that the copy was identical
original.

VOLUME 16: INTELLA ON JUNE 12, 2014

37. The FPR stated:

An EFS laptop was connected to Peter Stojakovic' s network. An Intella caefile

was created with a DATA folder of My Documents\ 14052801.

Network issues were resolved and Stojakovic again entered his crede '
Intella presented a view of Stojakovic' s G-Mail inbox with all the user cr}
labels appearing as folders. Stojakovic advised he had labeled the emails ré I

to MclLean as "Mclean". Selected that folder and had Intella downlodd its
contents.
The Intella email case captured earlier today from Stojakovic' s G-Mail m}ir
was copied from my documents\ 14052801 to EFS598 under folder PStojaovic
Email. Copy was confirmed to be identical to the original using MD5Summe
VOLUME 17: FILE TYPES FROM EFS FORENSIC PRESERVATION REPORT
38.1 now distinguish between the following types of electronic “files” in the Fotfinsic

Preservation Report of EFS:

RAW (.raw);

EO1;

LO1;

EXO01; and

LEF (perhaps the same as LO1).

PooUTw

Volume 18: June 13, 2014 — Failure of Forensic Images (Created RAW File
Forensic Image)

39. The FPR represented;

Forensic Images contained on Luxio USB Key were copied to EFf
using MDSSummer to confirm the copies are identical to the orig
Copy failed.
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Voiume 19: RAW File

40. My FIPPA request is for the Created RAM Raw Data File which was in a filé type
known as (.raw).

Volume 20: EO1

What is an EO1 file?

41. Now shown to me and marked as Exhibit “A” to this my Declaration #3 is a copif of a

website named, “What is File Extension” that defines an EO1 File Format:

"The EO1 file extension stands for EnCase image file format :ﬁﬁ by
EnCase software. The file is used to store digital evidence including viflume
images, disk image, memory and logical files. Encase creates multiple EOf|files

of uniform size 640 MB for storing the acquired digital data.”

Facts
Y
42.June 4, 2014 at 12:39 p.m., Cree and EFS further represented, “Imaging of the evin
McLean works/Station hard disk was started. The Ditto was set to image the 1 te i byte
drive in E01” format (the “EO1 Format”)® mirror into the"LSBC Storage DisK'and|'EFS
Storage DisK with image file name as: (=~ defimre)
/'\-1 d,bhn o o

VOLUME 21: LO1

What is an LO1 file?®

43. Now shown to me and marked as Exhibit “A” to this my Declaration #3 at Tab ___Jipage
— Is a copy of a website named, “What is File Extension” that defines an LOf|l File
Format: \

“File created by EnCase forensics software; stores a collection of individuallfiles
that have been selectively copied from an EnCase evidence (.EO01) file; Alows
smaller collections of digital evidence to be grouped without having to loagl the
entire EQ1 evidence file to view them; used for storing noteworthy evidence

44. Now shown to me and marked as Exhibit “A” to this my Declaration #3 at Tab __ |ibage
___is a copy of a website named, “What is File Extension” that defines an EOR File
Format:

7lg_t_tps:."/www.whatisﬁIeextension.c:om/eO]/f.=’:~:text=Th¢;:%201€01%ZOﬁle"/‘nz()emension‘?’oZOstalmis storing%20the%620acquired?620digital%e20data.
The E01 file extension stands for EnCase image file format used by EnCase software. The file is used to store digital evidence including volume images, disk image, memory and [§¥ical
files. Encase creates multiple EO1 files of uniform size 640 MB for storing the acquired digital data.

*https://fileinfo.com/extension/I01
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A .LO1 file is an Encase Logical Evidence file. Through our analysis ﬂ< Lot
files, we know that one use of the format is Encase Logical Evidence. Wdfhave
not yet described in detail what these files contain and what they are usdl for,
but our team is working tirelessly through thousands of file formats. We't love
hearing from you if you have information about the format.°

Facts

45.0n June 12, 2014 represented in the FPR, “McLean EasyLaw.L01'! collected rlier
today from CA computer copied from USB3 drive to EFSS598 under ““i'
“PSTovaokovic records”. MD5Summer used to confirm that the copy identical fjij the

original’.

Volume 22: HP Home Computer

46. I repeat and rely upon my evidence in the Declaration #1 regarding Ms. Chan kn ing
that my home computer was an Hewlett Packard ("HP™).

Volume 23: Exhibit “A”

47.1 reference the different file types in my Exhibit “A” regarding the LUHKBC's
representations that it had not commenced the investigation

Volume 24: April 2017 Application signed by Ms. Lockhart

|

48. I repeat and rely upon Ms. Lockhart's representations to the Court regarding the afftions
of the LSBC (and EFS) on June 4, 2014.

49. I note the following and copy and paste with emphasis being mine:

[24] On June 4, 2014, the investigators attended again at the plaintiff's officell|The
investigators took two forensic copies of the hard drive on the plaintiff's |gffice
computer. They also took copies of paper files provided by the plaintiff.

[25] Nobody from the LSBC reviewed the hard drive until the conclusion of a proces ii set
out in the Rule 4-43 Order for the adjudication of the plaintiff's request certalfi be
excluded from the review.

Volume 25: Recent Representations of the LSBC regarding the Created RAM l} aw
Data File

nart

50.1 repeat and rely upon the previous representation of NST LLP and Ms. Log
regarding the October 8, 2021 response regarding the Created RAM Raw Data File.

i”https://file.orq/extension/ 101
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. I do not consent to any such review, processing or resumption of the same. '

VOLUME 26: DEFENDANTS LOD

52.

ﬂl

I have reviewed the Defendants’ List of Documents in the Damages Action, the i u{
the LOD, and the actual documents and I have not been able to locate any Raw Fl S,

X to

VOLUME 27: CONCLUSION ‘

53.

54.

55.

56.

57.

58.

N
59.

SOLEMNLY AFFIRMS BEFORE ME at the

city of
of

VLJ INNANL]

to the same.

I have provided a conclusion letter to the aforementioned regarding the above a Ii- my

request that immediate action be taken regarding the same.
I reserve the right to add further evidence as it becomes known to me.

I view this matter as extremely urgent and request immediate compliance by thelfl SBC
and any other persons that may receive notice regarding the same.

I swear this Declaration #3 under the penalty of perjury and for no improper purp

L

I continue to suffer loss and damage as a result of having to spend the time to co
to assert my legal rights.

linue

I thank the recipient of this Declaration #3 and previous for their review and attiintion

I have provided this Declaration #3 as soon as I was able so the LSBC and otheff ” can
effect compliance, provide the requisite instructions and make the necessary denfands
where applicable.

Toronto, Ontario, this ‘1™ day
October 2021

lp‘Onta
(I
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1

’ AFFIDAVIT OR STATUTORY DECLARATION' (“AFFIDAVIT?)
Re: Privdcy Complaint regarding: (i) Duties imposed under FIPPA that have not been performed; (ii) exte. ion of time
Jor responding to a request not in accordance with subsection 10(1)((b) and (10(b)(c); and (iii) PI has been ollecred by
Associate, Mr. Colin Cree (“Cree”) of Service Provider of LSBC, e-Forensic Services Inc. (“EFS”) by wy li of June 4,

2014 RAM Dump, using unidentified Computer Software, Moonsol’s DUMPIT; in contravention of Part 3 of|FIPPA; (iv)
PI has been used by Local Public Body, LSBC, and Associate and Employee, My. Megan Ritchie (“Ritchie Ii of EFS in
contravention of Part 3 of FIPPA; and (v) PI has been Disclosed by LSBC and Cree and Ritchie of EFS in ¢ |
of Part 3 of FIPPA.?

ntravention

Re: Request by Mr. McLean for Privacy Commissioner to exercise his powers to ensure compliance with amffirovision of
FIPP4 and 2012 FIPPA Regulation; exercise powers under FIPPA regarding Record production (“Notice|llo Produce
Records”) in the custody or Control’ of Persons which do not engage 5. 14 or 5. 22 of FIPPA; and Requirg| Persons to
attempt to resolve the Privacy Complaint before investigation commencement (“Pre-Investigation Resolution||l’

Re: Issues related to PIPEDA for non-BC Organizations and Collection, Use or Disclosure not within BC

I, Kevin A, McLean (B.A. (MCL), J.D., CIM), of Toronto, Ontario Canada, Businessman and Chartered|linvestment
Manager, SOLEMNLY AFFIRM THAT:

L. 1 am the Individual (the “Applicant”, “Requestor” or “Complainant™) above and as such hie personal
knowledge of the matters hereinafter deposed to, except where stated to be on information anlll belief and
where so stated 1 verily believe those matters to be true.

2. I have structured the body of this Affidavit, in support of my Privacy Complaint, as follows:
a. VOLUME 1: Exhibit “A”; Definitions and Overview;
b. VOLUME 2: Privacy Definitions;
¢. VOLUME 3: General Powers of the Commissioner when a Privacy Complaint has been file ii‘
d. VOLUME 4: My Belief Regarding Contraventions of Part 3 of FIPPA4 by Local Public gl_-i v, Service

. Providers of LSBC and Associates of Service Providers;

¢. VOLUME 5: The Rule 4-43 Order under then LSBC Rule 4-43 (the “Defunct Investigatory{Rule”), the
Execution of the Rule 4-43 Order and Exclusion Requests Period

f. VOLUME 6: The EFS Activities During and After the Exclusion Requests Period

g. VOLUME 7: The Crosbie Letter to Mr. Deane (“Independent Adjudicator” or “ISS’Jithe LSBC
Submission to Mr. Deane, the EFS delivery to Office Forensic Copies and the Adjudicator D¢

h. VOLUME 8: After the Expiry of the Review Period of the Adjudicator Decision

i. VOLUME 9: Chan to McCartney regarding EFS Forensic Preservation Report and McCartiey Custody

and Control of the Same

VOLUME 10: The LSBC Document Discovery Plan and NST LLP Memorandum of Mat

VOLUME 11: Gomery Response to Request for “Return of Seized Documents™;

VOLUME 12: Lockhart Application; Grauer Decision and Macintosh Decision

VOLUME 13: Decision of Adjudicator Siew

VOLUME 14: My 2018 Privacy Requests

VOLUME 15: The Matajawa Decision and My July 2021 Privacy Requests

VOLUME 16: Types of “information” in the Created RAM Raw Data Native File 18544

ision

grial Docs;

sopg - RFT

*Rejevant Legislation unde\: FIPPA, PIPA, BC Evidence Act et al
24n Investigation or Audic® or Inquiry® under FIPPA or PIP4* by the BC Privacy Commissioner into the LSBC’s purported Service Provider (“EFS™} and its Directors, Officers and 4 i EES")
inswallation of b ive Comp Programs to perforn RAM Dunps of Members CPU containing Members’ PI and Unknown Third Party PI in confravention of FIPPA

food
ized

*a public body may have control over a record that is not, or has never been, in its physical possession
4Section 44(3.1)
*FIPPA, 5.3; Applicant not limited by any proceeding



Introduction: My Exhibit “A”

3. Now shown to me on this date of October 24, 2021 and attached hereto to this my Affidavit is
which has been delineated with 31 TABS and enumerated pages in permanent marker:

xhibit “A”

a. TAB 1: Ms. Marian Murray (“Murray”), paralegal of LSBC, Document Discovery Hlan® (Date:

September 30, 2015; pages: 1-8);

b. TAB 2: Murray Discovery Plan (Clean Copy) (Date: ibid; pages 13-23);
¢. TAB 3: Murray Document Discovery from previous sworn evidence (see: Date: ibid: pagesi24-32);
d. TAB 4: FIPPA Request by McLean (Date: July 2014; pages: 34 to 36);
e. TAB 5: LSBC Response to my FIPPA Request’ for Created RAM Record (see: Pages 38 t([40);
i. Purported LSBC Response for Extension of Time under FIPPA, s. 10(1)(b) and (Qk (see: Date
August 23, 2014; page 38);
ii. Purported LSBC Response, Claiming Lack of Clarity (see: Date: September 10, 202 page: 39)
iii. Purported LSBC Response: must review, and produce and review third party interesfji (see: Date
September 29, 201; page 40);
a. My response to the above noted responses (see: Date September 29,021, pages
~ 40atof)
b. Purpose LSBC Response for October 8, 2021: “allegedly unablgflto advance
review and processing while awaiting clarification despite not citing Jl0(1)(a);
1. Further LSBC Response: “no longer a copy but capture’ffi(see: Date
October 18, 2021, page 42)
f. TAB 6: Associate of EFS; Access Data Group LLC (“AD LLC”) (see: pages 43-49);
g. TAB 7: Documents 1nvolvmg Guidance Software Inc. with FTC and others documents (see:|fi0 to 54);
h. TAB 8: Summation® Reviewer Manual of AD LLC, Associate of EFS (see: pages 55-70)
1. TAB 9: Select Pages from Previous Declaration of September 18, 2021 (see: Date: Septemfjier 18, 2021

(see: pages 71-106 therein)
j-  TAB 10: Emails between Ritchie of EFS and Ms. Chan of LSBC (see: Date: December 29,
107-128)
k. TAB 11: Select Documents (see: pages 129-133)
.. TAB 12: EFS Forensic Preservation Report (Dated: June 17, 2014; pages 137 to 167)
m. TAB 13: Emails between Ms. Chan of LSBC and Mr. McCartney of LSBC (date: May 56, 2
~168)
n. TAB 14: Copies of Mirror Image Copies from McLean Hard Drive (Dropbox) (see: pages |
o. TAB 15: Rule 4-43 Investigation Reports of Ms. Chan of LSBC after May 5, 2015 emai
174 to 181)
p. TAB 16: Gomery response to my request for return of documents seized without consent; re
unsolicited fashion, that LSBC did not have Originals (see; Date October 7, 2015; page 182);
q. TAB 17: LSBC NOA (Lockhart executed) of LSBC to BC Supreme Court (see: April 2017; pi
184) “
r. TAB 18: LSBC Defendants Trial Brief in BC Supreme Court (date: May 29, 2017; page 185
TAB 19: Binding Decision of Adjudicator Siew'® of OIPC BC (date: August 23, 2018; -! pages 185
to-195)
t.  TAB 20: Manipulated Photos by undetermined author (see: pages 196 to 197)
u. TAB 21: RAM cannot be copied or forensically copied (see: page 198)

lI
i
see: pages

Swi \th my anfotations and part of previous separate Declaration of September 19, 2021
July 2021
5 obxected to the same; I do not believe there were any third party notices
“https://accessdata.com/products-services/summation ; ; And because Surnmation utilizes a single shared, forensically secure backend database, data never has to move throughout the e-discovery process,
loss and spoliation; Browser Brietcase: enables secured-web based access and offline
2018

Rducing risk of data
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s
4,
‘E\\//
5.
6.

‘basis that it contained Personal Information that was net relevant or privileged to thg

TAB 22: Other FIPPA request (see: 199 to 2014)
. TAB 23:0IPC BC FIPPA guide (see: pages: 205 to 22)
TAB 24: OIPC BC PIPA (see: pages 224 to 239)
TAB 25: FIPPA for Excel Spreadsheet Tracking Evidence (see: pages 240 to 251)
TAB 26: FIPPA and PIPA Glossary (see: pages 252 to 260)

N< =z =

aa. TAB 27: My emails with Cree of EFS and PIPA request (see: August and September 202}l see pages
261 to0 265) .

'bb. TAB 28: LexisNexis Article on BSS and RSSOH (see: December 2018; pages 266 to 273)

cc. TAB 29: LSBC failed submission for proposal to change of definition of law enforfigment with

Legislature (see: Mach 2016; pages 274 to 276)

dd. TAB 30: FIPPA 2012 Regulation (see: Date: May 2021; pages 276 to 281)

ee. TAB 31: Select Documents of LSBC regarding approval by Privacy Commissioner for M
and Forensic Copying of Hard Drive (see: pages 302 to 304) and MISC.: pages 305 until confllusion.

The Then LSBC Rule 4-43 (the “Defunct Investigator Rule™)

The Defunct Investigatory Rule was under PART 4 Discipline of the now repealed’
authorized the LSBC Chair of the Discipline Committee to authorize an investigation (not exa
the books, account and records of a lawyer if there was reason to believe the member may hj

LSBC Rules et al. When the member was served with the authorized investigation order, thelllawyer was

required to immediately produce and permit the copying of all record s (see: Rule 4-43 (b)(i)). Tl Rule 4-43
orders required the lawyer to assist the LSBC to access in a comprehensible form, records in |the lawyer’s

possession or Control that may contain information related to the lawyer’s practice by p
information necessary for that purpose including passwords and encryption keys (see: Rule A
LSBC Rule 4-43 stated that when electronic Records have been produced or copied pursuant td
order, the lawyer concerned may request that a specific Record be excluded from the investig

ion on the
Rule 4-43

investigation (see: Rule 4-43, (1.1)).

BC Interpretation Act”

Pursuant to the BC Interpretation Act, the LSBC was authorized to make copies” of Re
excluded Computer Programs and Record Producing Mechanisms when it had the powe
production of records (see: /4, s. 27(7)).

ds, which
to demand

2012 Legal Profession Amendment Act

The Legislature passed the 2012 Legal Profession Amendment Act that authorized the Benchers [{f
that allowed for the protection of privacy where the LSBC had inadvertently collected personal
that was contained in the records of the lawyer. Pursuant to the Legislature’s Explanatory Notes

was authorized to collect PI but only in accordance with FIPPA.

pass rules
formation
il the LSBC

2012 FIPPA Regulation

s ;
N~ 'The Benchers passed an entirely new sef of Rules in 2015

RSBC 1996
PExact reproduction

4See: BC Legislature website; BC Laws




N In 2012, the Lieutenant Governor passed the 2012 FIPPA regulation that, inter alia, uired new
requirements imposed upon Public Bodies regarding requirements to obtain valid consent of ts Individual
with respect to storage, access, use, disclosure and retention.

FIPPA’s Paramountcy
8. The Legislature passed FIPPA in 1996 and its provisions were paramount to other legislati [lll provisions
when there was a conflict between a FIPPA provision and another legislative provision I the word
“despite” or “notwithstanding” (a “Notwithstanding Clause”) was used by the Legislature in nother Act
(“FIPPA Paramountcy Provision”). FIPPA’s definition of Record is paramount to the Inferp tation Act
which excludes Computer Programs and mechanism that produce Records (“Record Producing
Mechanisms”). The LPA did not define “record”.
The Defunct Investigatory Rule referenced s. 88 of the LPA
9. The Defunct Investigatory Rule and Rule 4-43 Order referenced section 88 of the LP4 whigh had three
provisions referencing FIPPA. Section 88(2) and (7) of the LPA has an override regarding sifetion 14 of
FIPPA which is authorization for the Head" of the LSBC to refuse to disclose a Record to an dffplicant that
is subject to solicitor-client privilege. Section 88(8) of the LP4 has an override of section 4fff(4) has an
override with respect to the Privacy Commissioner reporting information to the AGBC regardinf an offence
where it is subject to solicitor-client privilege.
‘ The Only LPA Section that Authorizes Seizure of Property without Consent
10. ['am only aware of one part of the LPA that authorizes seizure of Property, which I believe is mojj expansive
than the FIPPA Paramount Record Definition, which is Part 6 of LPA, Custodianships. I havgfnever been

served with an order for a Court appointed Custodian. Based upon my FIPPA requests, after the A
Siew Decision, the LSBC, through its Service Provider NST LLP, confirmed that the LSB
applied for an order under section 37 of the LPA.

djudicator
had never

11. I am aware, based on research, of two times the LSBC applied for and was granted an order of
which were on or around 2007 and 2009 which involved the lawyers named Mr. Oldrojg
Goddard."®

The Relevant Entities for the BC Privacy Commissioner and Federal Privacy Commissioner
Thereafter

e 2014 and
12, The Local Public Body was the LSBC. EFS was the Service Provider to the LSBC for [!!!

services under Rule 4-43 pursuant to the 2010 Information Protection Services Agreement (the “ )10 IPA™).
The 2010 IPA did not include FIPPA’s definition of Record. The 2010 IPA did represent ’Ix

would always be in Control of the Records. As it relates to me, I do not agree that it was at al
June 4, 2014.

limes since

N o Timothy McGee in 2014
*°I have reviewed those filed court documents and they were commenced with a Petition and supporting affidgyi
evidence regarding the seizure of originals of Property



13.

14.

15.

16.

17.

Based on information and belief, EFS had the following Associates (outside of its employees, @irectors and
officers) with their proprietary, patented and/or trademarked Computer Software:
a. Foreign Companies or Foreign Presence:
i. Moonsols Inc.:
1. The Computer Program known as DUMPIT for memory dumps of the rg
memory (“RAM™) of a CPU;
ii. Guidance Software Inc. (later acquired by Opentext Corporation™)

(10111 access

1. The Computer Program knowns as Encase for analysis of unencrypted flative files'’
from a RAM dumps;
iii. Vound Colorado Ltd.":"
1. The Computer Software knowns as Intella was described by Chan in hgli Rule 4-43
Investigation Reports;

Guidance Software Inc. was subject to an order of the Federal Trade Commission in 20 / regarding
privacy breaches. Opentext Corporation®, since acquired, Guidance Software in 2017 Opentext
Corporation represents itself as a Canadian company but it trades on domestic and foreign stodlff exchanges
and represents its headquarters in San Francisco.

LSBC and NSTLLP
Based on information and belief, the LSBC had a relationship with the Service Provider of LLP for
certain services known to them.

NST LLP and its Associate
NST LLP had a relationship with the Associate, AD LL.C, which provided Computer Softwarfil knowns as
"AD Summation iBlaze. I believe that AD Summation iBlaze has since been rendered obsolfite or futile
based on being known as “heritage product”. AD LLC was acquired by Exterro, Inc. in Decei fber 2020.2!
While it was after the FIPPA requests in June, July and August 2021, Exterro added Amazon Wb Services
Canada to its global cloud hosting locations.”? The CEO of Exterro represented, “Many prefer fliy have their
data stored within the Canadian borders. Given the growing complexity of data security gid privacy
regulations around the world, we are very pleased to accommodate these requests.”

Custody” and Under Control
I believe that the Created RAM Record or some of the Records® therein may be in the Custq ][1 y or under
the Control of the LSBC, EFS, NST LLP or their respective Associates by way of transfer, add l copying,

disclosing, modification or otherwise between each other.

VOLUME 1: Respectful Requests under FIPPA of the LSBC and PIPA where applicable

"Native Files are unencrypted and not JPEG in 2014

BEULA: https;//www.vound-sofiware com/eula

PVound has certain indemnification and hold harmless clauses with its licensees

®Qur Discovery platform provides leading forensics and unstructured data analytics for searching and investigating

organizational data to manage legal obligations and risk. It has powerful machine learning capabilities to help legal and

compliance teams quickly find critical information for litigation discovery, investigations,
. business projects, and financial contract analysis

*'hitps://wiww.extenro.comvblog/exterro-acquires-digital-forensics-firm-aceessdata
fiwww.globenewswire.convnews-release/202 1/09/01/2290347/0/en/Exterro-Adds- Amazon-Web-Services-Canada-tg-Global-Cloud-Hosting-Locations. htmi

data breach

#Custody is about more than just physical possession of the records. A public body will only have custody if it has “some right to deal with the records and some responsibility for their care and protectij{li Vancouver (City)
(Re), 2020 BCIPC 4. para 50: -~

**See: LSBC Purported Responses




basis and subject to review of the same:

Ordering that the LSBC and any its purported Service Providers of the LSBC or any Assflciate of the
Service Providers produce the Created RAM Raw Native Record on a forthwith basis ; an}

Order that the LSBC (Ms. Murray) produce the Evidence Tracking Sheet to the Co
myself in Electronic Format in electronic format on a forthwith basis; and

Any other relief that furthers these requests to resolve this Privacy Complaint without delay.

VOLUME 2: Relevant Privacy Definitions under FIPPA and PIPA (see: Exhibit “A”, TAB 26, pages 2

N

;

19.

The OIPC BC and Legislature have defined the following in certain parts known to them.
a.

b.
c.

Collect: to gather, obtain access to, acquire, receive or obtain Personal Information cither
an Individual or indirectly;. _
Use: secondary uses include planning, monitoring, research or disclosure as required by law

information concerns;
Consent: voluntary agreement by an Individual to allow the collection, use or discld
Individual’s Personal Information;
Control®: ability to regulate and control the record throughout its life cycle;
Custody: having physical possession of a Record , even though the Public Body may ne
have responsibility for the Record .
Data: Pieces of information such as Individual facts or results
Personal Information: Recorded information about an identifiable Individual other flan contact
information;
Privacy Breach: occurs when there is unauthorized access to or collection, use, disclosure o
Personal Information
s and any
other thing on which information is records or stored by graphic, electronic, mechanical or gkher means,
but does net include a Computer Program or any other mechanism that produces records;
Retention: the process of holding data or information in a secure or intact manner usually
period of time after which it may be permanently destroyed;
Security of Personal Information: security is the process of protecting Personal Info
assessing threats and risks to that information and implementing the procedures and systems
the integrity of that information and to prevent unauthorized access, use, disclosure and dis
information;
Service Provider : a person retained under a contract to perform services for a Public B¢
Schedule 1]

i. Associate: means, in relation to a Service Provider , a subcontractor, or

subcontractor, of the Service Provider or an affiliate of the Service Provider

Employee: in relation to a Public Body, includes a volunteer or Service Provider ; and

a defined

ation by
0 maintain
sal of that

*hese factors are whether: the record was created by an officer or employee in the course of carrying out his or her duties; the public body has statutory or contracttial control over the records; the public| iy has possession
of'the records: the public body has relied on the tecords; the records are integrated within the public body’s other records; the public body has the authority to regulate the use and disposition of the recorifjiand whether the
content of the record relates to the public body’s mandate and functions




— 20. PIPA has defined work product information as means information prepared or collected by an
group of Individuals as a part of the Individual's or group's responsibilities or activities 1q
Individual's or group's employment or business but does mot include personal informati

Individual who did net prepare or collect the personal information.

| VOLUME 3: GENERAL POWERS OF THE COMMISSIONER UNDER FIPPA

VOLUME 3(A): Public Body

21 The Privacy Commissioner has the power to investigate and attempt to resolve complaints wh
Information has been Collected, Used or Disclosed in contravention of Part 3 of FIPPA by: (i)
(ii) employee of a Public Body; (iii) officer of a Public Body; and (iv) director of a Public Bod

gte Personal
blic Body;

VOLUME 3(B): Service Providers

22. The Privacy Commissioner has the power to investigate and attempt to resolve complaints whg
Information has been collected, used or disclosed in contravention of Part 3 of FIPPA by: (ii) ¢

Service Provider ; or (ii) Associate of a Service Provider .

VOLUME 3(C): Part 3 of FIPPA

23. Part 3 of FIPPA is titled, “Protection of Privacy” and includes section 26 fo 36.1

; VOLUME 4: My Belief of Contraventions of Part 3 of FIPPA (Protection of Privacy by Public Bodies) b

EFS (see: s. 26 to 31.1)

Collected,
dlisections of
®d, Used or
e Part 3 of

1)

24. I believe that the LSBC and employees of the LSBC, along with its Directors and Officers hav$
Used or Disclosed Personal Information (mine or Third Parties) in contravention of variou
Part 3 of FIPPA from June 2014 to present. I believe that EFS, and employees of EFS Collec
Disclosed Personal Information (mine or Third Parties) in contravention of various section

FIPPA from June 2014 to present.
VOLUME 4(1): Division 1: Cellection, Protection and Retention of Personal Information by Public Bodie

il

VOLUME 4(4)(i): Section 26 of FIPPA: Purpose of Which PI May be Collected

VOLUME 4(A)(i)(a): Not Expressly Authorized by an Act (see: ss. 26(a) of FIPPA)

I submit, believe or affirmm that since the LSBC admitted that consent is required, unlike a Custq ]

of the BC Supreme Court, to commence copying of Records under the Defunct Investigatory
LSBC could net rely upon section 26(a) of FIPPA. A rule, bylaw or regulation is not an Ad

thereof (see: BC Inferpretation Act, s. 1).

25.

VOLUME 4(4)(i)(b): Not for the Purposes of Law Enforcement (see: ss. 26(a) of FIR}

*For judicial interpretation of director and officer, kindly see Skakun
*Not retained by the LSBC



not claim that collection or acquisition of the memory of the RAM by way of RAM Dump
installing and running using Moonsol’s DUMPIT (the “Invasive Computer Software’®), it coy
it was for the purposes of law enforcement (see: Saanich and Collins v. City of Prince Geor
since the LSBC failed in its attempted proposal, in 2016, to the Legislature to have it amend the

“law enforcement” under FIPP4, it could net then rely on it being for the purposes of law g

Moreover, the LSBC, through Mr. Gomery and Lockhart, filed responsive pleadings for the LS
that what was at stake for was an investigation and not a decision in a proceeding.

VOLUME 4(A4)(i)(c): Not Directly and Related to the Defunct Investigatory Rule (3

of FIPPA)

26. I submit, believe or affirm that since the LSBC relied upon a Defunct Investigatory Rule, it g§

I

|

!
1

27. Since the LSBC admitted, on August 22, 2014, by its submission, executed by Bussanich (sce:
88 to 98) to Mr. Mr. Deane, as the Independent Supervising Solicitor and Independent
Barrister and Solicitor with BLG (the “Independent Adjudicator” and ‘“Independent

Solicitor™), the copying of client and accounting records® of McLean were necessary and relf

Defunct Investigation Rule, then the RAM Dump and Custodial RAM Seizures could ne
necessary and related to the Defunct Investigatory Rule.

VOLUME 4(B): Section 27 of FIPPA: How Personal Information is te be collected

e directly

28. A Public Body must collect PI directly from the Individual is about unless another method of
authorized by: (i) the Individual; (ii) the commissioner under section 42(1)(i); or (iii) another
did not authorize the installation and running of the Invasive Computer Software on the CPU
Dump. The Defunct Investigatory Rule only authorized copying and Forensic Copying which
Imaging into an incomprehensible form that could only be viewed by usage of computer softwarg

VOLUME 4(C): Section 27.1 of FIPPA (and Further Evidence)

|
I
|

ll

|

[y

|
(N
l
|

|
|

pllection is

actment. 1
the RAM
as Mirror
ereafter.

29. The RAM Dump was not passively received by the LSBC as Cree represented that he did so
advice of McCartney that I may use cloud storage (see: Saawnich). For context purposes, I now be
reason that the LSBC performed the RAM Dump on June 4, 2014, was because Chan who w

office chair in the afternoon on June 3, 2014°! was the Chan of the LSBC used Intella Version 1.§

a capture of my RAM and hard drive known as Intella Connect™ which represents that it can “i
capture”, “index live machines”, and “search using browser with no need to install software”.*®

the foregoing footnote, I attach an appendix of the Manipulated Photos, which were commingle
photos from June 4, 2014, which 1 was able to discern based on the Rockstar” energy drink only b
on June 3, 2014. Lockhart has informed me that the photo is not redacted (see: Appendix) and
photograph that the LSBC has in its possession. I am not making any allegation that Vound was
this misconduct but I believe that its softiware was used by the L.SBC and there would be a recor

3, 2014 in the afternoon (see: Appendix 1 and 2).

Bysed by CASL

PBylaw enti is not a law enft

3ee: Bussancih submission on August 22, 2014

}See: affidavit of Ms. Diaz swom in BC Supreme Court and Chan velled at her, “Nothing leaves this office”.
hitps:iwww.vound-software.com/
*ntella Connect is a web-cnabled browser based review platform that sllows multiple reviewers to simuitaneously work en a matter. It has au intuitive workflow that helps reviewers of all I
done.; I note that the 2018 IPA between the LSBC and EFS then admits EFS is providing Intella Connect Web Hosting Services. I believe that Mr. McCartiey was there fiom 3:20 to after hours, as ad
and pleadings filed by the BC Supreme Court, and contrary to his sworn evidence before 2 Hearing Panel on July 22, 2014. As I indicated to Mr. Bussanich. I would work from my home oftice CPU, w
it. The EFS FPR indicates that 14 files were changed since the last usage. Now based on 7.5 years approximately of research and guidance in this area, I believe this is why the LSBC performed a RAM

+ but it had an issue in that RAM is Volatile Memory. and T had come back on Tuesday June 3. 2014 and that changed the non-sequential memory so, based on information and belief, the LSBC, through i
¢ Version 1.8%, had unencrypied native files being stored in the United States. Therefore, I believe that McCartney advised Cree to petform the RAM Dump on June 4, 2014 so the LSBC would not be at

admission to me that the LSBC had not commenced the investigation when it had. 1 believe that counsel for the LSBC couched it by representing that “they (Chan. McCartney and Ho) did not review or
this occasion and they lett at the close of business™. However, I now believe the use of the word “copy” may have been deliberately chosen because Intella Connect allows the “triaging” by “sharing tho:

1l

i
|
!

i3

1

i
i

i

i

sitting my
to perform

ttiate RAM

relation to

‘I with other

volved in
from June

get the job

pted by Bussanich

h had Dropbox on
p on June 4, 2014
ersion of Intella

with Bussanich™s
y any document on
les without

installation of Intella Connect software. T believe this is why Mr. Cree continues to copy McCartney on emails, without my initial inclusion, because RAM Dumps are not authorized by the LPA, the LSE[lRule 4-43 was for

the purposes of law entorcement, and the LSBC adimitted copying of “client records and accounting records™ were the directly necessary and related to the Defunct Investigatory Rule.




30.

31

32.

33.

34,

35.

36.

VOLUME 4(D): Section 30: Protection of Personal Information (Reasonable Security Arrangemg

" Custody or under the Control of the LSBC when Cree, based on the apparent advice of Ms.

reasonable
hsal.

A Public Body must protect personal information in its Custedy or under its Control by making
security arrangements against such risks as unauthorized access, collection, use, disclosure or disfh

I

VOLUME 4(D)(i): June 4, 2014: RAM Dump to Cree Luxio USB -

i

I

iRl

e Created
esent when

Pursuant to the EFS Forensic Preservation Report (see: Exhibit “A”, Tab 12), I believe that
RAM Record was not in the Custody or under the Control of the LSBC from June 4, 2014 to
Cree dumped the RAM Native Data and RAM Native Images to the Cree Luxio USB.

VOLUME 4(D)(ii): June 5, 2014: Luxio USB to Cree Workstations

|
ﬂlii

its Native
¢ that EFS

Pursuant to the EFS Forensic Preservation Report, I believe that the Created RAM Record a
Unencrypted Files were transferred from the Cree Luxio USB to the Cree Workstations. I beli
operates on the Intella Web Hosting Server which is based out of Colorado.

VOLUME 4(D)(iii): June 5, 2014: Encase and Guidance Software Inc.

” not in the
kndy Ho, on
s and none

J

Pursuant to the EFS Forensic Preservation Report ] believe that the Created RAM Record

i

June 5, 2014, added the RAM Native Images to an Encase Case File to look for accounting reco
were found.

VOLUME 4(D)(iv):Inapplicable: Transfer by EFS to Mr. Mr. Des
Independent Supervising Solicitor and Independent Adjudig
(“Adjudicator”)

ecord or
dependent

Based on information and belief, I do not believe that EFS transferred any of the Created RA
Native Files therein to Mr. Deane, as the Independent Supervising Solicitor and
Adjudicator, so I do net address said aspect.

1|
1

VOLUME 4(D)(v): December 29, 2014 to January 6, 2015: Ritchie and Chan and
Disk and Working Copies “

BC Sealed
I

I reaffirm the evidence above regarding Ritchie and Chan, and I believe that the LSBC then had
under its Control, the McLean PI and Third Party PI in the LSBC Sealed Storage Disk.

ustody or

I believe that EFS, Cree, Windover, and Ritchie had Custody and the McLean PI or Third Paj 1
their Control on the Cree Workstations, EFS Workstations along with Encase and Intella, a
did not, subject to it having Control of the Created RAM Record make reasonable security L
against such risks as unauthorized access, collection, use, disclosure or disposal.

VOLUME 4(D)(vi): January 6, 2015 and Thereafter: Chan on Intella Versions 1.8 (na}

1.8.2)




S/ 3T I believe that Chan of the LSBC, did not make reasonable security arrangements against § h risks as
unauthorized access, collection, use, disclosure or disposal regarding the McLean PI or Thirdjl
reference and note the Chan Investigation Reports wherein she denies the same.

VOLUME 4(D)(vii): August 2015 to November 20, 2015 and thereafter: Murray

38. I believe that Murray of the LSBC had created an Excel evidence tracking sheet (“Excel Evide
Sheet”) from the above dates and thereafter that tracked the RAM Native Files.

39. 1 affirm the evidence regarding the Gomery response on October 7, 2015 (see: Exhibit “A”, Tab

VOLUME 4(D)(viii): November 20 2015 to Present: Murray to NST LLP

40. Ibelieve that NST LLP obtained the RAM Raw Native Files by Disclosure from the LSBC to

VOLUME 4(D)(iv): November 20, 2015 to Present: NST LLP to Access Data Grollp Inc.”™ and
Summation®
41. 1 believe that NST LLP then Disclosed the RAM Raw Native Files to AD LLC. in the United S tes by way
of uploading into the evidentiary database®® with AD Summation iBlaze. I do not believe the Ifpcal Public
Body, the LSBC, made reasonable security arrangements against such risks as unauthonjged access,
collection, use, disclosure or disposal.
N, VOLUME 4(D)(v): Potential Demise of AD Summation iBlaze
42. 1 am still investigating the issue of the potential demise of AD Summation iBlaze and other mjlitters and 1
will provide evidence regarding the same when applicable (see: Exhibit “A”, Tab 31).
VOLUME 4(E): Section 30.1: Storage and Access in Canada
43, A Public Body must ensure that Personal Information in its Custody or under its Contrel is sffired only in
Canada and accessed on/y in Canada. I believe, based on the sworn facts above, that the PI wiit either not
under its Custody or in its Contrel at the various particularized temporal periods with the defiffed Service
Providers or Associates, and was not stored or accessed only in Canada.’’
VOLUME 4(E)(i): Exceptions
44, 1 did not consent, in the prescribed manner (see: FIPPA 2012 Regulation, s. 9 and onwards), or g all, to any
of the PI being stored in or accessed from the United States or otherwise. Since Lockhart has st provided
me with any of the Third Parties, which apparently have Third Party PI in the Created RAMRecord , I
do not believe that the LSBC sought or obtained their consent.
VOLUME 4(E)(ii): 33.1 (1) (i.1).
\ z:]m si//accessdata.comilegaliterms; governing law in Utah
e b e Tabs
7ty British Columbia, the apy pproach to ing and disclosures outside Canada depends on whether the data controller is a public or private sector organization. All public bodies subject to the Freedflof Information and

I

Protection of Privacy Act (FOIPA) are prohibited from the disclosure, storage or access of personal information outside Canada unless they have the consent of the individual31 or the transfer is in the ¢
outsourcing relationship and is necessary for the public body to perform its duties

ixt of an



S~/ 45, 1 do not believe that any Disclosure purposes for another jurisdiction.

11

Exclusion Requests Period

VOLUME 4(1I): Division 2: Use and Disclosure of Personal Information by Public Bodies (section|[32 to 35 of
FIPPA)
VOLUME 4(¥): Section 32: Use of Personal Information
46. I affirm that I have still not identified the PI and I cannet, in my view, have consented to it.
VOLUME 4(G)Disclosure of PI: Section 33
47. I am net aware of any disclosure of Unidentified McLean PI or Unidentified Third Party B under the
LSBC’s Custody or under its Control.
VOLUME 5: The Rule 4-43 Order under the Defunct Investigatory Rule, the Execution of the Rule 4-4Hi Order and

VOLUME 5(a): May 23 to May 27, 2014: the Rule 4-43 Order

48. On May 27, 2014, Riddell approved a Rule 4-43 Order to the LSBC based on a privileged legal
“Bussanich Legal Opinion”) of Bussanich of May 23, 2014, The Rule 4-43 Order had a
explaining Forensic Copying and Exclusion Request Process (the “Forensic Copying & Exclus
Attachment”).

PART 5(b): June 3, 2014: Service of the Rule 4-43 Order

49. The LSBC sought to execute the Rule 4-43 Order on me on June 3, 2014 by Bussanich emailingime a copy

of the Rule 4-43 Order and the Forensic Copying & Exclusion Request Attachment

PART 5(c): June 4, 2014: LSBC Complaint after McLean non-cooperation with Rule 4-43

50. On June 4, 2014, Bussanich emailed me confirming that I did net cooperate with the investigatiq
2014 and served me a LSBC complaint.

PART 5(d): June 4, 2014 at 10:01 a.m.: The ambits and limits of my cooperation with thf
Order

51 I then provided cooperation related to: (i) access to my private law office (the “Private Law (fffice™); (ii)
computer password (password protected to powering on CPU) for the purposes of forensic [:'“' of my
Hard Drive Disk and Dropbox; and (iii) copying any paper files along with use of my printer ind scanner
(the “Specified Cooperation™).

PART 5(¢): June 4, 2014 at 10:02 Bussanich confirmation of my limited cooperation

52. On June 4, 2014, Bussanich thanked me for providing my computer password and demanded myfi

attendance at my private law office (“Private Law Office”) for three purposes: (i) providing m




53.

54.

55.

56.

57.

58.

59.

for forensic copying; (ii) answering a questionnaire; and (iii) providing consent for the LSBC 1

accounting Records with my then Chartered Accountant.

access my

, based on
accounting

I did net consent to providing the cell phone for reasons particularized to Bussanich. I did m ,”

information and research, execute the form but provided consent for the LSBC to obtain specifiy

Records from CA. Later in the month, I did fill out the questionnaire and returned it to the LSBCJ|f refused to
attend my Private Law Office in the presence of LSBC investigators because of an altercagton with an
investigator of the LSBC on June 2, 2014 when I attended the LSBC for a hearing and attemp }L g to leave
the premises. When I met with Ms. Chan, it was in the boardroom of my shared office space z 1800-999
West Hastings Street, Vancouver, BC.

PART 5(f): June 4, 2014 at 10:20 a.m.: Bussanich forwarded my Limited Written Cogperation to

LSBC Investigators [I n
Unbeknownst to me, Bussanich forwarded a copy of my email to the LSBC Investigators which nm “FYI”,

PART 5(g): June 4, 2014 from 11:25 to 11:48 a.m.: RAM Dump
Unbeknownst to me, the LSBC, through EFS, performed the RAM Dump on June 4, 2014 fronjil 1:25 a.m.
to 11:48 a.m. (the “RAM Dump Duration”) based on McCartney’s representation to Cree t ﬂ} it may be
required based on my usage “Cloud Storage”. I did use Cloud Storage but it was Dropb and I had
informed the LSBC of the same in previous correspondence with the LSBC and it was synced Il[f my Hard
Drive Disk in near real time. Cree labelled the file internally for his purposes, and onto the Cree I!! uxio USB

in part, Kevin-PC*-.....18544.raw (the “Created RAM Raw Data Native File”, “Created RA ecord” or

the “18544 RAM File™).

PART 5(h): June 4, 2014 at 11:50 am.: RAM Memory Deletion

Unbeknownst to me, the LSBC, through EFS, turned off the CPU on June 4, 2014 at 11:50 4
completing the RAM Memory Deletion.

PART 5(i): June 4, 2014 at 12:25 p.m.: Bussanich acquired knowledge of RAM Dump fro
(see: page 71)

Unbeknownst to me, McCartney emailed Bussanich and Caldwell (Bussanich’s Supervisor) thg
completed the RAM “download”. McCartney separate the RAM Dump and Forensic Cop
representing that “Cree hag begun the Forensic Copying of my Hard Drive Disk”.

by then

McCartney did inform Bussanich and Caldwell of a time estimate of 6 fo 10 hours before ﬁm'shi i the Hard
Drive Disk Forensic Copying. McCartney further wrote that since I [he] had access to the officg hfter hours

that they would have to stay there until the copy was made and verified.

PART 5(j): June 4, 2014 at 1:46 p.m.: Bussanich does not inform me of the RAM Dump (see: pag

Unaware of the RAM Dump as I was not on the email from McCartney above, Bussanich emaj
did not inform me of the RAM Dump. Bussanich did inform of the time estimate require [k

*Not Hard Drive




60.

61.

62.

hours.

PART 5(k): June 4, 2014 at 4:42 p.m. (see: page 73)

McCartney emailed Bussanich that the office manager had offered to keep the place open unf
McCartney represented to Bussanich that would give them just enough time to capture the Hard
image and put the machine back together for the night. McCartney then represented that “Coli
meet him there in the morning so that we can finish verifying if we got all the Cloud Files. H
review, I believe McCartney knew that the “Cloud Storage” and “Cloud Files” were contained {
Drive Disk.

{l 7:30 p.m.
Drive Disk

During the Exclusion Requests Period, Bussanich and I discussed the types of records 4
Information that I wished to exclude based on Forensic Copying of my Hard Drive Disk. I was
the three USBs (“Desk Drawer USBs”)*° being forensically copied so I did not discuss it with hi

!i my Hard

|
| |

I

I made my exclusion requests on June 10, 2014 (the “Exclusion Requests”) based on review
Drive Disk Folder on my Private Law Office CPU which was my Dropbox Felder, when ret
office after the LSBC Investigators had completed, what I thought was onl/y Forensic Copying
Drive Disk.

1

\JY VOLUME 6: The EFS Activities During and After the Exclusion Requests Period

\‘\//

63.

64.

VOLUME 6(a): June 5, 2014 at 9:30 p.m. and 9:41 p.m. EFS Activities

2014 and
hat “Files

1 did not receive a copy of the EFS Forensic Preservation Report on its date or during the year
2015 (see: TAB 12, Pages 137-167). Unbeknownst to me, on June 5, 2014, Cree represente
contained on the Luxio USB Key were copied” to the CRCO2 workstations DATA

Cases/14052801.7*' Unbeknownst to me, at 9:41 p.m., Cree represented that he created an Encafje Case file
and added the USB drive images to it, which contained the images from the RAM 18544 Unenciypted File,
which was from the Cree Luxio USB. Cree represented that he reviewed these /mages for accounfiing records
that they may contain the same but based on the request of Ms. Wendy Ho but none were founfii(see: page
159).

YOLUME 6(B): June 13, 2014 at 9:30 a.m. (see: page 162)

Unbeknownst to me, Cree represented that the “Forensic Images” contained on the Luxio US ‘ key were
copied to an EFS597 storage disk (the “LSBC Sealed Storage Disk”*’) using MD5Summer to .]q, that

the copies are identical to the original. However, Cree represented that the “copy failed”.

VOLUME 6(C): June 14, 2014 at 4:40 p.m. (see: page 163)

#Use of Tableau:

My belief

https://www.opentext.com/support/contact/suidance
“*Does not mean that the initial dump of RAM was a copy
1 presume that these are workstations of Mr, Cree at a location known to him,
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Unbeknownst to me, Cree represented that the “images” contained on the Cree Luxio USB Ke l ere copied
to the LSBC Sealed Storage Disk using MD5 Summer to confirm the copies are identical tojfthe original.
Cree did not confirm that they were or reference any verification of the same.

VOLUME 6(D): June 15, 2014 at 6:10 a.m. (see: page 164)

Unbeknownst to me, Cree represented the “images” contained on the Cree Luxio USB Key w¢
the EFS Storage Disk using MD5 Summer to confirm the copies are identical to the original.
confirm that they were or reference any verification of the same.

e copied to
ee did not

VOLUME 7: Crosbie Letter to Mr. Deane; LSBC Submissions to Mr. Deane; and

67.

68.

69.

70.

71.

72.

73.

PART 7(a); June 25, 2014: Crosbie Letter to Mr. Deane, as the Independent Supervising
Independent Adjudicater, and me (see: page 127)

Crosbie delivered a letter to Mr. Mr. Deane, as the Independent Supervising Selicitor and 1
Adjudicator, for my Exclusion Requests wherein she represented to Mr. Deane, that EFS havelf
forensic copy of my Hard Drive Disk. Bussanich and 1 were copied.

Crosbie represented, on LSBC letterhead that 1 had selected Mr. Deane, as the Independent n!l
Solicitor and Independent Adjudicator, to act as the Independent Solicitor to adjudicate t!h
Requests related to electronic Records that I was required to produce in accordance with an (h
pursuant to the Defunct Investigatory Rule and the Rule 4-43 Order.

Exclusion
der made

Crosbie further represented that the Rule 4-43 Order required me to produce and permit copyingjof all files,

books and any other evidence regardless of the form in which they were kept, including a i electronic
Records.

Crosbie represented that in accordance with the Rule 4-43 Order, designated representatives ¢ l the LSBC
from EFS made a Forensic Copy of McLean’s Electronic Records located on my office confputer Hard

Drive Disk. Crosbie further represented that EFS had maintained Custody over the forensic
data contained within. Crosbie represented the Rule 4-43 contemplates a process but which
requested that certain information be excluded from the LSBC investigation where the LSBC dd
the information should be excluded.

i ][]|n and the
“ may have
ts not agree

i

Hchment to

Crosbie provided: (i) Rule 4-43 of the LSBC Rules; (ii) the Rule 4-43 Order and noted the -h I

this Order contains information related to the foremsic copying of the Hard Drive Disk “][i exclusion
requests); (i) My exclusions requests on June 10, 2014; and (iv) the LSBC’s response by l ssanich, on

June 12, 2014. .

Crosbie then represented that the submissions® of the LSBC will be provided by Bussanich
staff lawyer employed by the LSBC and he was conducting the investigation of McLean in whicl
43 Order was made.

d he was a
he Rule 4-

Crosbie then represented that Mr. Mr. Deane was entitled to review the information or Reqfl
independent adjudicative capacity, that are in issue and that Law Society will arrange for a reprg

ds, in his
Hentative of

*'See: August 22, 2014 LSBC Submissions to Deane




EFS to contact him so that information or Records he required for purpose of his adjudication|ffan be made
available to him.

VOLUME 7(B): August 22, 2014: Bussanich Submissions (see: page 85 to 94)

74.

j- Dropboex: there is evidence to indicate that I used Dropbox to store and share client file

herein he
ith some of

Bussanich delivered executed submissions on behalf of the LSBC on August 22, 2014
represented the following to Mr. Deane, in his capacity as Independent Adjudicator and ISS
my paraphrasing, pronoun substitution, and titles for reference:

swift and
accounting

a. Purpose. The purpose of the order made under Rule 4-43 (see: FIPPA, s. 26(b)) is to ens
complete access to records that would be necessary to conduct a thorough forensig
investigation and the lawyer is required to comply with the terms of the Order (see: page 86)

b. Imaging: If imaging of the electronic Records is contemplated by an Order, such imaging is
the investigation (see: ibid);

c. Execution and Copying by LSBC: Upon execution of the Order, the LSBC designated rej
made copies of: (i) McLean Hard Drive Disk; and (ii) three USB thumb drives located
(see: page 87)™;

d. Records in EFS Possession: The exclusion request process onfy applies to Records that EJR
possession (see; page 88);

€. Only Records Copied or Imaged: The submission did not address any records or devices n
or imaged®;

i

flesirable for

il esentatives

h my office

f.  McLean Onus: I had the onus. I had to identify the specific Records and the reason for exclifiion of each
Record. I had to justify that they records are clearly personal and irrelevant to thd[{Rule 4-43
investigation or privileged (see: page 89);

g. Relevant and Necessary to Rule 4-43: The Order contemplates file records in addition tglaccounting
records as they were both necessary and relevant to the investigation® ((see: page 90);

h. Only Electronic Records: The exclusion request process only applies to electronic Recordf (see: page

91) .
i. If Imaged or Copied then Applies to ISS and Independent Adjudicator: Only reco
imaged or copied are subject to exclusion (see: page 91) »

5 that EFS

jecords and
admitted the same on June 20, 2014 to Chan (see: page 92);

1. Further, I had admitted the usage of Dropbox (Cloud Storage) to Milz in April and M}

ii. I had not explained which records in the Dropbox (Hard Drive Disk) might b

privilege and how that privilege might warrant exclusion;

Wy 2014;
subject to

1. Thad not identified specific records or sufficient description of those records|fipr nature of
those records and had a lack of detail;
a. Apparently, 1 had made it impossible for the LSBC Investigatihts and the
Adjudicator as to how the contents of Dropbox may be privileged;
iii. Ibhad misstated the legal test for exclusions under Rule 4-43 (see; page 92)
1. Ihad not identified the excluded records to be both personal and clearly irreldtiant;
2. Thad not sufficiently described the records that I thought should be excluded
3. I had not presented sufficient detail and made to impossible for Inves -E gations and

Adjudicator to understand how the records (see: page 93);

*No mention of RAM ]
*If RAM was copied or imaged, then the submission would have included the same

#Ses: FIPPA, 5. 26(¢)




75.

76.

77.

78.

79.

80.
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Record on
part of the

k. The Adjudicator was entitled to review copies of records (note: without the Created RA
June 4, 2014 at approximately 11:50 a.m.) to determine whether some of all of them shou
Waorking Cepy to be used in the investigation.

VOLUME 7(c) December 12, 2014: Mr. Deane, as the Independent Supervising Solicitor and i
Adjudicator, Decision (the “Adjudicator Decision”) (see: page 95 to 106)

e had only

received from EFS the Office Forensic Copies which was the Hard Drive Disk and Three USHS (sce: page
97). Mr. Deane, as the Independent Supervising Solicitor and Independent Adjudicator, cﬁnned that
to facilitate the review EFS provide Mr. Deane him with copies of the records located in the Of! ﬂ pe Forensic
Copies. Mr. Deane, as the Independent Supervising Solicitor and Independent Adjudicat noted that

e Forensic

the important of privacy interests and had some misgivings to review the Records in the Offj
Copies (see: page 98).

!
Iy

VOLUME 8: After the Review Period Expired for the Mr. Deane, as the Independent Supervis
and Independent Adjudicator, Decision

g Solicitor

VOLUME 8(a): December 29, 2014: Bussanich to Investigators

After the expiry of the review period (“Review Period Expiry”), Bussanich informed the invjs
“feel free to start looking at the imaged data” (see: page 107).

exclusion of data that we have. Deane agreed with on this point.”

" VOLUME 8(b): December 29, 2014:

Unbeknownst to me, Cree emailed the Chan confirming that Ritchie had the working copy o
captured on this matter (see: page 114). Ritchie then used Intella to index the rormal files for the

Hlithe images

Indexing of Normal Files but now including the “Native Files” (unindexed)

Ritchie then represented that she was still processing and would put the data, copies and image
external Hard Drive Disk but with the Native Files (as well) and send out early next week.

VOLUME 8(C): January 6, 2015

Unbeknownst to me, on the above date, the LLSBC received external Hard Drive Disks that contgf
LSBC Sealed Storage Disk; and (ii) the Working Copy Disk. I believe both ¢ontained the RA]
Native Files, but not in in encrypted format and unindexed but the LSBC Sealed Disk was n¢
opened or read by the LSBC*,

VOLUME 9: Chan to McCartney regarding EFS Forensic Preservation Report

s

In my view, well-written decision without the benefit of the 30 minute dump of the memory of RAM into Native {images; I was not entitled o reopen; and review period expired
SSubject to that being correct
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VOLUME 9(a) May 5, 2015: Chan to McCartney

Unbeknownst to me and recently found in the recent documents, May 5, 2015, at 9:07 am., C I
McCartney via email as follows with the heading, “your netes”: “Hi Dave, I'm writing my REPIRT on my
McLean I don’t have certain things written down in my netes....Also, I don’t have Colin Cree| Il

on the mirrer imaging of McLean’s computer. Do you have that? Thank you, Andrea.”

VOLUME 9(b) Chan Reports: June 29, 2015

82.

on LSBC

@

Unbeknownst to me, Chan then issued LSBC Investigation Status reports where she representy
letterhead in June 2015:

Paragraph 22:....Around 10:22 a.m. Mark Bussanich, Staff Law Lawyer, Professional Cond
an email from McLean. In the email dated June 4, 2014 “They can copy any and all docume
Hard Drive Disk and Dropbox” ....“We commenced the investigation”™ (see: June 4|k
“Paragraph 71: On June 4, 2014, Colin Cree, e-Forensics attended the law office to makg
image of the digifal devices located in McLean’s office. Cree made a forensic u!
COMPUTER HARD DRIVE DISK and THREE THUMB DRIVES. “Paragraph 73: To J“
integrity of the mirror image, E-Forensic provided a working copy of the data collected
Society on January 6, 2015. We used Intella, a forensic search software, to search the workj
any document that contained keywords. Scope Limitations Paragraph 75: June 4, 2014, Creg

- attend the law office to make a forensic image of McLean COMPUTER HARD DRIV
THREE THUMB DRIVES”. Paragraph 80: ...When I returned to the Law Society (June
tried to log in to McLean’s Dropbox account and was NOT able to access his account”. Pj
“McLean told me that he works on his files at home and transfers them over to Dropbox. As|f
this REPORT (June 29, 2015), I did net have access to the records stored in the Dropbox adf
told me that Dropbox can store deleted files in the cloud that would net be VISIBLE i
DRIVE DISK STORAGE".

a forensic
of ONE
eserve the

VOLUME 10 Murray Document Discovery Plan

VOLUME 10(a): September 30, 2015 (TABS 1 to 3)

3.

Unbeknownst to me at the time, Mr. Murray (an apparent paralegal) prepared a document discov}

“Document Discovery Plan”) wherein she represented and confirmed that thére would be a prefervation of
information (Legal Hold) and the steps has been completed and referred to legal hold memo dog ”[ ent dated
August 31, 2015. T have net seen the latter. Murray represented that Gomery’s office sfint them a

memorandum (note: I have not seen said memorandum but made a request for the same) fjjider No. 9
“Compliance Audit of McLean’s Practice which included documents to both the investigatory aug
4-43 investigation and compliance audit REPORT. The entire forensic copy should be bulk listed ”v one item
but each Individual documents on the forensic copies of his COMPUTER/CLOUD STORAGEI] does NOT

I
2 50 m

need to be listed”.

VOLUME 11: Gomery Response to Request for Return of Seized Documents

VOLUME 11(a): October 2, 2015: My request for Return of Documents Seized Without Consen

YEmphasis is mine

FIPPA, 5. 3: not limited as a party to a proceeding:
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matter after
il where the

4. 1 requested the return of documents that the LSBC seized without consent to streamline the
Justice Gerow’s decision and the LSBC’s admission that consent was required. 1 also askg
“forensic copies” were located.

85. Gomery replied to me and represented that, “The Law Society is not in possession of ‘
Documents obtained from you. It is possession of copies.” I relied on his representation and pik
./ the LSBC only had forensically copied (Mirror Images) of records.

VOLUME 11(b) 11(b): November 2015: NST LLP obtaining of access

86. In November, NST LLP apparently obtained access to the List of Documents of the LSBC.
order of Mr. Justice Bowden for document production and listing in two tranches in Decembernfs
2016. ’

VOLUME 11(c): December 2015 and January 2016

H

87. The LSBC list did net include any particulars or listing of the RAM Native File Images or|dlescribe the

RAM Dump, and they could not be found with keyword search.

VOLUME 12: Spring 2017

VOLUME 12(a): Lockhart Application on behalf of NST LLP and LSBC:

88. I applied for the return or documents, and destruction of the same, that were “seized during thig
Order with reference to the Forensic Copies”. The LSBC cross-applied for summary trial m
Lockhart’s application which was dismissed: [24] On June 4, 2014.....The investigators took 'w!
copies of the HARD DRIVE DISK on the plaintiff’s office computer. They also took copies d 'l” paper files
provided by the plaintiff; and [25] Nobody from the LSBC reviewed the HARD DRIVE A!!g‘!! until the
conclusion of a process set out in the Rule 4-43 order for the adjudication of the plaintiffs reque dlithat certain
documents be excluded from review.”

%“ il filed a
gtuments for
emand the

VOLUME 12(b). May 29, 2017: Defendants’ Trial Brief

89. At that same time, I moved the matter towards trial with a jury trial and filed a trial brief. The
trial brief on May 29, 2017 wherein it represented that “I having consented to copying of my d
the purpose of an investigation of my practice, I was not entitled to withdraw my consent and
return of those copies”. The LSBC did net indicate it was relying on any expert reports and didj{n
the EFS Forensic Preservation Report. ] was unaware of the EFS FPR at said time.

VOLUME 12(c): July 2017: The Honorable Justice Grauer Reasons for Judgment

90. In July 2018, Justice Grauer rendered his Reasons for Judgment wherein he accepted the LSBC|
that all the EFS did was take forensic copies of my Hard Drive Disk and paper copies. He foun
damages claim if I could set aside the order and nine other grounds in relation to the forensic ¢d
Hard Drive Disk:

.
4

ided for an

[50] As we have seen, the investigation order, through its explanatory notes, pr a9
ed by the

exclusion process by which Mr. McLean could request that the certain documents cag



VOLUME 12(d): September 2017 before The Honourable Mr. Justice Macintosh .
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investigation, including documents contained in the forensic copy of HIS COMPUIIER HARD
DRIVE DISK, be excluded from the Law Society’s review.

91.

92.

1 was unaware of the RAM Dump, I brought the judicial review, pursuant to the Order of Mr. Jufli
of the Rule 4-43 Order. Without any disclosure to me, Mr. Deane, LSBC Hearing Panels, the i
Court and Court of Appeal from 2014 to present, I obtained the following order but solely
forensic copies of my Hard Drive:

or give to
taining his

“[19] Finally, before me, Mr. McLean asked for an order that the Law Society either destr “
(Dt

him the forensically made copy it has of Mr. McLean's computer HARD DRIVE DISK “
documents relevant to the disputes he has or has had with the Law Society. Mr. McLean hag

obtained the original HARD DRIVE DISK and made the copy is an unauthorized order.”

“The Law Society will continue to hold the copy of the HARD DRIVE DISK. It will not us
from the HARD DRIVE DISK in any ongoing proceeding with Mr. McLean without
permission or a further order of this Court. If there comes a stage when Mr. McLean statefjjii
that all present or further claims by him against the Law Society are at an end, and that he
for readmission, the Law Society will destroy the copy of the HARD DRIVE DISK, or re
McLean, as he elects.”

Iﬁli otherwise

1 was not aware of the RAM Dump and Custodial RAM Seizure and any disclosure, uses,
thereafter, and I confirm that I do not have the “original RAM” from that period but I have the C

VOLUME 13: Adjudicator Siew: 2018

I

93. Adjudicator Siew correctly noted that the LSBC represented which I now believe were misreprgfentations
“requested PERSONAL INFORMATION to records he already received through jits discipline
process and the court disclosure process.

94. The LSBC did net bring a judicial review of the same at all or within the legislated timelines und iﬂii FIPPA.

VOLUME 14: October 2018 Privacy Requests "W
|
9s. Pursuant to the Adjudicator Siew Decision, I made narrow privacy requests for the number ﬂ :i Rule 4-43
Orders and whether they had ever been dismissed. The LSBC, through Lockhart, confirmg :i that such
applications had never been denied and provide me with the number per year. I made further na !hl OW privacy
requests under FIPPA as to whether the LSBC had ever applied under s. 37 of the LP4 a [d the LSBC
confirmed it had not.
VOLUME 15: June 2021: The Matajawa Decision and Further FIPP4 Requests
96. I had been alerted to Matajawa Decision> where the LSBC and a lawyer were embroiled in a fispute over
then Rule 4-55 which then allowed 21 days for exclusion requests and removed th Il designated
representatives’ requirement. I noted that my decisions of the Hearing Panel and others were hjperlinked. I

L {

iSee:




97.

98.

99.

100.
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was curious about the Acknowledgement Form referenced and I made a privacy request upoyf the LSBC.
The LSBC provided me with the same and confirmed it was created in 2019.

YOLUME 15(a): RAM Request

Il
On July 14, 2021, after review of the EFS FPR, I made a privacy request for the Created RAM ’"

ecord (see:
TAB 4).
VOLUME 15(b) Cree Discussions
I communicated with Mr. Cree for the first time regarding the same (see: TAB 27). He confi l' wf that the
LSBC had Contrel and Custody of a/l data (not necessarily Records) and that I should direct J! my efforts

towards the LSBC. 1 then made a PIPA request upon EFS which was not responded to in com ! nee, in my
view, with PIPA.

VOLUME 15(c): List and Particulars of all Data that was subject to the RAM Dump et al

|

On July 30, 2021, I made a privacy request upon LSBC based on Cree’s emails and otherwise. (it September
14, 2021, the LSBC responded by representing that it had completed a search of the Law Socie | i records to
responded to your request and found no records which respond to this request. I am still seelfing records

contained therein and provide this reiterated request.

VOLUME 15(d): LSBC Response to RAM Dump Request

The LSBC responded and extended the time pursuant to s.10(1)(b) and (c). The LSBC represen -’- it would

provide its response by October 8, 2021. On August 24, 2021, the LSBC, through NST LLP " d its now
partner Ms. Lockhart (“Lockhart”) did net respond in accordance with section 8 of FIPP4 but jffunilaterally

extended the time under section 10(1)(b) and 10(1)(c) of FIPP4.%

VOLUME 15(d)(i): General Response of the LSBC (see: Exhibit “4”, TAB 5, page Ii.’

I

The response that I received from Lockhart, purportedly on behalf of the LSBC, “We [uncle require an
extension of time for responding to your request for a copy of the data® that was downloa from the

random access memory of the CPU of Kevin McLean”.

VOLUME 15(d)(ii): Section 10(1)(b) and (c) of FIPPA (see: Exhibit “A”, TAB 5, pite 38)

The response continued, “Pursuant to section 10(1)(b) and 10(1)(c) of FIPPA, we are extendinglihe time for
responding to your request by an additional 30 business days because of the large number of '~I|~ cords that
must be searched to complete this request and because more time is needed to consult with Flithird party
before we can decide whether to give you access to the Record . We intended to provide ‘lu with the
LSBC’s response on or before October 8, 2021”. The response noted discussing the matter bef F”— making a
complaint and stated, “You may also, pursuant to section 42(b) of FIPPA, contact the Offfice of the
Information and Privacy Commissioner at the contact information provided below”. I to LSHC, through
Lockhart, confirmed that I was only seeking the Requested RAM Raw Unencrypted Native File IEI" ecord)and
not a “large number of Records”. Further, I responded to the LSBC that 1 did not consent ta i ny alleged

Third Party consultation for them [we] to determine whether I could have access to the requestediRAM Raw

*3Gee: AD Swmmation iblaze and AD LLC being acquired by Exerro and Exterro to Amazon Web Services

*More than “data”
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"VOLUME 15(e): Other FIPPA Requests
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Unencrypted Native File. I have continued to note that I am entitled to records in the Custodyj|pr under the

Control of the LSBC and not simply “data” which is merely one component of a RAM Dump.

VOLUME 15(d)(iii): September 10, 2021

On September 10, 2021, then represented, “I cannot understand if you are requesting the Off
copied from your computer or if you are asking for a copy.” I believe Ms. Lockhart could undgstand and 1

note that this was six days after Exterro was not providing law firms, like NST LLP, with ality to then

transfer their data from the United States to Canada with Amazon Web Services. I responded :!! the LSBC
that my seeking of the return of my property was different than my access to the Requeste li Records. 1
affirmed that the RAM Memory FIPPA Request was as specified and particularized on July 1 2021 (see:

page 34). I requested that the LSBC provide me with the Records contained in the RAW Datajl
my RAM (sce: page 34). I used the word “Receords” contained therein as, based on research,
that raw native file unencrypted images would in the RAM Raw Unencrypted Native File. I rgie
Binding Decision of Adjudicator Siew and the LSBC’s breach of the same regarding my abl
further narrow privacy requests under FIPPA.

On July 21, 2021, I requested Records on the storage and retention of forensic copies and R A I involving
other members of the LSBC regarding the above from 2014 to present. On August 24, 2028l the LSBC
responded by misrepresenting that I was seeking “research or information™ and net answers qu :I ions, and it
would net be producing any Records in response to the request. On August 2, 2021, I had 11 i’ through
review, that certain photegraphs had been manipulated and made a request. On September ¥, 2021, the
LSBC responded that photographs in my possession were not redacted and found no Records lln! ch respond
to this request. I note there is a white bar over the time on the right CPU monitor and I did ,IE place said

white bar over the time (see: Summation Reviewer Manual, Exhibit “A”, Tab 8).

VOLUME 15(¢): September 29, 2021: RAM Request (see: Page 40 et al)

files before
V concerns
ginal it was

On September 29, 2012, Lockhart represented that, for the first time, the LSBC must review thy
producing them including reviewing the Records contain within the copy and addressing third p4
raised in respect of the documents. Lockhart represented if you are requesting the return of the o
not a request under FIPPA.

VOLUME 15(e)(i): My Response

I responded that I was stunned to leamn that there were now third party privacy interests cong
confirmed that I did net consent to the LSBC conducting any such search (see: Exhibit “A”,
40(b) to £). I cited FIPPA regarding the requirements for Third Party Notices.

VOLUME 15(f): October 8, 2021

Lockhart then represented, without giving access by the LSBC, that LSBC will not be returning

RAM copied [sic] from my computer. Lockhart, then for the first time, represented to me !”l:
consistent with the LSBC’s position regarding the other documents copied [sic] in Rule 4-43 ﬁb
Regarding access, Lockhart now represented that she was unable to advance the review and prodfis
request while she allegedly waited for me to clarify whether I wished to receive a copy or the iy




N
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109.

110.

111.

112.

113.

114.

115.

11e6.

represented that she had resumed this process now and expected to provide in late October. I d iili
this noncompliance with FIPP4 and affirmed that I did not consent to the same. I respectfully req
Commissioner order Lockhart and NST LLP, along with the LSBC to stop using and disclosing

PI and apparent Third Party PI

VOLUME 15(g): Further Review; Applicability of FIPPA; Applicability of PIPA and PIfl
PIPA is not applicable '

On October 18, 2021, I remained concerned regarding destruction of the RAM Data and Reco
in the RAM Raw Native Unencrypted File and net being able to compare the same. 1 provid
and Lockhart with the Murray Document Plan and made a request for the Excel Tracking Evig

s contained
i. the LSBC
nce Sheet.

Lockhart responded within a minute, for the first time within that time frame, that the LSBC clafifns privilege
over the same and asking me to destroy the same. :

I confirmed that it was produced and had already been appended to evidence in September 202 jland I could

not destroy sworn evidence as a matter of law.

Moreover, I continued to make demands upon the LSBC Privacy Division regarding the Exdél Evidence

Tracking Sheet.

Volume 15(H): Applicability of FIPPA

FIPPA applies to all Records in the Custody™ or under the Control® of a Public Body but does
Record of a Service Provider that is not related to the provision of services for a Public Body.

ot apply to a

1 Control of

I believe that FIPPA would apply to the Created RAM Raw Data File that is in the Custody a nl'
he LSBC’s

the LSBC in the LSBC Sealed Storage Disk, albeit sealed, which is stored and retained as
evidentiary locker on the 4™ Floor at 845 Cambie Street, Vancouver BC.

1 believe, to the extent the RAM Raw Data Native Unencrypted Files or Images are on the Wor
received by the LSBC on or around January 6™, 2015, the LSBC has Custody or the RAM Raw
Records contained therein are under its Control.

iing Copies,
e 18544 or

However, I do not believe that RAM Dumps, RAM Deletion, and Custodial RAM Seizure are s

afivices under
the 2010 IPA.

Volume 15(I): Applicability of PIPA

Parliament exempted Organizations from PIPEDA if they met a two part factual and contextua
business and certain collection, use and disclosure of P1. The Organization must be of BC and
use or disclosure of PI must occur within BC.

fest for their
k& collection,

55https:.:"/'www.im:.on.ca/'na\ﬂ-x-cvfsa.r'doe:s-nm’t—x-of-the-cyﬁa-agg1\/—!0-\/0u/what-informati(m—d es-part-X-;
created by your organization. For example. if a child is referred to you by another service provider and you maintain and rely on the referral records to provide services to the child]
records would likely be in your custody or control even though they were authored by the other provider.

/
*Did an officer or employee of the institution create the record: Does the content of the record relate to the institution’s mandate and functions; Does the institution have a right toil}ssession of the
record; Does the institution have the authority to regulate the record’s content, use and disposal E

ly-to/b-what-is-custodv-or-control/ ; It is possible to have custody or control of a recy H that was not

ghe referral
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126.

127.

128.

129.
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If the Organization is not of BC, then PIPEDA applies to it based on PIPEDA. Further, if the cffllection, use
or disclosure of the BC Organization is not within BC, then PIPEDA applies.

Volume 15(J): Applicability of PIPEDA (note: Copy and Paste from Federal Court gfises)

The CBA Article on Transfers of Information for Processing Section 4 of PIPEDA, the applicatiiin provision
for Part I, is silent with respect to the statute’s territorial reach.

However, there is no language expressly limiting its application to Canada.

tances in
e in Society
2004 SCC

In the absence of clear guidance from the statute, the Court can interpret it to apply in all circ Iil
which there exists a “real and substantial link” to Canada, following the Supreme Court’s guida; |..

I

K

of Composers, Authors and Music Publishers of Canada v Canadian Assn. of Internet Providerp
45, [2004] 2 SCR 427 at paras 54-63 [SOCAN] and the other authorities cited therein.

a sufficient
Inc (cob

This Court has applied PIPEDA to a foreign-based organization where there was evidence of
connection between the organization’s activities and Canada: Lawson v Accusearch
Abika.com), 2007 FC 125, {2007] FCJ No 164 at paras 38-43 [Lawson].

e source of
f the host

The relevant connecting factors include (1) the location of the target audience of the website, (2)
the content on the website, (3) the location of the website operator, and (4) the locatio
server: SOCAN, above, at paras 59 and 61.

1

“I accept the submission of the OPCC that the principle of comity is not offended where an 3§
place abroad but has unlawful consequences here: Libman, above, at p 209”.

ptivity takes

“In the case (24HGlobe) at bar, since Romanian authorities have cooperated with the OPCC inveljfigation and

taken action to curtail the respondent’s activities, the legitimate judicial acts of this Court will npt be seen as
offending the principle of comity”.

The respondent was fined for contravening Romanian data protection laws by, among other thing#l charging a
fee for the removal of personal information from Globe24h.com™.

The respondent has appealed this fine to 2 Romanian court. Given the involvement of thll Romanian
counterpart to the OPCC, this Court’s findings would complement rather than offend any actio: | that may be

taken in a Romanian coutt.
iMiis accepted

As noted by the British Columbia Court of Appeal in Equustek, above, at paragraph 85, “[o]nce ||l
ilies in other

that a court has in personam jurisdiction over a person, the fact that its order may affect activ|
jurisdictions is not a bar to it making an order.”

Further, in the context of Internet abuses, courts of many other jurisdictions have found ordejs that have

international effects to be necessary.

November

i P); Mosley
vCJ Google

I refer to Equustek, above, at para 95, citing APC v Auchan Telecom, 11/60013, Judgment ( |
2013) (Tribunal de Grand Instance de Paris); McKeogh v Doe (Irish High Court, case no. 2012124
v Google, 11/07970, Judgment (6 November 2013) (Tribunal de Grand Instance de Paris); and

i

*Guidance Software above under FT'C; see Exhibit “A”, Tab 7
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\\/ Spain SL, Google Inc v Agencia Espanola de Protecciéh de Datos, Mario Costeja Gonzdlz, C-131/12
[2014], CURIA. '

130.  Parliament, under PIPEDA, access means to program, to execute programs on, to communicate "b ith, to store
data in, to retrieve data from, or to otherwise make use of any resources, including data or pifigrams on a
computer system or a computer network.

131.  PIPEDA references the definitions of Computer Program and Computer System under the Crimifjjl Code.

132.  The Criminal Code distinguishes between certain types of Property like passwords®’, compulgr programs
(“Computer Programs”)®, computer service (the “Computer Services”)™, computer [Hystem (the
“Computer Systems”)* and Computer Data (“Computer Data”)"'.

133. I have included my summary of the Schedule I Principles under PIPEDA that every Organiigation shall
comply (see: PIPEDA, s. 5). '

134.  An organization may collect, use or disclose personal information only for purposes that a reasgfiable person
would consider are appropriate in the circumstances (see: PIPEDA, s. 5(3)).

135.  For the purposes of clause 4.3 of Schedule 1, the consent of an individual is only valid if it is tgasonable to
expect that an individual to whom the organization’s activities are directed would understan the nature,
purpose and consequences of the collection, use or disclosure of the personal information to w| ‘» ch they are
consenting (see: 6.1 of PIPEDA).

\1\/‘/

136.  While there are exceptions to the PIPEDA Consent Principles, they do not to Accessing a l”li ter System

to collection Personal Information and Use of Personal Information that was collected in a mantiér described
in paragraph 7.1(3)(a).

137.  Telecommunication is defined as any transmission, emission or reception of signs, signals, writifig or images
by any nature of wire, radio, visual, or other electromagnetic system. Cree and EFS, based on He advice of
McCartney, collected P1, as now admitted by the LSBC, through a means of telecommunication | !’ Accessing
my Computer System using a Computer Program known as DUMPIT.

138.  RAM is Hardware which contains: (i) Apps; (ii) Computer Programs; (iii) Computer Paghwords; (iv)
Computer Systems; and (v) see below.

139. I have reasonable grounds to believe that there has been a loss of, unauthorized access to, or liinauthorized

disclosure of personal information resulting from a breach of Organizations safeguards or frg !i‘ failing to
establish those safeguards (see: PIPEDA, s. 2(1), BSS). I believe that the sensitivity of the PI i olve in the

alleged breaches is high due to the information contained in RAM like Computer Passwords, Infgrnet Usage,
Personal Preference, et al. |

/
4 y *"means any computer data by which a computer service or computer system is capable of being obtained or used
\\,.4 *means computer data representing instructions or that, when d in a comp system, causes the computer system to perform a function;
*includes data processing and the storage or retrieval of computer data
“means a device that, or a group of interconnected or related devices one or more of which
“means representations, including signs, signals or symbols, that are in a form suitable for processing in a computer sysiem
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Vol:ixme 16: Types of “information” in the Created RAM Raw Data Native File 18544 (expecting
by Commissioner and I in Electronic Format

[rb see and review

140. ..

141.
142.
143.

144.

SOLEMNLY AFFIRMS BEFORE ME at the
city of Toronto, Ontario, this 7Zp'f day of
October

MOW

— T I e f e o

T would expect that the Privacy Commissioner and I would see some of the following in thg FRAM File 18544
when it is produced to him and myself in electronic format:

Running processes;
User names and passwords:
Loaded Dynamically Linked Libraries (DLL);

. Contents of an open window from the Internet;
- System information (i.e.: time since last reboot)
. Task Manger;

D_a,ta never writfen to the hard disk drive
Rootkits;

Registry Information;
Memory resident malware (fileless malware)®;
Encryption keys;
Personal Information;

. Highly Sensitive PERSONAL INFORMATION; and
Biographical Core Information;

[
o=

1 swear this affidavit for no improper purpose and for the purpose of compliance with F PA and PIPA. I
reserve the right to add evidence to another declaration and augment or add privacy compla as they become
known to me and obtain access to the above.

I continue to believe that some of my PI and Third Party PI has been, is being or will b msused At this
stage and without the intervention of the Privacy Commissioner, I simply do not trust |the NST LLP or

Lockhart to perform any form of review, processing or otherwise mvolvmg PL

I kindly request the Privacy Commissioner to intervene regarding the same due to the sensifivity of Personal
Information, Computer Programs, Computer Software Apps et al which is customarily, in ul view and based
on the above, found in a RAM.

I remain committed to a resolution of the Privacy Complaint but only if the RAM Raw Filglis preserved and

the Privacy Commissioner has reviewed the same in its form on June 4, 2014 and comparedficainst the Excel
Evidence Tracking Sheet of Ms. Murray.

2021

A Cémmissioner for taking Affidavits
in Ontario

Commissioner: Agﬂ lev | TP
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AFFIDAVIT OR STATUTORY DECLARATION' (“AFFIDAVIT”)
DATE: OCTOBER 31, 2021

UNDER THE RELEVANT LEGISLATION AND REGULATIONS
UNDER FIPPA, PIPA AND PIPEDA (WHERE APPLICABLE) i

Re: Privacy Complaint against the LSBC; Re: Complaint File Number

Re: Privacy Complaint against EFS under PIPA: Re: Complaint File Number

Note: this Affidavit covers any breaches of PIPA with respect to collection, use or disclosure within BC b)
organization

Further note: this Affidavit covers any collection, use or disclosure by a BC organization that was not withig BC

Final Note: this Affidavit covers any collection, use or disclosure by a non BC organization that not wi ! n BC
i.e. cross-border outside of BC or internationally (see: Exhibit “A”, pages 74 to 80 et al)

aBC

I, Kevin A. McLean (B.A. (MCL), J.D., CIM), of Toronto, Ontario Canada, Businessman and Chgftered
Investment Manager, SOLEMNLY AFFIRM THAT:

1. I am the Individual (the “Applicant”, “Requestor” or “Complainant™) above and a§ such
have personal knowledge of the matters hereinafter deposed to, except where stated tgfibe on
information and belief and where so stated I verily believe those matters to be true.

2. In relation to a matter on information on belief, I rely on secondary sources, other dociinents
and sources of my belief to assert the belief.

3. To the extent that any person or entity wishes to challenge my belief, I respectfully chgllenge
them to do so.

4. I repeat and rely upon my previous evidence provided to the BC Privacy Commissigner’s
office and his delegates, where applicable, and I adopt the same herein where I have s om a
fact.

5. I adopt the definitions from previous sworn evidence and correspondence by direct c[ 1very
or inference, and where so defined, it has the same meaning unless I have stated so direfitly or
a different intention so appears.

6. To the extent that any matters involve PIPEDA, 1 reserve the right to rely upon this a davi-t
for said purposes with respect to RRSOH, access requests to Personal Information, ajjil any
such relief or remedies thereunder.

7. I will continue to do, in my view, my best to obtain and work with the LSBC, EFS and u thers

organizations (“Foreign Organizations™) to obtain requisite mformatlon to provide to
Privacy Commissioner or any relevant privacy commissioner within Canada’s provi r
federally (the “PCC”). Where I have added emphasis, the emphasis is mine uniess ot

stated. |

persons or entities that are domestic organizations (“Domestic Organizations™) or "u reign

ll €S Ol

8. After another weekend of research and review, I note the following:

'Relevant Legislation under FIPPA, PIPA, BC Evidence Act et al



a. Irequested the following record from the EFS Forensic Preservation Report:

i. which was from the “raw dump” that completed on June 4, 2014 at 11:48#
PST (the “EFS RAM Dump”) with a file name of “Kevin’-PC-201]
18544.raw (the “11:48 Kevin 18544 Raw Native File”); but

b. 1did not receive the 11:48 Kevin 18544 Raw Native File;
i. but instead received an unrequested record with the followmg dj
characteristics:
1. modification date: apparently modified on the date of 6/4/2014 aj
a.m.
Type of file: Adobe Acrobat Document (note: should have been rijy
denoted as raw);
Size: 522,240 KB;
Compressed: 1,250,130 KB
Method: Deflated 64 (see: Exhibit “A”, page 80 to 129);
CRC-32: 759AF1BC
File name:
a. KEVIN[sic]-PC-20140604-1852[sic]44.raw
Location: Citrix Systems Inc. under “Sharefile”;
Last Modified: Kimm Otto® on October 25, 2021 at 12:25 p.m.
0. Cyclic Redundancy Check: (see: error-detecting code used to
data corruption) and CRC-32 (see: algorithm itself converts a v4
length string into an 8-character string) :
‘a. Input: 759AF18C
b. Output: 350b0cf3

fferent

1:32

and

N

Nowv e W

= 0 o0

tetect
tiable-

(,

(the “Unrequested Overwritten Recordll or
Unrequested Deflated RAM Record”).
(see: Exhibit “A”, pages 1 and 2).
9. I continue to request the 11:48 Kevin 18544 Raw Native File and I have not recei | the
same as of the date of this affidavit. I am deeply troubled that there is misuse of my Pgfisonal
Information and Third Party Personal Information.
Exhibit “A”:” Screenshot and Information from the Produced Raw File which was not the Cfeated

Requested Record:

10. Now shown to me and attached hereto to this my affidavit, of October 31, 2021, is Eixhibit
“A” with pages that are numbered from page one and onwards. I cross-reference the nd
footnotes and parenthetical cross-references

Volume 1: MY PREVIOUS BELIEF AND EVIDENCE

. “Note: the capital on K and not on the “evin”
~ 3Appears to be a legal assistant at NST LLP




11. = 1 believed that RAM Dump would produce some of the following Personal Infor I ation
(“Personal Information” or “PI”) and Highly Sensitive Personal Information (“H{SPI”)

.
il along the Computer Programs, Applications ef al such due to the following revigvs of
educational and legal texts:

a. RAM Memory: is Random PERSONAL INFORMATION Memdty is a
form of memory that can be read and changed in any order.

b. Two Types of Internal Memory (Not Storage): The internal menmiory of
the computer is of two types, RAM and ROM. RAM is volatile :lﬂ ory.
When the power is turned off whatever has been placed in RAM is e “"

c¢. The implication of a RAM DUMP: RAM includes processgi and
programs running on the system, network connections, evide :! of
malware intrusion, registry hives, usernames and passwords, decrypt “ ; files
and keys, and evidence of activity not typically stored on the locdl hard
disk;

d. Memory Forensics (sometimes referred to as memory analysis) reffers to
the analysis of volatile Data in a computer’s memory dump.

a. Information security professionals conduct memory orengics to
investigate and identify attacks or malicious behaviors fjjat do
not leave easily detectable tracks on HARD DRIVE Dat:

e. A memory dump (also known as a core dump or system dumg) is a
‘ snapshot capture of computer memory Data from a specific instant. (jiote: I
o believe that
g f. Physical memory artifacts include the following:
' i. Usernames and Passwords: Information users inpjit to
PERSONAL INFORMATION their accounts can be sto " on
your system’s physical memory;

ii. Decrypted Programs: Any encrypted malicious file that gets executed w Il have
to decrypt itself in order to run. This threat intelligence is valuable for idenjjfying
and attributing threats; ‘

iii. Open Clipboard or Window Contents: This may include information ﬁ " has
been copied or pasted, instant messenger or chat sessions, form field entrigh, and
email contents; and |

iv. Others.

(collectively, the “Unencrypted Non-Records” (where applicab ) and
“Unencrypted Information™) :
Volume 3: Definitions: M” l
12.  Federal legislation like PIPEDA distinguishes between certain types of Proper u,l like
passwords®, computer programs (“Computer Programs”)’, computer servic% (the
‘x\/ “means any computer data by which a computer service or computer systerm is capable of being obtained or used

*means computer data representing instructions or statements that, when executed in a computer system, causes the computer system to perform a function;



“Computer Services”)’, computer system (the “Computer Systems”)’ and computef|/Data
(“Computer Data”)®.

Volume 4: Exact Copies from HXD Hex Editor (‘HXD”) from the October 25, 2021 Prdfluced
“Record” in Archive Root Directory stored in Citrix System "H‘

13.

14.

I could not open said Unrequested Overwritten Record by opening the same o-:’ se it
returned an input that stated that it was improperly decoded or not properly h oded
(“Decoding Error”). However, I was able to open it into a format by using the i alled

version of HXD 2.4.0.0 which is now 2.5.0.0 (“HXD?) (see: paginated documents th [i“‘

I have not modified or overwritten any of the language, characters ef al in HXD but s
in various copied versions and I can provide clean copies upon request.

ed it

Volume S: FIPPA Definition of Record M” ]

While ['do not dispute that the Unrequeéted Overwritten Record is a Record under 4 PPA,

15. !

I did not authorize said collection or preparation and continued to request the 11:48 Kevin
18544 Raw Native File.

16. I am deeply troubled by receipt of the Unrequested Overwritten Record which 1 beli l' has
had had information, PI, HSPI of myself and others, that has been copied, deleted, mafified,
impaired, corrupted or otherwise destroyed.

Volume 6: Unfiltered and Third Party P1 MH ]

17. I note and affirm that the LSBC® represented to me that that the 11:48 Kevin 1854 Raw
Native File or information contained from the known and unknown RAM dumps co. ’ pined
third party personal information.

18. The LSBC has recently represented that the Unrequested Deflated RAM Record wis the
only RAM image ever made. I do not believe that to be the case.

Volume 7: Mr. Robert Deane, Barrister and Solicitor (ISS and Independent Adjudicator Re ; onse
to Request)

19.  The ISS confirmed on Friday, October 29, 2021 that EFS and the LSBC did not prove the
image or records that were created by the RAM Dump and the decision was self-evnt. I
was appreciative of the ISS to take the time to check offsite storage and confirm that ! such

personal information or records were provided to him or his office under the Exgltision
Request Process under the Defunct Investigatory Rule.

Volume 8: Context Hm [

N

“includes data processing and the storage or retrieval of computer data

"means a device that. or a group of interconnected or related devices one or more of which

‘means representations, including signs, signals or symbols. that are in a form suitable for processing in a computer system
Throughout this affidavit, I reference the LSBC responding but the responses were, in fact, on NST LLP letterhead r from



separate terms and conditions with each of their licensees or customers, they werdg||li
unaware of any of the facts in the previous declaration of October 24, 2021.

20. For context, I note that since the Foreign Organizations are not located in BC, and theh

21. However, I will continue to work with them independently to ensure that my PI and}|{Third
Party Pl is not or will not be misused, in my view, any further.

22. I believe that I will be able to determine some of the Third Parties that used my CjilU for
access, in a private manner, to various aspect of my CPU without knowledge to myself until

reviewing the 11:48 Kevin 18544 Raw Native File

Volume 9: LSBC’s Now Admission (October 8, 2021) that the RAM DUMP was Part of Rule 4-43|)

23. Since the LSBC and EFS have represented that all of the copied (sic) documents were
the Defunct Investigatory Rule process but the ISS did not receive them, then I have {
my analysis on FIPPA, PIPA and PIPEDA where applicable.

Volume 10: FIPPA 212 Regulation

24. I note the 2012 FIPPA Regulation and cross-referenced the same regarding congg
storage, access, use, retention, disclosure and disposal.
25. I now hereby affirm that since much of the Personal Information appears to have delgy
replaced with a “symbol” by Deflate 64 in the Unrequested Altered Record that I am
various tech people determine if they can “inflate” or “decompress the same” to thejls
size of approximately nine million KB (see: Exhibit “A”, page 1).

Volume 11: The Actual Requested Record: 11:48 Kevin 18544 Raw Native File

26.  The Record at issue was a created Record in the form of the 11:48 Kevin 1854

Native File by a purported Service Provider of the LSBC, e-Forensic Servic | Inc.
(“EFS”), by installation and running of a Computer Program, created by a tecl ml.
company Moonsols’'®, Dumplt'’ (“Dumplt”). 1 note the following references to ‘i!h iche,
Dumplt and Moonsols from HXD under “search” and the relevant hits that were retu od.
27. On July 14, 2021, I made a FIPPA Access Request upon the LSBC!? wherein I reqjifested
access to a Record” that I believed was in the Custody or under the Control of the |SBC
and believed contained Personal Information about me. The record at issue is definedpelow
as 11:48 Kevin 18544 Raw Native File.
Volume 12: The Invasive Computer Software to dump the RAM of me (collectively, “Mgmory

Forensics™)

0 ater Comae

Hhitps://zeltser.com/memory-acquisition-with-dumpit-for-dfir-2
12 ocal Public Body: |
PRecord under FIPPA: books, documents. maps, drawings, photographs, letters, vouchers, papers and any other thing on which information is recorded or stored by graphig}|
mechanical or other means, but does not include a computer program or any other mechanism that produces records

glectronic,




Dumplt was represented as a free tool (downloadable by any person), written By Mr.

28.
Matthieu Suiche (“Suiche”), as a convenient way of obtaining memory images |! the
random access memory (“RAM?”) of an individual’s RAM within their (host) CPU.
29. After the installation of Dumplt on the host CPU, the investigator (informal or fo al) is
~directed to move away from the Hard Drive (“C Drive™) and answer “yes™ to creatdfh raw
ram data dump. ‘
30. Upon entering “y”, Dumplt creates a downloadable file of the memory of the host RA ||l into
raw native file, which is unencrypted, which is stored onto a universal serial bus (“USHj
Volume 13: What is RAM? What “Information” is contained in a RAM Dump and where did the
Information contained therein disclosed to and from since June 3 and/or 4, 2014 | [ '
Volume 13(a): Memory (Not Storage)'* Hm
31. Based on review, I believe RAM is the memory of a CPU and it is Hardwa 'm in a
' Computing Device where the following reside: (i) operating system (“OS™); (i) app iE(I ation
programs (“Apps™); and (iii) Computer Data, that are in use so they can be quickly b ched
by the device’s Processor.
Volume 13(b): Not Magnetic
32. RAM is not magnetic but rather it is composed of semiconductors of microchips.
Volume 13(c): Volatile
33. . RAMis cons1dered live” and volatile which means it is constantly changing. When t ’! CPU -
is turned off, the memory from the time the CPU was last turned off to then preceding[iower
off is lost (the “Lost Information™).
Volume 13(d): RAM cannot be copied
34. RAM cannot be copied but only “captured” or “dumped” (see: Declaration of Octo NH 24,
2021, Exhibit “A™).
Volume 13(e): Native Images from RAM Dumps are not Forensically Verifiable
The information and images, in unencrypted form, are not verifiable forensically with g “I‘ rtain

algorithms. In fact, the EFS Forensic Preservation Report confirmed that the onl data
which it collected per se but as an alleged service to the LSBC, that was collectgfl and
forensically verified were from my Hard Drive and Three USBs.

Volume 13(f): What images will be viewable after the RAM dump?

’ “nttps://searchstorage.techtarget.com/definition/RAM-random-access-memory

SFor case on live feed see:




36.

37.

38.

39.

40,
41
42,

43.

44,

45,

46.

Depending on the host CPU and host RAM, the raw native file images will often |
images of: (i) Applications (“Apps™); (ii)) Computer Programs; (iii) Loaded Dynaiffi
Linked Libraries (“DLL”); (iv) contents of open window; (iv) system information;

never written to a hard drive; (vi) rootkits; (vii) malware; (viii) encryption keyg (iv)
decrypted programs; (x) clipboard contents. Based upon my review of FIPPA, 1 not
believe that the following would be categorized as “records™ under FIPPA: (i) OS; (iijlApps;
(iii) DLL; and (iv) System Information, (v) rootkits; (vi) malware and others.

Volume 13(g): RAM versus Storage
The Hard Drive Disk storage which is the hard drive disk (“HDD”) which is simijgr to a

vinyl record or compact disc (“CD”) or magnetic tape.

] Volume 13(f): The Created Requested Record which 11:48 18544 Raw File

The 11:48 Kevin 18544 Raw Native File was identified and specified in a document]
June 17, 2014, titled EFS Forensic Preservation Report (the “Forensic Prese i
Report”), as “Kevin-PC-20140604-18544" after EFS completed the processes of:
i. Installation of Dumplt at 11:25 a.m. (the “Dumplt Installation™);
ii. The running of Dumplt thereafter between 11:25 a.m. and 11:32 a.
“Dumplt Running”)
iii. Completing of the RAM at 11:48 a.m. (the “Dumplt Completion™) (the [f
18544 Raw Native File™).

EFS then temporarily stored the 11:48 18544 Raw File on a Luxio USB, which co
Dumplt (the “EFS Luxio USB”) but only after powering off the CPU which delet
access that I may have to the memory images, data, or above noted Computer Prgfirams
from the “ram raw dump”.

EFS represented that 11:48 18544 Raw File was taken with Cree when left my privale law
office (the “McLean Private Law Office”) on June 4, 2014 at approximately 7:30 p.ix

My Access Request to the 11:48 Kevin 18544 Raw Native File identified and specifffed by
the LSBC and/or EFS and referenced the Forensic Preservation Report.

I wrote further to the binding decision of 2018 BCIPC 37 (the “Binding Decision” |and/or

“Unreviewed Decision) and the LSBC’s requirements under the FIPPA.

I made the request pursuant to FOIPPA, s. 4 wherein I affirmed I had right to accefs
record in the custody or contrel of the LSBC, including any information from Raw|
Dump in the 11:48 18544 Raw Native File that included myself.

I requested that I receive the same by electronic format (see: s. 9(2.1) of FIPPA).

nublic
d all

I referenced section 25 of FIPPA in making it an expedited request and to inform the
based on public interest. I also further particularized my request for access to any j
copies that the LSBC had in its custody.

I confirmed that since the LSBC had never informed: (i) me; (ii) Mr. Deane (“ISS™); (ji
Supreme Court; (iv) BC Court of Appeal, and the Forensic Preservation Report no

h BC

i eing



47,

-48.

49.

listed in a Defendants Trial Brief in May 2017, I had recently read the Forensic Preser i tion
Report, and it was irrelevant to the McLean Proceedings. Moreover, 1 reaffirm thejabove
regarding EFS, based on whatever advice it received from Mr. McCartney (se I EFS
Forensic Preservation Report ), not providing any copies or records from any RAM [umps

to the ISS and Independent Adjudicator.

I also referenced section 3(2) of FIPPA that did not limit me from any information avHilable
by law to a party to a proceeding.

I also referenced subsection 5(1)(a) of FIPPA in affirming I had provided sufficient d fl ail to
enable an experienced Employee (includes a Service Provider'® in relation to the LSRBC) of
the LSBC, with reasonable effort, to identify the Records sought. By the usage of t gl word
“Records”, I reaffirm my reference to any all copies of the same.

In summary, I requested access 11:48 18544 Raw Native File and any copies that the E SBC
had in its Custody or under its Control. The LSBC failed to provide access the Reqjiested
Created Record which was the 11:48 Kevin 18544 Raw Native File.

Volume 14: The LSBC’s Initial Response to the 11:48 18544 Raw Native File Record Access Request |||

On August 24, 2021, the LSBC responded to the 11:48 18544 Raw Native File i'l cord

50.
Access Request by representing that it was unilaterally “extending the time li !"! for
responding” under two specific FIPPA sections: 10(1) (b)!” and 10(1)(c).
N 51. ©  The Legislature authorized Mr. Avison, QC to extend the time for responding to mejifor up
to 30 business days if either the abové applied (see: s. 10(1) of FIPPA).
Reasons Jfor Extension
52. The LSBC’s ss. 10(1) (b) response was that a “large number of records MUST be se ’! ched
by the LSBC to complete this request”. I now affirm that since the LSBC represented ihh | the
Unrequested Overwritten Record or Unrequested Modified Record was the only ong ever
made, and it was last modified on June 4, 2014 at 11:32 a.m., I do not agree that the SBC
would have record more time to search a large number of records. I now affirm, bag T on
belief, that the Dumplt Running was likely at 11:32 a.m. and whoever modified the|l|l 1:48
Kevin 18544 Raw Native File likely input the date of the Dumplt Running as oppose o the
Dumplt . Completion. Based on my now knowledge of the same, I believe tht the
modifications that took place by Deflate 64 would have taken days to complete of|d nine
million KB raw file.
53. The LSBC’s ss. 10(1) (c) response was that “more time was needed to consult with af{Ihird

Party because we can decide whether to give your PERSONAL INFORMATION ;!u the
record”. If the LLSBC intended that “we” meant it and NST LLP, then I believe the|firhird
Party was NST LLP.

Note about subsection 10(1)(b)

SEIPPA, s, 1: “Service Provider”: person retained under a contract to perform services for a public body
\,/ Yy large number of records are requested or must be searched and meeting the time limit would unreasonably interfere with the operations of the public body; and more time is needgH

o consult

with a third party or other public body before the head can decide whether or not to give the applicant access to a requested record



Since the LSBC was using a Service Provider in NST LLP, the LSBC did not referegjte the
section of “meeting the time limit would unreasonably interfere with the operations !L the
public body”. Subsection 10(1) (b) is conjunctive, in my view, and the LSBC onl Eelied
upon the first conjunctive part of the test. I do not believe that said subsection would fjfen be

relevant and I do not have any correspondence that reference said subsection again.

Note about subsection 10(1)(c)

5.
56.
57..

g |

'\\_(/ , 59.

Subsection 10(1)(3) of FIPPA

The LSBC did not reference “other public body” before Mr. Avison, QC could i:i
decide whether to give me access to the 11:48 Kevin 18544 Raw Native File and any opies
thereunder.

cedly

The LSBC also, in my view and belief, misstated the legislative section in relying pon its
reasons thereunder by representing its alleged Third Party Consultation was bafigd on
whether “to give me [his] Personal Information to {sic] the record”.

The legislative requirement, in my view, is whether more time is needed to consult i ith a
Third Party [singular] before the Head can decide to give an Applicant accesf| to a
requested Record; not the “Personal Information to the record”.

It appeafs now to me that the LSBC did as it represented in later correspondence (seeilinfra),
and overwrote or deleted personal information contained therein when my request was|fipr the
11:48 Kevin 18544 Raw Native File.

I firmly believe, based on my review over October 29 to 31, 2021, that the Unreq sted
Overwritten Record or Unrequested Deflated Record was not last modified on (@" e 4,
2014 at 11:32 a.m. but it was last modified by NST LLP and, perhaps, Kimm Otto on ( ltober
25,2021.

60.

6l.

62.

63. .

d: (1)

Mr. Avison was required to tell me three things under subsection 10(1)(3) of FIP.
extension reasons; (ii) expected response time; and (iii) applicant’s complaint rights.

Mr. Avison did not rely upon subsection 10(1)(a) of FIPPA so there was no disputejfin the

clarity of the 11:48 18544 Raw Native File Record.

Mr. Avison was only allowed to extend for a period of up to 30 business days H t he

extended it to October 8, 2021 which was more than 30 business days from August 24, |!! 021.

Mr. Avison did provide me with complaint rights under subsection 42(2)(b) of FIPPA l, ‘hich

states, “Without limiting subsection (1), the commissioner may investigate and atte pt to
resolve complaints that: (b) an extension . of time for responding to a request is |fiiot in
accordance with section 10 (1)”, If, in fact, the Unrequested Overwritten Record whks last

modified on June 4, 2014 at 11:32 a.m., which would have been before the RAM Du Ip was
actually completed (see: 11:48 a.m. on June 4, 2014), then the LSBC could have pro Hed it
to me on July 14, 2021.

i

+ \__~olume 15: Responses along the Way W\ l
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- Volume 15 (a): The Feigned Confusion
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64.

65,

66.

The LSBC’s New Position

On September 10, 2021, the LSBC responded the following, “I [Lockhart] cannot unddfistand
if you are requesting the original RAM copied [sic] from your computer” (see: Iean
Declaration, October 24, 2021, Exhibit “A”, Tab 5, page 39).

The LSBC did not rely upon subsection 10(1)(a) of FIPPA on August 24, 2021.

I confirmed I was seeking access under F/PP4 and was asking for the return of the g i
under common law and equitable principles (see: for example, Grosz v. Guo; referg
“equity”; note: I believe that the BC Privacy Commissioner can order not only acces
requested record but return of Personal Information with reference to Saanich; 1 belig q
LSBC or EFS should have notified me in accordance with the principles in BC I“
Authority Management).

67.

68.

69.

70.

71.

|

On September 29, 2021, the LSBC represented that “If you are requesting a copy un
FIPPA, the Law Society must review the files [sic] before producing them , ing
reviewing the records contained with the copy and addressing any Third Party
concerns raised in respect of those documents (see: McLean Declaration, October 24,
Exhibit “A”, Tab 5, page 40).

er the
[pdine
fivacy
2021,

I
)

On September 29, 2021, I responded to Mr. Avison et al, and confirmed that I did not ¢

to the LSBC reviewing the files before producing them. I confirmed that I was sge
immediate access to the 11:48 Kevin 18544 Raw Native File which was, in my viewl
outstanding. I noted that the LSBC’s previous position was that it was consulting i
Third Party before give me access. I affirmed that I was separating the same.

I raised concerns with Mr. Avison that Ms. Lockhart was not, in my view, properly engh
1 also noted that the LSBC would have had to provide a Third Party with notice (the
Party Notice”) under FIPPA, s. 23 which states in part, “If the head of a public body
to give access to a record that the head has reason to believe contains information tha !
be excepted from disclosure under section 21 or 22, the head must give the Third By
written notice under subsection (3) (see: s. 23(1).

Mr. Avison would have, in my view, been required in the Third Party Notice that coiffz
the following: (i) state that a request has been made by an applicant [which was
access to a record containing information the disclosure of which may affect the inzengis
invade the personal privacy of the Third Party; (b) describe the contents of the |k
[which I believe was the 11:48 Kevin 18544 Raw Native File]:; and (c) state that, wi
days after the notice is given, the Third Party may, in writing, consent to the disclo
may make written representations to the public body explaining why the information §
not be disclosed (see: s. 23(3) of FIPPA).1 do not believe that the LSBC did any of thej#
or did not comply as required by FIPPA and the interpretative decisions in this reggr
Adjudicators under FIPPA
Mr. Avison would have been required to provide me with: (a) the record requested i the
applicant contains information the disclosure of which may affect the interests or invdfle the



72.

11

pelsonal privacy of a Third Party; (b) the Third Party is being given an opport | ty to
make representations concemmg disclosure; and (c) a decision will be made within i days
about whether or not to give the applicant access to the record (see: s. 23(3) of FIPPA)

I did not receive any such notice under the aforementioned legislative sections or subsgftions.

I

Volume 16: Hyperlink no longer available (October 28, 2021) "m

73.

4.

On October 28, 2021, I attempted to open the hyperlink and it stated that it was no pnger

available. The link also allowed me to click on back to sign in which took him to a pag f w1th
the NST LLP logo for sign in with a prlvacy policy for Citrix (see: Exhibit “A”, page Sl lb
Citrix represented that it may collect, use or disclose other personal information tofjpbtain

through their Offerings and may be stored outside of the United States (see: Exhlb i “A”,
commencing at page 57). :

Volume 17: Distinctions between the Created Requested Record of 11:48 Kevin 18544 RAM NatillE File
and Unrequested Modified Record (see: allegedly June 4, 2014 at 11:32.a.m.) ’
October 25, 2021: The failure to the LSBC to provide access to the Created Reqiested
Record ‘
75. On October 25, 2021, the LSBC responded, on NST LLP letterhead, and provid - the
following response, “We are writing to respond to the request you confirmed on {i!ia er 8,
2021 under the Freedom of Information and Protection of Privacy Act (“FIPPA™) on thig Law
Society of British Columbia.” . H
76. | I did not confirm on October 8, 2021 but rather the LSBC wrote to me regarding the sa i e.
77..  The LSBC further stated, “Further to that request for a copy of the RAM capture madf| from
your_computer in June 2014, T enclose a link to download that file.” I do not belig "i‘ the
Unrequested Modified Record was made from my computer but I believe it was madj from
another computer with Deflate 64 and other compression, removal and deletion alggifithms
and software at a date not in June 2014. =
78. I continue to request the exact date in June 2014 that was “made” but note that the last
modification (allegedly) was June 4, 2014 at 11:32 a.m. With the vast amounts, in myjjiview,
of
79. LSBC responded on October 26, “We have provided you a copy of the only RAM mage
that was made. It was provided to you via our firm’s Citrix...” 1 am not asking for a cord
that was overwritten, modified, deleted or otherwise manipulated by the “raw ram datdffj from
the Forensic Preservation Report.
80. I did not' consent to the Unrequested Overwritten Record being stored or moditfied on
Citrix at any time or on the date contained therein.

https://nathansonschachterthompsonlip.sharefile.com/ Auth/PrivacyPolicy/en.himi




100.

101.

-our final past them so if you are going to change it, we would it document as to

15

April 8, 2011, Munro wrote, “There are reputational risks that need to be managed. I ‘i' also
important to note that the approval we received from the Office of the Privacy Commi H ioner
related to the process as created. They are not bound by that approval and we need 1i run
‘r, and
receive their input. It would not look to solicit feedback form the privacy commission ll h nd the
have change a process that the Bencher adopted an opinion, part on the comfort of the L 1vacy

commissioner’s office.”

Mr. Munro wrote, “With respect to_retention, it was assumed that once appeal da I' had

passed, we would get back the copies and have them to destroy or provide or the memjfher on
request within the time frame or preserve in appropriate circumstances”.

Volume 19: CONTEXT: BSS AND RRSOH I

102.

1 note the following regarding a BSS from PIPEDA and I note that PIPA only applies jfi» EFS

and other Organizations wherein a BC Organization has collected, used or disclosed P ‘II ithin -
BC:

Los or theft: unlawful taking

Unauthorized Access: disclosure of PERSONAL INFORMATION [l the
provision of access to PERSONAL INFORMATION;

Unauthorized Disclosure: to release or make available PERS(INAL

INFORMATION to a person, other than the person the information concgl iins

Unauthorized copying: exact reproduction;

Unauthorized Use:

a. Primary: the use of PERSONAL INFORMATION for the pu i se of
providing individual care and administrative functions directly re} fed to
that care; l”

b. Secondary: the use of PERSONAL INFORMATION for p iposes
other than direct individual care and administrative functions «lt rectly
related to that care. Secondary uses include planning, monrmg,
research or disclosure as required by law ‘

. Unauthorized Modification or Alteration: the changing of the same:

c. Regard]ess of the format in which it is held by:
i. Failing to protect;
ii. Limited access
iii. Security clearances
iv. Passwords
v. Encryption;
vi. Employee failure;

a. loss and theft of HSPI,
b. Unauthorized access of HSPI;



16

¢. Unauthorized Disclosure;
d. Unauthorized Use

e. Unauthorized Copying

f.

Unauthorized Alteration

-103. I note the following from PIPEDA with respect to its enabling act (and amendments) id the
regulations (and amendments):

An Organization, which has PI Control, is required to provide NOTIFICATIONifo the
Commissioner and Affected Individual of HSPI if: ‘

a. it is reasonable in the circumstances to believe;
b. that the BREACH creates a RRSOH to the Affected Individual (“AI”).

104.  1note the following regarding RRSOH from PIPEDA’s website:

]

Circumstances:
i. What happened?
ii. When did it happen?
iii. How did it happen?
iv. Who committed the breaches?
Probability of Harm: how likely is that someone would be harmed by the BREACH

b2l

c. PERSONAL INFORMATION Accessed: Who actually Accessed or couldlfl have
PERSONAL INFORMATION the PI or HSPI?? |
d. Duration of P1 or HSPI BREACH: How long has the PERSONAL INFORMATION

been exposed? ‘

e. Malicious Intent: Is there evidence of malicious intent (e.g.. thefi, hacking)? 5

f  Quantum of Pl or HSPI Pieces: Were a number of pieces of PERSIINAL
INFORMATION Breached, thus raising the risk of misuse? ' ‘

g. Recipient Organizations or Recipient Individuals Risk: Is the Breached of P1 or ‘ﬂgi‘i Pl in
the hands of an Individual/entity that represents a reputation risk to the Individugi(s) in
and of itself? ’

h. Commitment to Destruction and Deletion by Outsourcing Organizations or Reglipient

Organizations: Was the information exposed to limited/known entities whdf|| have
committed to destroy and not disclose the Data? ‘
i. Types of Recipient Organizations or Individuals: Was the information "fl' to

Individuals/entities who have a high likelihood of sharing the information in a v [un that
would cause harm? ‘ ”

" j.  The Network of the Recipient Organizations or Individuals: Was the info atz’on

exposed to Individuals/entities who are unknown or to a large number of Indiviluals,
where certain Individuals might use or share the information in a way that would | ause
harm?

k. Nefarious Individuals and Organizations: Is the information known to be expgied to
entities/Individuals who are likely to attempt to cause harm with it?

\. Harm Materialization: Has harm materialized (demonstration of misuse)? ‘

m. ‘Lost Applications with HSPI: Was the information lost, inappropriately Accesged or

stolen?”

2imr, McLean continues to be harmed
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Lack of Recovery of Application, Contracts or PI or HSPI: Has the PERS ONAL
INFORMATION been recovered?™; and |
|

Lack of Encryption: Is the PERSONAL INFORMATION adequately endf
anonymized or otherwise not easily PERSONAL INFORMATION?

pled,

Volumes 20 and 21: Netification , Hm

~.105.

I note the following under PIPEDA and the BSS Regulation and the potential changesj|
legislation under FIPPA

@mo oo op

|

o BC

Cause and Particulars;

Temporal Period;

Which PI was BREACHED;

How many other affected individuals;

Risk Reduction;

Notify Affected Individuals; and

Contact Information of a person who can answer questions of Al

Volume 22: As Soon as Feasible "W

106.

I note the following regarding the LexisNexis article in this vein:

Timing of Reporting and NOTIFICATION

Although we do not yet have examples under PIPEDA, the term "as ‘ih. as
feasible" likely means that organizations are required to move prgmptly.
to make the REPORTS and Notifications.

Not Specific Deadline:

Although organizations are not under a specific deadline, they will needjjito be
prepared to explain delays. For example, there may be appropriate|glelays
for notifying individuals in order to gather the information «ﬂ at is
relevant to the BREACH NOTIFICATION and to arrange for redlt
monitoring or identity theft insurance.

Volume 23: Service Providers M”

107.

I note the following from the LexisNexis article:

Are Service Providers have to provide notice of a BREACH to both the Office|lpf the
Privacy Commissioner of Canada (OPC) and their client? Is the OBLIGATIO. ‘l'r the
Service Provider to REPORT Breaches limited to a contractual duty?

Whether a Service Provider MUST REPORT a BREACH to the OPC as well g their

client depends on whether the Service Provider has "control" over the PERS [ltl|| AL

INFORMATION. Legal advice should be sought to determine whether the ';;i

Provider has control. If the Service Provider has no discretion regarding the py |wo 0S€es

24
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for which the PERSONAL INFORMATION is collected, used, retained or dis il sed,
then it is unlikely that the Service Provider has "control" over the PERS !!!!F AL
INFORMATION. '

By contrast, if the Service Provider is permitted to use the information for its o | use,
then it likely has "control" over the PERSONAL INFORMATION. Keep in mi i that

more than one organization can have control over PERSONAL INFORMATION]!

If the Service Provider does not have any control over the PERS(INAL
INFORMATION, the Service Provider's OBLIGATION to REPORT to thei [“ lient
should be contained in a contractual Reporting requirement. However, even if thergis no
express contractual provision, the Service Provider may have a Re ing
OBLIGATION under another legal principle depending on the facts of the case. ||

Volume 24: Foreign Organizations or Recipient Organizations Hm

108.

The following are the Foreign Organizations which have been helpful in responding
intended to keep confidential and under seal per se:

oo Tw

iand 1

Opentext (Guidance Software)” with EFS under the laws of Delaware, USA;
Vound with EFS (and potentially LSBC) under laws of Delaware, USA;
Exterro’® (AD Inc.?”) with NST LLP under the laws of Utah; and

Citrix®® with NST LLP under the laws of Florida, USA; and

Amazon and Exterro with NST LLP under the laws of known to them.

- Volume 25: My Belief on VLocatlons on Unauthorlzed Disclosure of Personal Information sincj

une
3,2014 "
109. L.

My belief on locatlons where the McLean PI and Third Party PI has been used, ored
retained, accessed, or disclosed internally or disclosed externally are: ‘

a.

b.

LSBC and Intella from June 3, 2014 Intella RAM Dump at the McLean Private g;li ffice
to present (the “LSBC Intella June 3 2014 Raw File”) (note: from BC to Colorad ull
EFS and Cree Workstations on June 5, 2014 from the 18544 File (“EFS Cre
File” or *“11:48 Kevin 18544 Raw Natlve File”) (note: from Vancouver, BC to !
BC)

EFS and Encase from June 5, 2014 (added from Cree Workstation to Encase) to u esent

Raw
rrey,

(“EFS Encase June 5 2014 Raw File”) (from Vancouver, BC, Canada to Calrma
USA); I

EFS and Intella Version 1.8.2 from December 29, 2014 to present from inde <}| ‘r by.
Ritchie of EFS (the “Ritchie Intella December 29 2014 Raw File”) (note: from § |. rrey,

BC to Colorado, USA); ‘
LSBC and Intella Version 1.8 from receipt of Working Copy (the “LSBC Janil ary 6
2015 Working Copy Intella RAW File”) (note: from Surrey, BC to Vancouver, B Ell

St .
Phttps://www.sec.qov, A hives/edgar/data/0001854587/000121390021026630/ff42021 cellebritedi.htm
Yhttps://accessdata.com/legal/terms

Bhitps://www.citrix.com/buy/licensing/agreéments.html; https://www.citrix.com/buy/licensing/citrix-providing-entities.html
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f. LSBC sealed storage disk (the “LSBC Sealed January 6 2015 Storage Raw File”}[fiote
from Surrey, BC to Vancouver, BC);
g. LSBC to NST LLP to Summation Software evidentiary database copy (the “NS AD

November 2015 Summation Raw File”); (from Vancouver, BC to Vancouver, IiC to
Utah, USA) '

h. Opentext acquisition of Guidance Software (Encase) in September 2017 (the “Opentext
Guidance September 2017 Raw File”) (note: from Delaware to California);, ‘

i.  Exterro acquisition of Access Data (Summation) in December 2020 (the “Externfj AD

December 2020 Raw File™) (note: from Utah, USA to Oregon USA); ‘
J. Cree transfer to the LSBC from Cree and EFS Workstations that were linked to H flcase

and Vound (the “LSBC Cree Workstations August 2021 Raw File”) (note: fro SA
to Surrey, BC to Vancouver, BC); l l
k. Exterro adds Amazon (AWS) in September 2021 (the “Exterro Amazon Sept¢fnber

2021 Raw File”) (note: from Oregon, USA to Canada); and )
l. NST LLP and Citrix file (the “NST Citrix October 2021 Raw File”) (from Vanc ver,.
BC to Boston, MA, USA) (note: may be previous to October 2021 and likely t [m

summer 2021 in my view).

VOLUME 26: THE ANALYSIS OF UNREQUESTED CREATED RECORD (see: HXD, pag w 3to
55

|

110. I believe that the LSBC, particularly used, Ms. Chan, utilized Vound Software or Int¢}l a on
June 3, 2014.

- Volume 26(a): Usage of the server with “192.168. (and thereafter) — Potentially Usage of Intell; M

Volume 26(b): Beginning Dump of Physical Memory

|

111. 1 note the following reference to beginning dump of physical memory, dumping phijisical
memory to disk. Physical memory complete.

Volume 26(c): Video Debug

112. Inote the use of the following language above . “ ”
Volume 26(d): Multi-Processor Kernel

113, I'note the following usage of the language of “multi-processor kernel”. " ”
Volume 26(e) Dumplt |

114. I note that the LSBC RAM Dump contained some 21,283 hits for the search term N 1

note that there are references to Matthieu Suiche and the website of www.msuiche.ne !4 had
never used Dumplt until 2021 (Summer) when [ attempted to run test runs on [ test
computer. I did so purely and solely to improve my knowledge and understanding I } v{nf rther
affirm and swear that I had never used DumpIt in 2014 and never had it on my CPJjjl as a
computer program that I installed or ran prior to the Summer of 2021.

115, 1 hereby affirm that I never knew what Dumplt was and did not consent to any install3 'fn or

running of computer programs such as Dump it on my CPU to dump the memory of{[RAM.




Volume 26(f): The Word “Dump”
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After typing the name of Suiche, I get 18 hits. The last time that Suiche was -m was
approximately 80 percent down the page of the file provided to me by NST LLP from lll itrix |
believe that means that the document was overwritten thereafter or the sequence and o hu er of
that which was dumped may have been rearranged in the Unrequested Modified Recqg

116,

Volume 26(g): The word “Complete”

\H

The word “Dump” returns 21 hits. I note there are many response for memory dump filg

117.

'Volume 26(H): The Word “Blocker”

The WOrd “complete” returned 2424 hits.

118.

The word blocker or unblocked returns 22 this

Volume 26(i): The Phrase or Search Term, “Core Device Install”

119.

“Tolume 26( j to k): Websites that are Unknown to Me and Third Party P

I note the following Core Device Install where it states words to the effect of Core Ilf‘ evice
Install and Imstallation of device is “blocked by policy”. 1 note the language of
install”. I note the language of selected drive does not match this device and running)

driver servicing mode.

AN

120.

I note the following website (note: unsecuxed with http: ) www.msuichet.ng m: and
www.moonsols.net. N '

Volume 26(1): Banking Websites

121..

Volume 26(m): Emails

I note the hyperlink for Royal Bank was included under www.rbcroyalbank.com. Base \
a search on October 31, 2021, Hex editor, with the LSBC RAM Citrix Dump, provxd
hits which some relates to websites and some to “trust accounting”™. I

upon
1 369

122. I note there are emails login email information as well under google 1 note the referef lu es to
Yahoo emails. I note there are references to Go Daddy emails and references to passwo I s.
Volume 26(n): Dropbox ‘
123. I note the references to Dropbox including computer password along with other refere H! es to

Volume 26(0): Skype

credit card associated with Dropbox.

124.

I note that there a reference to Skype.
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“7olume 26(p): Passwords

125. I note that are references to passwords and changing accounts along with proxy pasg
and proxy servers. I note that there are references to membership passwords. ‘

Volume 26(q): Usernames

126. I note that there are references to passwords.

Volume 26(r): The Word, “Encryptions
127. I note that there are references to passwords.

Volume 26(s): Cardholder

128. I note the reference to cardholder’s name or cardholder’s names.

‘Voluine 26(t): Python

129.  Ihad never used or known a company called Python and it has returned 812 hits.

Vovlumev26(u): Verifying Signature References

130.  Inote that there are references to “verifying signatures”

“—volume 26(v): Authldentity

131.  Inote that there are references to “auth identity”.

Velume 26(z): BitLocker

132.  Inote the reference to BitLocker and BitBlocker.

Volume 27: My Further Research (see: https://www.youtube.com/watch?v=1XK86t003-Q

133.  This YouTube video represents that the RAM Dump RAW File must have a MD5Hg
the outset and then archived accordingly. 1

134. I reference and affirm the EFS Forensic Preservation Report in this regard. I note
video represents words to the effect that if an investigator does not MD5Hash from thg
that the investigator will “Never be able get the same data again”. I note that it repie
that “The hash value must remain the same” from the outset I note and rely on the foll
from the link regarding Encase (see: https://www.youtube.com/watch?v=t-z9dsORKIs)|

135 I note and rely on the following from the above link (httbs://vo ility-

labs.blogspot.com/2013/10/sampling-ram-across-encase-enterprise.html).
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136. 1 swear this affidavit in further support for my privacy complaints regarding accep i and
breaches and to have the assistance of the relevant privacy commissioner(s) where appljfable.

ateful i‘nl any

137. I now view this matter as more urgent than préviously and would be mos
assistance from the above to protect privacy rights and promote transpargcy

city of Toronto, Ontario, this v day of
October 2021

14@3/(/&/\@
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AFFIDAVIT OR STATUTORY DECLARATION OF KEVIN A. MCLEAN

DATE: NOVEMBER 7, 2021

RE: THE LAW SOCIETY OF BRITISH COLUMBIA (“LSBC”) (AND/OR || B E-
FORENSIC SERVICES INC. (“EFS”)) INSTALLATION AND RUNNING OF D I‘ PIT
INVASIVE COMPUTER PROGRAMS, MALWARE ET AL UPON THE CPU OF MR. MCREAN
AND REFUSAL TO ASSIST IN THE REMOVAL OF THE SAME.

RE: Under An Act to promote the efficiency and adaptability of the Canadian economy by regt
certain activities that discourage reliance on electronic means of carrying out commercial activiti Al

to amend the Canadian Radio-television and Telecommunications Commission Act, the Compgtition
Act, the Personal Information Protection and Electronic Documents Act and the Telecommuniions

Act, SC 2010, ¢ 23 (“CASL")

ating
and




I, Kevin A. McLean (B.A. (MCL), J.D., CIM), of Toronto, Ontario Canada, Businessman and Cha ered
Investment Manager, SOLEMNLY AFFIRM THAT:
1. I am the Individual (the “Applicant’, “Requestor’ or “Complainant”) above gfid as

Exhibit “A”: The RAM Dump as Represented in the EFS Forensic Preservation Report w ‘
annotations

such have personal knowledge of the matters hereinafter deposed to, except lhere
stated to be on information and belief and where so stated | verily believe|fthose
matters to be true.
| swear the following evidence to seek the assistance from the relevant feral
government persons to assist with the above and below.

out

3.

Attached hereto to this my affidavit and marked as Exhibit “A” is a cop |‘ of a
Forensic Preservation Report. The first time that | ever read this Fojgnsic
Preservation Report was in late June 2021 or early July 2021.

~xhibit “B”: Email between Chan and McCartney

~ 4.

Attached hereto to this my affidavit and marked as Exhibit “B” is a copy of an|fk manl
between Ms. Andrea Chan, who represented herself as a CGA and fo " BNSic
accountant with the LSBC, and Mr. David McCartney, who represented himselfjigs an

investigator with the LSBC, regarding the Forensic Preservation Report.

Exhibit “C”:” The RAM Dump as Represented in the EFS Forensic Preservation Report wi H my

annotations

5.

- Exhibit “D”: My Custody, Control and Possession of the CPU

Attached hereto to this my affidavit and marked as Exhibit “C” is a cop || of a
Forensic Preservation Report with my annotations. My annotations to this Fojjensic
Preservation Report were completed in November 2021. | did so as | realiz that
there were, in my view, inconsistencies in language between EFS’s inputs andjfthose
that | believe were done by Mr. McCartney.

6.

Hll\

Attached hereto to this my affidavit and marked as Exhibit “D” are copies of pi nl lures
form the Summer of 2021 wherein | provided evidence to the LSBC that | ha the
same CPU and wish to use the same without any computer. programs confliined
therein or malware by the installation or running of the same.



~xhibit “E”: Secondary Source Articles regarding CASL and Misc. Documents

Conclusion

|

Attached hereto to this my affidavit and marked as EXhlblt “g” are copifEs
secondary source articles regarding CASL and i i
computer software or programs on CPU’s without consent and the transm
period from 2014 to 2017. | affirm that | remain concerned that the LSBC or EF
not assisted me with any removal of “Invasive Computer Programs” on myl|i
along with never seeking consent at the time of installation or running or thereaf

n of
ary

8.

9.

During communications between myself and EFS, Mr. Cree, a director of lfitFS,

represented to me for the first time, in part,
Kevin,

EFS does not have any of your data to provide to you. it is al
by LSBC.

eld

EFS did not install anything on your computer

YOU are not a client of EFS and are not entitled to any assis ce
from EFS. In fact assisting you would be a conflict. If LSBC ||
instructs us to assist you then we will.

| wrote in reply:

Hello Colin,

Thank you for your response. However, | do not agree that il do
not have any of my data as the record that was provided iy me
demonstrated that “EFS” deflated the record on October 6, #021.
It is a matter of simple analysis of the code and where it ,'!l ears

in that deflating of the requested record. | am entitled to resp pnses

under PIPA and PIPEDA so | disagree with your asserti Hi on
every level. However, since you are refusing to provide ll\ at |
requested | will have to exercise my rights with other third ¢ r’ues
that may have that data (“my data”). EFS is not a public bod so it
is subject to PIPA and PIPEDA and | continue to believe tha} | you
hold personal information and are required to assist me. '

It is a shame that | have to waste such resources but appriiciate

that your position is that the LSBC must instruct you to do -[ | will
ask the LSBC accordingly to do so.



10.

11.

12.

13.

14.

15.

16.

17.

Thank you.

Cree then replied:
Kevin

When you requested the RAM image, LSBC sent the
storage drive to us. We extracted the RAM image and|fent
the storage drive and the image back to LSBC.

| now have reason to believe, based on the above, that the Forensic Prese tion
Report, as further discussed between myself and Cree, is inauthentic andjiwas
manipulated by McCartney or the LSBC (see: Exhibit “B”) and the LSBC, infifact,

installed the Computer Program of Dumplt on my CPU on June 4, 2014.

| have continued to seek assistance from the LSBC regarding assistance with gy of
the above and it has not responded. ‘

| believe that the CASL is relevant to the LSBC as it is an Organization and it ”“ not
involved in any federal law enforcement but rather was engaged in rule enforc ﬂl ent

with its LSBC Rules; specifically, the now defunct LSBC Rule 4-43 (the “Defunct
Investigatory Rule”). ‘ 1

| wish to make clear that | have delineated between my now requests upon Ef 1;;- as
an Organization within BC regarding its use and disclosure within BC under |#IPA
and its uses and disclosures outside of BC under PIPEDA. f

My affidavit herein solely addresses the CASL regarding the LSBC.

| swear this affidavit for no improper purpose and solely to exercise my hts
hereunder, and provide notice to the LSBC et al that | am having to spend resofiices

to protect my rights and seeking their assistance.

To the extent | reach a resolution with the LSBC that does not require gover ” ent
intervention or assistance, | shall promptly notify the relevant governmental bfidies
and persons of the same to not waste their, in my view, valuable resources.



18. | reserve the right to provide further and swear evidence as it becomes known il me.

. Solemnly Affirms before Me At the
City of Toronto, Ontario, this 7" Day of November
In the Year of 2021
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AFFIDAVIT OR STATUTORY DECLARATION OF KEVIN A. MCLEAN

DATE: NOVEMBER 7, 2021

RE: PIPEDA WITH RESPECT TO EFS, ITS SERVICE PROVIDERS AN [I'u ITS
ASSOCIATES REGARDING USE AND DISCLOSURE OUTSIDE OF BC AND/Of BY
SERVICE PROVIDERS AND ASSOCIATES OUTSIDE OF BC |



Opentext Corporation (Encase);
Vound Colorado Ltd.

PKWARE; and

Others referenced in the exhibits.

cooo

I
As it relates to EFS, its service providers, associates, contractors|ji and
subcontractors, | believe the personal information contained in the extracted||RAM
record in October 2021 and previously added to Encase and Intella in 201 and
2015 represents a RRSOH to me and other third parties. | would be most gral eful if
any or all could provide me with what has been requested or whatever is | | their
control with respect to my personal information without further request. To the |gixtent
they (some or all) refuse to provide the same, | reserve the right to bring this affidavit
and any other evidence, documents or records to the attention of any persaofy with
respect to my legal rights under any legislation, regulation, common law or eqyl able
principle. | will keep the above in the strictest of confidence and only provide w ere it
is necessary to do so and to exercise my legal rights.

| make no allegation against any entity that has not responded to an access :i:n uest
at this stage within the time allotted to each under PIPEDA and will continue tgwork
in cooperation with them to avoid any unnecessary wasted resources.



8.

| reserve the right to provide further and swear evidence as it becomes known td

Solemnly Affirms before Me At the
City of Toronto, Ontario, this 7" Day of November
In the Year of 2021

N NS
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AFFIDAVIT OR STATUTORY DECLARATION OF KEVIN A. MCLEAN

DATE: NOVEMBER 7, 2021

RE: PIPEDA WITH RESPECT TO NST LLP, ITS SERVICE PROVIDERS A

BCIATES REGARDING USE AND DISCLOSURE OUTSIDE OF BC AND/Of
MICE PROVIDERS AND ASSOCIATES OUTSIDE OF BC'

AS
. SE
‘.\,//,,
*Affidavit add@

ts the definitions and capitalizes the same from the relevant federal legislation

D ITS
BY



~ " Kevin A:

L _nvestment |

\-/V .
Exhibits

cLean (B.A. (MCL), J.D., CIM), of Toronto, Ontario Canada, Businessman and Cha r— red
anager, SOLEMNLY AFFIRM THAT:

| am the Individual (the “Applicant’, “Requestor” or “Complainant’) above ‘|E d as
such have personal knowledge of the matters hereinafter deposed to, except Where
stated to be on information and belief and where so stated | verily believe |hose
matters to be true.

| swear the following evidence to seek the assistance from the relevant federal -
government persons to assist with the above and below.

documents, inter alia, with respect to displaying of properties of the purported ['?!' of
the “only RAM image ever made” (see: Ms. Lockhart and NST L P’s

dlever

Attached‘hereto to this my affidavit and marked as Exhibit “A” aré cop s of

representation). | do not believe that | received a copy of the only “RAM imags
made” which was dumped from my RAM on June 3 and/or June 4, 2014 basediipon
the attached pages to this Exhibit “A” and the below exhibits

Attached hereto to this my affidavit and marked as Exhibit “B” is a copy of an il ail,
partially redacted from Mr. Colin Cree of EFS wherein he represented to Ei" on
November 4, 2021 of the actions he took with respect to purported extraction |u| the

RAM from a “storage drive”. | believe the “storage drive” was the LSBC Sealed|Disk
which only EFS could open and read.

Attached hereto to this my affidavit and marked as Exhibit “C” are copies of gnails
to NST LLP, including but not limited to, Mr.. Peter Senkipel, partner at NST LL II and
the named assistant of Ms. Kimm Otto, displayed in the “properties” of the Citrix
“link”. 1 note that Ms. Otto is not the assistant to Ms. Lockhart and | believe thgliNST

LLP retained or used the services, absent my consent, of Mr. Jeremiah Senkpig| or a
representative at “Eaze”. Alternatively, | believe that NST LLP retained the Jl! ices
of an individual or an Organization with such skillset to compress approxima y 85
to 90 percent of the information contained in the requested record whicljll was
dumped from my RAM.

- Attached hereto to this my affidavit and marked as Exhibit “D” are copjes of

documents that provide further evidence, in my view, that | did not receive a .[!?'

the requested record from the LSBC but rather non-public bodies, like NS HLLP,
Service Providers, Associates and Third Party Organizations, know i and
unknown to me, may have used, accessed, retained, stored or disclosed Pe onal-
Information contained therein. | have made requests upon Third jiParty
Organizations and await their responses within the legislated and regulatef time
limits contained therein of 30 calendar days. | do believe and affirm that NSJii LLP

and the aforementioned have personal information within their control.

by of

Attached hereto to this my affidavit and marked as Exhibit “E” is a copy |gf the
current Master Policy for covered parties with the BCLIA for the administratorbf the
LSBC and its manager, the Lawyers Indemnity Fund, and | have provided g copy

of this sworn evidence and. other sworn evidence as a courtesy to them. Whelte it is




-y

not relevant to any governmental bodies, | have redacted this paragraph and | not
provide that evidence but have done so in the spirit of urgency.

Attached hereto to this my affidavit and marked as Exhibit “F” are copies 'I my
summaries of when there is an RRSOH regarding personal information andjipther
documents evidencing the work and resources | have expended since June 221 to

arrive at this stage. ‘

| remain gravely, in my view, concerned that my Personal Information and hird
Party Personal Information was misused and | have provided this evidence in an
expedited basis to ensure that | am doing all that | can to prevent any curfgnt or
future misuse.

| do not believe that Ms. Lockhart’s representation was true to me regarding t i only
“RAM image ever made” based upon, inter alia, my letter to NST LLP wh i ein |
have provided articulations regarding Deflate 64 with respect to LZ277 and Huffman
- coding. : ’
| believe, without knowing at this stage, that a person with the skiliset i Mr

Jeremiah Senkpiel utilized an open source APl integration to engage in simil l’ type

compression, as particularized in one of his presentations at a conference, whepein it
removed that which | requested and Personal Information.
With respect to RRSOH, | believe that | have met all fourteen factors for a probiability

that highly sensitive personal information (‘HSPI’) has been, is being, or {W: be
misused. The enumerated summary that | have created was based upon secgpdary

source material from the PCC and others.

To the extent that | receive a copy of all of the Personal Information co w"

therein and the requested record without any alterations, | am content to |fevisit
whether | need to move forward with such a complaint.
At this stage, | believe the law firm, without knowing if it is receiving instructi s or

advise from others, is misleading with knowledge or reckless, in my view, co_nd 1.

| repeat and rely upon PIPEDA and the relevant clauses contained therein ary with
reference to the LexisNexis article regarding the requirement to provide notice o an
affected individuals regarding the same along with the relevant regulations reggrding
Breach of Security Safeguards. (“BSS”).

I believe there have been, are currently or there will continue to be breach of Sfif urity
safeguards considering the 14 factors listen therein with particular reference|f b the
disclosures inside and outside of BC and Canada and the recent issues thaffiCitrix

had with hackers over a sustained period of time. |



| am not making any allegation per se against Citrix but | am deeply, in my jfew
concerned, that Ms. Otto, a non-lawyer, modified the document on October 25, 2021
when | objected to any such conduct since July 2021 when | brought to the atteijtion
of the LSBC.

| have included a table of contents for the exhibits herein for ease of reference ; nd
reading and it is marked as “page zero” and may be detached for readability|jand
cross-reference purposes.

To the extent that Mr. Jeremiah Senkpiel was not involved in this process, | e iz nd
my apologies to him personally and professionally but | rely on his materialf for
context purposes regarding the same.

| continue to suffer loss and damage by having to engage in all 6f the ¢ 'I‘
regarding the same from, but not limited to, from late June and July 2021 to pregient.

| believe that my personal information and property was stolen from me :
continues to be withheld from me without consent. Further, | continue to asse s nd
affirm that my records and personal information, including but not limit o

confidential information, was dumped from my CPU and RAM, absent my congent,
and | continue to suffer direct and indirect loss.

| reserve the right to provide further and swear evidence as it becomes known tqjme.

B Solemnly Affirms before Me At the ,
8 City of Toronto, Ontario, this 7" Day of November
M Inthe Year of 2021 - /
i
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AFFIDAVIT OR STATUTORY DECLARATION OF KEVIN A. MCLEAN

STRICTLY PRIVATE AND CONFIDENTIAL
DATE: DECEMBER 8, 2021

RE: SOLELY FOR THE PURPOSE OF PIPEDA



0 2

RE: BENEFIT OF THE ORGANIZATIONS IN FACILITATING RESPONSES)ITO
ACCESS REQUESTS AND STATUTORILY AND PRESCRIBED REQUIREMENTS [HOR
NOTIFICATION UNDER PIPEDA ET SEQ



Y 3

" Keviih A. McLean (B.A. (MCL), J.D., CIM), of Toronto, Ontario, Canada, Businessman and Charjigred

N

1.

~estment Manager, SOLEMNLY AFFIRM THAT:

I am the Individual (the “Mr. McLean”, “McLean” “Applicant”, “Requestor” “Pote t“ ial

Complainant”) above and as such have personal knowledge of the matters hereinfifter
deposed to, except where stated to be on information and belief and where so stated 1 [HL ily
believe those matters to be true. I adopt the definitions from previously dell 1| gred
correspondence to the Organizations for ease of reference. Where words, terms or p ses
have been bolded, they are defined accordingly. Where there are hyperlinks, I have H ta

copy of the uncommissioned affidavit for ease of reference for the reader in PDF form.

Volume 1: Exhibit “A” mm

2.

G

Attached hereto to this my affidavit and marked as Exhibit “A” is a copy of the purportg

Dump, I do not know whom disclosed my Personal Information (“McLean PI”) or n

mn
AM
her
ade
I\ -
ted

Record. As opposed to receiving the Requested Record, I received a document entitlefl

following, “KEVIN[sic]-PC-20140604-182[sic]544.zip [sic]” (the “Unrequested Al ”‘x red
Record™). Since the LSBC or EFS have not been able to produce and provide access ,,H

Organizations that are named in the Unrequested Altered Record whether by Inflated I ode

Forensic Services Inc. (“EFS”) Forensic Preservation Report (the “Forensic Preserv

Report”) (see: pages 1 to 31). Since I never consented to the Purported June 4 2014

persons’ PI from the Summer of 2021 to present. I do hereby affirm and reaffirm that I §

a request for the record identified in the Forensic Preservation Report, which was “Kevi n
20140604-18544.raw” (the “Requested Record™) but I still have not received the Requg
the

the

Requested Record, | have since focused, from the date of October 25, 2021, on the Fq

or Compressed Code.

I note that, at all material times, under FIPPA, the LSBC (the “Local Public Body}) are

prohibited from storing or accessing personal information outside of Canada (see: s m ion

30.1 of FIPPA). Since NST LLP represented that what I received was a copy of a RAM u ‘ mp

made from my computer in June 2014, although I note that was not correct after fo 151c

analysis, I never consented to the collection, I could not identify the PI and did not consg t to

any storage or access outside of Canada in the prescribed manner (see: FIPPA Regulati ul for

oeneral requirements of consent; see: subsection 11(2)(b) of FIPPA Regulation fq the

specific requirements which were effective from June 2012 which require: (i) who mayjfitore



N

or access the PI; (ii) the jurisdiction PI may be stored or from the PI may be accessed ‘ nd

0 ny

(iii) the purpose of storage of or access to the PL. As such, I need not waste, in my view
further time with organizations that do not have custody or control of my PI and c3 not

respond to access requests regarding collection, use or disclosure outside of BC and Cangffa.

Volume 2:

Citrix Sharefile Not from LSBC but NST LLP and “creator” of an assistant in Ms. 0 ) 0

I

of
s.
the
ble

With that segue, attached hereto to this my affidavit and marked as Exhibit “B” is a co

the document properties associated with the Unrequested Altered Record that

ll

|
|

form that was Decoded Text which was not, in my view, readable English. I was then |{

|

i

Creamore emailed me with Ms. Lockhart copied, with an attachment and a hyperlink nl

platform known as Citrix Sharefile. The hyperlink was corrupted. broken and unope

Jous

with Adobe PDF despite it referencing Adobe. I affirm that I was able to place it into va

[0 a

’ to
' are,

computer software programs and used various types of hardware and software only i

have the purported Compressed Code inflated using a variety of computer so

programs et al to determine and uncover the roles of the Foreign Organizations.

l Volume 3:

Ethereum Hlm

5.

L
I

have prepared with the following names of Organizations associated with collection, afy

!l

f (0
| ely,
vii)

|
Polniex; (viii) Bitrex; (ix) Shapeshift; (x) Cryptsy; and (xi) (“vi through x”, solely in I:!

Attached hereto to this my affidavit and marked as Exhibit “C” is a copy of the chart

CCSS

or disclosure of my PI at various junctures onto the Ethereum Blockchain which a

Nanopool; (ii) Supranova 2; (iii) Dwarfpool; (iv) Ethpool; (v) Coinotron; (collect

“Miners” who were paid for their mining on Blockchain of my PI): (vi) Orcalize;

eir

capacities as “Transferors” or “Recipients” of McLean PI) (“i” to “x” collectively defingd as

“Ethereum Platform Facilitators” or “Ethereum Public Blockchain Participants” ' he
jurisdictions of the Ethereum Platform Disclosers are listed with hyperlinks ‘contgined
therein. Within each of the 45 blocks, there are internal and external transactions rega l{u ing
the same but I note that Ethereum Blockchain is immutable. Since the LSBC represen ,L L to
me in the Fall of 2015 that it did not possess any original records, such as a RAM Dump fter
powering off my computer, I now presume that it was transferred to the Ethereum Bloc uH ain
in those months but I do not know by whom. I now believe that various Organizations lm ere

required to access or disclose my Personal Information via extraction, removal, upload I‘ al




@) :

ing

either notice of a data breach or notice of circumstances. Surrounding the names of tlipse

with Privacy Keys in order to recreate the Unrequested Altered Record based on recei

Ethereum Public Blockchain Participants are names of certain unsecured website ‘it at

appear to be financial institutions or banks that I believe received funding from the trangfers

where a value of Ether was ascribed to the Mining or Transactions.

Volume 4: Inflated Code ”w f

6. Attached hereto to this my affidavit and marked as Exhibit “D” is a copy of some offithe
documentation and screenshots that I have been able to procure through the Inflated Co ‘H}‘I

rVolume 5: Bitfly and Chart mm \

7. Attached hereto to this my affidavit and marked as Exhibit “E” are copies of document hat
I have obtained involving “Ethereum Light” which is associated with Bitfly which l l its
URL with www.ethpool.org. | also have included in this Exhibit “E”, copies of the pr' acy
policy of Bitfly from 2021 which references Cloudflare (see: clause 5.2 of the Bitfly l!! 2]
Privacy Policy; see: page 165). Bitfly represents its jurisdiction as being Austria (see: lw ge
166) along with the “Rights of the Data Subject” (see: Clause 2; page 164). I note Bi [!||
definition of “processing” which means: “any operation or set of operations perform on
personal data, such as, but not excluded to recording, organization, storage, alteratiorgfiand
transmission of personal data. It further represents that “Any information allowing Us or .J, ird
parties to potentially identify you in person can be considered personal data.”

8. Attached hereto to this my affidavit and marked as Exhibit “F” is a copy of a chart {ljat I
havé compiled involving, in my view, the relevant case law (see: AlQ and otﬁers) and
secondary source materials (see: Mr. Noah Walters Article; and CBA Submissiofl on
Cross-Border Transfers). I have currently counted some 58 Foreign Organizations (fiote:
in addition to the Ethereum Platform Disclosers) , some with offices in Canada, thaffihad
their strings identified in the Inflated Code with respect to responding to, as known to tlyem,
after on or around August 25, 2021 to on or around September 30, 2021 or sl rtly
thereafter. I note that their names are and were approximately 98 to 99 percent less l{ the
Compressed Code.

9. Attached hereto to this my affidavit and marked as Exhibit “G” are copies of docu I]I{ ’ ts
from the OPCC relating to the requirements of Organizations, including Foggign



10.

11.

)0 6

Organizations, regarding the following regarding Access Requests made by an indivig 'al,
like myself: (i) Procedures; (ii) Rights of Access; (iii) Control; (iv) Responding to Ag¢ ess
Requests; (v) Form; (vi) Time Limit; (vii) Retention; (viii) PI Third Party:

tial

iX)

Information protected by solicitor-client privilege; (x) Information protected by conﬁd
commercial information; and (xi) information protected in the course of a formal dijpute

|

resolution process; and (xii) corrections. I affirm that I have made privacy access reque

FUSC

on
all Foreign Organization and Ethereum Platform Transferors except for Crypsty be u:ﬂ

it is bankrupt and subject to a class action in the United States.

Attached hereto to this my affidavit and marked as Exhibit “H” are copies of Citrix’s Nfitice
of Data Breach letters to others and I include the same by way of reference. Attached
to this my affidavit and marked as Exhibit “I” are copies of documents from the websjt ; of
7
vith

SentinelOne and its partners. Attached hereto to this my affidavit and marked as Exhibif

are copies of documents from PIPEDA and various regulations thereunder along

miscellaneous documents. I focus the rest of this my affidavit on PIPEDA and its regulgons
along with how my health, life and/or security are being threatened as a result offfimy
Personal Information having been, currently being or will be collected, access or

disclosed without my consent. Exhibits “K” and “L” contain miscellaneous document| for

context.

Prior to focusing the remainder of my affidavit on the aforementioned in paragraph |fih. I
formally and hereby adopt my Affidavit #1 which was sworn on the same date but ‘IU to
this affidavit herein which can tendered to any Organization that is so entitled or OPCHllj if |
and the Organization, in part or whole, cannot reach a resolution on the privacy issuesfvith

‘reference to PIPEDA or any other federal legislation. When I reference resolution, I ingfpde,

but do no limit, a binding, private and confidential settlement agreement that addressegour

mutual concerns.

Volume 6: Total Computation of PI in Inflated Code and File mm

12.

13.

I have counted some 800,000 pieces of PI in the Inflated Code.

I believe that in order for the Code Compression to have occurred between the illl ion
Period, the Foreign Organizations, some or all, would have had to have accessed or digfglose
my Personal Information in the form of some or all of the following:



(1) Data Cleaning' or Data Cleansing;

; 3 ii mpression;
— (ii) Compression;
Total Computation of Files
14. I have counted some 88795 files some of which involve solicitor-client privilege fromfjithe
practice of law.
Commercial Activity
15. I believe all of the Organizations were involved in Commercial Activities as they were ii aid
for their services of providing to the Disclosing Organization or Authorizing Organizatiga to
engage in such activities.
(Volume 7: Written Requests mm [
16. I have made the relevant written requests as particularized in my correspondence to each !!l t1
shall keep the same private and confidential as per PIPEDA unless any of the organizajjfons
authorizes me to disclose the same to another Organization. Unless an Organizatio has
included another Organization on the email thread or individual, I have not included themjbut
for one exception which was when there was an Organization where there a domait nd
s subdomain and both were claiming that they did not own the domain. I do not believg hat

neither Organization could “own the domain”.

17. Some of the Organizations are past the 30 calendar days (see: section 8 of PIPEDA). Hince

|

believe that any of the grounds for solicitor-client privilege could be invoked (see: sefition

9(3) of PIPEDA.

none of the Organizations are law firms, with respect to this affidavit material, then [ dgfinot

18. As it relates to litigation privilege, Ms. Forbes of the BCLIA represented on Novembgfi 13,
2021 to me via letter on LIF letterhead that no such claim was even considered undgf the
cyber policy. 1 have not even filed a Complaint under PIPEDA out of respect for fhose
Organizations that have responded because I realize, in my view, that any such filing gfflone
complaint under PIPEDA could have, in my view, the proverbial “domino effect™ in effqgiting
Organizations that are being compliant with PIPEDA. 1 ‘do not wish to saddlgllany

Organization with such an investigation when I believe this can be resolved without havjlg to

ata cleansing or TEISNETENMI is the process of detecting and correcting (or removing) corrupt or inaccurate records from a record set, table, or database. It refers to idpitifying

mplete, incorrect, inaccurate, or irrelevant parts of the data and then replacing, modifying, or deleting the dirty or coarse data (Wu, S. (2013), "A review on coarse warranty iili ta and

\/;ysis," Reliability Engineering and System, 114: 1~11). Data cleansing also refers to the practice of standardizing input fields (e.g. that postal codes be written in all caps, with a ..L or
Bhsuring that “road” is always abbreviated “Rd."), and generally ensuring that disparate datasets take the same form and order of variables within the dataset.



N

19.

) > | ' 8

make a complaint. Based on my research, it is my belief that many of the Organizations #gt in

a partnership type model, “coalition” or “syndicate” and one complaint could cause lefjgthy
investigations for some or all along with negative publicity. I particularly realize tha aid
negative publicity can be particularly damming or prejudicial for a public company onflany

global stock exchange whether singularly or dual listed. 1 am not seeking any fo n“

confidential commercial information from any of the Organizations (see: section 9(3)(i) of

|||I of

IGS

PIPEDA).I am not seeking access any information that could threaten the life or secur]
an individual as I am only making access requests upon Organizations which are b

corporate, partnerships of organizations or artificial entities.

In relation to paragraph 7(1)(b), the “collections” were by unknown entities to me but l’
LLP represented, albeit inconsistently but more deliberately in October 2021, that i ’
pursuant to then LSBC Rule 4-43. The LSBC admitted, through then counsel Mr: Go

QC (now Justice Gomery of the BC Supreme Court) that consent is required byjthe

individual, in that matter myself, before the LSBC could even commence an investiggfion

regarding the same. As noted, there are collections therein from 2014, 2015, 2016, 201 and

later all of which are unknown in the “collector”. 1 also note that if the collector of ' |' ese

RAM Dumps, albeit not copies as a matter of , in my view, basic technolqpical

I
|

off on multiple dates along with surreptitious seizures from remote places unknown tgfime.

understanding, could not be copied but rather dumped. Since my CPU was apparently tiffined

then the Unrequested Altered Record would not, in my view, fall under the exempti x!l ‘ of

7(1)(b). To further affirm and swear under the penalty of perjury, I had never even canvijsed

1

underlying cases or FIPPA for that matter. The information, whenever it was collected afdl by

I

whom, was not under a formal dispute resolution process as I have never been in any “fg l

these issues prior to the Summer of 2021 and not once was PIPEDA even pleaded i the

mal

dispute resolution process” with any of the collectors at said times. Ergo, I believe it wagnot

DW1
collections occurred in BC with reference to provincial legislation, the federal legis ::l ion

“generated in the course of a formal dispute resolution process”. Since all of the. unk

would not have been applicable (see: section 9(3)(e) of PIPEDA).

Volume 8(A): The Override Provision nlm

{s reasonable to expect that the collection with the knowledge or consent of the individual would compromise the availability or the accuracy of the informal{tin and
the collection is reasonable for purposes related to investigating a breach of an agreement or a contravention of the faws of Canada or a province
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To the extent that any of those sections were relied upon, which they have not been byt for

i

one organization relying on “confidential commercial information exemption” but wifliout

explanation or one Organization referencing “attorney-client privilege” without confirm) r’ if

they had collected, used or disclose any PT of mine, I am swearing under oath and the pefialty
of perjury that I need the information for any of the following reasons:
a. My life;
b. My health; or
¢. My security
Are threatened.
Volume 8(B): Quasi-Constitutional Status of PIPEDA . Il

21 While none of the Organizations are government bodies but rather Commercial Organiz ons
involved a variety of business sphere like data breach responses, data mining, fo 1sic
incident response, cyber risk, insurance and others, 1 rely on the following secondary u] ree
from the Charterpedia regarding the words of section 7 of the Charter Everyone has thefjflight
to life, liberty and security of the person. While the PIPEDA section references health anff not
liberty, I have substituted the relevant defections and articulations from the case law i hat
hyperlink. Where the reference was to a government body, I have substituted the same i ii this
evidence with the Organizations without any allegation as I remain at the access request { age
and potentially notification stage from the Organizations that had any of my pe 1' ] ‘n nal
information under their control, at any stage, where there has been a BSS that cfjgates
RRSOH.

Life
22. The right to life is engaged where the law or state action imposes death or an increased fik of

Itr

death, either directly or indirectly (Carter v. Canada (Attorney General). [2015] 1 S
331 at paragraph 62; Chaoulli at paragraphs 112-124 and 200). Concerns about aut |i1 my
and quality of life are properly treated as liberty and security interests (Carfer at par !!‘n; aph
62). I swear under oath and under the penalty of perjury that having to have spent thg ime
k of

since October 25, 2021 on any of the above has caused me, in my view, increased |

death as I am suffering, without any waiver of privilege but can be the subject of mgglical

I"

legal report if necessary, from a variety of injuries, ailments, et al from a physical, mentg and

emotional standpoint. I am struggling to sleep more than four hours an evening as my "“ dis



23.

Security

24.

19 0
constantly turning, cogitating and ruminating about how my Personal Informationjjiivas
handled from July 14, 2021 to present. I fear that if I spend more time on this matter thatlll am

going to suffer permanent or fatal loss. I have had days where I have considered Whet (r it
was worth living and how I could have had my personal information accessed or disclosgfi on

the Ethereum Blockchain and how certain Organizations could have not consideregdimy
privacy interests. The fact that certain Organizations are not responding or even in my [Niew
ult

being rude or stonewalling me is exacerbating the issues for me. I find it particularly di |I
and stressful to the point of considering suicide, along with having to take prescr ” ion
medication with increased dosages, by doctoral authorization, to merely get through th day
and night. I hereby affirm that | had never had any interactions with any of the F o" ign

Organizations but for IBM and Samsung by way of purchasing products.

Out of respect for the Foreign Organizations and their reputation and those employeefilland

contractors that work for them, I have not contacted a close friend of mine for close to| ght

years who entered this “space”, whose initials are XX, and had a role with the Ofjfario

Securities Commission, along with private enterprise, and has represented that he wrote jjpme

eit |

of the first “crypto regs” to keep crypto safe. When he was entering this line of work, a in

|

because he had a dream to work in this space. I remember him explaining the space to mgjland

do not believe in the exact space as this matter, I gifted him funds to allow him tqlive

it sounded like a foreign language and not something that 1 could comprehend [,!! all.

}” the

{

'! §

me, | taught myself to the best of my ability through reading and putting life, business

relationships on a nearly, in my view, permanent stay, because I had such an incrible

learning curve. I do not purport to be an expert but I believe that I have a reasonable w cl I‘

knowledge to be able to swear this affidavit and now understand the severity of whifl has

lu for
o of

However, [ was supportive of him as a friend and his dream and he now has roles wi
OECD and others. Instead of seeking his guidance on this matter and explaining the saffje to

and

mg

o

transpired since July 2021 to present and the amount that I still have to learn. In fact a

context 1 had a family member ask me about Bitcoin and cryptocurrency in the Spr nl

2021 and 1 reiterated that it was too difficult for my brain to understand and reservil for
people far smarter than I. T also noted that I could never see myself taking risk li l that

because I did not understand how any aspects were tangible.

Security of the person is generally given a broad interpretation and has both a physicd and

!
psychological aspect (see: https://www justice.gc.ca/ eng/csi—sic/rfc-dl crf-




25.

27.

5 .

ccdl/check/art7.html). Security of the person includes a person’s right to control his/heffipwn

bodily integrity. It will be engaged where the state interferes with personal autonomy § “n a

person's ability to control his or her own physical or psychological integrity. Security ui m the
person will be engaged where state action has the likely effect of seriously impai ll a
person’s physical or mental health (R v. Monney, [1999] 1 S.C.R. 652 at paraaph

55; Chaoulli, supra at paragraphs 111-124 and 200; R. v. Parker, 49 O.R. (3d) 481 (C.Ajll}.

In addition, the right is engaged when state action causes severe psychological harm 1 the

individual (G.(J.), supra at paragraph 59; Blencoe, supra at paragraph 58; K.L.W., supjyy, at
paragraphs 85-87). To constitute a breach of one's psychological security of the perso | the
impugned action must have a serious and profound effect on the person’s psychol ftical
integrity and the harm must result from the state action (Blencoe, supra at paragraphy 60-
61; G.(J.), supra; K.L.W., supra. The psychological harm need not necessarily rise 1“

the

level of nervous shock or psychiatric illness, but it must be greater than ordinary strgfls or

anxiety.
From a context standpoint, I believe that I have handled ordinary stress or anxiety reasoffably
well in a variety of sphere. For example, I represented my country in tennis offj the

international stage in under sixteen and under eighteen events like the world recogflized

largest junior tennis tournament in The Orange Bowl in Miami, Florida. 1 attended The (Dhio

State University on a tennis scholarship and I obtained a law degree and a designafjpn a
Chartered Investment Manager with the Canadian Securities Institute. I believe that fiiwas
one of the few lawyers in Canada that held both of those designations. Additionally, I bglieve

1 still hold the fastest time for the Canadian Bar Association 5 KM (approximately 3 ifiiles)

race of 15:05.

For perspective, when I had entered a new field after law, I had a false criminal complaint

filed against me by a lawyer in 2017 who was opposing counsel, who then quit thereaftegil and

[ was arrested but the charges were never formally approved due to lack of evidence (v i}l" h 1

my personal information had been access or disclosed over the summer of 2021 and p H ent,

note is exceptionally rare) and I did not find that to be even nearly as stressful as learningthat

and having to follow up with the various Organizations. I can name other examples whejpin 1

had been nearly killed in car crashes or being hit by a bike (as a runner) at nearly 50k ”r rto

tled

not be as stressful. I do not fault the Organizations per se but I do believe that [ am ey
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"Health

28.

29.

|0 12

to notice of the BSS and the circumstances that transpired along with the prescribéd elejpients

thereunder.

words like “pwned” and that other organizations made money on Ethereum on what w§

i

were not even under legislation but a “rule” which is now defunct, I vomited and dry hggaved

i

thinking of the same. I note that this was exactly after I had been successful in myltiple

hearings against the LSBC and LSBC Defendants with a counsel that is now a judggland

As it relates to health and the above, I am not looking to play the “victim” but when I sgg the
y

B M

personal information from an undisclosed RAM Dump and other undisclosed seizuref that

junior counsel while I was self-represented, which, in my view, is trite that it has nevel iiy een
before the BC Supreme Court or BC Court Appeal. I did communicate with the ‘”'Ii BC
regarding this matter and sought his intervention but his counsel informed me that it hid no

role in this matter because it is not a “provincial one” and not within his jurisdiction. {{lf am

hopeful that this sworn evidence will continue to assist in resolving this matters in accorffance

with the law and without further detriment to myself or any organization so that we {z ! all
focus on our respective lives. However, I believe, in my view, the ironic element i§that

requires consent for that which was unconsensual.
I thank those that receive a copy of the same and I will await their response on resolut of
those privacy issues in an manner consistent with the law. For the Foreign Organizatig

Il

further comprehend what they are dealing with if they have dealt with NST LLP ¢ ’ the
017

wherein Ms. Lockhart executed said document for NST LLP and the LSBC, as an offiggr of

the Court that the LSBC investigators did not inspect or copy any records on June 3, 2} 4. 1

Ipon

s to

LSBC, I note the following sentence from a filed document with the Court in April

have since learned that was false by the Inflated Code but I operated under and relied

the representation that was correct. I believe it is trite that an concealed RAM Dump qfjany

i 1‘
form of seizure is without my consent. I also note that Ms. Lockhart represented in tha I» me

filed Notice of Application that all that the investigators did was “took two forensic co ! es of

the hard drive of plaintiff’s office computer”. I now know that to be false as per the Inglated

gl

Code but I still do not know who collected the same as EFS has informed me that they djfl not

|

install any memory dump software so my initial privacy request was apparently, accordjiitg to

Mr. Cree of EFS, predicated on a false document.
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30. I reserve the right to provide further and swear evidence as it becomes known to me.

Solemnly Affirms before Me At the
City of Toronto, Ontario, this 8" Day of December

In the Year of 2021
A Co\m\‘missi&a‘ fohfaking Affidavits
In Ontario
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AFFIDAVIT OR STATUTORY DECLARATION OF KEVIN A. MCLEAN

STRICTLY PRIVATE AND CONFIDENTIAL
DATE: DECEMBER 8, 2021

RE: SOLELY FOR THE PURPOSES OF PIPEDA

: 0
é(/mmﬂ;b M

/



k ievin A.. McLean (B.A. (MCL), J.D., CIM), of Toronto, Ontario, Canada, Businessman and Chgrtered

vesment Manager, SOLEMNLY AFFIRM THAT:

1.

[ am the Individual (the “Mr. McLean”, “McLean” “Applicant”, “Requestor” a“u ential

Complainant™) above and as such have personal knowledge of the matters ;i.!“ after
erily

) . o g
deposed to, except where stated to be on information and belief and where so stated | |

believe those matters to be true.

I adopt the definitions from the previous correspondence for ease of reference. Whenj|there

Volume 1: Exhibits

are annotations on documents, they are mine to demonstrate my review of the same et ”’

U

11.

I
|
Attached hereto to this my affidavit and marked as Exhibit “A” is a copy of a doment

regarding, inter alia, my proposed resolution regarding my privacy requests upiph the
Organizations and respectful, in my view, demand for notification under PIPEDA.

nents
rding

Attached hereto to this my affidavit and marked as Exhibit “B” are copies of the doc i
particularized in the table of contents to this my affidavit is a copy of chart regy

Ethereum and Blockchain with reference to Ethereum Scan.

Attached hereto to this my affidavit and marked as Exhibit “C” is a copy of a doment
regarding, inter alia. Westport Insurance Corporation which is an entity that 1 have « -cred
this affidavit based upon my research of entities and individuals it may have underwrigign for
insurance purposes. 1 also note the relevant federal legislation in this regarding [fitderal

I
insurance companies like Westport and SwissRe.

Attached hereto to this my affidavit and marked as Exhibit “D” is a copy of docijihents
regarding Coalition panel’s providers for cyber breaches et al along with other miscelifiheous
documents.

Attached hereto to this my affidavit and marked as Exhibit “E” are copies of dociifhents
referencing a company named Epiq et al.

Attached hereto to this my affidavit and marked as Exhibit “F” are copies of doctjfnents
involving Vmware partners for Incident Response.

Attached hereto to this my affidavit and marked as Exhibit “G” are copies of docillhents
involving Vmware partners for Managed Security Service Providers.

Attached hereto to this my affidavit and marked as Exhibit “H” are copies of docijfnents
involving Cloudflare’s ZTNA partners.

Attached hereto to this my affidavit and marked as Exhibit “I” is a copy of a dogfiment
regarding privacy implications with Blockchain and personal data.
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26.

Attached hereto to this my affidavit and marked as Exhibit “J” is a copy of a dofjliment
regarding Report on Data Privacy Regulations.

Attached hereto to this my affidavit and marked as Exhibit “K” is a copy of documegjt] from

Dentons Data on privacy.

Attached hereto to this my affidavit and marked as Exhibit “L ” is a copy of a dogliment
regarding the privacy implications of blockchain in insurance.

Attached hereto to this my affidavii and marked as Exhibit “M ” is a copy of a dogliment

named “Privacy Is the Biggest Challenging DeFi Lift-Off>.

Attached hereto to this my affidavit and marked as Exhibit “N” is a copy of documenti from
Identify Force regarding data breaches for PII and VPN issues et al.

Attached hereto to this my affidavit and marked as Exhibit “O” is a copy of a dogiment
from LexisNexis et al.

Attached hereto to this my affidavit and marked as Exhibit “P” is a copy of a decisioff from
the BC and Federal Privacy Commissioner regarding AIQ and GitLab.

Attached hereto to this my affidavit and marked as Exhibit “Q ” is a copy of asubiffssion
from the CBA on whether a cross-border transfer is a Disclosure or a Use.

Attached hereto to this my affidavit and marked as Exhibit “R ” is a copy of an artjjgle on

how Blockchain public chains breach all ten principles of PIPEDA.

Attached hereto to this my affidavit and marked as Exhibit “S ” is a copy of an articleffjhat is
titled, “Careless Users Are Ruining Ethereum’s Privacy”.

Attached hereto to this my affidavit and marked as Exhibit “T ” is a copy of an atticl i bout
how “Ethereum Had a Rough September” along with a list of public domains implicj bd in

the Inflated Code.

Attached hereto to this my affidavit and marked as Exhibit “U ” is a copy of an articliffifrom
Atlantic.Net regarding hosting under PIPEDA along with other documents including|{fimart
Cards, Citrix, Evolve Partners and secondary source issues

Attached hereto to this my affidavit and marked as Exhibit “W” is a copy an articlijjifrom
Citrix on Smart Cards and one of the public companies that issues the same known as i" pay.
SMKG and Xpay. The public company is SMKG. There are other miscellaneous dociithents
that I believe have contextual and referential importance.

Attached hereto to this my affidavit and marked as Exhibit “V” are copies of docijnents

involving the requirement to provide an affected individual like myself and ot m“ SO
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implicated in the Compressed Code and Inflated Code of the Unrequested Altered [Record

with notification.

f .
| Volume 2: Conclusion HW

27.

[ reserve the right to provide further and swear evidence as it becomes known to me.

Solemnly Affirms before Me At the
City of Toronto, Ontario, this 8" Day of December

In the Year of 2021
|i |
\%\\/p /( /t/@—‘ """"”Mﬂnllly
A Comrissjoner for taking Affidavits : —IeswA A, McLeal|
In Ontan : e e
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