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1. Panda Security a WatchGuard Company
However complex, we make it simple
WatchGuard Technologies, Inc. is a leading global provider of network security, secure Wi-Fi, multi-factor
authentication, network intelligence, and endpoint protection. The company’s award-winning products and services
are trusted around the world by nearly 10,000 security resellers and service providers to protect more than 80,000
customers. WatchGuard’s mission is to make enterprise-grade security accessible to companies of all types and sizes
through simplicity, making WatchGuard an ideal solution for midmarket businesses and distributed enterprises. The
company is headquartered in Seattle, Washington, with offices throughout North America, Europe, Asia Pacific, and
Latin America. To learn more, visit WatchGuard.com.
WatchGuard Technologies, announced in 2020 that it has closed the acquisition of the advanced endpoint
protection provider, Panda Security. Panda Security is now a wholly-owned subsidiary of WatchGuard, and the
combined company enable its current and future customers and partners to consolidate their fundamental security
services for protection from network to endpoint under a single company. Initially focused on the development of
antivirus software, it has since expanded its line of business to advanced cyber-security services powered by
cybercrime-preventing technology, combining EDR and EPP solutions as a market differentiator.
Its patented technology TruPrevent, a set of proactive capabilities aimed at blocking unknown viruses, along with
its Collective Intelligence model, the first system to automatically detect, analyze, and classify malware in real time,
have been the precursors to the new Adaptive Defense security model.

"Reinvent Cybersecurity"
The decline of traditional approaches to fighting malware, and the increasing complexity of new attacks are setting
new standards in computer security. Traditional protection models are no longer able to handle these types of
attacks. This is why Panda Security developed a unique new security model which is able to provide real time
monitoring and classification of all running processes, forensic analysis, Threat Hunting, and Data Analytics.
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2. Features of the solution
Adaptive Defense 360 is an endpoint security solution based on several different protection technologies,
making it possible for companies to replace existing traditional Endpoint Protection products with a complete
and reliable service.
Adaptive Defense 360 protects systems by allowing the execution of verified software only, using real-time
monitoring and execution control to classify all processes through the analysis of both their nature and
behavior.
Furthermore, it provides forensic analysis and remediation tools to investigate and mitigate both known
malicious threats, and even proactively blocked unknown security threats.
Unlike traditional endpoint protection technologies, Adaptive Defense 360 uses a new concept of security,
adapting itself to the environment of every single company. This is all possible thanks to the continuous
assessment of actions taken by every single process.
Adaptive Defense 360 is a cross-platform service compatible with Windows, Linux, macOS and mobile
devices. It also does not require an infrastructure, which reduces its TCO to a minimum.

2.1. Key features of Adaptive Defense 360
Adaptive Defense 360 is a managed service which strengthens a company’s security posture against zero-day
threats (e.g. ransomware), hacker attacks, and insider threats.
It is based on four main pillars:
• Visibility: traceability of each action taken by an executed process
• Detection: constant monitoring of executed processes, real-time blocking of zero-day
threats, targeted attacks, and other advanced threats designed to bypass traditional
antivirus solutions
• Response: forensic information and remediation tools for deep analysis and response

• Prevention: blocking of future attacks from unknown applications which have not yet been
classified by Panda Security as malware, exploits or zero-days
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While Adaptive Defense 360 is a management service which offers security without requiring network
administrator intervention, it also provides clear and detailed information on the activity of processes in use
by all users of the network.
The information can be used by administrators to clearly and preventively evaluate potential impact on
security policies.
All users who have deployed the Adaptive Defense 360 agent on their workstations or servers benefit from an
innovative security service, blocking the execution of programs which could turn into threats the moment
they execute.
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2.2. Adaptive Defense 360 Architecture
Adaptive Defense 360 is an advanced security service based on the behavioral analysis of all processes
executed on each host in the network. The analysis of these processes is performed by using Machine
Learning techniques in Panda Security's Big Data infrastructure. This makes it possible to avoid the
installation of hardware or additional resources inside the local customer environments. The architecture of
Adaptive Defense 360 and its components is illustrated below:
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2.3. Panda Security Big Data
Adaptive Defense 360 uses both Machine Learning and Big Data technologies by way of different elements:
•
•
•
•

Panda Security's Collective Intelligence (Big Data Analytics)
Web administration console
Endpoint protection agent
Advanced Search modules (Advanced Visualization Tool, Data Control, Data Analytics platform).
These are optional and allow access in “native/raw” format to relevant telemetry generated by the
solution

The classification of the processes on computers is performed automatically, without added overhead for the
IT and Security teams.
The endpoint agent installed on the client provides the Panda Security platform with data concerning the
nature of the processes being assessed, which influences the corresponding decision on whether to allow or
block a specific application. This new model of analysis and classification is called Zero-Trust Application
Service, and offers many advantages over traditional detection techniques that are based on submitting
possible malware samples for subsequent analysis (typically a manual process), and the later issuance of a
detection "signature":
•

Each process that tries to execute on computers protected by Adaptive Defense 360 is first classified,
removing the uncertainty inherent in traditional Endpoint Protection solutions which are able to
identify known elements only, as a result permitting all unknown processes to run.

•

The “window of opportunity” for malware (time between the identification of a new threat and the
issuance of a traditional signature) is virtually eliminated. The submission of unknown files has no
impact on network performance: unknown files are sent only once, and through bandwidth
management every single agent or group of agents can be set up to communicate in an optimized
way. No sensitive information is ever sent to Panda Security, only binary files.

•

The continuous monitoring of all processes allows Adaptive Defense 360 to reclassify as malware
items which at an earlier point in time might have been showing goodware characteristics. This is a
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typical trait of targeted attacks and other threats designed to remain invisible to traditional Endpoint
Protection solutions.
•

Not requiring any local infrastructure means no need to implement and maintain on-premise
components, databases, remote servers, centralized distribution points or install dedicated software
on physical/virtual hardware.

2.4. Administration of the web console
Adaptive Defense 360 is fully managed through a web-based console.
This web console is compatible with most browsers, includes responsive design and it is always up - wherever
you are and whichever device you are using, including tablets and smartphones.

2.5. Computers protected through Adaptive Defense 360
Adaptive Defense 360 requires the deployment of a software component (agent), installed on all company
endpoint devices. This component includes two modules: the communications agent and the protection.
The communications agent manages data flows between the endpoint and the Panda Security backend. It
also establishes P2P (peer-to-peer) communication between computers in the same company network, thus
coordinating local updates amongst all agents deployed. The peer-to-peer allows an agent to centrally
download new signature files (for the traditional security components) or protection upgrades and make
them available for computers connected in the same network. This model becomes even more efficient in
complex or geographically distributed networks, making its scalability virtually unlimited.
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2.6. Detection Logic through Machine Learning
Panda Security's unique protection model combines a few fundamental factors:
•
•
•
•
•

What has already been determined as malicious, i.e. a known threat (step 1)
What has already been determined as Goodware, i.e. known and reliable (step 2)
What is automatically analyzed and classified as either Goodware or new Malware, through Machine
Learning algorithms (step 3)
What is manually classified by Panda Security analysts (step 4)
What is being used to deliver the Threat Hunting & Investigation Service (Events Timeline Storage)

Panda Security Platform

Step 1

Step 2

Step 3

Step 4

Know threats

Known goodware

ML Classification

Manual Classification

Known Malware

Known Goodware

Unknown Processes

New Attack Patterns

Collective
Intelligence
2.3 Billion 1 Known
MW

Collective
Intelligence
3.2 Billion 1 Known
GW

AD: Cloud-Based
Machine Learning

AD: Malware Analysts

99.98% Automatic
classification

100% classification
+0.02% Manual

Technology

Detects

Customers
Local
Technologies:
IoC, behavior
analysis & IoAs

Based on

Results

73,31% Automatic classification

1

As per Apr 2018

Cloud-based lookup

Events Stream

Events Storage
Historic Timeline

The Machine Learning algorithms implemented by Panda Security are based on the “Ranker on ensemble of
models” model. Each of these is designed to return the classification verdict for each unknown process and
host/user attempting to execute it. Each of these gets a rating, defined as a “score”. The final verdict is
weighed on the partial results elaborated with predictive algorithm models and the model used (ensemble)
to guarantee maximum accuracy, the certainty of the outcome and a number of false positives that equals
zero.
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2.6.1. Events Timeline Storage – Events timeline
The events timeline is automatically created based on analyzed telemetry events. The telemetry events are
not considered incidents, malicious objects or anomalies in themselves. They also represent information
linked to a specific object, e.g.:
•
•
•
•
•

Processes: creation of a process, execution of a process, injection of a process in another event
(child), etc.
File: Creation of a new file by an event/process, editing of a file, deletion of a file, opening of a file,
etc.
Communications: opening of a communication socket, use of a communication protocol,
communication direction, the origin of the communication, etc.
Registry: creation, edit and deletion of a registry key, etc.
Administration: use of administrative credentials, login/logout events, installation of processes,
service activity, etc.

2.6.2. Threat Hunting and Investigation Service
In addition to the Adaptive Defense 360 security solution, the Threat Hunting & Investigation Service provides
an unparalleled level of protection without additional charges.
Based on Gartner's definition of the difference between the Threat Detection and Threat Hunting, Panda
Security decided to implement a management service that singles out what can be identified as a hacker
attack, defined as lateral movement which follows a malicious attack or malicious behavior through the use
of legitimate software (without the presence of malicious code).
The Threat Hunting & Investigation Service (THIS) aims at alerting on attack traces, which could have been
left in the past (IOC) or as a result of an ongoing attack (IOA).
The detection of an attacker’s presence can be accomplished through:
•

Threat Detection: a known attack vector has been discovered in real-time (real-time streaming)

•

Threat Hunting: once an attack hypothesis deriving from an anomalous behavior (IOA) has been
generated and validated.

As opposed to Threat Detection, which verifies and identifies known attack techniques, Threat Hunting is
characterized by the proactive and continuous search for attacks which are yet unknown and non-identifiable
by traditional security technologies.
Panda Security Threat Hunting & Investigation Service differs from traditional Threat Detection in the
following:
•

It is proactive: Threat hunters at Panda Security don't wait for an alert to be generated by an
Indicator of Compromise (IOC).

•

It is based on hypothesis formulation: Threat hunters at Panda Security constantly searching for
traces and clues of possible attacks, typically those which are non-verifiable by traditional Endpoint
Protection technologies, in order to generate new confirmable hypothesis and create new Detection
rules.

The hypothesis generated by this continuous and constant research are edited, validated and run against the
Panda Security Event Storage Timeline which collects events globally from all hosts protected by Panda
Security in the last 12 months. When a formulated hypothesis has been validated, the verification is then
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extended to the Event Storage Timeline, after which it becomes a new rule in the traditional Threat Detection
Service, so that all Panda Security clients can benefit from it worldwide.
Events Storage
1. Hypothesis Generation

Historic Timeline

2. Trigger Detonation
Threat Engine

Events
Stream

Customers

Back Testing Console

3. Incident Confirmation
• Service Orchestrator
• Forensic Console

Only specialized Threat Hunters can provide this kind of service. As opposed to Threat Detection, mostly
based on automated verification systems, Panda Security's Threat Hunters continuously use their knowledge
and skills to compete in the same league as the most capable hackers and cyber-criminals of today. Without
additional charges, Panda Security leverages their creativity and their commitment to detect every possible
hacker attack on protected environments. The Service is entirely managed by Panda Security, and it does
not require the client to own any Cybersecurity specialized resources - those are already part of Adaptive
Defense.
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2.7. Panda Advanced Visualization Tool (AVT)
Adaptive Defense 360 offers optional modules able to add maximum visibility to endpoint security
management, verify compliance in the use of corporate applications, analyze bandwidth usage, provide
advanced analysis tools and much more.
AVT is accessible through single sign-on directly from the management interface of Adaptive Defense. The
initial Dashboard is simple, intuitive and rich in relevant statistical information.

Panda Security’s DNA is ease of use, whichever solution you are looking for. Through the pre-configured
dashboard our clients can immediately start to analyze data in real-time.
For example, in order to obtain immediate visibility of all applications and processes in execution on
protected hosts, you will just have to select the Application Control dashboard and the time period to
monitor. Moreover, ART is able to visualize any information in real-time at the moment it is collected.

It is also possible to edit the visualization of the various pre-configured Dashboards by modifying their
appearance, the selection of data to visualize and customize the query source which serves as the data set for
the Dashboard.
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AVT offers a query editing feature, no matter if you want to edit an existing Dashboard or if you want to
create a new one from scratch. These functionalities are available in both “script” format and in graphic
format.

Some of the pre-configured dashboards include:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Executed applications,
Microsoft licenses in use,
Vulnerable applications installed,
Vulnerable applications executed,
Data volume received per application,
Data volume sent per application,
Top 10 executed applications,
Top 10 vulnerable applications executed,
Malware detection,
Detected accidents by type,
Accidents per status,
Hosts identified as sources or infection vessels,
Outbound traffic per geographic region,
Geo-synched outwards traffic,
Login users (per host, per user, etc)
Bandwidth use per application,
File access.

watchguard.com

Adaptive Defense 360: Technical Description of the Service

14

For companies wanting to monitor application behavior or investigate a security incident, Panda Advanced
Visualization Tool is the ideal tool. Its flexibility, granularity, and ease of use of the collected information
allow full insight into what really happens inside the infrastructure.
With just a couple of mouse clicks it is possible to create customized Dashboards like the one below. Each
Dashboard can be used in real-time and you can navigate through the collected data. This is a real-time
monitoring tool rather than a simple static report.

In the example above, an analysis of the interaction between hosts, users and application events takes place,
allowing us to know:
•
•
•

which application is used more often (indicated by the orange bubbles and by the size of the bubble
including a counter),
which hosts use which applications (indicated by the blue bubbles),
which application-related actions are carried out by users (i.e. directory creation, file deletion,
processes execution)
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Patch Management

Today, 99.96% of active vulnerabilities in corporate endpoints are related to missing updates which, if
installed, would greatly prevent the security risk. Additionally, 86% of vulnerabilities are due to unpatched
third-party applications such as Java, Adobe, Mozilla, Firefox, Chrome, Flash, and OpenOffice, among others.
If this trend continues, by 2020, 99% of the vulnerabilities causing security incidents will be known exploits
that could be easily avoided by being patched before the incident.
Panda Patch Management is a user-friendly solution for managing vulnerabilities of the operating systems
and third-party applications on Windows workstations and servers. It reduces risk while strengthening the
prevention, containment and attack surface reduction capabilities of your organization.

The solution does not require the deployment of any new endpoint agents or management console as it is fully
integrated in all of Panda Security's endpoint solutions. Plus, it provides centralized, real- time visibility into the
security status of software vulnerabilities, missing patches, updates and unsupported (EOL3) software, inside and
outside the corporate network, as well as easy-to-use and real- time tools for the entire patch management cycle:
from discovery and planning to installation and monitoring.

2.9.1 Key Features
Discovery:
watchguard.com
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Single-panel view with real-time information of all vulnerable computers, pending patches and unsupported (EOL3)
software, with their remediation status.
•

Detailed information about patches and pending updates, details of the relevant security bulletin, as well
as computer and computer group information, and more.
Available actions:
- Filter and search for patches based on criticality, computer, group, application, patch, CVE ID and status.
- Ability to take actions directly on computers: restart, install now or schedule.

•
•

Unattended scanning for pending updates, in real time or at periodic intervals (3, 6, 12 or 24 hours).
In exploit detections, notification of pending patches. Ability to launch installations immediately or
scheduled from the console, isolating the computer
if required.

Patch and update planning and installation tasks:
•
•
•
•
•

Configurable by criticality.
Can be performed on specific endpoints and groups.
Immediate, scheduled for one-time execution or for repeated execution at regular intervals (date/time).
Ability to control computer restarts and set exceptions.
Rollback to uninstall a patch that may cause an unexpected conflict with an existing configuration.

Endpoint and update status monitoring, via:
•
•
•

Dashboard and actionable lists.
High-level and detailed reports.
Lists of updated computers, computers with pending updates with errors.
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Granular management based on groups and roles with different permissions:
• Role-based visibility into vulnerable computers, patches and Service Packs.

2.10

Full Encryption

According to Gartner, a laptop is stolen every 53 seconds, and it seems clear that the growing amount of data
stored on endpoints has increased the interest in it and the risk of suffering a data security breach due to loss, theft
or unauthorized access to information.
This has resulted in regulations such as the GDPR in the European Union and the CCPA in the United States, among
others, becoming more demanding in an effort to reduce the increasing likelihood of loss, theft or unauthorized
access to data and the serious economic impact this may have on organizations.
Panda Full Encryption leverages BitLocker, a proven and stable Microsoft technology, to encrypt and decrypt disks
without impacting end users and providing organizations with the added value of centrally controlling
and managing the recovery keys stored on Panda Security's cloud-based management platform: Aether.

2.10.1 Key Features
Panda Full Encryption is an additional module for Panda Security’s endpoint protection and advanced adaptive
security solutions, designed to centrally manage full disk encryption and provide the following features:

Full drive encryption and decryption
Panda Full Encryption leverages BitLocker to fully encrypt the drives of your Windows laptops, desktops and servers.
Panda Full Encryption dashboard provides global visibility into the network endpoints compatible with the feature,
their encryption status and the authentication method used, and enables administrators to assign encryption
settings and restrict encryption permissions.

Centralized management of recovery keys
If the encryption key is forgotten, or there are changes to a computer's hardware, BitLocker will ask for a recovery
key to start up the affected system.
If required, the network administrator can get the recovery key through the management console and send it to the
computer user.

Lists and reports. Centralized policy application
The computer list in the console allows administrators to apply multiple filters based on encryption status. These
lists can be exported for data analysis with external tools.
Define encryption policies from the console and view policy changes through audit reports you can present to
regulatory bodies and institutions if required.
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Data Control

Companies must ready themselves to comply with GDPR, which will come into force and bring with it dissuasive
fines of up to €20 million or 4 percent of a company’s global annual turnover, whichever is greater, in the event of a
breach.
The GDPR will impact all companies, industries and regions, including those outside the EU, which collect and store
personal data of any EU citizens.
Also, companies must be ready to avoid the reputational damage caused by a data leak, and its negative effects on
the confidence of employees as well as current and potential customers.
Panda Data Control is a data security module fully integrated into the Panda Adaptive Defense platform. Panda Data
Control is designed to assist organizations in complying with data protection regulations, as well as discovering and
protecting personal and sensitive data both in real time and throughout its lifecycle on endpoints and servers.
Panda Data Control discovers, audits, and monitors unstructured personal data on endpoints: from data at rest to
data in use and data in motion.
Panda Data Control is currently restricted to EU countries.

2.11.1 Key Features
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Data Discovery:
Creates an indexed inventory of all files that store unstructured personal data (data at rest), with the number of
occurrences of each type of data. It classifies all information automatically.
The classification combines different techniques and algorithms of machine learning that optimize the results while
reducing false positives and resource consumption on devices.

Data Monitoring:
Monitors the various types of operations performed on unstructured files (data in use), while keeping the personal
data file inventory fully up to date. Any attempt to copy or move any of these files out of the network via email,
Web browsers, FTP or removable storage (data in motion) is recorded by the module.

Data Visualization:
The results of the data monitoring and discovery tasks are continuously synced on the Adaptive Defense platform
and in its module Advanced Visualization Tool. This module provides tools for investigating all events affecting data
at rest, in use and in motion, both in real time and retrospectively throughout its lifecycle on devices.
Panda Data Control’s dashboards and predefined reports and alerts help to cover use cases and ensure security
governance of the unstructured personal data held on the organization’s protected devices.

3. Adaptive Protection
More than 200,000 new malware samples are created every single day and the great majority of these are
designed to be unique files and stay hidden for long periods of time, hiding their presence even to the most
evolved Endpoint Protection technology.
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For this reason, the model provided by traditional Endpoint Protection technologies which uses signature
files stored locally or in the cloud, along with behavioral engines or other similar technologies, has become
inefficient. The growth of malware samples also significantly increases their window of opportunity, that
period of time from the arrival of a new threat to the issuance of the signature file by a security vendor. The
right security strategy has to be based on the reduction of this window of time.
Adaptive Defense 360 uses an innovative approach based on adaptive protection cycles through protection,
detection, monitoring, forensic analysis and remediation.
The administrators are also freed from the complex task of determining what is dangerous and what is not,
dedicating their time and their resources to monitoring the overall security status of the network.
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3.1. The protection cycle
The final goal is to make it possible for companies to adapt their corporate security policies in order to
prevent and react to new threats as fast as possible. The protection cycle adopted by Adaptive Defense 360 is
illustrated in the below graph.

3.2. Phase 1, Protection
The first phase of the adaptive protection cycle involves tools which are necessary to protect the network
against attacks and infection attempts in an efficient way. Adaptive Defense 360 is compatible with Windows,
Linux and MacOS workstations and servers, as well as smartphones and tablets. Adaptive Defense 360 also
provides compatibility with legacy operating systems.
Protection is a "traditional" technology module developed to protect against less complex threats like
malware, viruses and trojans, based on signatures downloaded locally or accessible in the cloud and it is a
basic module to the security technology stack.
Adaptive Defense 360 integrates this traditional module in order to prevent infections and unauthorized file
access by malware through:

•

Anti-exploit Module
This module aims to protect systems which are particularly vulnerable due to having reached their
EOL (End of Life), like Windows XP. The fact that these systems do not receive security updates opens
the possibility of compromise through exploit attacks.
The anti-exploit technology detects and neutralizes malware like Blackhole or Redkit which exploit
zero-day vulnerabilities (in Java, Adobe, MS Office, etc.) to compromise systems. The protection
ensured by Adaptive Defense 360 uses a three-level-detection approach, analyzing the behavior of
the exploit instead of their morphology.
1.

Adaptive Defense 360 provides passive exploit protection by leveraging known technologies
like DEP, ASLR, SEHOP, Bottom Up Randomization and others.

2.

Heuristic scanning is performed to discover if a process underwent exploitation through a
vulnerability of the software. This technology is able to detect ROP, Stack pivot and other
strategies used by exploits to bypass protection systems and execute the malicious code.

3.

Behavior analysis is performed to detect the execution of malicious code in a process which
underwent an exploit. In order to do this, Adaptive Defense 360 performs a context behavior
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analysis utilizing the Panda Security Collective Intelligence platform. For further information:
www.pandasecurity.com/technologies.
This layered approach allows Adaptive Defense 360 to protect the system efficiently from known
vulnerabilities.
•

Permanent protection and Collective Intelligence
Adaptive Defense 360 leverages Panda Security’s Collective Intelligence, a security platform which
significantly increases the capacity to detect threats.
Panda Security’s Collective Intelligence classifies and automatically refines all detection data
provided by its worldwide community of users, both consumer and corporate. Adaptive Defense 360
queries Collective Intelligence when necessary, ensuring optimum and unpaired detection levels,
while minimizing endpoint resource consumption.
Once new malware is detected, analyzed, and identified, Adaptive Defense 360 automatically sends
the information on the specific threat to the Collective Intelligence platform. This data is refined by
the platform and made available in real-time to all other Panda Security clients in the world, hence
the name "Collective Intelligence". In line with the exponential growth of new malware, Panda
Security’s cloud-hosted Collective Intelligence and Services are the essential add-on to traditional
Endpoint Protection updates.

•

Email and Web protection
Adaptive Defense 360 goes beyond the traditional antivirus approach, providing complete protection
able to perform low-level analysis of every communication socket using protocols like HTTP, HTTPS or
POP3. In this way it provides homogeneous protection for email and web applications without the
complexity usually introduced by installing and configuring third-party plug-ins.

•

Firewall and Intrusion Detection System (IDS)
Adaptive Defense 360 provides three analysis layers and network traffic protection (inbound and
outbound):

•

System Rules: these rules describe communication specifications (ports, IP addresses, protocols
etc.) in order to allow or deny the flow of data defined in the policy
Program Protection: these rules allow or deny the communication from programs installed on
the endpoint
Intrusion Detection: detects and blocks packets of malicious data which could negatively impact
either the security or the performance of the protected endpoints.

Device Control
Devices like USB flash drives, CD/DVD, SD readers, Bluetooth, 4G modems, and smartphone devices
can become a vehicle for compromise. Adaptive Defense 360 allows administrators to limit the use of
these devices on protected computers, blocking their access or allowing its limited use (read-only
access).

•

Antispam, Antivirus and content filtering for Exchange server
Adaptive Defense 360 provides antispam, antivirus, and anti-malware protection which includes the
detection of hacking tools, suspicious applications, and potentially unwanted programs that are sent
to Microsoft Exchange mailboxes.
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Adaptive Defense 360 protects Exchange servers using two different technologies:
Mailbox Protection: this protection is used on Exchange servers which have the Mailbox role
and scans all folders and mailboxes in the background, or as soon as new messages are received
and saved in the folders by the users. Mailbox Protection acts directly on the elements present
in the analyzed messages, in order to allow the cleaning (or removal) of all items considered
malicious. Moreover, Mailbox Protection allows administrators to perform the scanning of the
user folders on the Exchange server in the background, making the most out of server inactivity.
This protection uses intelligent scanning which does not recheck already checked items, in
contrast with the common practice to analyze all folders and the mailbox each time a new
signature file is published by the antivirus vendor.
Transport Protection: this technology is used in Client Access, Edge Transport and Mailbox roles
to scan all the traffic to and from the Exchange server. This protection does not allow the
manipulation of items present in the body of the analyzed messages. The entire body of a
dangerous item is treated as a single component and each action taken by Adaptive Defense 360
refers to the whole message: cancel a message, quarantine it, let it be sent/received without
taking any action, etc.
•

Web and Access Control
Adaptive Defense 360 includes features which control and limit access to the web through categories
or by configuring lists of URLs/domains to allow or deny access to (whitelist/blacklist). There are 60
different web categories available to define navigation policies, which can also be time-scheduled.
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3.3. Phase 2, Detection and Monitoring
In this phase Adaptive Defense 360 implements a series of new EDR (Endpoint Detection and Response)
technologies, allowing the network administrator to detect and block threats.
•

Advanced Permanent Protection
The Advanced Permanent Protection of Adaptive Defense 360 is a new and innovative technology
which controls each the execution of each process on endpoints in real-time.
Adaptive Defense 360 records every action taken by processes on the endpoints and analyzes them
by applying automated techniques in the Machine Learning and Big Data environments.
The service returns a classification for all processes (goodware or malware) with a precision of
99,9991% (less than 1 mistake for every 100,000 analyzed files), avoiding the false positives.
Moreover, for processes which require manual (human) analysis, Panda Security runs them through
its laboratories (PandaLabs), with the aim of classifying the items in the shortest time possible from
the moment they have been intercepted in execution.
Adaptive Defense 360 implements three different configuration modes to define actions for known
good, known bad or yet unclassified processes:

-

-

Audit: in this protection mode, Adaptive Defense 360 fully reports on detected threats but does
not block the reported item. This mode is useful to for a security assessment of the entire
environment or portions of it.
Hardening: this mode is applicable to environments where there are constant changes in the
installed software or in which many potentially unknown programs are executed, as in the case
of proprietary in-house software, which could require more time to classify by Adaptive Defense
360. Hardening is used to maintain an equilibrium between an adequate security posture and
full productivity of the users. In this mode, blocking of unknown/unclassified programs is limited
to those initially considered dangerous, based on four possible scenarios:
1.

Processes classified by Panda Security as Goodware: these are authorized to execute

2.

Processes classified by Panda Security as Malware: they are blocked, sent to quarantine or
disinfected (if necessary)

3.

Not yet classified (unknown) programs deriving from external sources (internet, e-mail and
other sources): these are blocked and will not be executed until Panda Security delivers a
classification. Once the classification is delivered, they will be authorized to execute
(Goodware) or will remain blocked (Malware)

This classification process is almost immediate in most cases. A program downloaded from
the Internet and unknown to Adaptive Defense 360 can be initially blocked but will be
authorized to execute in a couple of minutes if classified as Goodware.

4.

Not yet classified (unknown) programs which have been installed on the endpoint prior to
the installation of Adaptive Defense 360: it will be possible to execute them, but their
actions will be monitored and analyzed by Panda Security. Once classified, they will be
automatically authorized for execution (Goodware) or remediated (Malware).
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Note: Adaptive Defense 360 will not, in any case, send sensitive information to Panda
Security. Sensitive information might include but is not limited to user documents in full or
in part, user data, or credentials.

-

Lock: in environments where endpoint security is an absolute priority, and in order to provide a
maximum grade security posture, Adaptive Defense 360 can be configured in Lock mode. In this
protection mode, any processes awaiting classification by Panda Security will be denied
execution. This means that the only processes allowed to execute will be the legitimate ones.
Similar to Hardening mode, programs classified as malicious will be sent to quarantine, while
unknown programs will not be allowed to execute until they are classified (as Goodware or
malware).

More than 99% of all programs on any endpoint have already been classified by Adaptive
Defense 360 and just a few of them will be denied execution.

•

Visibility on the network status
Adaptive Defense 360 provides a set of tools which allow administrators to evaluate the security
status of the corporate network at a glance using the control panel, dashboard, and the status of preconfigured actions in the solution.
Most reporting tools are really nothing new. Nevertheless, Panda Security’s top priority is to
determine whether the network has been attacked or compromised by obtaining the necessary
information in real-time, limiting the extent of an infection and its repercussions in the network.
The Adaptive Defense 360 dashboard provides fundamental information such as:

-

Processes detected as unknown and subject to the ongoing Panda Security classification activity,
together with a preliminary risk level evaluation
Detailed information on actions executed by unknown processes which turned out to be
malware
Detections by infection vector and correlation with other compromised hosts
Temporal analysis with behavioral correlation of each suspicious process detected
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The Status dashboard provides administrators with global visibility with respect to both execution attempts of
known malware and zero-day threat execution attempts, which are designed to remain undetected by traditional
antivirus detection technologies.
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3.4. Phase 3, Response & Remediation
In case of infection the administrators need to be able to step in through two lines of action: rapidly restore
affected computers to their original state and evaluate the infection impact. This includes determining if
there has been data loss and the severity of the attack, such as which endpoints have been compromised,
etc. The Response and Remediation phases provide the tools for these two scenarios:
•

Response
Administrators can use a tool for forensic analysis which lays out each action that a malware takes
and includes the infection vector (the way in which the malware entered the network).

[example of the analysis of the life cycle of a malicious item]

[example of the analysis of the life cycle of a malicious item in graphical view]

Moreover, in order to contain a possible threat, the isolation feature is able to separate any host
from the rest of the network. IT personnel can also define the specific applications or processes
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authorized to open sockets in isolation mode, in order to guarantee productivity even in case they
are compromised. Along with the explicitly authorized processes, the communication from the Panda
Security agent to the Adaptive Defense platform will always be ensured in order to remotely manage
the host.
The optional module Advanced Visualization Tool (AVT), previously described, gathers every single action
taken by the processes executed by users and makes the data available for deeper analysis. it is possible in
this way to extend the forensic analysis feature and perform queries or advanced investigations with this
module.

•

Remediation
Adaptive Defense 360 delivers numerous remediation tools - some of them automatic, others manual. The
automatic tools include a traditional disinfection module, typical of antivirus solutions, together with a
simple but efficient quarantine management used to contain suspicious items or to delete them.
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Phase 4, Adaptation

After in Infection is singled out, analyzed and remediated, the administrator can validate and adapt security policies
in order to avoid future instances of the same situation.
Thanks to the forensic information gathered by the Advanced Search, more generic security policies can be
reviewed in this phase: from a hardening of the policies applied on perimeter firewalls (particularly for outbound
traffic), better control of removable devices, a new download policy for the internet-borne executables, to
employee training on the use of computer tools and security.
Panda Data Analytics can be adopted as the company SIEM or integrated with an existing SIEM for this purpose.
Adaptive Defense 360 can be used to strengthen the security of the endpoint through the different protection
modules:

-

-

-

-

Lock Mode: if most users tend to use the same software repeatedly, occasionally installing programs
of undetermined sources, a plausible solution which could dramatically reduce the risk represented by
possible zero-day attacks is to set Adaptive Defense 360 in Lock Mode. It will prevent the execution of
any illegitimate or dangerous programs.
Anti-malware policy: the planning of additional file scans and the enabling of vector-specific
protection settings, for example e-mail or web, will help to better protect endpoints.
Content Filter: applying policies to control internet surfing, through web & content protection
components, will reduce the access to questionable websites from which users could download
malicious contents (without even knowing).
Device Control: another commonly used infection vector are removable USB devices, SD cards, or
smartphones used as mass storage devices. By limiting or completely denying access to these devices
through the endpoints you will reduce the risk of malware infections.
Firewall and IDS: prevents unauthorized communication to and from programs which are not
dangerous themselves, but could open sockets to download trojans and other malware. Firewall and
IDS can be used to prevent malware from spreading to other computers in case of an infection.
Adaptive Defense 360 examines all actions taken by malware and through forensic analysis tools
provides complete visibility in order to improve the security posture of our clients.
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3.6. Main components
Adaptive Defense 360 can be managed through an adaptive web console and can be used from any device,
including smartphones and tablets. It is comprised of the following main areas:

-

-

-

-

Status: administrators need to have the overall security status accessible through a simple and
efficient control panel. The Status panel provides information on detected activities, malicious
programs, unclassified elements, and many other pieces of information.
Computers: this section facilitates the management of all computers which have the Adaptive
Defense 360 agent. Through dedicated views it will be possible to manage endpoints that are
protected, not protected, without a license, excluded, etc. It is also possible to manage groups of
computers or to protect new computers.
Installation: the tools to install or uninstall the Adaptive Defense 360 agent (or a third-party security
solution during the deployment phase), can be obtained here. It will then be possible to define the
operating system to install the agent on (i.e. Windows, Linux, Android, etc.), generate a link for the
installation download or to use automated network deployment methods.
Settings: through this panel Adaptive Defense 360 can be completely configured in its every
component. Settings policy definition is made possible thanks to the customization of profiles which
can be applied to groups of computers.

3.7. Status
The status panel provides complete visibility on used licenses, their expiration date, and the client endpoints
not connected in the last 72 hours, 7 days and 30 days. Moreover, it makes it possible to monitor the client
protection status in an easy and efficient way, e.g.: status of the definition updates (for the traditional
modules), clients in need of a restart, clients with protection errors, and clients which are not protected by
Panda Security.
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From the Status window it is also possible to access all information regarding detected threats, potentially
dangerous programs, and applications classified as trusted (Goodware). Through the time filter it is possible
to visualize a different period from the 7-day suggested by default.

In the example below you can visualize all the threats detected by traditional technologies: phishing,
intrusion attempts, blocked devices, dangerous actions, tracking cookies, malware URLs and content filtering.

It is also possible to visualize web access and website categorization (allowed and blocked URLs):
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Antispam for Microsoft Exchange:

Status summary of assigned licenses:

Within the "Executive Report" five different types of reports can be generated (License status, Security
status, Detections, Web access and spam, Available patches) both on demand or scheduled, defining a
convenient automated schedule for systems administrators.
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3.8. Computers
In the Computers section it is possible to see all the information regarding endpoints with Adaptive Defense
360 installed, to manage their settings, to perform operations like isolation or restarts, to plan AV scans and
much more. Additional endpoints can be added by choosing the most suitable deployment method.

Default search filters are available in the console. You can also to create personalized filters which focus on
hardware, software, settings, licensing, module specifics (Data Control, Advanced Visualization Tool and
Patch Management).
In the same section it is possible to set organizational groups to segment the endpoints or to leverage an
existing Active Directory (AD) Organizational Unit (OU) structure. Adaptive Defense 360 also makes it possible
to manage mixed groups of hosts both from AD and local groups.
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By selecting a device you can visualize its detailed information and verify which modules of the product are
active on it, including error messages and a summary of the applied policies and detections.
Adaptive Defense 360 makes hardware and system performance information from every managed host
available: CPU, memory and local HDD, software inventory, and applied security settings. It is possible to
visualize the same kind of information even for mobile devices.
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3.9. Settings
Configuration policies are managed in this section. (Users, Computer Settings, Network Settings, Alerts,
Security settings: Workstation/Mobile).

3.10. Users
Through this section it will be possible to:
•
•
•

create new users, and give full console access to Panda Security Support and/or to the
Partner/Reseller Support staff
create different permission profiles (”Roles”)
see the activity log showing user actions taken in console (“Actions”) and the tracking of
console access (“Sessions”)

3.11. Computer Settings
Through this section it is possible to:
•
•

Manage upgrade schedules for Panda Security components;
set a password which will be requested during the uninstall process of the Adaptive Defense
360 agent, to temporarily disable some software modules, and the related anti-tampering
services.

3.12. Network settings
In this section you can manage all communication aspects between agents and the console, in particular:
•
•
•

Language: it is possible to choose the local client interface language
Proxy: set the company’s proxy address or force the communication through a machine with
the Panda agent installed (allowing the protection of endpoints which might not have
internet access - "air-gapped").
Advanced Options: enabling/disabling of real-time agent communication
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Cache and Discovery hosts can be designated to distribute upgrades in the LAN via peer-to-peer and to
perform the discovery of hosts in the network which are not protected by Adaptive Defense 360 (and then
launch the automatic deployment of the agent if desired).
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3.13. My alerts
You can select which alerts you want to receive via e-mail, indicating the recipient’s address through this
panel:

3.14. Workstations and Servers
Through this area all security features for the Windows/Linux/OSX platforms can be granularly managed, for
example:
•
•
•
•
•
•
•
•
•

General (local alerts, signature updates, uninstall process of third-party antivirus products,
exclusions)
Advanced protection (Endpoint Detection and Response functionalities)
Antivirus
Firewall
Device Control (control/prevent interaction with external connected devices)
Web Filtering (category-based web filter)
Antivirus for Exchange Server
Antispam for Exchange Server
Content Filtering for Exchange Server
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Android Devices
This section manages Android device settings. It will be possible to manage the update mode (e.g. through
the Wi-Fi network) and define the protection behavior.

3.15. Tasks
The Tasks section allows defining scheduled tasks (e.g. anti-malware on-demand or scheduled full scans) and
to check progress, view and edit existing tasks.

4. Advantages
The set of services provided by Panda with the Adaptive Defense 360 platform have differentiated and
unique characteristics compared to a traditional endpoint security vendor.
•

Services are distributed and managed completely without the need for an on-premise infrastructure,
physical or virtual.

•

No licensing distinction exists between server, client, or mobile devices and the solution is available
for various platforms.

•

The solution protects endpoints and servers, blocking all potentially dangerous process which might
execute, DLLs, system calls or processes which are deemed unknown because of their behavior or
due to their characteristics not being considered reliable by Panda Security.
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•

The solution enables monitoring and traceability of all actions happening as a consequence of the
execution of any application (process) on endpoints or servers.

•

The solution provides, for every single security incident, forensic analysis tools which allow granular
investigation of a possible malicious attack. It detects and records all necessary information for the
identification of modifications performed on the attacked system(s).

•

Adaptive Defense 360 automatically classifies all applications as either trusted (Goodware), malicious
(Malware), or potentially unwanted programs (PUP), without the intervention of the local IT
administrator.

•

It also traces down the behavior of classified applications as dangerous or potentially unwanted. The
tracing includes information on files downloaded by the application, installed software, created
drivers, communication established with the LAN or public networks, loaded DLLs, creation of
services, generation or deletion of registry keys and access to files and folders, among others.

•

The solution includes, at no extra charge, a Threat Hunting & Investigation Service. This service is
designed to protect clients from hacker attacks, even if those attacks are not necessarily connected
with malicious applications.

•

The solution bears an optional Data Analytics platform, which can integrate or replace an existing
corporate SIEM.
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For additional details, talk to an authorized WatchGuard reseller or visit
https://www.watchguard.com.
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