If the deliverable is going into the QBR, then don't think of it as a document. Think of it as a QBR Control Framework section.
What you're really delivering is a set of governance requirements that become a standing agenda item reviewed every quarter.
I would add a new QBR section called:
Data Center Access Governance & Attestation
:::writing{variant="document" id="58241"} Purpose
Establish governance expectations for monthly physical access attestation activities and define performance expectations for access-log delivery, evidence requests, exception management, and escalation.
Control Objectives
• Ensure all physical access events can be reconciled to an approved access request. • Ensure discrepancies are identified, investigated, and resolved within defined timeframes. • Ensure provider performance can be measured and reviewed. • Provide management visibility into unresolved access exceptions.
Provider Deliverables
• Monthly physical access log. • Supporting approval evidence upon request. • Responses to access-related inquiries. • Corrective action updates for identified control failures.
Performance Requirements
	Requirement
	Target

	Access Log Delivery
	Within 5 business days following month end

	Initial Data Validation
	Within 2 business days of receipt

	Evidence Request Response
	Within 5 business days

	Exception Follow-Up
	Every 5 business days until closure

	Escalation Threshold
	10 business days without resolution

	QBR Review
	Quarterly


Report Validation Requirements
Upon receipt of an access report, verify:
• Correct reporting month • Correct reporting year • Correct site/location • Complete access population • Required fields populated • No obvious data-quality issues
Exception Management
Exceptions include:
• Access event without approval evidence • Incomplete access records • Missing access logs • Data-quality defects • Provider SLA misses • Unresolved access discrepancies
All exceptions shall have:
• Assigned owner • Open date • Target resolution date • Current status • Closure evidence
Quarterly Review Metrics
• Number of access events reviewed • Number of exceptions identified • Number of unauthorized access events • Average evidence response time • Outstanding exceptions • SLA compliance rate
Escalation Path
Level 1 – Site Operations Contact
Level 2 – Provider Management
Level 3 – Company Colocation Relationship Management
Level 4 – Senior Management Review
Management Attestation
Management shall review:
• Open exceptions • Provider SLA performance • Unauthorized access findings • Corrective action status
Results shall be documented within the QBR record. :::
Why this works
This gives your manager exactly what he wants:
· No new standalone procedure
· Lives inside the existing QBR
· Applies to the provider relationship
· Can be presented as an RCA corrective action
But it also quietly establishes:
· SLA requirements
· Validation checks
· Exception tracking
· Escalation rules
· Management review
Which are the important controls auditors actually care about.
The only thing missing would be the step-by-step reconciliation procedure, and frankly you don't need that in the RCA. If someone eventually asks, "How exactly does the analyst perform the attestation?", that's when a one-page SOP can be created without changing the QBR framework.

After reviewing both documents, I would separate the deliverables as follows:
QBR = Governance
Attestation Procedure = Execution
Work Instruction = System Navigation / Evidence Retrieval
Your current drafts are already headed in that direction. 

What Goes Into the QBR
The QBR should contain the governance requirements and metrics, not the process steps.
I would add a standing section:
Physical Access Attestation Program
Monthly Review Requirements
· Monthly access log must be requested within 3 business days of month start.
· Monthly attestation must be completed for all designated retrospective-review sites.
· All access events must reconcile to an approved access request.
· Any unmatched access event must be investigated.
· All exceptions must have an owner and target resolution date.
Provider Performance Requirements
	Metric
	Target

	Access Log Delivery
	≤ 5 business days

	Evidence Response Time
	≤ 5 business days

	Data Quality Errors
	0

	Unresolved Exceptions
	0

	Unauthorized Access Events
	0


Data Quality Requirements
Provider reports must contain:
· Correct reporting month
· Correct reporting year
· Correct facility
· Complete access population
· No missing records
Escalation Thresholds
	Condition
	Escalation

	Missing report
	5 business days

	Missing evidence
	10 business days

	Data quality issue
	Immediate

	Unauthorized access
	Immediate

	Repeat control failure
	QBR review


Quarterly Reporting
Report:
· Number of sites reviewed
· Number of access events
· Number of exceptions
· Number of unauthorized access events
· Provider SLA compliance
· Open corrective actions

What Must Be Added To The Attestation Procedure
This is where I see the biggest opportunity.
The RCA improvements included:
Formalize review procedure, provider SLA, validation checks, follow-up cadence, escalation thresholds, broader coverage, exception handling, ServiceNow reconciliation.
Not all of these are currently captured.

Missing Control #1
On-Receipt Validation
Your work instruction says:
validate reporting period and date/year accuracy before use 
Good start.
I would expand the procedure:
Report Validation Checklist
Upon receipt validate:
· Correct month
· Correct year
· Correct facility
· Expected date range
· No obvious gaps
· Report format usable
· Record count reasonable
If validation fails:
· Open exception
· Request corrected report
· Do not begin reconciliation
This directly addresses the issue from the RCA.

Missing Control #2
Evidence SLA Tracking
Currently not explicitly tracked.
Add to Attestation Template:
	Evidence Request Date
	Provider Response Date
	SLA Met


This creates measurable evidence.

Missing Control #3
Exception Aging
Current template records exceptions but not aging. 
Add:
| Exception ID | Opened | Owner | Age (Days) | Status |
This becomes audit evidence.

Missing Control #4
Follow-Up Cadence
Not currently defined.
Add to procedure:
Open exceptions shall be reviewed every 5 business days until closure.

Missing Control #5
Escalation Path
Not currently defined.
Add:
Level 1
· Site contact
Level 2
· Colo account manager
Level 3
· Colo management
Level 4
· RBC management review

Missing Control #6
Evidence Not Provided
This is one of the RCA lessons.
Add:
Failure to provide requested approval evidence shall be recorded as an attestation exception and remain open until resolved or formally accepted by management.

Missing Control #7
ServiceNow Reconciliation Requirement
The template references ServiceNow evidence. 
I would make it explicit:
Every access event must reconcile to one of:
· Approved ServiceNow Visitor Access Escort Request
· Approved transitional authorization record
· Documented management-approved exception
Otherwise classify as:
Unmatched Access Event
until resolved.

One Additional Improvement
I would add a new section to the Monthly Attestation:
Control Health
	Check
	Result

	Log received on time
	Y/N

	Report passed validation
	Y/N

	Reconciliation completed
	Y/N

	Exceptions identified
	Y/N

	SLA met
	Y/N

	Escalation required
	Y/N


This gives you a management dashboard later without reworking the process.
Looking at your RCA corrective actions and the documents you've started, I would estimate the framework is already about 70-80% complete. Most of the remaining work is adding governance controls, exception management, SLA measurement, and escalation handling so the process becomes defensible during audit review.


