








Heuristics & Biases:
The Root Cause of Human Error
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In 2021,
Human Factors

consistently lead
Top 10 Risk List

10.

Impact of pandemic-related policies and
regulation on business performance

Impact of economic conditions on growth

Pressure of pandemic-related market
conditions on demand

Adoption of digital technologies may require
new skills that are in short supply

Privacy, identity management and
information security challenges

Cyber threats

Impact of regulatory change and scrutiny on
operational resilience, products and services

Leadership succession challenges; ability to
attract and retain top talent

Resistance to change operations and the
business model

Ability to compete with “born digital” and
other competitors

Source: https://www.protiviti.com/US-en/insights/newsletter-bpro136-top-risks-2021
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Humans tend to do what they value




— WYSIATI:
A Machine for Jumping to Conclusions
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Human Factors = Operational Risks
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Organizational Behavior = Risk-based Capital

Qualitative and Quantitative Factors —
Measures of Risk Behavior

Capital Model In Context

C Incusiry Risk :

lAanagament and
Financial Corporate strategy
flzxability

Operating
Jeromarce

Capitalization

Lgudily

Competitive
position

nvestments

*Easily recognizable after the fact but seldom measured beforehand

Composition of
capital

Navigate global
regulatory standards

Risk appetite

Op Risks = Human
Errors

Hurdles in Op Risk

eDefinitional issues
eData collection
eLimits in quantification

How do you measure
risk reduction?

Target levers of
control to adjust
risks

eintentional control design




Figure 1: Solvency Il Framework
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Outsourcing Reinsurance

Systems and data

Credit risk
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Internal control

A breakdown of the Solvency Il Three Pillars framework into its constituent components; so as to identify Solvency Il Target Operating Model.
Each aspect of the Solvency Il frame work interacts and links to other areas. No components should be looked at in isolation.




Understanding
Noise leads to
new |nsights:

“Calculating

Noise”

NEW YORK TIMES
BESTSELLER L

A Flaw in Human Judgment
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Error = Bias + Variance + Noise
Average error vs Variability of error

Front of target Back of target
Team A Team B Team A Team B

m Q * * ** * Overall Error (Mean Squared Error) = Bias squared + Noise squared. “[The figure above]
Team C Team D Team C Team D
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Algorithmic underwriting is the future,

Behavioral here’s how to stay protected...
Intelligence:
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https://www.formotiv.com/algorithmic-underwriting/

Decision
Hygiene

How to tackle big problems using Decision .
Hygiene:

(1) Break the problem up into segments
(2) Evaluate each segment separately
(3) Finally, conduct a global evaluation based

on how each segment contributes to the
problem



Decision
Hygiene

Managers’ trick

Instead of focusing on the content of
recommendations; focus on the
Drocess.

A faulty process (assumptions, facts,
data, conclusions) will reveal the
weakness in a recommendation, audit
or risk assessment.

Back test the results then repeat....



Human Influence

Factors:

What Could Go
Wrong?

What Are Human Influence
Factors?

Individual
Behavior

Organizational
Behavior

Intentional

Control
Design

Workflows/
Tools/
Environment

Operations/
Systems/
Design




Organizational Behavior = Risk-based Capital

Qualitative and Quantitative Factors —
Measures of Risk Behavior

Capital Model In Context

c Incusiry Risk :

lAanagament and
Financial Corporate strategy
flzxability

Operating
Jerormarce

Capitalization

Lgudily

Competitive
position

nvestments

*Easily recognizable after the fact but seldom measured beforehand

Composition of
capital

Risk appetite

Op Risks = Human
Errors

How do you
measure risk
reduction?

Navigate global
regulatory standards

Judgment

Hurdles in Op Risk

¢ Definitional issues
¢ Data collection
e Limits in quantification

Target levers of
control to adjust
risks

e intentional control design




Cognitj_ve BEHAVIOURAL ECONOMICS

° on logic. In contrast, behavioural economics views humans as irrational and emotional beings
Rlsk who are influenced by biases andexperience when making decisions. Traditional economics

is the theory; behavioural economics is the reality.

THE NEUROSCIENCE

P E l mewo Pk Decision making is a mixture of both system 1 and system 2 thinking - it can be considered as a continuum rather than a discrete choice between systems.
‘SYSTEM 2’ THINKING ‘SYSTEM 1’ THINKING

.......... Left vs Right

& Calculating --------~ : : e Automatic
OP E R’M Conscious --- ’ Subconscious

Infrequent

yb eI) Effortful

B2B DECISION MAKING IS EMOTIONAL

L
S ; 0, H
e CuPl 9 0 /0 of buyers will buy from one the brands . B2B customers feel less safe and need more reassurance. We often see softer,
they very first thought of (usually between 1-3). : relationship factors as the strongest drivers of satisfaction/loyalty. .

BEHAVIOURAL ECONOMICS IN ACTION

Loss Aversion & Endownment

Stereotypic

Emotional

Cognitive Framing
The way that information is presented can effect our interpretation
of that information.
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= Caution should be taken when framing questions so that respondents
aren't led in their answers.

= Messages should be clear and major on big benefits - playing on
positive and impressive stories.

1own Something else

5 Pillars
Mu I tidisci p I inar Y e R L

= it is often hard to convince companies to change suppliers because
they trust the devil they know rather than the devil they don’t know.
This is called

Anchoring & Semmelweis Reflex

o -
Status Quo Bias
-
People love their comfort zone and are unwilling to move outside it
without a significant incentive for doing so. They need to be persuaded
that the gains of a change will far outweigh the potential losses.
o o o o
= The study of past behaviour is much more reliable than asking
hypothetical questions about future intentions
= Suppliers have to provide a significant incentive to encourage

switching while at the same time reassuring customers they can
match their current offer.

Tiered — Executive to Line  _ o2 [

Anchoring: To rely on the first piece of information you receive on
a subject.

Semmelweis Reflex: The tendency to reject new evidence that
contradicts a paradigm.

@0 e @

= Be aware that any pre-codes that are offered as potential answers
will bias the results at they provide ready made -

= Look for "nuggets of gold™ in information as this could be the small
dot on the radar screen that eventually becomes much bigger.
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