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Human Element? Why IT Matters?



Industry 4.0: Convergence of Digital & Physical is Accelerating



Heuristics & Biases: 
The Root Cause of Human Error



Weakest Link 
in 

Cybersecurity 
– Humans!



Sophistication of 
Hacks Evolve!

Phishing, Social 
Engineering, 

Cognitive Hacks



In 2021,
Human Factors 

consistently lead 
Top 10 Risk List 

Source: https://www.protiviti.com/US-en/insights/newsletter-bpro136-top-risks-2021

https://www.protiviti.com/US-en/insights/newsletter-bpro136-top-risks-2021


Humans tend to do what they value



WYSIATI:
A Machine for Jumping to Conclusions



Human Factors = Operational Risks



Organizational Behavior = Risk-based Capital 

Composition of 
capital 

Navigate global 
regulatory standards

Risk appetite Judgment 

Op Risks = Human 
Errors

Hurdles in Op Risk
•Definitional issues
•Data collection
•Limits in  quantification

How do you measure 
risk reduction? 

Target levers of 
control to adjust 
risks 
•intentional control design

Qualitative and Quantitative Factors –
Measures of Risk Behavior

*Easily recognizable after the fact but seldom measured beforehand 





Understanding
Noise leads to 
new Insights:

“Calculating 
Noise”



Error = Bias + Variance + Noise
Average error vs Variability of error

Overall Error (Mean Squared Error) = Bias squared + Noise squared. “[The figure above] 



Case Study of “Noise” in Insurance



Operational Risks by Design – Simplicity is end game



Behavioral 
Intelligence:

Is Algorithmic 
Underwriting –

the Future?

Instant 
decisioning

https://www.formotiv.com/algorithmic-underwriting/


Decision 
Hygiene

How to tackle big problems using Decision
Hygiene:

(1) Break the problem up into segments

(2) Evaluate each segment separately

(3) Finally, conduct a global evaluation based
on how each segment contributes to the 
problem



Decision 
Hygiene

Managers’ trick

Instead of focusing on the content of 
recommendations; focus on the 
process.

A faulty process (assumptions, facts,
data, conclusions) will reveal the 
weakness in a recommendation, audit 
or risk assessment.

Back test the results then repeat….



Human Influence 
Factors:

What Could Go 
Wrong?

What Are Human Influence
Factors?

Organizational
Behavior

Individual
Behavior

Operations/
Systems/
Design

Workflows/
Tools/

Environment

Intentional
Control
Design



Organizational Behavior = Risk-based Capital 

Composition of 
capital 

Navigate global 
regulatory standards

Risk appetite Judgment 

Op Risks = Human 
Errors

Hurdles in Op Risk
• Definitional issues
• Data collection
• Limits in  quantification

How do you 
measure risk 
reduction? 

Target levers of 
control to adjust 
risks 
• intentional control design

Qualitative and Quantitative Factors –
Measures of Risk Behavior

*Easily recognizable after the fact but seldom measured beforehand 



Cognitive 
Risk 
Framework 
for ERM & 
Cyber
Security

q 5 Pillars
q Multidisciplinary
q Evidence-based
q Human Centered
q Blends in traditional risk
q Tiered – Executive to Line


