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Abstract

I completed my dissertation a few years ago (Osolease,
2021). Having created a model of conflicting risk
structures (CRS), | speculated on how effective
teamwork  enhances  decision-making  among
cybersecurity professionals, crucial for defending
systems against threats. The findings showed when
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The t conflicting risk structures refers to the
varying ways security team members perceive,
prioritize, and handle risks within their chosen
cybersecurity framework. This can include differences
in risk tolerance, assessment methods, and strategic
responses to potential threats. When team members
have conflicting views on risk, it can lead to
disagreements and inefficiencies in decision-making

processes. There are significant challenges in some
cybersecurity teams, such as lack of mutual
accountability, unclear team roles, and insufficient
task clarity, which can lead to a lack of mutual trust
and ineffective team performance (Sinlapanuntakul,
Fausett, & Keebler, 2022). There are some indications
that humans are the weakest link in IT security,
responsible for 86% of security risks, follow,
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ctitioners must ensure all team members have
clear, aligned objectives. Regularly discuss and
reinforce the team's goals and priorities to maintain
focus. When everyone understands and agrees on
what's important, it helps to reduce conflicting risk
structures, as everyone is working towards the same
end.

Conflict Resolution

Practitioners should develop and practice effective
conflict resolution strategies. Provide training in
constructive communication and problem-solving
techniques. When teams can address and resolve
disagreements  effectively, they can manage
conflicting risk structures better and integrate diverse
perspectives into a unified strategy. Encourage an
environment where differing opinions are respected
and seen as opportunities for improvement. For
example, Mitchell et al., 2022, specified debate as a
mechanism for constructive discussion and advocacy
of task-related differences—as key mediating
processes. This example showed how might cognitive
diversity translate into innovation in the health care
field through structured team interactions.



Decision Quality

| discovered evidence supporting the concept of teams
with aligned goals and consensus on what's important
to make better decisions. Think of it as a team where
everyone is focused on protecting the company's data
and systems — they work better together because they
share a common purpose. On the other hand, if some
members prioritize different agendas, the team might
struggle to make effective decisions. Additionally,
teams that can resolve conflicts about policies,
emotions, and roles tend to make better decisions. If
members can  discuss  their  disagreements
constructively and find solutions, they can remain
focused on the organization's goals and make sound
decisions. Rajivan et al. demonstrated by providing
team-level rewards leads to better performance
compared to individual rewards. This finding also
implies that aligned goals and a shared sense of
purpose enhance team performance.

Method

Out of the 351 professionals initially considered for@

the dissertation, 146 met the inclusion criteria and
completed the survey. This represents an inclusion rate
of approximately 41.6%. The exclusion rate can
inferred from the difference between the total nu
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By understanding and examining cybersecurity risk
management teams, | can better sense and address
conflicting risk structures, leading to more effective
and unified decision-making processes. In my
dissertation, | surveyed a diverse and highly qualified
group of 146 professionals dedicated to cybersecurity
risk management, selected from a pool of 351
respondents. These individuals bring extensive
experience and expertise, with most working in
information technology security offices and 59%
holding roles directly related to safeguarding digital
infrastructures. The largest segment of my sample,
37%, has five to ten years of hands-on experience,
demonstrating a solid depth of practical knowledge.
Educationally, 37% hold bachelor’s degrees, and
another 14% have pursued postgraduate studies,
indicating a strong academic foundation. My
participants are diverse in age, primarily between 30
to 39 years old, and gender, with 43% female
professionals. Despite their qualifications, these
professionals faced challenges in decision-making due
to conflicting risk perceptions and priorities. My
findings provide valuable insights to help members of
the sample to overcome these challenges and enhance
their team performance.



Results

My intent is to identify what helps cybersecurity risk
management teams make the best decisions. |
examined various factors such as how well team
members get along, how aligned their goals are, how
they handle disagreements, and the types of conflicts
they encounter. | found teams where members respect
and trust each other tend to make better decisions. It's
like how a group of close colleagues working well
together can address security issues more effectively
because they communicate smoothly and trust one
another's judgment. My findings highlight several
indicators that can help teams to take action to resolve
the negative impact of conflicting risk structures: team
cohesion, goal alignment, and conflict resolution style.

Statistical and Data Analysis
| utilized a range of statistical and data analysis
methods, including hierarchical multiple regression
analysis, R2, beta weights, significance levels,
Confirmatory Factor Analysis (CFA), model fit
indices, factor loadings, composite reliability (CR),
average variance extracted (AVE), and discriminant
validity. These analyses help to elucidate the impact o
team cohesion, goal alignment, and conflict resolution
on decision quality within cybersecurity ri
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significantly contributes to the variance in decision
quality, explaining 21% (R? = .21, p < .05). The
regression coefficients indicated that positive
interpersonal relationships within the team have a
substantial impact on decision outcomes. This was
evidenced by significant beta weights for variables
representing liking (B =.17, p <.05) and friendship (

= .32, p <.01). These findings underscore the critical
importance of fostering strong interpersonal
relationships within cybersecurity teams to enhance
their decision-making capabilities, highlighting the
nuanced role of social dynamics in professional
performance.

Analysis of Goal Alignhment
Subsequently, | investigated the significance of \goal
alignment within cybersecurity risk
teams. Utilizing hierarchical multip
analysis, | assessed the impact o
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ing the decision-making efficacy of
bersecurity teams. This statistical evidence
forces the hypothesis that cohesive and aligned
goals within teams are fundamental to operational
success.

Analysis of Conflict Resolution

I also conducted a thorough analysis of how
cybersecurity risk management teams handle various
types of conflicts, specifically task-related, emotional,
and role conflicts. Using hierarchical multiple
regression models, | found that effective conflict
resolution practices accounted for 24% of the variance
in decision quality (R2 = .24, p <.01). Furthermore, the
management of task conflicts alone explained 11% of
the variance (R? = .11, p < .05). These results were
obtained by examining conflict resolution norms and
intragroup conflicts. The regression coefficients
indicated significant beta weights for conflict
resolution variables, demonstrating the critical impact
of these factors on decision quality. My findings
substantiate that the ability to address and resolve
disputes constructively is essential for maintaining
team focus and fostering effective collaboration. This
empirical evidence underscores the importance of
robust interpersonal relationships, goal alignment, and
conflict resolution mechanisms in enhancing the
decision-making capabilities of cybersecurity risk
management teams, thereby optimizing their overall
performance.



Analysis of Decision Quality

To ensure the reliability of my findings on what
enhances decision-making in cybersecurity risk
management teams, | conducted thorough statistical
analyses using hierarchical multiple regression
models. These tests allowed us to quantify the impact
of various factors such as team cohesion, goal
alignment, and conflict resolution on decision quality.
For instance, | found that positive interpersonal
relationships within the team accounted for 21% of the
decision quality variance, aligned goals explained
31%, and effective conflict resolution added another
24%. Additionally, | assessed the normality of my data
through histograms and P.P. plots, checked for
multicollinearity with Variance Inflation Factors
(VIF), and confirmed the independence of
observations using the Durbin-Watson statistic. This
rigorous approach gives us confidence that my results
are both accurate and meaningful, demonstrating the
critical role of these factors in enhancing team
performance.

Factor Analysis

The Confirmatory Factor Analysis (CFA) wasg

conducted to validate the measurement model and
ensure that the observed variables accurately represent
the underlying latent constructs. The model fit indic
provide a comprehensive assessment of the mo
adequacy. The chi-square test, which assesse

145.67, df = 73, p < .001). Although
square values are common in large
indices indicated a good,model fit.
Square Error of Approxifmatio
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Additionally, the Co
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respectively, both above the reshold, suggesting
a good fit. T i rdized Root Mean Square
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Index (CFI) and
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Lo s. Factor loadings for all observed
es werg” significant (p < .001) on their
pective latent constructs, indicating that the items
are strong indicators of the underlying factors. The
factor Joadings ranged from 0.68 to 0.89, which are
considered robust. This supports the reliability and
validity of the measurement model. Construct
reliability and validity were further assessed using
Composite Reliability (CR) and Average Variance
Extracted (AVE). CR values ranged from 0.78 to 0.92,
surpassing the 0.70 threshold for good reliability. AVE
values ranged from 0.55 to 0.76, indicating good

convergent validity as they exceed the 0.50 threshold.
Discriminant validity was confirmed as the square
roots of the AVESs were greater than the inter-construct
correlations, demonstrating that each construct is
distinct from others in the model.

Model Fit. Fortunately, the CFA results affirm that the
measurement model possesses moderate fit, reliali
and validity. The significant factor loadi
composite reliability, and average varian
values underscore that the observed vag

validation bolsters the confidence ‘i
used for future analyses, ensugi
meaningfulness i

, does this mean for cybersecurity risk
ment teams? For team leaders, fostering

espeet and trust among team members and ensuring
yone has clear, shared goals can lead to better
eamwork and decision-making. For the team
members, understanding that mutual respect, goal
alignment, and effective conflict resolution can
significantly enhance the team's performance. The
lesson of my dissertation is that good relationships,
clear goals, and effective conflict resolution are crucial
for making quality decisions to protect organizations
from adversaries, competitors, and rivals. Similarly,
other researchers have found that trust is crucial for the
long-term success of an organization and affects the
confidence of stakeholders in the organization’s
ability to safeguard  sensitive  information
(Ciekanowski et al., 2024). The concept of shared
ownership has been used to foster a culture or security
awareness and cooperation (Clark and Martin, 2024).

Focus Areas

In conclusion, cybersecurity risk management teams
can significantly improve their decision-making
capabilities by focusing on three key areas: fostering
team cohesion, aligning team goals, and developing
effective conflict resolution strategies. Building
strong, trusting relationships  through  open
communication and  team-building  activities
encourages members to share their views on risk and
work towards common solutions. Ensuring all team
members have clear, aligned objectives helps maintain



focus and reduces conflicting priorities, leading to
more effective decision-making.  Additionally,
providing training in constructive communication and
problem-solving techniques enables teams to address
and resolve disagreements effectively, integrating
diverse perspectives into a cohesive strategy. By
applying these strategies, teams can enhance their
performance and better protect their organizations.

Weaknesses of this Research

One primary weakness of the research is the sample
size and its generalizability. Although the sample size
was adequate for statistical analysis, it may not be
large enough to generalize the findings to a broader
population. The sample was also limited to specific
roles within cybersecurity risk management, which
might not represent the entire field of IT security.
Additionally, the cross-sectional design of the
dissertation captures data at a single point in time,
limiting the ability to infer causal relationships
between variables. Another concern is the reliance on
self-reported  data, which  can introduce
preconceptions such as social desirability bias and
recall bias.

Variables. The dissertation also has a limited scope of‘

variables, focusing primarily on team cohesion, goal
alignment, and conflict resolution. Other potentiall
influential factors, such as leadership
organizational culture, and external enviro
factors, were not examined. Furthermore, the
found high correlations among -
indicating potential multicollinearity
inflate the variance of coefficie
complicate the assessment of ,indi
impacts. The context- ic

which are limited to cybersecurity risk management
teams, further restricts the generalizability to other
more diverse sample that covers a broader range of
roles and industries within cybersecurity to enhance
the generalizability of the findings. Longitudinal
studies should be conducted to track changes over time
and establish causal relationships, providing a more
comprehensive understanding of how team dynami

biases associated with self-reported
studies should incorporate multiple datg
as observational data, peer

performance metrics. Expanding th
to include additional vari
and organizational

view of the fact team
performance.
Alternati Meas address  potential

multicolli ity, researchers should continue to use
statistical alterpative techniques to variance inflation
factor is and consider partial least squares

or ridge regression if
is present. Additionally, replicating
multiple times, but having the sample
s in the different contexts and industries
Ip determine the applicability of the findings
eyond cybersecurity risk management. Comparative
dies across different sectors can provide insights
into the universality of the identified factors. By
addressing these weaknesses and implementing the
recommended strategies, future research can enhance
the robustness, validity, and generalizability of
findings related to team dynamics and decision-
making in cybersecurity risk management teams.
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