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	Topic
	Website / Organisation
	Description of site and pointers to specific resources

	APPs advice for young people 
	TES
	






	Bullying and harassment (see also e-safety)
	Anti Bullying Alliance (ABA)



	Wide range of resources, including SEN related
· Parents: www.anti-bullyingalliance.org.uk/advice/parents-carers/anti-bullying-tool-for-parents 


	Bullying
	Diana Award Anti-bullying campaign
	Advice, resources, training and events for parents, professionals, children and young people 

Social media helpline ’ask Charlie’ http://www.antibullyingpro.com/ask-charlie 

	Online protection
	CEOP
	CEOP reporting centre https://www.ceop.police.uk/Ceop-Report
Advice, training, resources for all groups  https://www.thinkuknow.co.uk 

	Child line
	Child line
	The F.A.P.Z. campaign (Fight Against Porn Zombies) helps children and young people who have questions or concerns about pornography
· Resources include films looking at myths around pornography and answers to young people's questions around porn 
· http://www.childline.org.uk/Explore/OnlineSafety/Pages/fapz-fight-against-porn-zombies.aspx
· Adventures of Smartie the penguin for EYFS and KS1 and Smart rules with Kara, Winston and the Smart Crew for KS2 http://kidsmart.org.uk 

	Online safety
	Common Sense Media
	US site provides information and advice about using  media and technology
· Digital Citizenship https://www.commonsensemedia.org/educators/digital-citizenship 
· Connecting Families https://www.commonsensemedia.org/educators/connecting-families 
· Lesson plans, webinars, videos, links to useful sites https://www.graphite.org/teacher-center 

	Online safety
	Cyber Street
	Provides links to a range of information to ensure safe internet use and links to educational resources on technical topics http://www.cyberstreetwise.com/resources#educational-resources 

	Online safety
	Digital Literacy and Citizenship with SWGfL
	Curriculum planning and downloadable materials for all stages, designed to empower pupils and students to think critically, behave safely, and participate responsibly in the digital world 
http://www.digital-literacy.org.uk/Curriculum-Overview.aspx 
http://www.digital-literacy.org.uk/Home.aspx

	Digital citizenship
	Digizen
	Information for professionals, adults and young people. Aims to strengthen awareness and understanding of digital citizenship and responsible use of technology
Includes video and Let’s Fight it Together’ resources
http://old.digizen.org/cyberbullying/fullfilm.aspx?video=l 
http://www.youtube.com/watch?v=dubA2vhIlrg 

	Grooming and online exploitation
	NSPCC

	NSPCC have launched a  new campaign, Listen To Your Selfie, which aims to teach young people about online sexual abuse and what constitutes a healthy relationship. The campaign, which has been funded by BBC Children in Need, features two films where selfies come to life and question a situation – The Game focuses on a same-sex online grooming scenario, and The Party highlights peer-to-peer sexual pressure and grooming. CEO Peter Wanless said: “Most of us talk to people online and it’s a great way to stay connected and make new friends. But it can be a playground for paedophiles, exposing young people to groomers who trawl social networks and online game forums exploiting any vulnerabilities they may find. Young people may not understand what is right or wrong in a relationship, or what to do if something makes them feel uncomfortable, online or offline. ‘Listen To Your Selfie’ is aimed at helping young people recognise signs they are being manipulated, controlled or exploited so they feel empowered to make their own decisions or choices. We hope that by putting this in the spotlight we can help young people to feel able to speak up if they feel worried or scared about a situation or relationship.


	Revenge porn
	Revenge Porn Helpline
	Provides confidential support via a helpline 10am-4pm Mon-Fri, by telephone 0845 600 0459, or anytime via email help@revengepornhelpline.org.uk
Links to other sources of support: http://www.revengepornhelpline.org.uk/supporters

	Online safety
	SWGfL
	Free materials for all age groups are designed to empower pupils and students to think critically, behave safely, and participate responsibly in the digital world: http://www.digital-literacy.org.uk/Home.aspx 

	Online care
	Think u know
	Site produced by CEOP - see above
Cybercafe chatroom https://www.thinkuknow.co.uk/8_10/cybercafe/Cyber-Cafe-Base 
Films and ‘how to’ guides https://www.thinkuknow.co.uk/parents/Support-tools 

	Child sexual exploitation
	Know and see the signs
	[bookmark: h.y7xif86rzdh7]Helps young people recognise if they are being exploited. Includes resources, awareness events, case studies and links to help and support  http://www.knowandsee.co.uk

	Child sexual exploitation
	CEOP Command
	Exploited is an 18-minute film that aims to help young people learn to stay safe from sexual exploitation https://www.youtube.com/watch?v=qORv-TgI4JI 
Associated teacher resources
https://www.thinkuknow.co.uk/teachers

	Child sexual exploitation
	Eyes Open Creative
	My Dangerous Loverboy a film designed to alert young girls to the dangers of sexual exploitation
http://www.mydangerousloverboy.com 
Love or Lies? – Who Can You Trust Education resource pack 
http://www.mydangerousloverboy.com/love-or-lies-education-resource-pack-now-available 

	Teen relationships
	Act on it
	ACT ON IT promotes healthy teen relationships.  offers advice plus films, guides, toolkits, books for young people and carers 
http://www.actonitnow.co.uk/resources2 

	Domestic violence
	Nice and Serious 
	[bookmark: h.71lmwbusw6i0]Unpunished
[bookmark: h.92iprma8s53j]A film that showing domestic violence the red card, created for showing at football matches http://niceandserious.com/work/2015/unpunished 

	Drugs
	Drugwise
	Drug-related information and contacts http://www.drugwise.org.uk 

	Legal highs
	OASIS Partnership

	How we deal with legal highs - video
Campaigns to  raise awareness of the dangers associated with taking legal highs, new psychoactive substances (NPS) and club drugs

	Drugs support
	Talk to Frank
	AtoZ of drugs: http://www.talktofrank.com 


	Gender Identity
	GIRES
	GIRES' purpose is to improve the lives of trans and gender non-conforming people, including those who are non-binary and non-gender 
· Advice, resources and e-learning for young people and professionals http://www.gires.org.uk/ 
· Resources for Education http://www.gires.org.uk/index.php/education 
· E-learning for professionals and families FE, employers, GPs and carers http://www.gires.org.uk/training 
· Collaboratively produced e-learning modules http://www.nlmscontent.nesc.nhs.uk/sabp/gv 

	Self esteem
	Self-Esteem Team
	Works with teens, parents, schools to address body confidence, mental health and self-esteem issues http://www.selfesteemteam.org/whoweare 
Presentations and workshops 
http://www.selfesteemteam.org/whatwedo 

	Body awareness
	Bodygossip
	Body Gossip is a charity that combines Arts and Education to empower every body to be the best version of themselves and rock their own brand of gorgeous
Education Programme gives every body their say, using actors and films http://bodygossip.org/what-we-do 
Online forums on Twitter and Facebook 

	Mental health issues
	Young Minds and HeadMeds
	Information and support for children, young people, parents and professionals 
http://www.youngminds.org.uk/about  
Advice specifically for young people about medication, treatments, general information and contacts http://www.headmeds.org.uk/general-advice 

The Charlie Waller Memorial Trust, working with young people, parents, Royal College of Psychiatrists and YoungMinds, have produced 3 short films concern self-harm -  http://www.cwmt.org.uk/noharmdone/ 
 



	Suicide
	CALM (Campaign Against Living Miserably)
	Works to prevent male suicide in the UK.  Offers support, challenges male stereotypes and campaigns for changes in policy and practice
Helplines, webchat and on-line advice https://www.thecalmzone.net/help/get-help 

	Discrimination
	Time to Change 
	Works to counter stigma and discrimination.
Information, downloadable resourcs, quiz, films and personal stories http://www.time-to-change.org.uk/mental-health-stigma 

	Peer abuse
	CAN YOU SEE ME?
	Information, videos and sources of help for young people aged 15 to 16 with the aim of breaking the cycle of violence within relationships http://www.canyouseeme.coop/young-people 
An educational pack contains resources to encourage young people to question and challenge their views of what does and does not constitute a healthy relationship http://www.canyouseeme.coop/teachers 

	Pornography
	ChildLine 
	The FAPZ campaign (Fight Against Porn Zombies) is intended to help children and young people who have questions or concerns about pornography. Resources include a series of films looking at myths around pornography and answers to young people's common questions  http://www.childline.org.uk/Explore/OnlineSafety/Pages/Online-porn.aspx 

	Counter Terrorism and Prevent Strategy
	Home Office
	Prevent Strategy https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/97976/prevent-strategy-review.pdf
Revised Prevent Duty Guidance 2015
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf 

	
	DfE
	Guidance Preventing children from radicalisation: the prevent duty
schools http://www.preventforschools.org/?category_id=38
FE http://www.preventforfeandtraining.org.uk
HE http://www.safecampuscommunities.ac.uk

	Peer abuse
	CAN YOU SEE ME?
	Information, videos and sources of help for young people aged 15 to 16 with the aim of breaking the cycle of violence within relationships http://www.canyouseeme.coop/young-people 
An educational pack contains resources to encourage young people to question and challenge their views of what does and does not constitute a healthy relationship http://www.canyouseeme.coop/teachers 

	Prevent story’s
	Prevent Tragedies
	Addresses concerns about young people who are putting themselves at risk by travelling to conflict zones and the degrading treatment of girls and women by terrorist organisations. Includes information, advice, video clips, useful contacts and latest news 
www.preventtragedies.co.uk

	Positive messages
	Kid President
	Range of videos https://www.youtube.com/playlist?list=PLzvRx_johoA-YabI6FWcU-jL6nKA1Um-t&feature=plcp 

	SRE
	Family Planning Association

	[bookmark: h.3i0q4h1jjv3d]The family planning association offers training for professionals and has a parents/carers section to support them in talking to their children (including those with learning difficulties) about a range of issues such as growing up, sex and relationship and keeping safe

	APPs advice for young people 
	TES
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WhatsApp---Simplified-T-Cs.pdf


Young peoples’ rights on social media: WhatsApp
Our rules
1.	 You must be 13 or over to use WhatsApp.
2.	 When you register to use WhatsApp the information you give 


must be true and must be kept up to date.
3.	 Don’t post anything that shows violence, that might upset or 


frighten people, or that shows nudity.
4.	 Don’t post anything horrible about anyone, or anything that 


isn’t true.
5.	 Don’t use other peoples’ private and personal information.
6.	 Keep your account safe and don’t let others access it. You 


must let us know as soon as possible if you think someone has 
hacked your account.


7.	 Don’t ever pretend to be someone else.
8.	 Don’t use WhatsApp to do anything illegal or anything that 


we tell you not to do.
9.	 Don’t ask or make anyone pay you to use WhatsApp.
10.	 Don’t mess with our technology, or use our logo.
11.	 Don’t use any type of software or robot to create accounts, or 


use WhatsApp to send spam. 
12.	 Don’t put WhatsApp on a network where lots of devices can 


use it all at once.
13.	 You must download and install updates when prompted.
14.	 You pay for the data you use when running WhatsApp.


Your rights
1.	 You can change your profile name, picture and status message 


whenever you want.
2.	 Anyone who uses WhatsApp may be able to see your mobile 


phone number, profile name and photo, status, status message, 
last seen status and receipts. You can change this if you want. 
You can also use your settings to block people and control who 
you chat with. 


3.	 Privacy of your messages:
•	 After your messages are delivered, we delete them from 


our system and they are only stored on your own phone or 
device. Your messages are ‘encrypted’ which means that we 
can’t read them.


•	 If, for some reason, a message won’t deliver immediately, 
we may keep it on the WhatsApp server for 30 days. If at 
that point it still won’t deliver, we will delete it. 


4.	 Other companies are not allowed to place advertisements 
across your WhatsApp screen unless we are connected 
with them. For example, we might send you adverts about 
Facebook as we work with them. If this ever changes we will 
let you know.


5.	 You can contact other companies using WhatsApp but this 
could mean that you are sent adverts and messages from them. 
We can help you manage who messages you and how. 


6.	 You have the right to be safe using WhatsApp but you use it at 
your own risk. 


7.	 You can delete your WhatsApp account by using the ‘delete 
my account’ button. Any messages that are undelivered will be 
deleted, but remember, messages that have been delivered to 
other people, won’t be. 


8.	 If you just delete WhatsApp on your device, but forget to 
delete your account using the in-app ‘delete my account’ 
button, we might keep your information for longer.


9.	 When you delete WhatsApp we promise to delete all 
information WhatsApp has about you, except any information 
we still need to operate our services. [Note: Facebook, which 
owns WhatsApp, was unable to confirm to the Children’s 
Commissioner whether Instagram and Facebook will also delete 
any information they have got from your WhatsApp account.]


Our rights
1.	 WhatsApp saves and keeps information about you including:


•	 Your mobile phone number
•	 Contacts in your address book, whether they use 


WhatsApp or not
•	 When you install, run or use the app and when you change 


your status
•	 Who you communicate with and when
•	 Which groups you’ve joined and any ‘favourites’ lists
•	 What device you’re using, what browser and on what 


network
•	 Where you are, if you have location services switched on
•	 Information other companies have about you, if you use 


WhatsApp with them 
•	 Any information you email to us
•	 Sometimes, payment information


WhatsApp can use your information anywhere in the world, but 
only in order to improve WhatsApp’s services. 


2.	 WhatsApp is connected with a number of companies, 
including Facebook and Instagram. We may share information 
about you between us and they may use it to target advertising 
to you. 


3.	 If we sell WhatsApp, or if other companies join the Facebook 
group in the future, the information we have about you will be 
sold or given to them.


4.	 There may be other reasons why we need to share information 
about you with other people:
•	 If we have to by law
•	 If we need to make sure people are following our rules
•	 If we need to investigate someone who might be breaking  


the law
•	 To make sure other people are safe using WhatsApp 


5.	 We can change these policies at any time and will let you 
know. If you disagree, you’ll have to stop using WhatsApp.


6.	 We can charge you to use WhatsApp. If you do anything that 
ends up with WhatsApp being charged, you will have to pay  
us back. 


7.	 If you give us ideas on how to improve WhatsApp we can use 
them without paying you.


8.	 We can stop some parts, or all, of WhatsApp at any time, or in 
certain countries we might decide to stop access to WhatsApp 
on some phones or devices. 


9.	 We can stop you using WhatsApp at any time, for any reason. 
We don’t have to tell you why.


The Whatsapp terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsWhatsApp
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Snapchat----Simplified-T-Cs.pdf


Our rules 
1.	 This is a legal agreement and it’s important that you  


understand it. 
2.	 You must be 13 or over to use Snapchat.
3.	 You might see offensive, illegal, misleading and inappropriate 


content on Snapchat and we are not responsible for that.
4.	 We are not responsible for anything that happens to you while 


using Snapchat. If someone screengrabs your message/snap 
and posts it online, that’s not our responsibility. 


5.	 If you break the law while using Snapchat you are responsible, 
and if someone tries to sue Snapchat for it, you will pay our 
legal fees and costs.


6.	 We will aim to delete your snaps immediately but for many 
reasons, this might not always be possible, for example if we 
receive a legal request not to. Any content you upload to 
public areas of the site might be held for longer.


7.	 While using Snapchat you must not:
•	 Mess with our technology
•	 Spam people
•	 Reproduce other people’s work without permission
•	 Tell lies about people
•	 Bully, harass or intimidate anyone
•	 Use another person’s account without their permission or  


ask for their log-in details
•	 Share your password with anyone
•	 Create more than one account for yourself


8.	 In addition, you should not:
•	 Send nude pictures if you are under 18
•	 Post pornography or links to it
•	 Do anything illegal
•	 Take pictures of people without asking them, unless they 


are in public
•	 Keep something on your story if someone asks you to  


delete it
•	 Threaten anyone or post pictures of violence 
•	 Pretend to be someone you’re not
•	 Promote terrorism


Your rights
1.	 If you want to find out what information we have about you, 


change or delete it, you can ask us but we might not tell you  
and if we do, we might charge you for that. 


2.	 You can delete Snapchat but if you do, you will lose all the 
photos you have stored in Memories as we will delete them.  
We will delete your account and all your personal information 
30 days later. 


Our rights
1.	 In return for letting you use Snapchat, we can:


•	 Automatically download stuff to your phone
•	 Use your content to learn about you and improve our 


service
•	 Broadcast, publicly display and sell on any content you 


posted on Live or Local snapchat. This means we can use 
your name, face and voice in any way we like, for free.


•	 Read, screen and delete anything you post
•	 Target adverts at you based on what you do on Snapchat 


and what we learn about you
•	 Use any ideas you offer us for free
•	 Deactivate your account without warning
•	 Collect and keep: your username, password, email address, 


phone number, date of birth, and in some circumstances 
your real name, profile picture and credit or debit card 
number; and any information you give us when you contact 
Snapchat about anything. You must keep your contact 
information up to date


2.	 While you use Snapchat we collect the following information: 
•	 What you search
•	 Who you interact with
•	 What time you use Snapchat
•	 When you take a screenshot
•	 The filters you use
•	 Which devices you access Snapchat from and the wireless 


network and mobile phone you are using
•	 Pages you view including those you view before and after 


using Snapchat
•	 When you click on adverts and what adverts they are 
•	 Where you are
•	 Photos on your phone
•	 All your contacts in your phonebook, unless you tell us 


not to


We can combine this information with information we get about 
you from your friends’ phones and Snapchat accounts. We will use 
this to build up a detailed profile of you and people will pay us to 
send you adverts based on that profile. 


3.	 We can also send information about you – your name, 
username and friends in common – to other people in your 
phonebook.


4.	 We can share your name, username and profile pictures with 
others


5.	 If we sell Snapchat to another company, which we can do at 
any time, all of the information we have collected about you 
will be sold with it.


The Snapchat terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsSnapchat


Young peoples’ rights on social media: Snapchat
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Our rules
1.	 Everyone who uses YouTube must obey our rules.
2.	 You must be 13 or over to use YouTube.
3.	 If you want to use certain parts of YouTube, you will need to 


create an account. When you do this, the information you give 
us must be true.


4.	 Anything that happens on your account is your responsibility 
even if it has been hacked, so keep your password secret and 
make sure everything you tell us is true.


5.	 You must let us know as soon as possible if you think someone 
has hacked your account. 


6.	 Don’t upload or post anything illegal.
7.	 Don’t collect other people’s information or use anything that 


belongs to anyone else unless you have their permission.
8.	 Don’t change any part of YouTube or do anything that 


changes the way that other people use it.
9.	 Don’t try and get around or turn off anything we have put in 


place for safety and security, or any other reason.
10.	 Don’t use YouTube for anything other than for your own 


personal reasons or what is normal for people using YouTube 
and only for streaming.


11.	 Don’t copy or share content without permission.
12.	 Don’t try to use YouTube to make money unless:


•	 You upload a video that you made from scratch
•	 You have a YouTube channel that advertises your business 


or something you do
•	 You show a YouTube video on your website using YouTube 


Player 
•	 We have written to you giving you permission 


13.	 You own what you post on YouTube but we can also use it, 
for any reason, without paying you money. We can also allow 
others to use it.


14.	 You are responsible for what you upload. If it breaks our rules, 
we can delete it and stop you using YouTube.


15.	 We are not responsible for anything that appears on YouTube, 
for stuff which might upset you or is inaccurate, indecent or 
objectionable. 


16.	 If you offend or upset someone on YouTube, or something you 
upload causes them to lose money, it’s up to you to fix it. 


17.	 You might come across links to other websites that are 
not connected with us while using YouTube. We have no 
responsibility for these websites or adverts.


18.	 If you want to use YouTube you must obey these rules. If you 
break them and YouTube loses money as a result, you will 
have to pay us back.


19.	 We can stop providing YouTube or any part of YouTube to 
you for whatever reason at any time, and we don’t have to tell 
you why or let you know.


20.	 We can change these rules at any time without telling you. 


Your rights
1.	 When you create a YouTube account, your data will be 


collected by Google. You can decide whether we should 
collect some of this information by going to your Google 
account ‘activity controls’. However, these change from time 
to time, so you will need to keep an eye on them. 


2.	 You can ask us for the information we hold about you, and 
you can ask us to correct or delete it. We will help you if 
it’s practical for us to do so. We will not share your personal 
information with anyone outside Google companies, without 
your consent. 


3.	 If you want to make a complaint about your appearance in a 
YouTube video, give us the URL, tell us the exact time in the 
video that you or your information appears, and explain why 
you stand out from other people in the video.


4.	 If someone complains about a video of yours and we agree 
with them, we will let you know that you have 2 days to take it 
down or edit out their personal details. 


Our rights
1.	 You Tube is owned by Google. If you create a YouTube 


account, your data will be collected by Google and linked to 
other information Google has about you. This may include: 
•	 Your name, phone number and email address 
•	 Your friends, interests and where you live
•	 What YouTube videos you watch and the websites you 


visit
•	 Gmail messages 
•	 Photos and videos 
•	 The content of Google documents and calendars 
•	 The devices you use to access our services and your mobile 


network
•	 Search queries
•	 Time, date and length of phone calls
•	 Your computer’s unique IP address
•	  Your location. 


All of this information may be processed on servers all around the 
world, linked, and used to target adverts to you.


2.	 Privacy guidelines when using YouTube: 
•	 If someone can be identified by face, voice, name, personal 


documents or contact details, and they complain, we will 
ask the person who posted the content to take it down and 
they will have 2 days to do so. If they do not take it down 
then we will investigate.


•	 If you think others can recognise or identify you on screen, 
but we don’t think they can, then we might not ask them to 
take it down. Our decision is final. 


•	 Usually people must make their own complaints to us, but 
parents/carers can do it on behalf of children. 


The YouTube terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsYouTube


Young peoples’ rights on social media: YouTube
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Young peoples’ rights on social media: WhatsApp
Our rules
1.	 You must be 13 or over to use WhatsApp.
2.	 When you register to use WhatsApp the information you give 


must be true and must be kept up to date.
3.	 Don’t post anything that shows violence, that might upset or 


frighten people, or that shows nudity.
4.	 Don’t post anything horrible about anyone, or anything that 


isn’t true.
5.	 Don’t use other peoples’ private and personal information.
6.	 Keep your account safe and don’t let others access it. You 


must let us know as soon as possible if you think someone has 
hacked your account.


7.	 Don’t ever pretend to be someone else.
8.	 Don’t use WhatsApp to do anything illegal or anything that 


we tell you not to do.
9.	 Don’t ask or make anyone pay you to use WhatsApp.
10.	 Don’t mess with our technology, or use our logo.
11.	 Don’t use any type of software or robot to create accounts, or 


use WhatsApp to send spam. 
12.	 Don’t put WhatsApp on a network where lots of devices can 


use it all at once.
13.	 You must download and install updates when prompted.
14.	 You pay for the data you use when running WhatsApp.


Your rights
1.	 You can change your profile name, picture and status message 


whenever you want.
2.	 Anyone who uses WhatsApp may be able to see your mobile 


phone number, profile name and photo, status, status message, 
last seen status and receipts. You can change this if you want. 
You can also use your settings to block people and control who 
you chat with. 


3.	 Privacy of your messages:
•	 After your messages are delivered, we delete them from 


our system and they are only stored on your own phone or 
device. Your messages are ‘encrypted’ which means that we 
can’t read them.


•	 If, for some reason, a message won’t deliver immediately, 
we may keep it on the WhatsApp server for 30 days. If at 
that point it still won’t deliver, we will delete it. 


4.	 Other companies are not allowed to place advertisements 
across your WhatsApp screen unless we are connected 
with them. For example, we might send you adverts about 
Facebook as we work with them. If this ever changes we will 
let you know.


5.	 You can contact other companies using WhatsApp but this 
could mean that you are sent adverts and messages from them. 
We can help you manage who messages you and how. 


6.	 You have the right to be safe using WhatsApp but you use it at 
your own risk. 


7.	 You can delete your WhatsApp account by using the ‘delete 
my account’ button. Any messages that are undelivered will be 
deleted, but remember, messages that have been delivered to 
other people, won’t be. 


8.	 If you just delete WhatsApp on your device, but forget to 
delete your account using the in-app ‘delete my account’ 
button, we might keep your information for longer.


9.	 When you delete WhatsApp we promise to delete all 
information WhatsApp has about you, except any information 
we still need to operate our services. [Note: Facebook, which 
owns WhatsApp, was unable to confirm to the Children’s 
Commissioner whether Instagram and Facebook will also delete 
any information they have got from your WhatsApp account.]


Our rights
1.	 WhatsApp saves and keeps information about you including:


•	 Your mobile phone number
•	 Contacts in your address book, whether they use 


WhatsApp or not
•	 When you install, run or use the app and when you change 


your status
•	 Who you communicate with and when
•	 Which groups you’ve joined and any ‘favourites’ lists
•	 What device you’re using, what browser and on what 


network
•	 Where you are, if you have location services switched on
•	 Information other companies have about you, if you use 


WhatsApp with them 
•	 Any information you email to us
•	 Sometimes, payment information


WhatsApp can use your information anywhere in the world, but 
only in order to improve WhatsApp’s services. 


2.	 WhatsApp is connected with a number of companies, 
including Facebook and Instagram. We may share information 
about you between us and they may use it to target advertising 
to you. 


3.	 If we sell WhatsApp, or if other companies join the Facebook 
group in the future, the information we have about you will be 
sold or given to them.


4.	 There may be other reasons why we need to share information 
about you with other people:
•	 If we have to by law
•	 If we need to make sure people are following our rules
•	 If we need to investigate someone who might be breaking  


the law
•	 To make sure other people are safe using WhatsApp 


5.	 We can change these policies at any time and will let you 
know. If you disagree, you’ll have to stop using WhatsApp.


6.	 We can charge you to use WhatsApp. If you do anything that 
ends up with WhatsApp being charged, you will have to pay  
us back. 


7.	 If you give us ideas on how to improve WhatsApp we can use 
them without paying you.


8.	 We can stop some parts, or all, of WhatsApp at any time, or in 
certain countries we might decide to stop access to WhatsApp 
on some phones or devices. 


9.	 We can stop you using WhatsApp at any time, for any reason. 
We don’t have to tell you why.


The Whatsapp terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsWhatsApp






Snapchat----Simplified-T-Cs.pdf


Our rules 
1.	 This is a legal agreement and it’s important that you  


understand it. 
2.	 You must be 13 or over to use Snapchat.
3.	 You might see offensive, illegal, misleading and inappropriate 


content on Snapchat and we are not responsible for that.
4.	 We are not responsible for anything that happens to you while 


using Snapchat. If someone screengrabs your message/snap 
and posts it online, that’s not our responsibility. 


5.	 If you break the law while using Snapchat you are responsible, 
and if someone tries to sue Snapchat for it, you will pay our 
legal fees and costs.


6.	 We will aim to delete your snaps immediately but for many 
reasons, this might not always be possible, for example if we 
receive a legal request not to. Any content you upload to 
public areas of the site might be held for longer.


7.	 While using Snapchat you must not:
•	 Mess with our technology
•	 Spam people
•	 Reproduce other people’s work without permission
•	 Tell lies about people
•	 Bully, harass or intimidate anyone
•	 Use another person’s account without their permission or  


ask for their log-in details
•	 Share your password with anyone
•	 Create more than one account for yourself


8.	 In addition, you should not:
•	 Send nude pictures if you are under 18
•	 Post pornography or links to it
•	 Do anything illegal
•	 Take pictures of people without asking them, unless they 


are in public
•	 Keep something on your story if someone asks you to  


delete it
•	 Threaten anyone or post pictures of violence 
•	 Pretend to be someone you’re not
•	 Promote terrorism


Your rights
1.	 If you want to find out what information we have about you, 


change or delete it, you can ask us but we might not tell you  
and if we do, we might charge you for that. 


2.	 You can delete Snapchat but if you do, you will lose all the 
photos you have stored in Memories as we will delete them.  
We will delete your account and all your personal information 
30 days later. 


Our rights
1.	 In return for letting you use Snapchat, we can:


•	 Automatically download stuff to your phone
•	 Use your content to learn about you and improve our 


service
•	 Broadcast, publicly display and sell on any content you 


posted on Live or Local snapchat. This means we can use 
your name, face and voice in any way we like, for free.


•	 Read, screen and delete anything you post
•	 Target adverts at you based on what you do on Snapchat 


and what we learn about you
•	 Use any ideas you offer us for free
•	 Deactivate your account without warning
•	 Collect and keep: your username, password, email address, 


phone number, date of birth, and in some circumstances 
your real name, profile picture and credit or debit card 
number; and any information you give us when you contact 
Snapchat about anything. You must keep your contact 
information up to date


2.	 While you use Snapchat we collect the following information: 
•	 What you search
•	 Who you interact with
•	 What time you use Snapchat
•	 When you take a screenshot
•	 The filters you use
•	 Which devices you access Snapchat from and the wireless 


network and mobile phone you are using
•	 Pages you view including those you view before and after 


using Snapchat
•	 When you click on adverts and what adverts they are 
•	 Where you are
•	 Photos on your phone
•	 All your contacts in your phonebook, unless you tell us 


not to


We can combine this information with information we get about 
you from your friends’ phones and Snapchat accounts. We will use 
this to build up a detailed profile of you and people will pay us to 
send you adverts based on that profile. 


3.	 We can also send information about you – your name, 
username and friends in common – to other people in your 
phonebook.


4.	 We can share your name, username and profile pictures with 
others


5.	 If we sell Snapchat to another company, which we can do at 
any time, all of the information we have collected about you 
will be sold with it.


The Snapchat terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsSnapchat


Young peoples’ rights on social media: Snapchat
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14-16 years
DIGITAL CITIZENSHIP
Young peoples’ rights on social media
In this increasingly technological world, it’s important that young people have the resilience, 
power and information they need to thrive online. In a bid to support you as you explore the world 
of digital citizenship with your students, we have produced this lesson pack including a scheme 
of work written by teacher and citizenship specialist, Emily Cotterill (ECResources), as well as 
jargon-free terms and conditions for five of the major social media sites.


Learning outcomes
Session 1: 	 What are terms and conditions and why do we read them carefully?


Session 2: 	 Describe our rights as young people using social media and why we need to be aware 
of them.


Session 3: 	 Describe the rights of social media companies using terms and conditions and why 
we need to be aware of them.


Session 4: 	 What can I do if someone violates my rights?


Session 5: 	 How can terms and conditions help to empower us online?


Session 6: 	 How can we raise awareness of our online rights and responsibilities amongst 	
younger students?


Curriculum links
These lessons have been designed to enhance citizenship and computing curriculums around the 
world. Broadly speaking, we hope that students will be able to:


•	 Understand that there are different kinds of responsibilities and rights, and that they can 
sometimes conflict with one another


•	 Understand why and how rules and laws are made and enforced, and why different rules are 
needed in different situations


•	 Think critically, behave safely and participate responsibly in the digital world


•	 Recognise unacceptable online behaviour and ways to report concerns about content


Note: These lessons have been devised according to simplified versions of social media T&Cs relevant to the UK. 
While there may be some variation in other countries, the general principles are transferable.



https://www.tes.com/teaching-resources/shop/EC_resources
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Session 1
Learning objective: 	 Why do we need to always read terms and conditions carefully?


Starter: 	 Hand students the new terms and conditions that Instagram are 
planning to use. Give them a highlighter and ask them to highlight 
anything that surprises them. Point out to students that the terms and 
conditions include items such as the company owning any images of 
the students and even being able to make profit from these. Survey 
the students’ views and ask if they already use Instagram and if they 
still will knowing all this. After feeding back, tell students that they may 
have already given their consent anyway, according to the terms and 
conditions. This is because by simply using the social media platforms 
consent is implied, whether the terms and conditions have been read or 
not.


Main task: 	 Ask students to research examples of companies that update their terms 
and conditions regularly, like Apple, and discuss why it is they do this. 
Research can be completed using internet or pre-selected examples on 
a worksheet. Ask students to write a worst-case scenario imaginary case 
study showing what happens to someone as a result of them accepting 
the latest terms and conditions of any company without reading 
carefully.


Plenary:  	 Give students a template of a Twitter update screen. Ask them to 
create a tweet of what they’ve learned today using only 140 characters.
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Session 2 
Learning objective: 	 Describe our rights as young people using social media and why we 


need to be aware of them.


Starter: 	 Write the words ‘Online rights’ and ‘Online responsibilities’ on the 
whiteboard in two columns. Put students in groups of four and give 
them a collection of statements, eg, ‘to abide by UK law’ or ‘to abide by 
online age restrictions’ and ‘to be free from intimidation and threats’. 
One student from the group is chosen to come and add the statements 
to the correct columns. The first group to get all theirs on the board in 
the correct place wins the game. 


Main task: 	 Ask students to study the new terms and conditions for WhatsApp and 
then create their own problem scenarios based on what they find, eg, 
‘Hassan has used the WhatsApp logo as part of his GCSE art project 
and has uploaded his work to display online. Is he allowed to do this? 
Why/why not?’ Then ask students to swap their problem scenarios 
with other groups and try to answer them, and then peer mark their 
answers. Ensure you reinforce the meaning of new terms such as 
‘infringement’ and ‘misappropriation’. 


Plenary:  	 Ask students to write down the three most important rights of social 
media companies that they think they need to be aware of in order to 
avoid copyright infringement and other legal issues. Ask them to pick 
one they have written and give their justification as an exit ticket.
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Session 3
Learning objective: 	 Describe the rights of social media companies using terms and 


conditions and why we need to be aware of them.


Starter: 	 Ask students to recall five of the rights of the social media companies. 
Then brainstorm the corresponding rights of the users – explaining 
what they believe is needed and why. 


Main task: 	 Ask students to create a Dragon’s Den-style pitch for a new app. 
They have to decide on the name of the app and what the app will be 
used for. They have to explain how they are going to make money and 
explain/justify every one of their terms and conditions. A panel of 
‘Dragons’ (possibly the most able students or a couple of teachers) 
then interrogates the group, focusing on the rights of app users. They 
interrogate the balance of the terms and conditions to ensure they are 
workable. The class keep a score of how convincing each group is out of 
ten. When all groups have pitched, students use the scores to vote for 
the winners.


Plenary: 	 Just a minute – Ask students to take it in turns to talk for up to a minute 
(without pausing or saying ‘erm’) about the need to balance terms and 
conditions, eg, if the app is not funded by advertising, will users have to 
abide by the terms of a subscription service? The students who are able 
to complete this task can leave the classroom first.


Session 4 
Learning objective: 	 What can I do if someone violates my rights?


Starter:	 Set students an online scavenger hunt. They have 10 minutes to find 
an example of a case where rights have been violated online on a social 
media platform and it has ended up going to court. Ask the first three 
to find examples to summarise the cases and later let them leave the 
classroom first. 


Main task:  	 Ask students to work in groups of five to create a short film. Get 
students to assign roles within the group: Director, Camera Operator, 
Script Writer and two Actors. Each group is tasked to work together 
to create a short film showing what happens when a user’s rights are 
violated on social media and how to report it. They should use the 
terms and conditions of a social media platform of their choice. Ask 
them to write scripts and then film them using iPads. If the technology 
is unavailable, they can perform their scripts as a play.


Plenary: 	 Film critique –  Students watch their productions so far, and work out 
what they are missing. How could more info about the rights and terms 
and conditions be included? They could do a peer review.
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Session 5  
Learning objective: 	 How can terms and conditions help to empower us online?


Starter: 	 Ask students to mind-map how rule of law can empower us. Then ask 
them to explain where rule of law came from, linking back to the Magna 
Carta, a document of empowerment for the British people. Finally 
discuss what happens in countries without strict codes of law and why 
it’s better to live with laws.


Main task: 	 Give students a table which contains several scenarios which, as 
legally empowered students, they need to be wary of, eg, ways that 
unscrupulous users can infringe on their rights. Then ask students to 
explain which Term and Condition is broken in each case, using the 
social media rights document for reference. Ask them to analyse why 
that particular Term and Condition was decided on in the first place by 
the company. Then ask students to write in their books why they think 
the scenario falls into that particular category. 


	 Using the terms and conditions of Snapchat for reference, ask students 
to explain why terms and conditions are needed in order to empower 
students online against those who break them. Then encourage them 
to make links between breaking the social media terms and conditions 
and breaking British law in the form of an extended writing piece. 


Plenary: 	 Ask students to write a monologue from the point of view of someone 
who has been jailed for infringing somebody’s rights. This can be done 
independently or in pairs.
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Session 6
Learning objective: 	 How can we raise awareness of our online rights and responsibilities 


among younger students? 


Starter: 	 Spot the mistake – Give students a paragraph that tells them about the 
social media terms and conditions for Instagram containing deliberate 
mistakes. Give them the real terms and conditions and five minutes to 
find the mistakes and correct them.


Main task:  	 Ask students to work in pairs to create a Choose Your Own Adventure-
style computer game, to teach younger students about what they have 
learnt. They must come up with a name for the game, which focuses on 
a teenager navigating the perils on their online/offline life. Students can 
use any layout (or you can choose from templates available online for 
the less able). The game must show clearly the key rights of app users 
(through the teenage protagonist’s options) and the consequences 
of those rights being violated (through their differing choices bringing 
them to different consequence screens). This allows the user to 
develop knowledge and resilience through a fun activity. For example, 
one sequence could be, ‘Your friend saw a fight out of his bedroom 
window and filmed it. It’s rather nasty footage and you think they 
should hand it to the police. They want you to share it on SnapChat as 
their battery’s down. What will you choose to do?’


Plenary:	 Ask students to email or create a text for another student in the school, 
not in your class, to inform them about the new game and when it will 
be launched. Arrange for students to visit a younger class to mentor 
and praise them, reinforcing their learning as they play the game.
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Supporting information and guidance
Please note: young people should be at least 13 years of age to use these social media platforms.


You can find the links to the original terms and conditions for each company below. Their privacy policies 
are usually included via a link to a separate page but are still part of the terms and conditions.
	 Facebook	 bit.ly/TCsFacebook
	 Instagram	 bit.ly/TCsInstagram
	 Snapchat	 bit.ly/TCsSnapchat
	 YouTube	 bit.ly/TCsYouTube
	 WhatsApp	 bit.ly/TCsWhatsApp


Each social media company has information online to help young people navigate the platforms safely. 
Below are links to each company’s community standards, their reporting procedures and guidance about 
how to keep personal accounts private:
	 Facebook	 bit.ly/CommunityonFacebook 
	 Instagram	 bit.ly/CommunityonInstagram 
	 Snapchat	 bit.ly/CommunityonSnapchat 
	 YouTube	 bit.ly/CommunityonYouTube 
	 WhatsApp	 bit.ly/CommunityonWhatsApp


Additional resources 
Childnet: childnet.com 
Childnet offers essential information and advice for young people, teenagers and parents about how to 
stay safe online. They also run a peer-to-peer education programme for primary and secondary schools 
called Digital Leaders. 


Net Aware: net-aware.org.uk  
Net Aware, a partnership between the NSPCC and O2, provides a clear guide to popular apps. Apps are 
described and then allocated a rating according to their sign up, privacy and reporting procedures. Apps 
can also be searched by colour so that parents or teachers can identify apps they may only have glimpsed 
on a smartphone screen.


Internet Matters: internetmatters.org 
Internet Matters provides safety tips and guidance tailored to children’s age and sets out detailed 
guidance for parents about how best to set up parental controls on their devices at home. The site also 
features advice relating to different issues such as cyberbullying, radicalisation and self-harm.


CBBC: bbc.co.uk/cbbc/curations/growing-up-digital
CBBC has created a number of helpful videos for children that highlight how their rights apply online, 
including one about terms and conditions. The site also contains safety tips presented by CBBC stars as 
well as articles, raps and quizzes about fake news, selfies and social media myths. 


Parent Zone: parentzone.org.uk 
Parent Zone offers advice and training for parenting in the digital age as well as more general courses on 
online safety. The site contains parent guides for apps, devices and internet crazes to help parents and 
others keep up to date with the most popular trends among children. Parent Zone also runs sessions in 
schools for pupils, parents and teachers exploring online behaviour and what to do when things go wrong 
online. 



http://bit.ly/TCsFacebook

http://bit.ly/TCsInstagram

http://bit.ly/TCsSnapchat

http://bit.ly/TCsYouTube

http://bit.ly/TCsWhatsApp

http://bit.ly/CommunityonFacebook

http://bit.ly/CommunityonInstagram

http://bit.ly/CommunityonSnapchat

http://bit.ly/CommunityonYouTube

http://bit.ly/CommunityonWhatsApp

http://www.childnet.com

http://www.childnet.com/our-projects/childnet-digital-leaders-programme

http://www.net-aware.org.uk

https://www.internetmatters.org/

http://www.bbc.co.uk/cbbc/curations/growing-up-digital

http://www.bbc.co.uk/newsround/38992576?collection=growing-up-digital

http://www.parentzone.org.uk
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Young peoples’ rights on social media: Instagram
Our rules
1.	 You must be 13 or over to use Instagram.
2.	 Don’t post anything showing violence, or that might make 


other people feel scared, or any images that contain nudity.
3.	 Don’t use anybody else’s account without their permission or 


try to find out their login details.
4.	 Keep your password secret and don’t let anyone else use your 


account.
5.	 Don’t bully anyone or post anything horrible about people.
6.	 Don’t post other peoples’ private or personal information.
7.	 Don’t use lnstagram to do anything illegal or that we tell you  


not to do.
8.	 If you want to add a website to your username, make sure you 


get permission from lnstagram first.
9.	 Don’t change anything about our website or applications, 


upload any type of virus or do anything that might interfere 
with the way lnstagram works. Don’t send us ideas on how to 
improve lnstagram.


10.	 Don’t use any type of software or robot to create accounts or 
access lnstagram, and don’t send spam or unwanted emails.


11.	 Read our Community Guidelines and obey them when using 
lnstagram.


12.	 Don’t do anything that might affect how other people use and 
enjoy lnstagram.


13.	 Don’t encourage anyone to break these rules.


Your rights
1.	 You have the right to feel safe using lnstagram.
2.	 Officially you own any original pictures and videos you post, 


but we are allowed to use them, and we can let others use them 
as well, anywhere around the world. Other people might pay 
us to use them and we will not pay you for that. 


3.	 You are responsible for anything you do using lnstagram and 
anything you post, including things you might not expect such 
as usernames, data and other peoples’ music.


4.	 It will be assumed that you own what you post, and what you 
post does not break the law. If it does, and you are fined, you 
will have to pay that fine.


5.	 If you break the law or break these rules, you are responsible. 
You should use common sense and your best judgment when 
using lnstagram.


6.	 Although you do not own your data, we do own ours. You may 
not copy and paste lnstagram logos or other stuff we create, or 
remove it or try to change it.


7.	 You can close your lnstagram account by logging into 
lnstagram and completing this form: instagram.com/accounts/
remove/reguest/. lf you do, your photos, posts and profile will 
disappear from your account but if anyone has shared your 
photos or personal details, or if we have used them ourselves 
for any reason, they might still appear on lnstagram. We will 
also keep all the data we already have from you and we can use 
it as explained in the following paragraph 1.


Our rights
1.	 Although you are responsible for the information you put 


on lnstagram, we may keep, use and share your personal 
information with companies connected with lnstagram. This 
information includes your name, email address, school, where 
you live, pictures, phone number, your likes and dislikes, 
where you go, who your friends are, how often you use 
lnstagram, and any other personal information we find such 
as your birthday or who you are chatting with, including in 
private messages (DMs).
•	 We are not responsible for what other companies might do 


with this information.
•	 We will not rent or sell your personal information to anyone 


else without your permission.
•	 When you delete your account, we keep this personal 


information about you, and your photos, for as long as is 
reasonable for our business purposes.


You can read more about this in our Privacy Policy. This is 
available at: instagram.com/legal/privacy/.


2.	 lnstagram is also not responsible for:
•	 Links on lnstagram from companies or people we do not 


control, even if we send those links to you ourselves.
•	 What happens if you connect your lnstagram account to 


another app or website, for instance by sharing a picture, 
and the other app does something with it or takes your 
personal details.


•	 The cost of any data you use while using lnstagram.
•	 If your photos are lost or stolen from lnstagram.


3.	 Although lnstagram is not responsible for what happens to 
you or your data while you use lnstagram, we do have many 
powers:
•	 We might send you adverts connected to your interests 


which we are monitoring. You cannot stop us doing this  
and it will not always be obvious that it is an advert.


•	 We can change or end lnstagram, or stop you accessing 
lnstagram at any time, for any reason and without letting 
you know in advance. We can also delete posts and other 
content randomly, without telling you, for any reason. If 
we do this, we will not be responsible for paying out any 
money and you won’t have any right to complain.


•	 We can force you to give up your username for any reason.
•	 We can, but do not have to, remove, edit, block and/


or monitor anything posted or any accounts that we 
think breaks any of these rules. We are not responsible if 
somebody breaks the law or breaks these rules.


The Instagram terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsInstagram
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Young peoples’ rights on social media: Facebook
Our rules
1.	 You must be 13 or over to use Facebook.
2.	 Don’t lie about yourself when you set up your Facebook 


account, and make sure your contact information, including 
mobile phone number, is always up to date.


3.	 Don’t post anything showing violence, or that might frighten 
people, or that shows nudity. 


4.	 Don’t bully anyone.
5.	 Don’t pretend to be anyone else.
6.	 If you want to use someone’s information from Facebook, ask 


them first. 
7.	 If you want to tag someone who doesn’t use Facebook, ask 


them first.
8.	 Don’t share anyone’s private or personal information, like bank 


or passport details, or address.
9.	 Keep your password secret and don’t let anyone else log into 


your account.
10.	 Don’t do anything illegal on Facebook, including taking part 


in scams.
11.	 Don’t post spam or anything that isn’t true.
12.	 Don’t use any type of software or robot to get other peoples’ 


information. 
13.	 Don’t upload viruses or do anything that might affect the way 


Facebook works, or mess around with our code.
14.	 You can only have one personal Facebook account; if we 


delete it, you must not make another.
15.	 Don’t use the Facebook logo, pictures, layout or anything we 


have written, or try to copy it, without our written permission.
16.	 If you want to make an app, a Page, or an advert then you 


need to follow extra rules.  
17.	 If you want to make money on Facebook then you must use  


a Page and not your own profile.
18.	 Don’t use Facebook to try to sell things to people who are not 


old enough.
19.	 Don’t encourage or help anyone else to break these rules.


Your rights
1.	 Even if your profile is private, remember that people can see 


and share information that others post about you. Other people 
can also save information you have posted about yourself on 
their own phones and devices. 


2.	 Some companies will share information about you with us 
and we will share information about you with them. We won’t 
share your name or email address but we can share your age, 
location, gender and interests with advertisers all over the 
world, or people doing research. You have the right to tell us 
not to and we won’t.


3.	 If you agree to use an app on Facebook, that app might be able 
to use, share and keep the information you post on Facebook.


4.	 If you delete your account, things you have posted will be 
deleted but not things other people have shared about you.  
All the information we hold about you will be deleted by us 
within 90 days.


5.	 Officially you own any original images and videos you post, 
but Facebook can use them however it wants to and we don’t 
have to pay you any money for that. 


6.	 It’s your responsibility to make sure that other people don’t 
copy things that belong to you. We can help you do this. 


7.	 If we have deleted something of yours and you think it’s 
unfair, you have the right to complain.


8.	 We will let you know if we change our terms including how we 
use your data. If you keep using Facebook after we’ve told you 
about changes, we’ll assume that you are okay with them. 


9.	 Facebook can delete or force you to change your username or 
Page name and we can delete anything that breaks our rules. 
You can complain if you think it’s unfair.


Our rights
1.	 We use technology that can track information about you 


automatically as soon as you go onto Facebook. 
2.	 Facebook can collect information about you, including:


•	 Everything you tell us when you set up your account
•	 The pages you view, how long you spend and who you  


talk to
•	 What device you’re using, what browser and network,  


and your IP address
•	 Details about what you post or ‘like’
•	 Anything anyone else shares about you or tags you in
•	 What and who is in your address book, if it’s synced to 


Facebook 
•	 Your card details, address and what you’ve bought, if you 


buy things on Facebook
•	 Your battery and signal strength
•	 Where you are
•	 If you go onto another company’s website or app


3.	 We can use your name, profile pictures, information about 
what you ‘like’ and anything you post to make money and we 
don’t have to pay you for that. 


4.	 Facebook owns other companies, including Instagram and 
WhatsApp who can share information about you with 
Facebook. If someone buys Facebook, the sale will include 
your information. 


5.	 Facebook uses your information to suggest adverts, photos you 
should be tagged in, or places you should check in. We don’t 
have to make it obvious whether something is an advert or not.


6.	 We use your information to improve safety on Facebook. If 
we think something you post looks suspicious or might be 
breaking our rules, we will investigate it. 


7.	 If we think a law has been broken, or might be broken then we 
might get into your account and share your information with 
people involved in the case. 


8.	 If we stop your account because you break our rules, we can 
keep information about you for at least a year.


9.	 If you keep on posting pictures that belong to other people,  
we can delete your account.


10.	 When you delete a photo or video, we might still store it for a 
while on the Facebook systems.


11.	 It’s nice for us to hear your thoughts and ideas about Facebook 
but if you tell us them, and we use them, we don’t have to pay 
you any money or let anyone know you came up with the idea.


12.	 We can ban you from Facebook if you break our rules or we 
think you might try to break the rules.


The Facebook terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsFacebook
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Young peoples’ rights on social media: Instagram
Our rules
1.	 You must be 13 or over to use Instagram.
2.	 Don’t post anything showing violence, or that might make 


other people feel scared, or any images that contain nudity.
3.	 Don’t use anybody else’s account without their permission or 


try to find out their login details.
4.	 Keep your password secret and don’t let anyone else use your 


account.
5.	 Don’t bully anyone or post anything horrible about people.
6.	 Don’t post other peoples’ private or personal information.
7.	 Don’t use lnstagram to do anything illegal or that we tell you  


not to do.
8.	 If you want to add a website to your username, make sure you 


get permission from lnstagram first.
9.	 Don’t change anything about our website or applications, 


upload any type of virus or do anything that might interfere 
with the way lnstagram works. Don’t send us ideas on how to 
improve lnstagram.


10.	 Don’t use any type of software or robot to create accounts or 
access lnstagram, and don’t send spam or unwanted emails.


11.	 Read our Community Guidelines and obey them when using 
lnstagram.


12.	 Don’t do anything that might affect how other people use and 
enjoy lnstagram.


13.	 Don’t encourage anyone to break these rules.


Your rights
1.	 You have the right to feel safe using lnstagram.
2.	 Officially you own any original pictures and videos you post, 


but we are allowed to use them, and we can let others use them 
as well, anywhere around the world. Other people might pay 
us to use them and we will not pay you for that. 


3.	 You are responsible for anything you do using lnstagram and 
anything you post, including things you might not expect such 
as usernames, data and other peoples’ music.


4.	 It will be assumed that you own what you post, and what you 
post does not break the law. If it does, and you are fined, you 
will have to pay that fine.


5.	 If you break the law or break these rules, you are responsible. 
You should use common sense and your best judgment when 
using lnstagram.


6.	 Although you do not own your data, we do own ours. You may 
not copy and paste lnstagram logos or other stuff we create, or 
remove it or try to change it.


7.	 You can close your lnstagram account by logging into 
lnstagram and completing this form: instagram.com/accounts/
remove/reguest/. lf you do, your photos, posts and profile will 
disappear from your account but if anyone has shared your 
photos or personal details, or if we have used them ourselves 
for any reason, they might still appear on lnstagram. We will 
also keep all the data we already have from you and we can use 
it as explained in the following paragraph 1.


Our rights
1.	 Although you are responsible for the information you put 


on lnstagram, we may keep, use and share your personal 
information with companies connected with lnstagram. This 
information includes your name, email address, school, where 
you live, pictures, phone number, your likes and dislikes, 
where you go, who your friends are, how often you use 
lnstagram, and any other personal information we find such 
as your birthday or who you are chatting with, including in 
private messages (DMs).
•	 We are not responsible for what other companies might do 


with this information.
•	 We will not rent or sell your personal information to anyone 


else without your permission.
•	 When you delete your account, we keep this personal 


information about you, and your photos, for as long as is 
reasonable for our business purposes.


You can read more about this in our Privacy Policy. This is 
available at: instagram.com/legal/privacy/.


2.	 lnstagram is also not responsible for:
•	 Links on lnstagram from companies or people we do not 


control, even if we send those links to you ourselves.
•	 What happens if you connect your lnstagram account to 


another app or website, for instance by sharing a picture, 
and the other app does something with it or takes your 
personal details.


•	 The cost of any data you use while using lnstagram.
•	 If your photos are lost or stolen from lnstagram.


3.	 Although lnstagram is not responsible for what happens to 
you or your data while you use lnstagram, we do have many 
powers:
•	 We might send you adverts connected to your interests 


which we are monitoring. You cannot stop us doing this  
and it will not always be obvious that it is an advert.


•	 We can change or end lnstagram, or stop you accessing 
lnstagram at any time, for any reason and without letting 
you know in advance. We can also delete posts and other 
content randomly, without telling you, for any reason. If 
we do this, we will not be responsible for paying out any 
money and you won’t have any right to complain.


•	 We can force you to give up your username for any reason.
•	 We can, but do not have to, remove, edit, block and/


or monitor anything posted or any accounts that we 
think breaks any of these rules. We are not responsible if 
somebody breaks the law or breaks these rules.


The Instagram terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsInstagram
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Young peoples’ rights on social media: Facebook
Our rules
1.	 You must be 13 or over to use Facebook.
2.	 Don’t lie about yourself when you set up your Facebook 


account, and make sure your contact information, including 
mobile phone number, is always up to date.


3.	 Don’t post anything showing violence, or that might frighten 
people, or that shows nudity. 


4.	 Don’t bully anyone.
5.	 Don’t pretend to be anyone else.
6.	 If you want to use someone’s information from Facebook, ask 


them first. 
7.	 If you want to tag someone who doesn’t use Facebook, ask 


them first.
8.	 Don’t share anyone’s private or personal information, like bank 


or passport details, or address.
9.	 Keep your password secret and don’t let anyone else log into 


your account.
10.	 Don’t do anything illegal on Facebook, including taking part 


in scams.
11.	 Don’t post spam or anything that isn’t true.
12.	 Don’t use any type of software or robot to get other peoples’ 


information. 
13.	 Don’t upload viruses or do anything that might affect the way 


Facebook works, or mess around with our code.
14.	 You can only have one personal Facebook account; if we 


delete it, you must not make another.
15.	 Don’t use the Facebook logo, pictures, layout or anything we 


have written, or try to copy it, without our written permission.
16.	 If you want to make an app, a Page, or an advert then you 


need to follow extra rules.  
17.	 If you want to make money on Facebook then you must use  


a Page and not your own profile.
18.	 Don’t use Facebook to try to sell things to people who are not 


old enough.
19.	 Don’t encourage or help anyone else to break these rules.


Your rights
1.	 Even if your profile is private, remember that people can see 


and share information that others post about you. Other people 
can also save information you have posted about yourself on 
their own phones and devices. 


2.	 Some companies will share information about you with us 
and we will share information about you with them. We won’t 
share your name or email address but we can share your age, 
location, gender and interests with advertisers all over the 
world, or people doing research. You have the right to tell us 
not to and we won’t.


3.	 If you agree to use an app on Facebook, that app might be able 
to use, share and keep the information you post on Facebook.


4.	 If you delete your account, things you have posted will be 
deleted but not things other people have shared about you.  
All the information we hold about you will be deleted by us 
within 90 days.


5.	 Officially you own any original images and videos you post, 
but Facebook can use them however it wants to and we don’t 
have to pay you any money for that. 


6.	 It’s your responsibility to make sure that other people don’t 
copy things that belong to you. We can help you do this. 


7.	 If we have deleted something of yours and you think it’s 
unfair, you have the right to complain.


8.	 We will let you know if we change our terms including how we 
use your data. If you keep using Facebook after we’ve told you 
about changes, we’ll assume that you are okay with them. 


9.	 Facebook can delete or force you to change your username or 
Page name and we can delete anything that breaks our rules. 
You can complain if you think it’s unfair.


Our rights
1.	 We use technology that can track information about you 


automatically as soon as you go onto Facebook. 
2.	 Facebook can collect information about you, including:


•	 Everything you tell us when you set up your account
•	 The pages you view, how long you spend and who you  


talk to
•	 What device you’re using, what browser and network,  


and your IP address
•	 Details about what you post or ‘like’
•	 Anything anyone else shares about you or tags you in
•	 What and who is in your address book, if it’s synced to 


Facebook 
•	 Your card details, address and what you’ve bought, if you 


buy things on Facebook
•	 Your battery and signal strength
•	 Where you are
•	 If you go onto another company’s website or app


3.	 We can use your name, profile pictures, information about 
what you ‘like’ and anything you post to make money and we 
don’t have to pay you for that. 


4.	 Facebook owns other companies, including Instagram and 
WhatsApp who can share information about you with 
Facebook. If someone buys Facebook, the sale will include 
your information. 


5.	 Facebook uses your information to suggest adverts, photos you 
should be tagged in, or places you should check in. We don’t 
have to make it obvious whether something is an advert or not.


6.	 We use your information to improve safety on Facebook. If 
we think something you post looks suspicious or might be 
breaking our rules, we will investigate it. 


7.	 If we think a law has been broken, or might be broken then we 
might get into your account and share your information with 
people involved in the case. 


8.	 If we stop your account because you break our rules, we can 
keep information about you for at least a year.


9.	 If you keep on posting pictures that belong to other people,  
we can delete your account.


10.	 When you delete a photo or video, we might still store it for a 
while on the Facebook systems.


11.	 It’s nice for us to hear your thoughts and ideas about Facebook 
but if you tell us them, and we use them, we don’t have to pay 
you any money or let anyone know you came up with the idea.


12.	 We can ban you from Facebook if you break our rules or we 
think you might try to break the rules.


The Facebook terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsFacebook
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Our rules
1.	 Everyone who uses YouTube must obey our rules.
2.	 You must be 13 or over to use YouTube.
3.	 If you want to use certain parts of YouTube, you will need to 


create an account. When you do this, the information you give 
us must be true.


4.	 Anything that happens on your account is your responsibility 
even if it has been hacked, so keep your password secret and 
make sure everything you tell us is true.


5.	 You must let us know as soon as possible if you think someone 
has hacked your account. 


6.	 Don’t upload or post anything illegal.
7.	 Don’t collect other people’s information or use anything that 


belongs to anyone else unless you have their permission.
8.	 Don’t change any part of YouTube or do anything that 


changes the way that other people use it.
9.	 Don’t try and get around or turn off anything we have put in 


place for safety and security, or any other reason.
10.	 Don’t use YouTube for anything other than for your own 


personal reasons or what is normal for people using YouTube 
and only for streaming.


11.	 Don’t copy or share content without permission.
12.	 Don’t try to use YouTube to make money unless:


•	 You upload a video that you made from scratch
•	 You have a YouTube channel that advertises your business 


or something you do
•	 You show a YouTube video on your website using YouTube 


Player 
•	 We have written to you giving you permission 


13.	 You own what you post on YouTube but we can also use it, 
for any reason, without paying you money. We can also allow 
others to use it.


14.	 You are responsible for what you upload. If it breaks our rules, 
we can delete it and stop you using YouTube.


15.	 We are not responsible for anything that appears on YouTube, 
for stuff which might upset you or is inaccurate, indecent or 
objectionable. 


16.	 If you offend or upset someone on YouTube, or something you 
upload causes them to lose money, it’s up to you to fix it. 


17.	 You might come across links to other websites that are 
not connected with us while using YouTube. We have no 
responsibility for these websites or adverts.


18.	 If you want to use YouTube you must obey these rules. If you 
break them and YouTube loses money as a result, you will 
have to pay us back.


19.	 We can stop providing YouTube or any part of YouTube to 
you for whatever reason at any time, and we don’t have to tell 
you why or let you know.


20.	 We can change these rules at any time without telling you. 


Your rights
1.	 When you create a YouTube account, your data will be 


collected by Google. You can decide whether we should 
collect some of this information by going to your Google 
account ‘activity controls’. However, these change from time 
to time, so you will need to keep an eye on them. 


2.	 You can ask us for the information we hold about you, and 
you can ask us to correct or delete it. We will help you if 
it’s practical for us to do so. We will not share your personal 
information with anyone outside Google companies, without 
your consent. 


3.	 If you want to make a complaint about your appearance in a 
YouTube video, give us the URL, tell us the exact time in the 
video that you or your information appears, and explain why 
you stand out from other people in the video.


4.	 If someone complains about a video of yours and we agree 
with them, we will let you know that you have 2 days to take it 
down or edit out their personal details. 


Our rights
1.	 You Tube is owned by Google. If you create a YouTube 


account, your data will be collected by Google and linked to 
other information Google has about you. This may include: 
•	 Your name, phone number and email address 
•	 Your friends, interests and where you live
•	 What YouTube videos you watch and the websites you 


visit
•	 Gmail messages 
•	 Photos and videos 
•	 The content of Google documents and calendars 
•	 The devices you use to access our services and your mobile 


network
•	 Search queries
•	 Time, date and length of phone calls
•	 Your computer’s unique IP address
•	  Your location. 


All of this information may be processed on servers all around the 
world, linked, and used to target adverts to you.


2.	 Privacy guidelines when using YouTube: 
•	 If someone can be identified by face, voice, name, personal 


documents or contact details, and they complain, we will 
ask the person who posted the content to take it down and 
they will have 2 days to do so. If they do not take it down 
then we will investigate.


•	 If you think others can recognise or identify you on screen, 
but we don’t think they can, then we might not ask them to 
take it down. Our decision is final. 


•	 Usually people must make their own complaints to us, but 
parents/carers can do it on behalf of children. 


The YouTube terms and conditions have been edited for 
educational purposes and are not a replacement for the original 
version, which can be found at bit.ly/TCsYouTube


Young peoples’ rights on social media: YouTube
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