Skyrocketing Gyhercrime Threatens

Economic and National Security

IT professionals needed to outsmart terrorists,
hackers and other predators.
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6 Viruses Cybersecurity Programs

By USNewsUniversityDivectony.com

In July 2011, the Department of Defense
disclosed one of its most devastating data

hrEﬂChES. It occurred in March 2011 when foreign hackers infiltrated the network of a
defense contractor and stale 24 000 military files in a single intrusion.

In anather sophisticated attack on the financial sector, an international netwark of hackers

obtained access to a financial corporation’s netwark and completely compramized its encryption.

"They were inside the system for months doing reconnaissance, which enabled them to steal
millions of dallars in less than 24 hours, when they finally took overt action,”" said Shawn Henry,
Executive Assistant Director of the Federal Bureau of Investigation, at last year's Information
oystems Security Association International Conference.

Read about the 6 MOST DESTRUCTIVE
COMPUTER VIRUSES to date

Az we rely more and more on technology to manage our daily lives, the threat of cybercrime
continues to grow in America and around the warld. The global cost of cybercrime is nearly 5400
billion a year, with more than one million victims of cybercrime every day, according to the 2011
Morton Cybercrime Report.

According to Henry, the three primary cyber cnime players are foreign intelligence services,
terrarist groups and arganized crime enterprises.

"“WWe've got hackers out to take our personal information and money, spies who want to steal our

nation's secrets, and terrorists who are looking for novel ways to attack our critical infrastructure”

he said. A major cyber attack could potentially wipe out entire companies, he said. It could shut
down our nation's electric gnd or water supply and cause serious damage to parts of our cities—
ultimately even killing people.

Fresident Barack Obama recently addressed the growing conce rn of cybercrime stating, "This
cyber threat i1s one of the most serious econaomic and national security challenges we face as a
nation." He went on to add, "America's economic prosperity in the 21st century will depend on
cybersecunty.”

Which cybersecurity program
can jumpstart your career?
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Which cybersecurity program can jumpstart your career? Learn More
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* Tvpe of Program Interested In; ¥
* Highest Level of Education: ¥
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Combat Cybercrime With
Cybersecurity Credentials From a
Leading University!

Lniversity Alliance connects you with courses
and credentials to help you train to fight
cybercrime. Each program is designed to give
you the expertise you need to have an edge in
the hooming cybersecurity job market.

Cybersecurity credentials can lead you to high-
level cybersecurity management, specialist and
analyst positions. Educational pragrams teach
prospective cybersecurity professionals to
assess risks and safequard corpaorate data.
otudents learn to evaluate security levels within
an enterprise and make improvements to protect
information systems. They alzo gain critical
thinking and decision making skills to combat
attacks on computer infrastructures and remedy
unanticipated casualties.

TRADITION. ACADEMIC EXCELLENCE. ONLINE CONVENIENCE.
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Cybersecurity Programs

YES! I'd like to learn more about a
career in cybersecurity.

According to a recent survey by Narton (Symantec
Corparation), computer viruses/malware made up 56% of
all of the cybercrime in the United States in 2011 — far
more than online credit card fraud or phishing.

Here iz a glimpse at the six most destructive computer otep 1 of 3

viruses of the past —which today's cybersecurity experts i :)
are trained to prevent — and the impact they had on those
infected. *|ndicates required fiald.

* Tvpe of Program Interested In;

* Highest Level of Education:

MNext
The Klez wirus was a pioneer for its time. It infected
camputers via an email message that — far the first time —
appeared to originate fram someone in the receiver's
address book and carned code that rendered the computer
inoperable. Cnce the wirus infected a machine, it would
search for other email addresses to send itself to. Because University Alliance connects you with courses
peaple were mare likely to open an email they thought was and credentials to help you train to fight
caming fram a trusted source, the virus spread around the cybercrime. Each program is designed to give

you the expertise you need to have an edge in
the hooming cybersecurity job market.

globe in very shart time. Klez prevented start-up and
rendered programs useless.

Cybersecurity credentials can lead you to high-
level cybersecunty management, specialist and
analyst positions. Educational programs teach

As a computer worm that targeted large organizations

including Bank of America and Continental Airlines,
sapphire achieved warldwide epidemic status, estimated to
have caused over $1 billion in damage to transpartation,

financial and government agencies. It was also known for its
speed — reportedly doubling its number of victims every few
seconds. In fact, 15 minutes from the time of its first attack,

prospective cybersecurity professionals to
assess risks and safequard corpaorate data.
otudents learn to evaluate security levels within
an enterprise and make improvements to protect
infarmation systems. They also gain crtical
thinking and decizion making skills to combat
attacks on computer infrastructures and remedy

nearly half the Internet's web servers were affected. Internet unanticipated casualties.

traffic slowed as the worm initiated denial of service (Do)
attacks across the world.

After appearing in millions of email inboxes, MyDoom was
conzidered the fastest growing virus ever spread on the weh.
It prapagated by spoofing email addresses and was delivered
as an email delivery failure with subject lines like "Mail
Transaction Failed” or "Mail Delivery System.” Naturally,
people opened the alert to investigate, and the virus would
then infect their computers, and in some cases, give
outsiders control of their machine. It would also block
access to Microsoft sites and popular antivirus sites.

Delivered via email, this virus tempted people to click an an
attachment with a tantalizing subject line that read, "230
dead as storm batters Europe.” Instead of a news story,
they received a nasty Trojan harse which injected one ar
more viruses at a time. OUnce infected, the computer became
part of a network that could be controlled remotely and used
to launch massive denial of service (Do) attacks capahble of
bringing down entire small countries.

This computer worm successfully attacked emall accounts
around the warld, including those at major corporations like
Dizney, Google, Coca-Cola and NASA. When an email with
the subject line "Here you have" arrived in inboxes,
unsuspecting users clicked on a link that appeared to be a
FOF file, causing makware to download and send a similar
email to the user's entire address boaok. This attack — that
atternpted to disable antivirus protection —was repartedly
infectious enough to cause many employees to discard their
e-mail accounts altogether.

Arguably the most complex malware ever discovered, Flame
—as known as Flamer, skKyWlper, and Skywiper — was uzed
for targeted cyber espionage in Middle Eastern countries. |t
recorded audio, screenshots, keyboard actiity, netwaork
traffic and even Skype conversations, and attempted to
download cantact information from nearby Bluetooth-enabled
devices. As of May 2012, about 1,000 machines belonging
to governmental arganizations, educational institutions and
private individuals have been infected.

WaDE AVARLSELE BY .\111_-

UNIVERSITYALLIANCE ;{%VILLANG\FA

Trie Mation's Leading Uriversities Onling e UNIVERSITY

2.

| Florida Tech

S LTy

W7 UNIVERSITY ORLING TRADITION. ACADEMIC EXCELLENCE. ONLINE CONVENIENCE.

University Aliance® iz a divizion of Bizk Education, Inc. | 2014 Bizk Education. &l rightz reserved.
Company, products and service names may be trademarks of their respective ovwners.

University Accreditation | Privacy Policy | Terms of Use



Skyrocketing Gyhercrime Threatens
Economic and National Security

IT professionals needed to outsmart terrorists,
hackers and other predators.

Article 6 Viruses Cybersecurity Programs Which cybersecurity program can jumpstart your career? LearnMore

Is a Career in Cybersecurity for You?

L

While the threat of cyber attacks i1s very real, so are the opportunities within the growing field of i

cybersecurity. From entry-level positions all the way up to executive positions, companies around YES! I'd like to learn more about a

the warld are in need of skilled cybersecurity professionals. With quality education, training and career in Whﬂﬁﬂﬂ“rin.

experience, cybersecurity professionals can establish and maintain the security of sensitive data, ALV T IR g R | : [
maintaining confidentiality and helping to ensure averall profitability. If you've ever considered a ,;;-1.-,“.,,-1}.““-“_-,_ TTITEN PRI ErT e

career in cybersecurity, now 15 a great time to learn more about this blossoming industry.

Which Cybersecurity Program Can Jumpstart Your Career? Step 1 of 3
Master of Science in ldeal Candidates :
[nformation Assurance and *Indicates requirad field.

Frofessionals with technical backgrounds who want to

Cyhersecur : : o
! B become highly trained experts and position themselves for

* Tvpe of Program Interested In;

more prominent specialist positions and leadership roles. * Highest Level of Education;
Master of Science in ;
Information Technology Yyith What You'll Learn

2 E:F'E':ia”m.;i':”-' in + Recognize threats, vulnerabilities and different security
[_Z:'_, JRFSECUFITY

architectures.
= Anahze attack models, forensics and operations processes. Combat Cyhercrime With
ru1:?:5:ter I:ZE:Er’[iﬂr-- te in » Evaluate operating system security mechanisms, and identify C‘y’bersecuriry Credentials From a
Infarmation Sys secure and unsecure features.

Leading University!

Lniversity Alliance connects you with courses
and credentials to help you train to fight
cybercrime. Each program is designed to give
you the expertise you need to have an edge in
the hooming cybersecurity job market.

gecurty » nderstand the cormmunications model and

communications encryplion.

Master Cedificate in = Analyze biometric technology and surrounding privacy and

Infarmation Security legal issues.

# Lead an arganization in adopting new technoloogy,
implementing security strategies and protecting assets

Master Certificate in against attack.

Information Security Cybersecurity credentials can lead you to high-

level cybersecurity management, specialist and
analyst positions. Educational pragrams teach
prospective cybersecurity professionals to

- e ) assess risks and safequard corpaorate data.
ificate in Information _ R
T students learn to evaluate security levels within
an enterprise and make improvements to protect
information systems. They alzo gain critical
thinking and decision making skills to combat
attacks on computer infrastructures and remedy
unanticipated casualties.

other Programs You hMay Be
Interested In
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