A SMART CAMPUS MANIFESTO EXECUTIVE STRATEGY BRIEF
IMPLEMENTING THE AI-ENABLED DIGITAL TWIN

"The Al-enabled, sustainable smart campus is not a technology program...
Itis an institutional operating model.”

By Steven C Burrell

This briefing discusses aspects of fully leveraging Operational Al and Digital Twin Technology as the campus operating system. The implementation of operational Al and
modern digital twin technology is the cutting edge of smart campus management. Together, these technologies enable new ways of managing opportunities, automate
processes, and create new economies that increase efficiency and amplify staff effectiveness.

Category Key Actions Benefits of the Expected Outcome

Stage 1 This initial stage establishes clear leadership, establishes current state, and anchors the digital twin initiative in a mission-aligned vision.
Leadership, Assessment,

and Strategy

Establish executive sponsorship.

Leverage existing governance or assemble a cross-functional
“Smart Campus Steering Council” that is tied to IT/OT
oversight and includes IT, Facilities, Academics, and
Sustainability leadership to ensure diverse perspectives are
represented.

Establishing executive sponsorship is a fundamental step in
implementing a digital twin or a smart campus because a
transformation of this scale cannot be effectively led from the middle
of the organizational chart. It requires a cross-departmental mandate
backed by the institution’s top authority to manage capital, risk, and
cultural shifts.

Formalizing a cross-functional steering council ensures that smart
campus initiatives transcend isolated technical projects to become a
unified institutional strategy. By integrating leadership from IT,
Facilities, Academics, and Sustainability, this governance structure
aligns complex IT/OT deployments with the university’s core mission,
fostering a culture of collaborative decision-making that ensures every
investment delivers holistic value and long-term institutional
antifragility.
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Key Actions

Benefits of the Expected Outcome

Stage 2
Technology and Talent
Foundation

Conduct acomprehensive campus audit of existing OT
infrastructure (IoT sensors, utility meters, BACNet), OT
systems (BMS, lighting controls, etc.), and current capabilities
(e.g., work management systems and processes).

Define clear ROI-driven value drivers (e.g., energy savings,
decarbonization, campus safety, occupant health). Specify initial
OKRs (objectives, success criteria), scope boundaries, and KPIs
(metrics)

Determine short-term, medium-term, and long-term funding
sources to support OT and Digital Twin initiatives.

Risk to Avoid: Sidestepping the “Why.”

A comprehensive campus audit provides the essential empirical
foundation for a smart campus, revealing the hidden
interdependencies between legacy hardware and modern data
requirements. By documenting the current state of OT infrastructure
and management processes, institutions can identify critical
integration gaps, prioritize remediation efforts, and ensure that the
digital twin is built on a reliable, high-fidelity representation of the
physical estate.

Defining these parameters transforms a broad technological vision
into a disciplined, evidence-based business case that ensures every
digital twin investment is directly tethered to institutional
performance and fiscal accountability. This framework prevents “scope
creep” and “pilot purgatory” by focusing resources on the specific
outcomes—such as energy efficiency and occupant safety—that
provide a clear, measurable return on investment for stakeholders.

The budget reflects the real plan. Developing a tiered, multi-horizon
funding model ensures that smart campus initiatives evolve from
isolated experiments into a permanent, resilient layer of institutional
infrastructure. By strategically linking short-term investments to long-
term operational efficiencies and capital renewal cycles, this approach
provides the fiscal stability needed to scale digital twin capabilities and
realize sustained value throughout the campus lifecycle.

Beginning without understanding the current state or an approved
vision from governance results in fragmented technology experiments
instead of a cohesive institutional transformation

This stage builds the technology and the talent required to implement a comprehensive digital twin.
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Key Actions

Benefits of the Expected Outcome

Identify the talent and authority needed to lead and manage the

implementation of the digital twin environment.

Assess needs for I'T infrastructure, such as high-speed, low-
latency, and secure networks, identity management, and cloud
computing capabilities.

Assess needs for OT infrastructure for telemetry, prioritized by
building and system, per established priorities.

Prioritize modular, adaptive, and intelligent architecture.
Identify where you might have vendor lock-in scenarios to

manage.

Securing a diverse talent pool—ranging from CIO/CfaO strategic
“Integrative Architects” who bridge technical silos to a robust
management layer of program leads and change agents—is essential for
navigating the complex shifts of a digital twin implementation. This
intentional focus on both visionary leadership and operational
management ensures that sophisticated data streams are converted
into meaningful outcomes. At the same time, institutional workflows
are successfully transformed to sustain a resilient smart campus
ecosystem.

Establishing a high-performance IT foundation—comprised of low-
latency networking, secure identity management, and scalable cloud
computing—is essential for creating the “digital nervous system”
required by a smart campus. This infrastructure ensures that the
digital twin can process massive streams of real-time telemetry with the
speed and security necessary to maintain institutional trust, while
providing the elastic compute power needed to turn raw data into
actionable insights.

Prioritizing the assessment of OT infrastructure and IoI telemetry
through a building-and-system approach ensures that deployment
resources are strategically aligned with the institution’s most critical
operational and mission-driven goals. This targeted approach prevents
data fragmentation and ensures that high-impact environments—such
as research labs or high-occupancy academic spaces—receive the high-
fidelity monitoring necessary to drive immediate gains in efficiency,
safety, and occupant experience.

Prioritizing modular, adaptive architecture ensures institutional
resilience and fosters antifragility by allowing the campus ecosystem to
evolve without disruptive, wholesale system replacements. Proactively
managing vendor lock-in is critical to preserving strategic autonomy
and data sovereignty, ensuring that operational intelligence remains a
permanent institutional asset rather than a proprietary silo that
restricts future innovation.
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Benefits of the Expected Outcome

Risk to Avoid: Ignoring legacy infrastructure

Risk to Avoid: Not investing resources into talent development.

Most campus systems weren’t designed to be intelligent or allow for
technical orchestration between analog building controls and new
digital platforms.

Beyond technical skill, the absence of talent development creates a
profound cognitive risk: a workforce that attempts to manage a
sophisticated digital ecosystem using legacy, “analog” mentalities.
Without intentional upskilling, personnel may remain tethered to
reactive, siloed, and manual workflows, failing to embrace the
proactive, systemic, and data-driven nature of modern facilities
management. This misalignment results in a “digital-analog gap”
where advanced tools are forced into old paradigms, causing the
institution to miss the shift from merely maintaining assets to
orchestrating a living, cognitive environment. Ultimately, failing to
help people evolve their way of thinking ensures that even the most
expensive digital twin remains an underutilized tool rather than a
transformative institutional capability.

Stage 3 Data is the lifeblood of the digital twin; this phase focuses on establishing a Data Estate

Data Foundation

Document Human Knowledge.

Establish data standards and naming conventions.

This aspect of data is frequently neglected due to its unstructured
nature. However, trades workers and managers possess extensive
knowledge about their facilities, and recording this tacit knowledge is
both valuable and feasible. Incorporating it into Operational Al
models helps capture years of practical experience. Documenting this
knowledge also involves individual contributors in the digital twin
initiative, allowing them to understand the project and share their
expertise. This inclusion can lead to greater adoption and integration
of digital twin capabilities into their everyday tasks.

Buildings reflect decades of change, and components of BMS and
other control systems often lack uniformity. Implementing consistent
data standards and naming conventions serves as the crucial "semantic
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Benefits of the Expected Outcome

Implement a data governance plan that identifies stewardship,
privacy, and access.

Integrate GHG Scopes 1-3 into a governed data estate.
Implement Material Passports to track embodied carbon and to
support circular-economy procurement.

Implement an API-driven data integration strategy.

Collect static data about the facilities.

Document existing key work control policies, processes, and
sources of authority.

glue” that enables various building systems and IT networks to
function together as a unified, coherent ecosystem.

Implementing a robust data governance plan ensures data and
information remain accurate, secure, and accessible, transforming raw
telemetry into a trusted "single source of truth” that drives precise
operational decisions and institutional insights.

Incorporating GHG Scopes 1-3 into a governed data estate shifts
sustainability from mere compliance to a real-time operational
approach, helping reduce regulatory risks and improving transparency
for stakeholders. Material Passports further enhance this by
supporting the circular economy—viewing physical assets as "material
banks" to maintain long-term value and reduce environmental debt
over their lifecycles. This all-encompassing data framework makes
sustainability a key factor in strengthening financial stability and
institutional resilience.

An API-driven integration strategy provides the standardized, secure
connective tissue necessary for disparate systems to communicate as a
unified campus ecosystem. By replacing fragile, point-to-point
connections with scalable interfaces, institutions can orchestrate the
real-time data flows required to power high-fidelity digital twins and
predictive analytics. This architectural modularity ensures long-term
agility, allowing the university to integrate innovations without being
tethered to legacy vendor constraints.

The stage 1 audit should have identified sources of static data.
Typically, these are in filing cabinets in a basement, full of spec sheets
and as-built documentation that can be ingested into an Operational
Al-Enabled Digital Twin to increase knowledge, productivity, and
understanding of components, systems, and buildings, leading to
greater productivity and insights.

Documenting current work control policies and authority sources
creates a clear operational baseline for shifting from manual, legacy
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Stage 4

Living Twin Activation

workflows to integrated digital management. This clarity helps prevent
jurisdictional conflicts between departments by precisely defining
decision-making processes and authority over assets and data streams.
By formalizing these procedures, the institution guarantees that the
digital twin accurately mirrors real-world governance, turning
technology into a practical extension of institutional policy.

Risk to Avoid: Siloed Data. Data trapped in proprietary systems prevents the creation of a
comprehensive virtual replica, leading to "partial truths” in decision-
making and delays in action.

Transforms the campus into a dynamic “Living Twin” with real-time telemetry and bidirectional communication. This enables
condition-based maintenance, Al-powered “what-if” simulations, and campus-wide scaling from isolated pilots to integrated predictive
systems

Connect live telemetry streams to move from descriptive to an Integrating live telemetry across building systems, energy utilides, and

Al-enabled, cognitive campus, digital twin. occupancy patterns transforms the digital twin into a cognitive
command center capable of real-time optimization and predictive
maintenance. These streams enable a shift from reactive repairs to
data-driven interventions, enhancing occupant wellness while
significantly reducing operational waste and long-term capital risk.
Ultimately, this continuous visibility ensures campus infrastructure
remains a secure, high-performing asset that is inherently responsive to
both institutional mission and sustainability goals.

Integrate work controls with the digital twin to create bi- Bi-directional integration between work controls and the digital twin

directional data integration. transforms the campus from a passive mirror into an active operational
engine that synchronizes real-time asset data with maintenance
workflows. This closed-loop system enables automation of service
requests based on predictive insights, eliminating lag from manual
entry and ensuring the digital twin remains a trusted, real-time
reflection of the physical estate. By closing the gap between insight and
action, the institution maximizes labor productivity and significantly
extends the lifespan of critical infrastructure.
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Prioritize user experience (UX) to reduce cognitive load. Prevents "technology abandonment” and ensures frontline staff see the system
Deploy Operational Al agents to provide decision-ready context as an empowering tool rather than a hurdle. Improves daily life for students
(e.g., specific parts needed) rather than cryptic error codes. and faculty by removing friction.

Use the twin to visualize and analyze physical assets, systems, Real-time visualization and analysis within a digital twin provide an

and processes in real-time intuitive "single source of truth” that collapses the complexity of

campus-scale data into actionable operational insights.

Implement automated fault detection and diagnostics (FDD) Implementing automated Fault Detection and Diagnostics (FDD)
shifts the facilities paradigm from reactive "break-fix" cycles to a data-
driven, proactive model that identifies system anomalies before they
result in critical failure. By pinpointing the root causes of inefficiencies
in real-time, FDD reduces emergency repair costs and extends the
operational lifespan of expensive campus infrastructure. This
transition minimizes unscheduled downtime, ensuring the physical
environment remains a reliable, optimized asset for the institutional

mission.
Use Operational Al to simulate "what-if” scenarios, such as The Al-powered digital twin enables the institution to run non-
modeling the impact of a power outage disruptive simulations of catastrophic events, such as power outages,

to uncover hidden vulnerabilities and validate emergency response
plans in advance. By modeling these "what-if" scenarios within the
digital twin, leadership can shift from reactive disaster management to
a proactive focus on institutional resilience. This predictive approach
ensures that mission-critical operations are safeguarded against
physical and cyber disruptions before they happen in the real world.

Risk to Avoid: Creating friction for Facilities staff Imposing sophisticated digital twin platforms without prioritizing the
human element risks alienating Facilities staff, who may perceive these
tools as a source of unwelcome surveillance or an additional
burdensome layer of administrative tasking. When technology is
introduced as a top-down mandate rather than a productivity-
enhancing partner, it creates a cultural disconnect—often referred to as
the "bridge problem" between those who manage data and those who
manage physical assets—that leads to poor data entry, circumvented
workflows, and active resistance to system adoption. To mitigate this,
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Stage s
Testing and Validation

the implementation must focus on user-centered design for
operational staff, ensuring that digital tools provide immediate,
tangible value by reducing manual inspections and streamlining work
orders, thereby transforming potential friction into collaborative
empowerment.

Testing builds trust and confidence. Benchmarking results measure success to validate the initial Key Performance Indicators (KPIs).

Allocate time to ensure data fidelity and to validate sensor
calibration.

Conduct User Acceptance Testing (UAT'), validate workflow,
and integrations.

Align microgrids with real-time carbon-intensity and pricing
data to create a Grid-Interactive Virtual Power Plant.

Conduct rigorous and recurring Cyber-Physical security testing.

The foundation of a Digital Twin is high-fidelity data. Testing begins
at the physical edge by verifying that IoT  sensors and building meters
are accurately reporting telemetry. This involves "ground truth”
testing, where physical measurements (e.g., a thermometer reading in a
room) are compared against the digital telemetry arriving in the twin.
Validation ensures that the data is not only accurate but has the correct
frequency and granularity for its intended use case.

UAT focuses on whether the visualizations and dashboards provide
actionable insights that align with existing work controls. Validation
here measures the "time-to-insight"—how quickly an operator can
identify a fault and initiate a remediation workflow through the
integrated system.

Establishes institutional control over energy management, reducing
exposure to volatile markets while actively earning revenue through
demand-response programs.

Digital Twins potentially expand the attack surface by connecting
traditionally air-gapped OT systems to the cloud. Validation requires
specialized penetration testing to identify vulnerabilities across the

" " o e :
edge-to-cloud" path. This includes verifying encrypted data transit,
identity management for service accounts, and ensuring that a
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Stage 6

Scaling and Assessment

Test Integration and API Performance.

Validate Bi-Directional Controls.

Validate semantic mapping and data ontology schemas.

Risk to Avoid: Technical debt.

compromise in the digital model cannot be used to sabotage physical
infrastructure.

Since a Digital Twin acts as an orchestrator for disparate systems,
testing the "connective tissue” is vital. This involves stress-testing APIs
and data pipelines to ensure they can handle high volumes of real-time
telemetry with low latency. Validation focuses on the "heartbeat” of the
system—ensuring that state changes in the physical world are reflected
in the digital model within the required performance window (e.g.,
sub-second updates for safety systems).

If the twin is designed for "closed-loop” control—where the digital
model can send commands back to physical systems (e.g., adjusting an
HVAC setpoint)—validation must be rigorous. This includes testing
fail-safes and manual overrides to ensure that digital commands cannot
create unsafe physical conditions or conflict with local building
controls.

To ensure the twin is interoperable, every data point must be mapped
to a standardized naming convention (such as the Brick Schema or
Project Haystack). Validation activities include verifying that "Point A"
in the Building Management System (BMS) correctly corresponds to
the intended asset in the Digital Twin's semantic model. This ensures
that, when a command is sent or a query is executed, the system
unambiguously identifies the correct physical equipment.

Older IoTI sensors and endpoints may lack the accuracy of modern
devices, so they should be checked and calibrated regularly.
Unsupervised IoT" endpoints can pose security risks by creating hidden
backdoors; therefore, cybersecurity should be integrated into the
design via zero-trust architectures.

The final stage explicitly extends the active digital twin's capabilities to additional buildings within the physical ecosystem.
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Evolve toward an "Autonomous Digital Twin" capable of
independent actions

Implement advanced Al models featuring agentic orchestration,
semantic reasoning, reinforcement learning, and generative and
agentic Al functions to turn the digital twin into an
autonomous, self-healing partner.

Position the campus as a "Living Laboratory.” Safely expose
anonymized operational telemetry to the academic and research
mission through secure data enclaves. Partner with academic
executives to help create curricula for next-gen facilities
professionals and to provide access and labs for researchers.

Regularly report on status, impact, and update the master plan
to reflect new opportunities as they arise.

Shift from "Break-Fix" and calendar-based schedules to
predictive Condition-Based Maintenance (CBM). Use real-time

Activating automated building controls, such as occupancy- or
schedule-based systems, may seem risky in many ways. However, the
true benefit is that it relieves staff workload and helps achieve energy
savings, enhancing both effectiveness and efficiency.

Advanced uses of operational Al transform a digital twin from a
simple "mirror” of the physical world into a Cognitive Digital Twin
(CDT) that anticipates institutional needs and maintains continuous
antifragility. The CDT is no longer just a tool controlled by humans; it
becomes an intelligent partner that predicts institutional needs and
maintains the long-term health of the physical estate. Itis
operationalized via Generative Al, quickly converting complex
telemetry into precise, high-quality reports. These reports bridge the
gap between technical execution and strategic decision-making,
providing context-aware insights tailored to all levels of institutional

leadership.

Accelerates innovation and research while solving the workforce
scarcity crisis by training students on real campus systems. Serves as a
platform for interdisciplinary discovery.

Regular reporting and iterative updates transform the smart campus
strategy into a dynamic "living roadmap” that evolves alongside
emerging technological opportunities and institutional needs. This
practice maintains strategic momentum by providing stakeholders
with transparent, data-driven ROI while ensuring the master plan
remains a responsive guide for long-term campus development.
Ultimately, aligning operational impact with executive vision
institutionalizes antifragility, allowing the campus to adapt seamlessly
to a rapidly changing landscape.

Transitioning to predictive and condition-based maintenance replaces

costly "run-to-fail” cycles with data-driven foresight, identifying system
anomalies before they escalate into catastrophic failures. By leveraging

real-time telemetry, the institution can optimize labor allocation and
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monitoring of vibration, temperature, and acoustics to detect

drift.

Verify expectations around ROI. Verify digital twin-derived
savings through measurement. Adjust strategies based on actual
outcomes and feedback, and maintain credibility by treating
past ROl as a guide rather than a guarantee.

Risk to Avoid: "Boiling the Ocean.”

significantly extend the operational life of high-value infrastructure.
This shift transforms maintenance from a reactive sunk cost into a
strategic engine of fiscal efficiency and institutional antifragility.

Robust Measurement and Verification (M&V) provides the empirical
evidence needed to scale institutional initiatives by quantifying fiscal
and operational returns. This "decision-grade” transparency validates
the digital twin's performance against strategic goals, ensuring that
sustainability and efficiency gains are verifiable and audit-ready for
executive oversight. By institutionalizing a rigorous ROI feedback
loop, the university maintains stakeholder trust, strategic momentum,
and funding necessary to sustain long-term digital transformation.

Scaling too rapidly may miss opportunities to address the "low-
hanging fruit” or key priorities and to demonstrate early value to the
institution. delaying momentum.
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