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Abstract. This article discusses the computational resource efficiencies gained
in binary blockchain identity validation. Most blockchain algorithms using nonce
mining are computationally intensive and continue increasing in resource usage
as the chains get larger and more convolutional. This paper contains algorithms
based on digital logic and parallel gated computation which are faster and lighter
in resource consumption. A proposed theorem for reversible gate usage is pre-
sented and deployed to speed up key exchanges in blockchain architectures.
New experiment results with digital computers and gated arrays support the
approach of distributing computation in binary secrets through blockchain blocks
later to be exploited in reversible gates. The gated array’s complete paralleliza-
tion gives significant speed advantages over digital computer signal processing
where interrupts must be used. In addition, blockchain algorithms must be trans-
lated from decimal representation to binary before computer math happens. Fur-
thermore, digital chips will process instructions in stages versus parallel gates in
gated arrays. The combination of these differences has significant impacts in per-
formance and resource usage.
The FPGA (Field Programmable Gated Array) architecture is a physical ex-
ample of a gated array architecture and is deployed in this continuing research.
More resources are required for traditional key exchange versus reversible gates
using blockchain to store previous binary keys. A previously published binary
trust algorithm is deployed and scaled in both devices and compared to Diffie-
Hellman/SHA256 key exchanges. The results point to usage of lighter binary
protocols for identity validation when computational resources need to be con-
served. This is of key importance in resource/power constrained environments
and may be useful to consider in IoT and “Green” computing.

Keywords: Blockchain, FPGAs, Identity Validation, Computational Resources,
I0T, Green Computing.

1. Introduction

Blockchain architectures and crypto-currencies have been accepted into the vernacular of tech-
nology and society, it seems that most people will know about these very soon if they don’t
already. The number of blockchain algorithms and associated uses for them has greatly increased
their velocity in the past few years [1]. Most of these newer architectures take advantage of the
greater resources available in processors by increasing complexity of their operations. As block-
chains become longer and more complicated, they tend to consume more resources.



In response, algorithms which drive complexity to a lower level have been brought forth. In
most cases, these algorithms advocate that what is required for the blockchain to process should
be directly related to the identity and validation that might be required by the terms of service. In
some cases, knowing that entity has valid identity is sufficient (for example in cases of protecting
industrial machines) to validate the message that it transmits. These lighter “protocols” advocate
using blockchain-type algorithms to drive trust and identity rather than confirm financial trans-
actions such as those put forth in the crypto-currency world. Some examples of those are in [2]
and [3]. This document makes uses of a light weight algorithm to determine if such an architec-
ture could be better served in a gated array or digital computer type of processing environment.

This document is continuation of research provided in https://www.athensjournals.gr/sci-
ences/2022-9-1-2-Medellin.pdf ; that document provides important background to the research
presented here. This paper is organized into related work which includes: number systems and
digital logic, identity, and blockchain as a means for establishing identity. Next, the discussion
focuses on computation methods and architectures differentiating between digital computers and
gated arrays. Finally, a simulation-experiment gives an example of the order of magnitude re-
source usage between the digital computer and gated array architecture in binary identity opera-
tion.

2. Related Work

Previous work is in three categories: numeric systems and digital logic, identity, blockchain as a
means for establishing identity, and the data implications associated with storing blockchain
blocks in memory.

2.1 Numeric Systems and Digital Logic

Human counting and machine counting differ significantly in their methods but not their answers.
Where a human will typically count in bases of ten (1-10, 11-20 and so forth), a digital computer
or other type of machine might count in binary (0 or 1). Even though both methods will lead to
the same answer, each is implemented differently and these implementation approaches have
significant differences.

Number systems can be discussed through their numeric bases: binary is in 0’s and 1’s, octal
will count from 0 to 7, decimal from 0 to 9 and hexadecimal from 0 to F. Each system will place
one of those characters in the representation beginning with the least significant on the right to
the most significant being on the left. For example, the decimal number 16 is the power of 1
multiplied by 10 (2" digit to the left, the number 10) plus the remainder of 6 which is a total of
16. The same number in binary would be 10000 which is the number 1 times the power of 24
(2*2*2*2=16) plus zero. Both number systems give the same result but use different bases (2 and
10) to represent their count. Humans have been counting in decimal throughout history while
machines count in binary because they count the high or low polarity of a particular cell in their
memory or circuit representation [4].

The concept of digital logic is also important in machine operations. In basic form, the system
consists of deriving results from interaction of two inputs that have either positive or negative
polarity (ie: 1 or 0) through a logic gate. For example, if inputs are set to 1,1 and an OR operation
(meaning “either or” in colloquial terms) it is interpreted as 1 OR 1, since both choices are a “1”
then the outcome is a “1” from that operation and the same outcome is given when the inputs are
(1 0) and (0 1). However, when the inputs are (0 0) then the only choice that can be selected is a



“0”. Other gates exist, for example the AND gate specifies that both choices must be the same
ex. 1 and 1 have the same outcome in that case being “1”. Inputs (1 0), (0 1) and strangely enough
(0 0) all yield “0”, this final outcome being because colloquially “0” AND “0” means the only
choice is a “0” between the inputs, the other two however correspond to negation (that they are
not the same; 0 is not 1 and 1 is not 0). Commonly used gates are given in Fig.1[5].

Inputs Logic Gate Outputs (Z)
Scenario| X Y OR NOR AND NAND XOR XNOR
1 1 1 1 0 1 0 0 1
2 1 0 1 0 0 1 1 0
3 0 1 1 0 0 1 1 0
4 0 0 0 1 0 1 0 1

Fig. 1. Inputs & Outcomes for Commonly Used Gates

Sequencing together many input/gate/output combinations will result in patterns that are com-
mon to most mathematical operations. This science of sequencing these operations into streams
that will produce certain desired outcomes is the principal objective of digital logic programming
in modern computer systems. In that scenario, human language-like instructions are interpreted
by a variety of tools to yield deconstructed operations that can be executed by machines to pro-
duce the desired outcome from a given operation[6]. Computer programming can be thought of
instructing tools to decomposed desired outcome statements and execute them in logic gates[7].

2.2 Identity

Validation that a message comes from some entity that is in fact who they say they are is a critical
property to achieve in secure environments. Several standards recommend that such validation
of identity take place through security controls. Organizations such as NERC CIP (Nuclear En-
ergy Commission/Critical Infrastructure Permanent standard) and ISO/IEC (International Stand-
ards Organization/International Electrotechnical Commission) standard 27002 require authenti-
cation to provide access. In the case of NERC CIP prescribes heavy penalties for non-compliance
[Ind Network Security Book]. The identity property will be used to evaluate the two architectures
proposed in the experiment.

Verification implies mathematical validation to a degree that the arithmetic operation per-
formed can only result in one and only one outcome. This is a key proposition of modern cryp-
tography [engineering cryptography]. Stallings [8] defines identity as a property of modulo op-
erations as follows:

(0+w)modn=wmodn e
(1*w)modn=wmodn )

The above can be proven in binary numbers by: 0 V 1 mod0=1(1mod0=1),1 A 1 mod

0=1(1mod0=1)or; OV1Imodl=0(1mod1=0),1 A1lmod1=0(1mod1=0).

Coincidentally, using the XOR gate () holds the same properties and will be discussed later in
section 3.

2.3 Blockchain as a means for establishing Identity

Blockchain is a technology architecture pattern that enables sequencing and validation of events
via computation. The concept was made famous by Nakamoto (an unknown entity) [9] but has
roots in the byzantine generals problem. In that case, generals are confirming the time of attack
on an adversary without having instructions from a higher officer. They establish communication



between themselves and at some point in time, there is sufficient consensus of when to attack
[10]. This consensus process has been the subject of much study but in the Nakamoto paper it is
derived when a particular entity (a “miner” in most cases) can provide the singly used number (a
“nonce” [11]) to validate the specific encrypted block. In [9], the miner is an entity that provides
the “Proof of Work”, proof that it has done the work to find the encryption key that contains the
nonce for the block being verified. Extrapolated to the byzantine generals problem, this would
mean that there is a message to attack that has been mathematically verified by an entity that has
done the work to verify and is therefore valid. A graphic example of blockchain blocks is given
in Fig. 2.

BLOCK O

PrevHash | Nonce
Merkel Tree Root

Y

Fig. 2. A Sample Partial Blockchain Sequence and Block

Several methods of consensus have been proposed in addition to PoW, some are proofs of an
activity (Proof of Computation “PoC” where the highest proportion of the computation resources
in the blockchain network has been spent by one entity and therefore constitutes the ability to
verify, e.g. “I did most of the work™ [12]). These methods also tend to be computationally inten-
sive, increasing in resource requirements as the blockchains get longer in number of blocks since
most of the time either there are more participants (as in PoC above) or more blocks are added to
the algorithm (PoW above; since there is a previous carry-forward element to each block).

Other methods of consensus have been proposed whereby the computational aspects might
not be as severe as the examples cited above. Several of those methods constitute in appointment
of one “master” or representative within the network who will validate the next block or set of
blocks. These are sometimes appointed by receiving the most number of votes [13] or by random
number assignment [14]. This article uses the second method for selection of a “machine-man-
ager”; the appointment of one machine in the network which executes the tasks outlined below
during it’s time-dimensioned reign (or “epoch”) as proposed in [16]. The tasks that are performed
by the manager are:

1. Conduct the randomized election of the next machine-manager/backup manager.
2. Notify the two machines in #1 (obtain acknowledgement from them).

3. Notify the network of the election through a special key and operation

4. Issue the epoch’s public key.

5. Issue private keys to newly admitted members.

6. Deprecate private keys to newly expired members.



7. Issue operations key (optional, based on storage requirements).
8. Hash closure of the epoch block.

The above are stored in the epoch’s block and the epoch is considered closed until another
one begins and machines communicate using the announced keys in their dialogue in Fig. 3.

Participant A Participant B
(1) Consult Blockchain

Op: get current hash

Op: encrypt original epoch and secret

key with current hash and epoch hash

Send message #1 to B------ —>(2) Rec: original epoch hash / epoch and secret

key encrypted with hash
Op: consult B/C for hash
Op: decrypt message with hash & get prior epoch
Op: get prior hash of epoch, decrypt secret key
Op: verify blockchain: no deprecation
Op: If ok, encrypt B’s epoch of admit + that secret
key with epoch and hash

3¢ Send message #2

Rec: B’s admit epoch & secret key

Op: XOR decrypt B’s with hash & epoch

Op: Compute implied B’s secret key for encryption

Op: XOR B’s implied secret key with gate sequence

Send message #3------------ —>(4) Rec message #3
Op: XOR decrypt B’s w gate sequence & verifies
computation

< Send: ACK (message #4)

Fig. 3. Handshaking Dialogue
Guide: Op : Operation, Send : Transmit, Rec : Receive

The above method stores the key components for a time-dimensioned epoch in non-volatile
memory for later retrieval and is significantly different than other methods such as Wei et. al.
[15]. In that specific document, binary exchange keys are performed in a static computation
method similar to the ones that will be tested in the experiment below (DH/SHA256). Further-
more, those methods do not use the concept of storing state from a previous dimensioned epoch
for later use and retrieval in dialogue to validate identity. Identity is thus validated with a time
dimension rather than specific primary key style exchange.

2.4 Blockchain Blocks and Storage Requirements

In addition to processing specific instructions via gates, the gated array will also necessitate stor-
age for the blocks of the blockchain. The blockchain storage requirements for the model [17] and
the sample block organization / traversals are in Fig.4.:




Component Contents [ ——
Epoch ID Sequential number for the epoch W @
Manager secret key and epoch 4096 bt key + original epoch of admission Epoch ID
Public key 4096 bit ker generated by manager for the eppch gfﬁe Epech g ; g;f:&“;"tf rfvle"l:;
Gate sequence 4096 x 2 bit key corresponding to the gate being used "(:bi*:y through blockchain
Admitted Secret Keys Sequences of 4096 bits for new members yverm fﬁ:ﬁ X i
Deprecated epoch/keys Deprecated sequences of previous members D:ec'zdy
Current hash Previous hash XOR public key XOR gate sequence XOR manager | {omeree

epoch XOR manager secret key XOR current epoch XOR nonce

Fig.4. Blockchain Block Components and Sample Traversals Through Memory

The blockchain block used in estimating storage requirements in Fig. 4 are 6,832 bits per block
(assumes no gate sequence and deprecated sequence).

3. Computational Methods and Architectures
This section is focused on discussing how logic and mathematics impact the computational load
and how it is present in computer architectures. First, a discussion on human and machine oper-
ations presents the basic differences between how a human might arrive at an answer versus a
machine. Next, a focus on digital logic leading to “reversible” gates and combinations that will
help to explain how the two approaches; digital computer versus gated array might have some
differences on the amount of resources used to derive a particular answer. This part of the article
conveys the basic premises for the experiment that is presented in the subsequent section.
Validating identity in this document is defined as the ability to compute results on combina-
tions of large chains of binary digits. The third focus of this section is to provide a discussion of
the computational gates that are used in binary exchanges between gated arrays enabling them to
validate the identity of an external communicating machine. Following the aspects of human vs
machine operations, a specific discussion focuses on the properties of XOR and XNOR gates and
the ability to create a model where if three of the components in the gate equation are known, the
fourth will be able to be derived. Next, a discussion on the x86 instruction set execution is pro-
vided to set a common understanding of the 5 stage sequence processor architecture that is used
by most common digital computers and the overhead associated. The final part of this section
introduces two key computational aspects of gated array processing, the single stage instruction
computation and the parallelism aspect of this architecture.

3.1 Human vs Machine Operations

Human beings perform arithmetic operations in a similar but uniquely different than digital
or analog machines. Most human arithmetic is based on the decimal system (see above discus-
sion), we count in 10’s, add and subtract in 10’s and express our thoughts in series of 10’s. Com-
puting machines however, count and perform operations on binary numbers (0/1) via logic gate
comparators in order to derive and report results. A key part of both tool sets is the ability to shift
characters (0/1 or 0-9) to the left in order to utilize the multiplicative “power of””. As discussed
above, a “1” in the left most of two digits signifies the number 10 plus whatever is on the right
side of a two digit number (0 to 9; means 10 to 19 in human).

Machine operations also use basic symbols of addition/subtraction (“+” in human and OR in
machine, NOR or OR NOT for “— in machine) and multiplication/division (“X” in human and



AND or NAND for “/” in machine). In a very simplified example, the binary number 6 (0110)
OR; added to the number 2 (0010) would go through the process of (from leftmost position):

1.OORO0is 0.

2. 1 OR 1is 1 with a carry of 1 (0 for that digit because of the carry of 1).

3. 1 OR 1 (because of a carry of 1) is 1; but with a carry of 1, represent as 0.

4. 0 OR 0 is 0 but because of the carry of 1 isnow a 1.

5. The final result is three 0’s and a 1 in the left most bit (1000) and 8 in human count.

A similar process would be followed for multiplication except the gate to be used would be
the AND gate. The same addition process can be achieved by “shifting” bits as follows (OR gate):

First (Input): Second (Shift): Third (Operate):
0110=6 > Original 1100 < Shift left 1 digit 1000 =8 <1 s cancel out

0010=2 > Addition 0100 < Shift left 1 digit

Then, substitute a 0 for the 3" digit where both are the same (0 or 1) gives the result of 1000.
This shifting operation is significantly less power consuming than performing the operation as
done in the first part of the example since we are just shifting the position of the registers [18]
this is ultimately how almost all processors execute arithmetic operations of addition. The power
of using shifting and other logic encoded operations in their native state (without translation from
human representation) is a resource saving tool that will be used in the experiment later in this
document.

3.2 Associative Properties of XOR and XNOR Gates
The associative property of mathematics states that for either addition or multiplication equations
[19]:

{(AvB)v C=Av(BvC)}&&{(AAB)AC= AN (BAC)} 3)
therefore, by implication these operations:
{(A®B)®C=AD®BD®C)}&&{(AOB OC=40 BOCO)} @)

(the above are also valid without parentheses placement)

In the case of the XOR and XNOR gates, only 4 outcomes are possible with 3 input variables
in either XOR or XNOR (in Table 1 below, “C” column corresponds to “0” for XOR and “1” for
XNOR). The objective of the table is to first try to predict the value of a variable based on the
other three variables provided. For example, in the column “Predict C” the value of C is being
predicted in the second row based on the values of A,B and D (1,0,1) which yields the value of
(0) for C according to the truth table. In the cell adjacent to the right, the standard value of
(0,1,1=0) has been assigned, there are only 4 standard values in the table and all entries comply
with that format. This has been done exhaustively throughout the table in order to determine if
there are any other solutions than the four presented in the bottom row. Please note that only four
outcomes exist when three binary inputs are provided.



Table 1. Standardized XOR and XNOR Operation Outcomes with Three Input Binary Digits

Input 1 Input2 Operation Output Stdized.|Predict C Stdized. |Predict A Stdized. | Predict B Stdized.
[A]  [B] [C] [D] AB,C=DA,BD=C Comb. |B,C,D=A Comb. |A,C.D=B Comb.
0 0 0 0 10,0,0=0] 0,0,0=0 1 0,0,0=0 | 0,0,0=0 1 0,0,0=0 | 0,0,0=0 10,0,0=0
1 0 0 1 :0,0,1:1 101=0"0,1,1=0 | 0,0,1=1 ! 0,0,1=1 | 1,0,1=0 10,1,1=0
0 1 0 1 100,1=1] 0,1,1=0 | 0,1,1=0 | 1,0,1=0 | 0,1,1=0 | 0,0,1=1 §0,0,1=1
1 1 0 0 10,1,1=0] 1,1,0=0 1 0,1,1=0 | 1,0,0=1 1 0,0,1=1 | 1,0,0=1 10,0,1=1
0 0 1 1 joo1=1]001=1]001=1]011-0] 0,1,1=0  0,1,1=0 Jo,1,1-0
1 0 1 0 10,1,1=0] 1,0,0=1 | 0,0,1=1 | 0,1,0=1 | 0,0,1=1 | 1,1,0~0 | 0,1,1=0
0 1 1 0 10,1,1=0] 0,1,0=110,0,1=1 | 1,1,0=0 1 0,1,1=0 | 0,1,0=1 10,0,1=1
1 1 1 1 o= = o= pa= o= | p= o=

| Standardized Binary Combinations:

[0,0,0=0 [0,0,1=1 [0,1,1=0 [1,1,1=1 |

In the case of the underlined & italics table cell by associative property:
Predictive Equation = Standardized Combination
{1®001}=0={01D1} ®)
(from above, it is valid in any form of parentheses placement)

This is also the case for the rest of the table entries. Given the above the following theorem and
proof are proposed:

Proposed Theorem: “For any combination of three binary digits, 1 or 0 when the XOR or the
NOR gate is used to evaluate the logic operation, the fourth digit shall be equal to 0 when any
combination of the first three has all the values of 0 or only one of the first digits has the value
of 0 else the value of the fourth digit shall be equal to 1.

Proposed Proof:
{02 000}=0&& {00 00O0}=0 (6)
{08 1@01}=0&& {00 10O1}=0 @)
{02 0@01}=1&&{0O0001}=1 ®)
{12 1@1}=1&&{1O0 101}=1 )

The proposed theorem’s reduction drives significant additional efficiency in computation. It
also increases in importance when large chains of the gated operations serve to establish modular
arithmetic identity (see section 2.2). The impact on processing of the length of the binary chains
(used as keys in the experiment) can be much mitigated by deploying the concept described
above; it is reduced to a simple “if” statement.

3.3 x86 Staged Architecture
As mentioned above, the x86 processor architecture is featured in modern digital computers. It
forms the basis for ARM and Intel commercial processors which tend to be the most used in
anything from laptop to tablets and other such devices. The architecture processes one instruction
at a time in five stages [20] (Fetch (F), Decode (D1), Memory (D2), Execute (EX) and Writeback
(WB)) shown in Fig. 5 below:



E 1: [F ]1[D1] [D2] [EX] [WB]
D1 2 [F ][D1] [D2] [EX] [WB]
D2 3: [F ][D1] [D2] [EX] [WB]
= 4 [F 1[D1][D2] [EX] [WB]
S [F 1[D1] [D2] [EX] [WB]
wB
The i486 Pipeline Five instructions going through a pipeline at the same time.

Fig. 5. Five Stage Instruction Architecture (GameDev.net)

This process is repeated throughout the life of a program, one instruction at a time. A detailed
discussion of the above has been the topic of books and is beyond the scope of this document.
The principal items to take forward from this sub-section are:

a. The instructions are executed one at a time, in stages with 3 to 5 CPU cycles.

b. The memory penalty can be high if the data is not in high level cache or registers.

c. The CPU operates faster than the gated array but not more efficiently.

d. The additional CPU resources to execute and these resources may be significant.

e. Additional cores (4-8 at the time of this writing) enable a level of parallel execution.

3.4 Gated Array Architecture

Gated arrays in contrast with digital computers contain only I/O Cells where data or instructions
can be input) and logic blocks (gates for processing logical operations), some may be special
gates for aggregation of results. Gated arrays are usually complemented with volatile memory
(RAM) and sometimes with non-volatile memory (Solid State Disk Arrays, SSD) [21] Fig. 6
below [22] illustrates the basic architecture of the gated array.

Interconnection
Logic Block Resources

I/0 Cell

s
k=
r
kL
r
[ ]

rarararas

hdbhdhJdhkd .=

il s
Fig. 6. FPGA Conceptual Architecture
Using Fig. 6, instructions for channeling to a XOR or XNOR logic block and necessary data for
the operation would initiate the process through I/O cells. Next, the logic block would perform
the operation between the two data points and channel the output either to another logic block
(for further chaining of operations, for example an AB XOR->C XOR->D) or to an I/O cell. The
instructions for directing this processing are created using HDL (Hardware Definition Language)
and specifically indicate to the circuitry the sequence and usage of the gates to effect a desired
condition. Gated arrays can range from thousands of gates (the one used in the experiment) up to
millions for specialized (and higher price) models [23]. Gated arrays will typically operate at a
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much slower speed (Megahertz vs Gigahertz) and also consume much less energy since they do
not have the memory capacity or potentially the additional peripherals that other devices provide.
From a throughput processing perspective, the following characteristics distinguish these de-
vices:

1. Processing multiple banks of data in parallel without impacting indirection.
2. Processing concurrent vectors of data (many values in an array, all at once).

For our purposes, the above enable the processing of many XOR/XNOR values at once without
incurring the 5 stage decomposition of each instruction. The parallel execution, concurrent oper-
ations, and native execution allows these processors to be able to compete and win in certain
system architectures.

4. Proposed Experimental Models

The proposed blockchain experimental model is one where xor and xnor operations are used to
derive results. As discussed in section 3.1 above, these particular gates can be de-aggregated into
four specific terms, two inputs, one operation and one output, knowledge of 3 of them will pro-
vide the value for the fourth one with logical certainty (a tautology [24]). The specific model [25]
proposes to store key values in 256 bits for each of the four values. One value is given as the
private key (the first input for example) for the specific machine and stored in non-volatile
memory at the local level. A second value (the second input for example) is the “epoch” value of
same length and is generated each epoch by the machine-manager of that epoch (an epoch is a
time-delimited segment where that key is valid). A third value constitutes of the operation value
and may be issued by the manager from time to time instead of the epoch value. A fourth value
(the output for example) may also be issued by the epoch manager-machine. The manager-ma-
chine may issue one or two values at the beginning of the epoch with the directive to substitute
(in case of 2) or regenerate the epoch key (if only one is issued) internally based on the other two
public values stored in the machine’s memory.

In this specific document, the research is focused on fetching blocks from memory and pro-
cessing them through XOR or XNOR gates directed by the gate sequence chain only. These are
the major components of the dialogue in Figure 3.

4.1 Comparison Models

The Diffie-Hellman and the SHA256 variation will be used to compare vs the one described in
this document. Both those algorithms use discrete modular mathematics to arrive at a particular
key which will be used for authentication and cryptography of messages. Traditional Diffie-Hell-
man will be used in the FPGA experiment and the SHA256 will be used for the digital computer
version. An example of Diffie-Helman is as follows [26]:

a. Alice and Bob share a prime number (353) & a 2" number less than the first (3).

b. Alice and Bob generate a product that is less than the prime (97 and 233).

c. They calculate the second * third Modulo the prime number and exchange that product
(248 and 40).
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d. The exponentiate the number generated in c to the power of the number received in ¢ Mod-
ulo the prime number (160 for both) and that is their shared key for encryption and authen-
tication.

The above operation generates 2 operations in (a), 1 in (b), 1 in (c) and 1 in (d) for a total of 5
operations required from each. The SHA256 computation is similar to the traditional Diffie-Hell-
man and more readily available in in modern software, that will be used in the digital computa-
tion. In contrast, the key generation algorithm (including the RAM memory fetch) will be scaled
4 times per interchange for comparable operation (see sections above).

4.2 Simulation Environments
Two simulation environments were provided to test the algorithms discussed in this section:

1. Apple Macintosh MacBook Pro 2021, Apple M1 Pro Chip (similar to Intel corei7), 16GB of
RAM.
2. Xilinx Baysys 32 FPGA board, 32Mb RAM, 280,000 logic gates.

The monitoring and Interactive Development Environments (IDE) were as follows:

1. Linux “top” command, Visual Studio Code 1.87, Source: Golang, Compiled: C.

2. Vivado Xilinx CAD FPGA, through synthesis. DH configuration in Verilog HDL, this doc-
ument’s configuration in VHDL (both simulated and synthesized to gate configurations in the
vivado toolkit).

Both the above have monitoring tools for determining resource usage.
The code models that are being used are:

GOLANG Diffie-Hellman: “GOLANG CRYPTO/ECDH AND THE TPM” [27].
Verilog Diffie-Hellman: “borabarduk/KeyExchangeFPGA” [28].

GOLANG Binary Key Exchange: Appendix A.

VHDL Binary Key Exchange: Appendix B.

Bl M

5. Experiment Results
The models were executed in their respective environments with the following results.

5.1 Digital Computer Results

The two GOLANG models were compiled into C executable binaries and their execution results
and sources are documented in Table 2. The keys generated by the two algorithms are 1024 bits
(64 Hexadecimal Characters).
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Table 2. Digital Computer Results (D.H.=Diffie-Hellman, Gate=This Document)

5.2 Field Programmable Gated Array (FPGA) Results

Number of| D.H. Gate D.H. Gate D.H. Gate
Exchanges | CPU Time | CPU Time | Memory | Memory | Threads | Threads
1000 0.13 sec| 0.02 sec| 3457K| 2993K 5 5
5000 0.56 sec| 0.05sec| 6833K| 3009K 6 5
10000 1.10 sec| 0.09 sec| 7329K| 2977K 7 5
15000 1.63 sec| 0.11 sec| 7745K| 3041K 7 5
20000 2.16 sec| 0.14 sec| 7649K| 2849K 7 5
30000 3.23sec| 0.19sec| 7793K| 2849K 7 5
40000 430 sec| 0.24 sec| 8609K| 2849K 7 5
50000 536 sec| 0.30 sec| 7777K| 2945K 7 5
100000| 10.70 sec| 0.58 sec| 8225K| 2945K 7 5

The two hardware definition language models were simulated for correctness and synthesized for
hardware specific configuration Xilinx xc7a35ti. Their execution results and sources are docu-
mented in Fig. 7 and Table 3.

Summary Summary

Power estimation from Synthesized netlist. Activity
derived from constraints files, simulation files or

On-Chip Power Power estimation from Synthesized netlist. Activity | On-Chip Power
derived from constraints files, simulation files or —

vectorless analysis. Note: these early estimates can 2408 W (9

vectorless analysis. Note: these early estimates can
i

change after implem

Total On-Chip Power:

Design Power Budget: Not Specified Design Power Budget: Not Specified 2259 W (94%
Process: : Process: b1 [ Device staticc.  0.084W (3%
Power Budget Margin: N/A Power Budget Margin: N/A

Junction Temperature: 25.3°C Junction Temperature: 37.4°C

Thermal Margin: T4T°C (149 W) Thermal Marg 62.6°C (124 W)

Ambient Temperature: 25.0°C Ambient Temperature: 250°C

Effective BJA 50°C/W Effective A 5.0°C/W

Power supplied to off-chip devices: 0 W Power supplied to off-chip devices: 0 W

Confidence level.

invalid switching activity

Dynamic
100%

Device Static:

0.059 W

to find and fix

0000W (0%
0.059 W (100

change after implementation.

Total On-Chip Power:

Confidence level:

invalid switching activity

97%

2472 W 94%

to find and fix

1 0073W (3%
0076 W (3

Fig. 7. FPGA Power Results (Binary Exchange vs Diffie-Hellman)

The screen shots in Fig. 7 are from the binary key generation (left) and the Diffie-Hellman keys
generation. In the binary key we see the usage of power is largely on the device static front since
the processing of the binary exchange is done almost instantaneously in one operation. The one
on the right displays the mathematical overhead of generation and exchange of keys through the

DH algorithm (most of the power is dynamic and used in application logic).

Gated| Power CPU

Array Used Time | Memory
D.H.| 2.472W| 0.27 sec 1470K
Gate| 0.059 W | 0.05sec| 1475K

Table 3. FPGA Results One Key Exchange
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Table 3 summarizes the results of the FPGA experiment indicating that there is a significant
power savings in using the binary gated algorithms vs generation of traditional DH keys. A fur-
ther discussion is provided in section 5.3 below.

5.3 Results Discussion

The four experiments above strongly point to significant efficiencies in using the gated key ex-
change versus the Diffie-Hellman algorithm. The probability of attack success using brute force
style for that algorithm is given in [17] and was reported at a range of 216 to 21,048,576 de-
pending on number of valid keys in an epoch and the time interval between epochs and regener-
ation of keys. Continuous regeneration of keys for the gated algorithm would definitely cause
more resources to be consumed and that specific aspect of the model was not tested in this ex-
periment. The scope of testing was given to key generation and exchange between two machines
with different algorithms and in that case the gated algorithm has a very clear advantage. Caution
is given to future implementations to test further with specific service level agreements and prob-
ability of attack success vs resource usage (emphasis added).

In the case of the digital computer, the operating system (os) increments the number of threads
very quickly from 5 to 7 (the maximum available for application execution is 7) and increases in
memory are seen through the rest of the experiment. This is due to increased memory require-
ments in temporary storage due to saturation of the computation space. Key generation and ex-
change remains fairly stable at a rate of 0.13 / 1000 to 0.11 / 1000 (the last iteration:
10.71/100,000). That compares to the os only assigning 5 threads to the gated algorithm and
stabilizing at around 3,000K in memory and consistent generation of keys at the rate of 0.02 /
1000 to 0.006 / 1000 (the last iteration again: 0.58 / 100,000). Given these statistics, the gated
execution has dramatic advantages over the Diffie-Hellman in generation and exchange of keys.
These advantages would also translate into power savings (however, power savings is not as
important in digital computers because they can be linked to an electrical outlet fairly easily).

In the case of the FPGA, the results are also quite dramatic in execution times and consumption
of power. Because of the parallel nature of FPGAs the memory aspect does not need management
in a similar fashion as when threads are saturated and more swapping of memory needs to happen
(digital computers). Because of the key size, the memory requirements are fairly similar (almost
the same) in both executions. However, the low computational aspects of the gated algorithm
translate into significant time of execution and power requirements. These are key attributes in
the Internet of Things (IoT) and also in Green Computing where conservation of energy whilst
maintaining SLA is paramount to operation of the system.

6. Future Work

This document focused on one part of the execution aspects of a security system. Both algorithms
are self-contained when it comes to validation of identity. The study did not delve into the aspects
of key management or regeneration which also require significant resources (especially in the
case of the gated algorithm where the parameters are only valid in a particular epoch). A key
characteristic of the gated algorithm is the appointment of managers who generate/regenerate
keys for future epochs. The manager elections, the manager tasks and the communications be-
tween the IoT devices will also need to be modeled and that is an aspect of the future work that
has to be addressed.
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The simplicity of the algorithm is obfuscated by this randomness both in key size, epoch du-
ration, manager election, addition/deprecation of members and other aspects that together will
have a strong impact on performance and attack resiliency. These aspects would need to be also
modeled before any field implementation is to be undertaken.
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APPENDIX

A. Golang Code

package main

import (
"fmt"
"math"
"os"
"os/exec"
"strconv')
func main() {

keySize :=1 ; numlter := 1 ; productls :=0 ; sum :=0 ; printMe :=0
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fmt.Println("Format is key size, num conversions, 1 for print detail or 2 for print diagnostics only
(linux)™)

if len(os.Args[1])!=0{keySize, = strconv.Atoi(os.Args[1])}

if len(os.Args[2])!=0{numlter, = strconv.Atoi(os.Args[2])}

if len(os.Args[3])!=0{printMe, = strconv.Atoi(os.Args[3])}

var x [16384]int ; var y [16384]int ; var z [16384]int

fori:=0;1<16384;i++ {// generate 3 values in the arrays, fill them

x[i]=1% 2 ; y[i]= int(math.Abs(float64(x[i]-1 % 2)))

if int(math.Log(float64(i)))&1 == 0 {z[i]=1}

H

for j :=0; j <numlter ; j++ { / for number of key conversions to be done

if printMe==1 {fmt.Println("Key Conversion Number",j+1)}

for i := (keySize*j%4) ; i <keySize + (keySize*j%4) ; i++ { // for the key size, generate key
Hifx[i]+y[i]+z[i]%2==0|| x[i]+y[i]+z[i]==2 {productls=0}else {productls=1} // commented out:
computed using article procedure

if x[i]+y[i]+z[i]%3<2 {productls=1}else{productls=0} // computed using modulo operation per
article

if printMe==1{ fmt.PrintIn("x",x[i],"y",y[i],"z",z[i],"res",productls)} // verbose output

H

sum ++

H

if printMe==1||printMe==2 {fmt.PrintIn("number of conversions",sum,"key size" keySize)} //
verbose output

if printMe==l1||printMe==2{out,  := exec.Command("top","-c","d","-F","-R","-0","cpu","-
1","1","-n","3").Output()

output := string(out[:])

fmt.Println(output)} // verbose output for linux

}
B. VHDL Code

library IEEE;
use [IEEE.STD LOGIC 1164.ALL;

entity bin_genl is
end entity bin_genl;

architecture Behavioral of bin_genl is
begin

process is
-- Reg_Proc: process (clk)

variable in_1 : std logic_vector (1023 downto 0);
variable in_2 : std logic_vector (1023 downto 0);



17

variable out_1 : std_logic_vector (1023 downto 0);
variable 1 : integer;
begin

in 1:=
"00110011001100110011001100110011001100110011001100110011001100110
01100110011001100110011001100110011001100110011001100110011001100
11001100110011001100110011001100110011001100110011001100110011001
10011001100110011001100110011001100110011001100110011001100110011
00110011001100110011001100110011001100110011001100110011001100110
01100110011001100110011001100110011001100110011001100110011001100
11001100110011001100110011001100110011001100110011001100110011001
10011001100110011001100110011001100110011001100110011001100110011
00110011001100110011001100110011001100110011001100110011001100110
01100110011001100110011001100110011001100110011001100110011001100
11001100110011001100110011001100110011001100110011001100110011001
10011001100110011001100110011001100110011001100110011001100110011
00110011001100110011001100110011001100110011001100110011001100110
01100110011001100110011001100110011001100110011001100110011001100
11001100110011001100110011001100110011001100110011001100110011001
1001100110011001100110011001100110011001100110011";

in 2:=
"01010101010101010101010101010101010101010101010101010101010101010
10101010101010101010101010101010101010101010101010101010101010101
01010101010101010101010101010101010101010101010101010101010101010
10101010101010101010101010101010101010101010101010101010101010101
01010101010101010101010101010101010101010101010101010101010101010
10101010101010101010101010101010101010101010101010101010101010101
01010101010101010101010101010101010101010101010101010101010101010
10101010101010101010101010101010101010101010101010101010101010101
01010101010101010101010101010101010101010101010101010101010101010
10101010101010101010101010101010101010101010101010101010101010101
01010101010101010101010101010101010101010101010101010101010101010
10101010101010101010101010101010101010101010101010101010101010101
01010101010101010101010101010101010101010101010101010101010101010
10101010101010101010101010101010101010101010101010101010101010101
01010101010101010101010101010101010101010101010101010101010101010
1010101010101010101010101010101010101010101010101";

out 1
:="000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
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00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000";

foriin 1 to 2 loop

report "i-" & integer'image(i);

if >0 then

out 1:=in_1xorin 2;

end if}

report "1-" & std_logic'image(in_1(1023-1));
report "2-" & std_logic'image(in_2(1023-1));
report "O-" & std_logic'image(out 1(1023-1));
end loop;
wait;

end process;

end Behavioral;



