DEMOCRACY IS LOSING THE PROPAGANDA WAR

AUTOCRATS IN CHINA, RUSSIA, AND ELSEWHERE ARE NOW MAKING COMMON CAUSE WITH
MAGA REPUBLICANS TO DISCREDIT LIBERALISM AND FREEDOM AROUND THE WORLD.
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On June 4, 1989, The Polish Communist Party Held Partially Free Elections, Setting In
Motion A Series Of Events That Ultimately Removed The Communists From Power. Not
Long Afterward, Street Protests Calling For Free Speech, Due Process, Accountability, And
Democracy Brought About The End Of The Communist Regimes In East Germany,
Czechoslovakia, And Romania. Within A Few Years, The Soviet Union Itself Would No
Longer Exist.

Also On June 4, 1989, The Chinese Communist Party Ordered The Military To Remove
Thousands Of Students From Tiananmen Square. The Students Were Calling For Free
Speech, Due Process, Accountability, And Democracy. Soldiers Arrested And Killed
Demonstrators In Beijing And Around The Country. Later, They Systematically Tracked
Down The Leaders Of The Protest Movement And Forced Them To Confess And Recant.
Some Spent Years In Jail. Others Managed To Elude Their Pursuers And Flee The Country
Forever.



In The Aftermath Of These Events, The Chinese Concluded That The Physical Elimination
Of Dissenters Was Insufficient. To Prevent The Democratic Wave Then Sweeping Across
Central Europe From Reaching East Asia, The Chinese Communist Party Eventually Set

Out To Eliminate Not Just The People But The Ideas That Had Motivated The Protests. In

The Years To Come, This Would Require Policing What The Chinese People Could See
Online.

Nobody Believed That This Would Work. In 2000, President Bill Clinton Told An
Audience At The Johns Hopkins School Of Advanced International Studies That It Was
Impossible. “In The Knowledge Economy,” He Said, “Economic Innovation And Political
Empowerment, Whether Anyone Likes It Or Not, Will Invariably Go Hand In Hand.” The
Transcript Records The Audience Reactions: “Now, There’s No Question China Has Been
Trying To Crack Down On The Internet.” (Chuckles.) “Good Luck!” (Laughter.) “That’s
Sort Of Like Trying To Nail Jell-O To The Wall.” (Laughter.)

While We Were Still Rhapsodizing About The Many Ways In Which The Internet Could
Spread Democracy, The Chinese Were Designing What’s Become Known As The Great
Firewall Of China. That Method Of Internet Management — Which Is In Effect
Conversation Management — Contains Many Different Elements, Beginning With An
Elaborate System Of Blocks And Filters That Prevent Internet Users From Seeing
Particular Words And Phrases. Among Them, Famously, Are Tiananmen, 1989, And June 4,
But There Are Many More. In 2000, A Directive Called “Measures For Managing Internet
Information Services” Prohibited An Extraordinarily Wide Range Of Content, Including
Anything That “Endangers National Security, Divulges State Secrets, Subverts The



Government, Undermines National Unification,” And Is Detrimental To The Honor And
Interests Of The State” — Anything, In Other Words, That The Authorities Didn’t Like.

The Chinese Regime Also Combined Online Tracking Methods With Other Tools Of
Repression, Including Security Cameras, Police Inspections, And Arrests. In Xinjiang
Province, Where China’s Uyghur Muslim Population Is Concentrated, The State Has
Forced People To Install “Nanny Apps” That Can Scan Phones For Forbidden Phrases
And Pick Up Unusual Behavior: Anyone Who Downloads A Virtual Private Network,

Anyone Who Stays Offline Altogether, And Anyone Whose Home Uses Too Much
Electricity (Which Could Be Evidence Of A Secret Houseguest) Can Arouse Suspicion.
Voice-Recognition Technology And Even DNA Swabs Are Used To Monitor Where
Uyghurs Walk, Drive, And Shop. With Every New Breakthrough, With Every Al
Advance, China Has Gotten Closer To Its Holy Grail: A System That Can Eliminate Not
Just The Words Democracy And Tiananmen From The Internet, But The Thinking That
Leads People To Become Democracy Activists Or Attend Public Protests In Real Life.

But Along The Way, The Chinese Regime Discovered A Deeper Problem: Surveillance,
Regardless Of Sophistication, Provides No Guarantees. During The Coronavirus
Pandemic, The Chinese Government Imposed Controls More Severe Than Most Of Its
Citizens Had Ever Experienced. Most People Were Locked Into Their Homes. Untold
Numbers Entered Government Quarantine Camps. Yet The Lockdowns Also Produced
The Angriest And Most Energetic Chinese Protests In Many Years. Young People Who
Had Never Attended A Demonstration And Had No Memory Of Tiananmen Gathered In
The Streets Of Beijing And Shanghai In The Autumn Of 2022 To Talk About Freedom. In



Xinjiang, Where Lockdowns Were The Longest And Harshest, And Where Repression Is
Most Complete, People Came Out In Public And Sang The Chinese National Anthem,
Emphasizing One Line: “Rise Up, Those Who Refuse To Be Slaves!” Clips Of Their
Performance Circulated Widely, Presumably Because The Spyware And Filters Didn’t
Identify The National Anthem As Dissent.

Even In A State Where Surveillance Is Almost Total, The Experience Of Tyranny And
Injustice Can Radicalize People. Anger At Arbitrary Power Will Always Lead Someone To
Start Thinking About Another System, A Better Way To Run Society. The Strength Of
Those Demonstrations, And The Broader Anger They Reflected, Was Enough To Spook
The Chinese Communist Party Into Lifting The Quarantine And Allowing The Virus To
Spread. The Deaths That Resulted Were Preferable To Public Anger And Protest.

Like The Demonstrations Against President Vladimir Putin In Russia That Began In 2011,
The 2014 Street Protests In Venezuela, And The 2019 Hong Kong Protests, The 2022
Protests In China Help Explain Something Else: Why Autocratic Have Slowly Turned
Their Repressive Mechanisms Outward, Into The Democratic World. IF PEOPLE ARE
NATURALLY DRAWN TO THE IMAGE OF HUMAN RIGHTS, THE LANGUAGE OF
DEMOCRACY, TO THE DREAM OF FREEDOM, THEN THOSE CONCEPTS HAVE TO
BE POISONED. That Requires More Than Surveillance, More Than Close Observation Of
The Population, More Than A Political System That Defends Against Liberal Ideas. It Also
Requires An Offensive Plan: A Narrative That Damages Both The Idea Of Democracy
Everywhere In The World And The Tools To Deliver It.



On February 24, 2022, As Russia Launched Its Invasion Of Ukraine, Fantastical Tales Of
Biological Warfare Began Surging Across The Internet. Russian Officials Solemnly
Declared That Secret U.S.-Funded Biolabs In Ukraine Had Been Conducting Experiments
With Bat Viruses And Claimed That U.S. Officials Had Confessed To Manipulating
“Dangerous Pathogens.” The Story Was Unfounded, Not To Say Ridiculous, And Was
Repeatedly Debunked.

Nevertheless, An American Twitter Account With Links To The QAnon Conspiracy
Network — @WarClandestine — Began Tweeting About The Nonexistent Biolabs, Racking
Up Thousands Of Retweets And Views. The Hashtag #Biolab Started Trending On
Twitter And Reached More Than 9 Million Views. Even After The Account — Later
Revealed To Belong To A Veteran Of The Army National Guard — Was Suspended, People
Continued To Post Screenshots. A Version Of The Story Appeared On The Infowars
Website Created By Alex Jones, Best Known For Promoting Conspiracy Theories About
The Shooting At Sandy Hook Elementary School And Harassing Families Of The Victims.
Tucker Carlson, Then Still Hosting A Show On Fox News, Played Clips Of A Russian
General And A Chinese Spokesperson Repeating The Biolab Fantasy And Demanded That
The Biden Administration “Stop Lying And [Tell] Us What's Going On Here.”

Chinese State Media Also Leaned Hard Into The Story. A Foreign Ministry Spokesperson
Declared That The U.S. Controlled 26 Biolabs In Ukraine: “Russia Has Found During Its
Military Operations That The U.S. Uses These Facilities To Conduct Bio-Military Plans.”
Xinhua, A Chinese State News Agency, Ran Multiple Headlines: “U.S.-Led Biolabs Pose

Potential Threats To People Of Ukraine And Beyond,” “Russia Urges U.S. To Explain



Purpose Of Biological Labs In Ukraine,” And So On. U.S. Diplomats Publicly Refuted
These Fabrications. Nevertheless, The Chinese Continued To Spread Them. So Did Scores
Of Asian, African, And Latin American Media Outlets That Have Content-Sharing
Agreements With Chinese State Media. So Did Telesur, The Venezuelan Network; Press
TV, The Iranian; And Russia Today, In Spanish And Arabic, As Well As On Many Russia
Today-Linked Websites Around The World.

This Joint Propaganda Effort Worked. Globally, It Helped Undermine The U.S.-Led Effort
To Create Solidarity With Ukraine And Enforce Sanctions Against Russia. Inside The U.S,,
It Helped Undermine The Biden Administration’s Effort To Consolidate American Public
Opinion In Support Of Providing Aid To Ukraine. According To One Poll, A Quarter Of
Americans Believed The Biolabs Conspiracy Theory To Be True. After The Invasion,
Russia And China — With, Again, Help From Venezuela, Iran, And Far-Right Europeans
And Americans — Successfully Created An International Echo Chamber. Anyone Inside
This Echo Chamber Heard The Biolab Conspiracy Many Times, From Different Sources,
Each One Repeating And Building On The Others To Create The Impression Of Veracity.
They Also Heard False Descriptions Of Ukrainians As Nazis, Along With Claims That
Ukraine Is A Puppet State Run By The CIA, And That NATO Started The War.

Outside This Echo Chamber, Few Even Know It Exits. At A Dinner In Munich In February
2023, I Found Myself Seated Across From A European Diplomat Who Had Just Returned
From Africa. He Had Met With Some Students There And Had Been Shocked To Discover
How Little They Knew About The War In Ukraine, And How Much Of What They Did
Know Was Wrong. They Had Repeated The Russian Claims That The Ukrainians Are



Nazis, Blamed NATO For The Invasion, And Generally Used The Same Kind Of Language
That Can Be Heard Every Night On The Russian Evening News. The Diplomat Was
Mystified. He Grasped For Explanations: Maybe The Legacy Of Colonialism Explained
The Spread Of These Conspiracy Theories, Or Western Neglect Of The Global South, Or
The Long Shadow Of The Cold War.

But The Story Of How Africans — As Well As Latin Americans, Asians, And Indeed Many
Europeans And Americans — Have Come To Spout Russian Propaganda About Ukraine
Is Not Primarily A Story Of European Colonial History, Western Policy, Or The Cold War.

Rather, It Involves China’s Systematic Efforts To Buy Or Influence Both Popular And Elite
Audiences Around The World; Carefully Curated Russian Propaganda Campaigns, Some

Open, Some Clandestine, Some Amplified By The American And European Far Right;
And Other Autocracies Using Their Own Networks To Promote The Same Language.

To Be Fair To The European Diplomat, The Convergence Of What Had Been Disparate
Authoritarian Influence Projects Is Still New. Russian Information Laundering And
Chinese Propaganda Have Long Had Different Goals. Chinese Propagandists Mostly
Stayed Out Of The Democratic World’s Politics, Except To Promote Chinese
Achievements, Chinese Economic Success, And Chinese Narratives About Tibet Or Hong
Kong. Their Efforts In Africa And Latin America Tended To Feature Dull, Unwatchable
Announcements Of Investments And State Visits. Russian Efforts Were More
Aggressive — Sometimes In Conjunction With The Far Right Or The Far Left In The
Democratic World — And Aimed To Distort Debates And Elections In The United States,
The United Kingdom, Germany, France, And Elsewhere. Still, They Often Seemed



Unfocused, As If Computer Hackers Were Throwing Spaghetti At The Wall, Just To See
Which Crazy Story Might Stick. Venezuela And Iran Were Fringe Players, Not Real
Sources Of Influence.

Slowly, Though, These Autocracies Have Come Together, Not Around Particular Stories,
But Around A Set Of Ideas, Or Rather In Opposition To A Set Of Ideas. Transparency, For
Example. And Rule Of Law. And Democracy. They Have Heard Language About Those
Ideas — Which Originate In The Democratic World — Coming From Their Own
Dissidents, And Have Concluded That They Are Dangerous To Their Regimes. Their
Own Rhetoric Makes This Clear. In 2013, As Chinese President Xi Jinping Was Beginning
His Rise To Power, An Internal Chinese Memo, Known Enigmatically As Document
No. 9 — Or, More Formally, As The Communiqué On The Current State Of The
Ideological Sphere — Listed “Seven Perils” Faced By The Chinese Communist Party.
“Western Constitutional Democracy” Led The List, Followed By “Universal Human
Rights,” “Media Independence,” “Judicial Independence,” And “Civic Participation.” The
Document Concluded That “Western Forces Hostile To China,” Together With Dissidents
Inside The Country, “Are Still Constantly Infiltrating The Ideological Sphere,” And
Instructed Party Leaders To Push Back Against These Ideas Wherever They Found Them,

Especially Online, Inside China And Around The World.

Since At Least 2004, The Russians Have Been Focused On The Same Convergence Of
Internal And External Ideological Threats. That Was The Year Ukrainians Staged A
Popular Revolt, Known As The Orange Revolution — The Name Came From The Orange
T-Shirts And Flags Of The Protestors — Against A Clumsy Attempt To Steal A Presidential



Election. The Angry Intervention Of The Ukrainian Public Into What Was Meant To Have
Been A Carefully Orchestrated Victory For Viktor Yanukovych, A Pro-Russian Candidate
Directly Supported By Putin Himself, Profoundly Unnerved The Russians. This Was
Especially The Case Because A Similarly Unruly Protest Movement In Georgia Had
Brought A Pro-European Politician, Mikheil Saakashvili, To Power The Year Before.

Shaken By Those Two Events, Putin Put The Bogeyman Of “Color Revolution” At The
Center Of Russian Propaganda. Civic Protest Movements Are Now Always Described As
Color Revolutions In Russia, And As The Work Of Outsiders. Popular Oppression
Leaders Are Always Said To Be Puppets Of Foreign Governments. Anti-Corruption And
Prodemocracy Slogans Are Linked To Chaos And Instability Wherever They Are Used,
Whether In Tunisia, Syria, Or The United States. In 2011, A Year Of Mass Protest Against
A Manipulated Election In Russia Itself, Putin Bitterly Described The Orange Revolution
As A “Well-Tested Scheme For Destabilizing Society,” And He Accused The Russian
Opposition Of “Transferring This Practice To Russian Soil,” Where He Feared A Similar
Popular Uprising Intended To Remove Him From Power.

Putin Was Wrong — No “Scheme” Had Been Transferred.” Public Discontent In Russia
Simply Had No Way To Express Itself Except Through Street Protest, And Putin’s
Opponents Had No Legal Means To Remove Him From Power. Like So Many People
Around The World, They Talked About Democracy And Human Rights Because They
Recognized That These Concepts Represented Their Best Hope For Achieving Justice, And
Freedom From Autocratic Power. The Protests That Led To Democratic Transitions In The
Philippines, Taiwan, South Africa, South Korea, And Mexico; The “People’s Revolutions”



That Washed Across Central And Eastern Europe In 1989; The Arab Spring In 2011; And,
Yes, The Color Revolutions In Ukraine And Georgia — All Were Begun By Those Who
Had Suffered Injustice At The Hands Of The State, And Who Seized On The Language Of
Freedom And Democracy To Propose An Alternative.

This Is The Core Problem For Autocracies: The Russians, The Chinese, The Iranians, And
Others All Know The Language Of Transparency, Accountability, Justice, And Democracy
Appeals To Some Of Their Citizens, As It Does To Many People Who Live In
Dictatorships. Even The Most Sophisticated Surveillance Can’t Wholly Suppress It. The
Very Ideas Of Democracy And Freedom Must Be Discredited — Especially In The Places
Where They Have Historically Flourished.

In The 20th Century, Communist Party Propaganda Was Overwhelming And Inspiring,
Or At Least It Was Meant To Be. The Future It Portrayed Was Shiny And Idealized, A
Vision Of Clean Factories, Abundant Produce, And Healthy Tractor Drivers With Large
Muscles And Square Jaws. The Architecture Was Designed To Overpower, The Music To
Intimidate, The Public Spectacles To Awe. In Theory, Citizens Were Meant To Feel
Enthusiasm, Inspiration, And Hope. In Practice, This Kind Of Propaganda Backfired,
Because People Could Compare What They Saw On Posters And In Movies With A Far
More Impoverished Reality.

A Few Autocracies Still Portray Themselves To Their Citizens As Model States. The North
Koreans Continue To Hold Colossal Military Parades With Elaborate Gymnastics Displays
And Huge Portraits Of Their Leader, Very Much In The Stalinist Style. But Most Modern



Authoritarians Have Learned From The Mistakes Of The Previous Century. Freedom
House, A Nonprofit That Advocates For Democracy Around The World, Lists 56 Countries
As “Not Free.” Most Don’t Offer Their Fellow Citizens A Vision Of Utopia, And Don’t
Inspire Them To Build A Better World. Instead, They Teach People To Be Cynical And
Passive, Apathetic And Afraid, Because There Is No Better World To Build. Their Goal Is
To Persuade Their Own People To Stay Out Of Politics, And Above All To Convince Them
That There Is No Democratic Alternative: Our State May Be Corrupt, But Everyone Else Is
Corrupt Too. You May Not Like Our Leader, But The Others Are Worse. You May Not Like Our
Society, But At Least We Are Strong. The Democratic World Is Weak, Degenerate,
Divided,Dying.

Instead Of Portraying China As The Perfect Society, Modern Chinese Propaganda Seeks
To Inculcate Nationalist Pride, Based On China’s Real Experience Of Economic
Development, And To Promote A Beijing Model Of Progress Through Dictatorship And
“Order” That’s Superior To The Chaos And Violence Of Democracy. Chinese Media
Mocked The Laxity Of The American Response To The Pandemic With An Animated Film
That Ended With The Statue Of Liberty On An Intravenous Drip. China’s Global Times
Wrote That The Chinese People Were Mocking The January 6 Insurrection As “Karma”
And Retribution”: “Seeing Such Scenarios,” The Publication’s Then-Editor Wrote In An
Op-Ed, “Many Chinese Will Naturally Recall That Nancy Pelosi Once Praised The
Violence Of Hong Kong Protestors As “A Beautiful Sight To Behold.” (Pelosi, Of Course,
Had Praised Peaceful Protestors, Not Violence.) The Chinese Are Told That These Forces
Of Chaos Are Out To Disrupt Their Lives, And They Are Encouraged To Fight Against
Them In A “People’s War” Against Foreign Influence.



Russians, Although They Hear Very Little About What Happens In Their Own Towns And
Cities, Receive Similar Messages About The Decline Of Places They Don’t Know And
Have Mostly Never Visited: America, France, Sweden, Poland — Countries Apparently
Filled Degeneracy, Hypocrisy And Russophobia. A Study Of Russian Television From
2014 To 2017 Found That Negative News About Europe Appeared On The Three Main
Russian Channels, All State-Controlled, An Average Of 18 Times A Day. Some Of The
Stories Were Obviously Invented (European Governments Are Stealing Children From Straight
Families And Giving Them To Gay Couples!), But Even The True Ones Were Cherry-Picked To
Support The Idea That Daily Life In Europe Is Frightening And Chaotic, That Europeans
Are Weak And Immoral, And That The European Union Is Aggressive And
Interventionist. If Anything, The Portrayal Of America Has Been More Dramatic. Putin
Himself Has Displayed A Surprisingly Intimate Acquaintance With American Culture
Wars About Transgender Rights, And Mockingly Sympathized With People Who He Says
Have Been “Canceled.”

The Goal Is Clear: To Prevent Russians From Identifying With Europe The Way They Once
Did, And To Build Alliances Between Putin’s Domestic Audience And His Supporters In
Europe And America, Where Some Naive Conservatives (Or Perhaps Cynical, Well-Paid

Conservatives) Seek To Convince Their Followers That Russia Is A “White Christian
State.” In Reality, Russia Has Very Low Church Attendance, Legal Abortion, And A
Multiethnic Population Containing Millions Of Muslim Citizens And Migrants. The
Autonomous Region Of Chechnya, Which Is Part Of The Russian Federation, Is Governed
In Practice, By Elements Of Sharia Law. The Russian State Harasses And Represses Many
Forms Of Religion Outside The State-Sanctioned Russian Orthodox Church, Including



Evangelical Protestantism. Nevertheless, Among The Slogans Shouted By White
Nationalists Marching In The Infamous Charlottesville, Virginia, Demonstration In 2017
Was “Russia Is Our Friend.” Putin Sends Periodic Messages To This Constituency: “I
Uphold The Traditional Approach That A Woman Is A Woman, A Man Is A Man, And A

Father Is A Father,” He Told A Press Conference In December 2021, Almost As If This
“Traditional Approach” Would Be Justification For Invading Ukraine.

This Manipulation Of The Strong Emotions Around Gay Rights And Feminism Has Been
Widely Copied Throughout The Autocratic World, Often As A Means Of Defending
Against Criticism Of The Regime. Yoweri Museveni, Who Has Been The President Of
Uganda For More Than Three Decades, Passed An “Anti-Homosexuality” Bill In 2014,
Instituting A Life Sentence For Gay People Who Have Sex Or Marry And Criminalizing
The “Promotion” Of A Homosexual Lifestyle. By Picking A Fight Over Gay Rights, He
Was Able To Consolidate His Supporters At Home While Neutralizing Foreign Criticisms
Of His Regime, Describing Them As “Social Imperialism”: “Outsiders Cannot Dictate To
Us; This Is Our Country,” He Declared. Viktor Orbédn, The Prime Minister Of Hungary,
Also Ducks Discussion Of Hungarian Corruption By Hiding Behind A Culture War. He
Pretends That Ongoing Tension Between His Government And The U.S. Ambassador To
Hungary Concerns Religion And Gender: During Tucker Carlson’s Recent Visit To
Hungary, Carlson Declared That The Biden Administration “Hates” Hungary Because
“It’s A Christian Country,” When In Fact It Is Orban’s Deep Financial And Political Ties To
Russia And China That Have Badly Damaged American-Hungarian Relations.



The NewAuthoritarians Also Have A Different Attitude Toward Reality. When Soviet
Leaders Lied, They Tried To Make Their Falsehoods Seem Real. They Became Angry
When Anyone Accused Them Of Lying. But In Putin’s Russia, Bashar al-Assad’s Syria,
And Nicolds Madura’s Venezuela, Politicians And Television Personalities Play A
Different Game.

They Lie Constantly, Blatantly, Obviously. But They Don’t Bother To Offer
Counterarguments When Their Lies Are Exposed. After Russian-Controlled Forces Shot
Down Malaysia Airlines Flight MH17 Over Ukraine In 2014, The Russian Government
Reacted Not Only With A Denial, But With Multiple Stories, Plausible And Implausible: It
Blamed The Ukrainian Army, And The CIA, And A Nefarious Plot In Which Dead People
Were Placed On A Plane In Order To Fake A Crash And Discredit Russia. This
Tactic — The So-Called Fire Hose Of Falsehoods — Ultimately Produces Not Outrage But
Nihilism. Given So Many Explanations, How Can You Know What Actually Happened?
What If You Just Can’t Know? If You Don’t Know What Happened, You're Not Likely To
Join A Great Movement For Democracy, Or To Listen When Anyone Speaks About
Positive Political Change. Instead, You Are Not Going To Participate In Any Politics At
All

Fear, Cynicism, Nihilism, And Apathy, Coupled With Disgust And Disdain For
Democracy. This Is The Formula That Modern Autocrats, With Some Variations, Sell To
Their Citizens And To Foreigners, All With Aim Of Destroying What They Call “American
Hegemony.” In Service Of This Idea, Russia, A Colonial Power, Paints Itself As The
Leader Of The Non-Western Civilizations In What The Analyst Ivan Klyszcz Calls Their



Struggle For “Messianic Multipolarity,” A Battle Against “The West's Imposition Of
‘Decadent,” ‘Globalist” Values. In September 2022, When Putin Held A Ceremony To Mark
is Illegal Annexation Of Southern And Eastern Ukraine, He Claimed That He Was
Protecting Russia From The “Satanic” West And “Perversions That Lead To Degradation
And Extinction.” He Did Not Speak Of The People He Had Tortured Or The Ukrainian
Children He Had Kidnaped. A Year Later, Putin Told A Gathering In Sochi: “We Are Now
Fighting Not Just For Russia’s Freedom But For The Freedom Of The Whole World. We
Can Frankly Say That The Dictatorship Of One Hegemon Is Becoming Decrepit. We See
It, And Everyone Sees It Now. It Is Getting Out Of Control And Is Simply Dangerous For
Others.” The Language Of “Hegemony” And “Multipolarity” Is Now Part Of Chinese,
Iranian, And Venezuelan Narratives Too.

In Truth, Russia Is A Genuine Danger To Its Neighbors, Which Is Why Most Of Them Are
Re-Arming And Preparing To Fight Against A New Colonial Occupation. The Irony Is
Even Greater In African Countries Like Mali, Where Russian Mercenaries From The
Wagner Group Have Helped Keep A Military Dictatorship In Power, Reportedly By
Conducting Summary Executions Against Civilians, And Looting Property. In Mali, As In
Ukraine, The Battle Against Western Decadence Means That Russian Thugs Brutally
Terrorize People With Impunity.

And Yet Mali Acts, A Pro-Russian Website In Mali, Solemnly Explains To Its Readers That
“In A World That Is More And More Multipolar, Africa Will Play A More And More
Important Role. Mali Actu Is Not Alone; It’s Just A Small Part Of A Propaganda Network,
Created By The Autocracies, That Is Now Visible All Over The World.



The Infrastructure Of Anti-Democratic Propaganda Takes Many Forms, Some Overt And
Some Covert, Some Aimed At The Public And Some Aimed At Elites. The United Front,
The Fulcrum Of The Chinese Communist Party’s Most Important Influence Strategy, Seeks
To Shape Perceptions Of China Around The World By Creating Educational And
Exchange Programs; Controlling Chinese Exile Communities, Building Chinese Chambers
Of Commerce And Courting Anyone Willing To Be A De Facto Spokesperson For China.
The Confucius Institutes Are Probably The Best-Known Elite Chinese Influence Project.
Originally Perceived As Benign Cultural Bodies Not Unlike The Goethe-Institut, Run By
The German Government, And The Alliance Frangaise, They Were Welcomed By Many
Universities Because They Provided Cheap Or Even Free Chinese-Language Classes And
Professors. Over Time, The Institutes Aroused Suspicion, Policing Chinese Students At
American Universities By Restricting Open Discussions Of Tibet And Taiwan, And In
Some Cases Altering The Teaching Of Chinese History And Politics To Suit Chinese
Narratives. They Have Now Been Mostly Disbanded In The United States. But They Are
Flourishing In Many Other Places, Including Africa, Where There Are Several Dozen.

These Subtler Operations Are Augmented By China’s Enormous Investment In
International Media. The Xinhua Wire Service, The China Global Television Network,
China Radio International, And China Daily All Receive Significant State Financing, Have
Social-Media In Multiple-Languages And Regions, And Sell, Share, Or Otherwise Promote
Their Content. These Chinses Outlets Cover The Entire World, And Provide Feeds Of
Slickly Produced News And Video Segments To Their Partners At Low Prices, Sometimes

For Free, Which Makes Them More Than Competitive With Reputable Western
Newswires, Such As Reuters And The Associated Press. Scores Of News Organizations



In Europe And Asia Use Chinese Content, As Do Many In Africa, From Kenya And
Nigeria To Egypt And Zambia. Chinese Media Maintain A Regional Hub In Nairobi,
Where They Hire Prominent Local Journalists And Produce Content In African
Languages. Building This Media Empire Has Been Estimated To Cost Billions Of Dollars
A Year.

For The Moment, Viewership Of Many Of These Chinese-Owned Channels Remains Low;
Their Output Can Be Predictable, Even Boring. But More Popular Forms Of Chinese
Television Are Gradually Becoming Available. StarTimes, A Satellite-Television That Is
Tightly Linked To The Chinese Government, Launched In Africa In 2008 And Now Has 13
Million Television Subscribers In More Than 30 African Countries. StarTimes Is Cheap For
Consumers, Costing Just A Few Dollars A Month. It Prioritizes Chinese Content — Not
Just News But Kung-Fu Movies, Soap Operas, And Chinese Super League Football, With
The Dialogue And Commentary All Translated Into Hausa, Swahili, And Other African
Languages. In This Way, Even Entertainment Can Carry China-Positive Messages.

This Subtler Shift Is The Real Goal: To Have The Chinese Point Of View Appear In The
Local Press, With Local Bylines. Chinese Propagandists Call This Strategy “Borrowing
Boats To Reach The Sea,” And It Can Be Achieved In Many Ways. Unlike Western
Governments, China Doesn’t Think Of Propaganda, Censorship, Diplomacy, And Media
As Separate Activities. Legal Pressure On News Organizations, Online Trolling
Operations Aimed At Journalists, Cyberattacks — All Of These Can Be Deployed As Part
Of A Single Operation Designed To Promulgate Or Undermine A Given Narrative. China
Also Offers Training Courses Or Stipends For Local Journalists Across Asia, Africa, And



Latin America, Sometimes Providing Phones And Laptops In Exchange For What The
Regime Hopes Will Be Favorable Coverage.

The Chinese Also Cooperate, Both Openly And Discreetly, With The Media Outlets Of
Other Autocracies. Telesur, A Hugo Chavez Project Launched In 2005, Is Headquartered
In Caracas And Led By Venezuela In Partnership With Cuba And Nicaragua. Selectively

Culled Bits Of Foreign News Make It Onto Telesur From Its Partners, Including Headlines

That Presumably Have Limited Appeal In Latin America: “US-Armenia Joint Military

Drills Undermine Regional Stability,” For Example, And “Russia Has No Expansionist
Plans In Europe.” Both Of These Stories, From 2023, Were Lifted From The Xinhua Wire.

Iran, For Its Part, Offers HispanTV, The Spanish-Language Version Of Press TV, The
Iranian International Service. HispanTV Leans Heavily Into Open Anti-Semitism And
Holocaust Denial: One March 2020 Headline Declared That The “New Coronavirus Is The
Result Of A Zionist Plot.” Spain Banned HispanTV And Google Blocked It From Its
YouTube And Gmail Accounts, But The Service Is Easily Available Across Latin America,
Just As Al-Alam, The Arabic Version Of Press TV, Is Widely Available In The Middle East.
After The October 7 Hamas Attack On Israel, The Institute For Strategic Dialogue, An
International Group Dedicated To Fighting Disinformation, Found That Iran Was Creating
Additional Hacking Groups To Target Digital, Physical, And Electoral Infrastructure In
Israel (Where It Went After Electoral Rolls) And The United States. In The Future, These
Hacking Operations May Be Combined With Propaganda Campaigns.

RT — Russia Today — Has A Bigger Profile Than Either Telesur Or Press TV; In Africa, It



Has Close Links To China. Following The Invasion Of Ukraine, Some Satellite Networks
Dropped RT. But China’s StarTimes Picked It Up, And RT Immediately Began Building
Offices And Relationships Across Africa, Especially In Countries Run By Autocrats Who

Echo Its Anti-Western And Anti-LGBTQ Messages, And Who Appreciate Its Lack Of
Critical Or Investigative Reporting.

RT — Like Press TV, Telesur, And Even CGTN — Also Functions As A Production Facility,

A Source Of Video Clips That Can Be Spread Online, Repurposed And Reused In Targeted
Campaigns. Americans Got A Firsthand Of How The Clandestine Versions Work In 2016,
When The Internet Research Agency — Now Disbanded But Based Then In St Petersburg
And Led By The Late Yevgeny Prigozhin, More Famous As The Mercenary Boss Of The

Wagner Group Who Staged An Aborted March On Moscow — Pumped Out Fake Material

Via Fake Facebook And Twitter Accounts, Designed To Confuse American Voters.
Examples Ranged From Virulently Anti-Immigration Accounts Aimed At Benefitting
Donald Trump To Fake Black Lives Matter Accounts That Attacked Hillary Clinton From
The Left.

Since 2016, These Tactics Have Been Applied Across The Globe. The Xinhua And RT
Offices In Africa And Around The World — Along With Telesur And HispanTV — Create
Stories, Slogans, Memes, And Narratives Promoting The Worldview Of The Autocracies;

These, In Turn, Are Repeated And Amplified In Many Countries, Translated Into Many
Languages, And Reshaped For Many Local Markets. The Material Produced Is Mostly
Unsophisticated, But It Is Inexpensive And Can Change Quickly, According To The Needs
Of The Moment. After The October 7 Hamas Attack, For Example, Official And Unofficial



Sources Immediately Began Putting Out Both Anti-Israel And Anti-Semitic Material, And
Messages Calling American And Western Support For Ukraine Hypocritical In Light Of
The Gaza Conflict. The Data-Analytics Company Alto Intelligence Found Posts Smearing
Both Ukrainians And Israelis As “Nazis,” Part Of What Appears A Campaign To Bring
Far-Left And Far-Right Communities Closer Together In Opposition To U.S.-Allied
Democracies. Anti-Semitic And Pro-Hamas Messages Also Increased Inside China, As
Well As On Chinese-Linked Accounts Around The World. Joshua Eisenman, A Professor
At Notre Dame And The Author Of A New Book On China’s Relations With Africa, Told
Me That During A Recent Trip To Beijing, He Was Astonished By How Quickly The
Previous Chinese Line On The Middle East — “China-Israel Relations Are Stronger Than
Ever” — Changed. “It Was A Complete 180 In Just A Few Days.”

Not That Everyone Hearing These Messages Will Necessarily Know Where They Came
From, Because They Often Appear In Forums That Conceal Their Origins. Most People
Probably Did Not Hear The American-Biolabs Conspiracy Theory On A Television News
Program, For Example. Instead, They Heard It Thanks To Organizations Like Pressenza
And Yala News. Pressenza, A Website Founded In Milan And Relocated To Ecuador In
2014, Publishes In Eight Languages, Describes Itself As An “An International News
Agency Dedicated To News About Peace And Nonviolence,” And Featured An Article On
Biolabs In Ukraine. According To The U.S. State Department, Pressenza Is Part Of A
Project, Run By Three Russian Companies, That Planned To Create Articles In Moscow
And Then Translate Them For These “Native” Sites, Following Chinese Practice, To Make
Them Seem “Local.” Pressenza Denied The Allegations; One Of Its Journalists, Oleg
Yasinsky, Who Says He Is Of Ukrainian Origin, Responded By Denouncing America’s



“Planetary Propaganda Machine” And Quoting Che Guevara.

Like Pressenza, Yala News Also Markets Itself As Independent. This U.K.-Registered,
Arabic-Language News Operation Provides Slickly Produced Videos, Including Celebrity
Interviews, To Its 3 Million Followers Every Day. In March 2022, As The Biolabs
Allegation Was Being Promoted By Other Outlets, The Site Posted A Video That Echoed
One Of The Most Sensational Versions: Ukraine Was Planning To Use Migratory Birds As
A Delivery Vehicle For Bioweapons, Infecting The Birds And Then Sending Them Into
Russia To Spread Disease.

Yala Did Not Invent This Ludicrous Tale: Russian State Media, Such As Sputnik News
Agency, Published It In Russian First, Followed By Sputnik’s Arabic Website And RT
Arabic. Russia’s United Nations Ambassador Addressed The UN Security Council About
The Biobird Scandal, Warning Of The “Real Biological Danger To The People In European
Countries, Which Can Result From An Uncontrolled Spread Of Bioagents From Ukraine.”
In An April 2022 Interview In Kyiv, Ukrainian President Volodymr Zelensky Told The
Atlantic’s Editor In Chief, Jeffrey Goldberg, And Me That The Biobirds Story Reminded
Him Of A Monty Python Sketch. If Yala Were Truly An “Independent” Publication, As It
Describes Itself, It Would Have Fact-Checked This Story, Which, Like The Other Biolab
Conspiracies, Was Widely Debunked.

But Yala News Is Not A News Organization At All. As The BBC Has Reported, It's An
Information Laundromat, A Site That Exists To Spread And Propagate Material Produced
By RT And Other Russian Facilities. Yala News Has Posted Claims That The Russian That



The Russian Massacre Of Ukrainian Civilians At Bucha Was Staged, That Zelensky
Appeared Drunk On Television, And That Ukrainian Soldiers Were Running Away From
The Front Lines. Although The Company Is Registered To An Address In London — A
Mail Drop Shared By 65,000 Other Companies — Its “News Team” Is Based In A Suburb
Of Damascus. The Company’s CEO Is A Syrian Businessman Based In Dubai Who, When
Asked By The BBC, Insisted On The Organization’s “Impartiality.”

Another Strange Actor In This Field Is RRN — The Company’s Name Is An Acronym,
Originally For Reliable Russian News, Later Changed To Reliable Recent News. Created
In The Aftermath Of Russia’s Invasion Of Ukraine, RNN, Part Of A Bigger Information-
Laundering Operation Known To Investigators As Doppelgdnger, Is Primarily A
“Typosquatter”: A Company That Registers Domain Names That Look Similar To Real
Media Domain Names — Reuters.cfd Instead Of Reuters.com, For Example — As Well As
Websites With Names That Sound Authentic (Like Notre Pays, Or “Our Country”) But Are
Created To Deceive. RNN Is Prolific. During Its Short Existence, It Has Created More
Than 300 Sites Targeting Europe, The Middle East, And Latin America. Links To These
Sites Are Then Used To Make Facebook, Twitter, And Other Social-Media Posts Appear
Credible. When Someone Is Quickly Scrolling, They Might Not Notice That A Headline
Links To A Fake Spiegel.pro Website, Say, Rather Than To The Authentic German-
Magazine Website Spiegel.de.

Doppelganger’s Efforts, Run By A Clutch Of Companies In Russia, Have Varied Widely,

And Seem To Have Included Fake NATO Press Releases, With The Same Fonts And
Design As The Genuine Releases, “Revealing” That NATO Leaders Were Planning To



Deploy Ukrainian Paramilitary Troops To France To Quell Pension Protests. In November,
Operatives Who The French Government Believes Are Linked To Doppelganger Spray-
Painted Stars Of David Around Paris And Posted Them On Social Media, Hoping To
Amplify French Divisions Over The Gaza War. Russian Operatives Built A Social Media
Network To Spread The False Stories And The Photographs Of Anti-Semitic Graffiti. The
Goal Is To Make Sure That The People Encountering This Content Have Little Clue As To
Who Created It, Or Where Or Why.

Russia And China Are Not The Only Parties In This Space. Both Real And Automated
Social-Media Accounts Geolocated To Venezuela Played A Small Role In The 2018 Mexican
Election, For Example, Boosting The Campaign Of Andrés Manuel Lépez Obrador.
Notable Were Two Kinds Of Messages: Those That Promoted Messages Of Mexican
Violence And Chaos — Images That Might Make People Feel They Need An Autocrat To
Restore Order — And Those That Were Angrily Opposed To NAFTA And The U.S. More
Broadly. This Tiny Social-Media Investment Must Have Been Deemed Successful. After
He Became President, Lopéz Obrador Engaged In The Same Kinds Of Smear Campaigns
As Unelected Politicians In Autocracies, Empowered And Corrupted The Military,
Undermined The Independence Of The Judiciary, And Otherwise Degraded Mexican
Democracy. In Office, He Has Promoted Russian Narratives About The Repression Of The
Uyghurs. Mexico’s Relationship With The United States Has Become More Difficult —
And That, Surely, Was Part Of The Point.

None Of These Efforts Would Succeed Without Local Actors Who Share The Autocratic
World’s Goals. Russia, China, And Venezuela Did Not Invent Anti-Americanism In



Mexico. They Did Not Invent Catalan Separatism, To Name Another Movement That
Both Russian And Venezuelan Social-Media Accounts Supported, Or The German Far
Right, Or France’s Marine Le Pen. All They Do Is Amplify Existing People And
Movements — Whether Anti-LBGTQ, Anti-Semitic, Anti-Muslim, Anti-Immigrant,
Anti-Ukrainian, Or, Above All, Anti-Democratic. Sometimes They Provide A Social-Media
Echo. Sometimes They Employ Reporters And Spokespeople. Sometimes They Use The
Media Networks They Built For This Purpose. And Sometimes, They Just Rely On
Americans To Do It For Them.

HERE IS A DIFFICULT TRUTH: A Part Of The American Political Spectrum Is Not
Merely A Passive Recipient Of The Combined Authoritarian Narratives That Come From
Russia, China, And Their Ik, But An Active Participant In Creating And Spreading Them.
Like The Leaders Of Those Countries, The American MAGA Right Also Wants Americans

To Believe That Their Democracy Is Degenerate, Their Elections Are Illegitimate, Their
Civilization Is Dying. The MAGA Movements Leaders Also Have An Interest In Pumping
Nihilism And Cynicism Into The Brains Of Their Fellow Citizens, And In Convincing
Them That Nothing They See Is True. Their Goals Are So Similar That It Is Hard To
Distinguish Between The Online American Alt-Right And It’s Foreign Amplifiers, Who
Have Multiplied Since The Days When This Was Solely A Russian Project. Tucker Carlson

Has Even Promoted The Fear Of A Color Revolution In America, Lifting The Phrase
Directly From Russian Propaganda. The Chinese Have Joined In Too: Earlier This Year, A

Group Of Chinese Accounts That Had Previously Been Posting Pro-Chinese Material In
Mandarin Began Posting In English, Using MAGA Symbols And Attacking President Joe
Biden. They Showed Fake Images Of Biden In Prison Garb, Made Fun Of His Age, And



Called Him A Satanist Pedophile. One Chinese-Linked Account Reposted An RT Video
Repeating The Lie That Biden Had Sent A Neo-Nazi Criminal To Fight In Ukraine. Alex
Jones’s Reposting Of The Lie On Social Media Reached Some 400,000 People.

Given That Both Russian And Chinese Actors Now Blend In So Easily With The MAGA
Messaging Operation, It Is Hardly Surprising That The American Government Has
Difficulty Responding To The Newly Interlinked Autocratic Propaganda Network.

American-Government-Backed Foreign Broadcasters — Voice Of America, Radio Free
Europe/Radio Liberty, Radio Farda, Radio Marti — Still Exist, But Neither Mandate Nor
Their Funding Has Changed Much In Recent Years. The Intelligence Agencies Continue

To Observe What Happens — There Is A Foreign Malign Influence Center Under The
Office Of The Director Of National Intelligence — But They Are By Definition Not Part Of

The Public Debate. The Only Relatively New Government Institution Fighting
Antidemocratic Propaganda Is The Global Engagement Center, But It Is In The State

Department, And Its Mandate Is To Focus On Authoritarian Propaganda Outside The
United States. Established In 2016, It Replaced The Center For Strategic Communications,

Which Sought To Foil The Islamic State And Other Jihadist Groups That Were Recruiting

Young People Online. In 2024-15, As The Scale Of Russian Disinformation Campaigns In
Europe Were Becoming Better Known, Congress Designated The GEC To Deal With

Russian As Well As Chinese, Iranian, And Other Propaganda Campaigns Around The
World — Although Not, Again, Inside The United States. Throughout The Trump
Administration, The Organization Languished Under The Direction of A President Who
Himself Repeated Russian Propaganda Lines During The 2016 Campaign — “Obama
Founded ISIS,” For Example, And “Hillary Clinton Will Start World War II1.”



Today The GEC Is Run By James Rubin, A Former State Department Spokesperson From
The Bill Clinton Era. It Employs 125 People And Has A Budget Of $61 Million — Hardly
A Match For The Many Billions That China And Russia Spend Building Their Media
Networks. But It Is Beginning To Find Its Footing, Handing Out Small Grants To
International Groups That Track And Reveal Foreign Disinformation Operations. It’s
Now Specializing In Identifying Covert Propaganda Campaigns Before They Begin, With
The Help Of U.S. Intelligence. Rubin Calls This “Prebunking” And Describes It As A Kind
Of “Inoculation”: “If Journalists And Governments Know That This Is Coming, Then
When It Comes, They Will Recognize It.”

The Revelation In November Of The Russian Ties To Seemingly Native Left-Wing
Websites In Latin America, Including Pressenza, Was One Such Effort. More Recently, The
GEC Published A Report On The African Initiative, An Agency That Had Planned A Huge
Campaign To Discredit Western Health Philanthropy, Starting With Rumors About A New
Virus Supposedly Spread By Mosquitos. The Idea Was To Smear Western Doctors, Clinics,

And Philanthropists, And To Build A Climate Of Distrust Around Western Vaccines
During The Pandemic. The GEC Identified The Russian Leader Of The Project, Artem
Sergeyevich Kureyev; Noted That Several Employees Had Come To The African Initiative
From The Wagner Group; And Located Two Of Its Offices, In Mali And Burkina Faso.
Rubin And Others Subsequently Spent A Lot Of Time Talking With Regional Reporters
About The African Initiative’s Plans So That “People Will Recognize Them” When They
Launch. Dozens Of Articles In English, Spanish, And Other Languages Have Described
These Operations, As Have Thousands Of Social-Media Posts. Eventually, The Goal Is To
Create An Alliance Of Other Nations Who Also Want To Share Information About



Planned And Ongoing In Operations So That Everyone Knows They Are Coming.

It's A Great Idea, But No Equivalent Agency Functions Inside The United States. Some
Social-Media Companies Have Made Purely Voluntary Efforts To Remove Foreign-
Government Propaganda, Sometimes After Being Ripped Off By The U.S. Government
But Mostly On Their Own. In The U.S., Facebook Created A Security-Policy Unit That Still
Regularly Announces When It Discovers “Coordinated Inauthentic Behavior” — Meaning
Accounts That Are Automated And/Or Evidently Part Of A Planned Operation From
(Usually) Russian, Iranian, Or Chinese Sources — And Then Takes Down The Posts. It Is
Difficult For Outsiders To Monitor This Activity, Because The Company Restricts Access
To Its Data, And Even Controls The Tools That Can Be Used To Examine The Data. In
March, Meta Announced By August, It Would Phase Out CrowdTangle, A Tool Used To
Analyze Facebook Data, And Replace It With A Tool That Analysts Fear Will Be Harder To
Use.

X (Formerly Twitter) Also Used To Look For Foreign Propaganda Activity, But Under The
Ownership Of Elon Musk, That Voluntary Effort Has Been Badly Weakened. The New
Blue-Check “Verification” Process Allows Users — Including Anonymous Pro-Russian

Users — To Pay To Have Their Posts Amplified; The Old “Safety Team” No Longer Exists.

The Result: After The Collapse Of The Kakhovka Dam In Ukraine Last Summer, A Major

Environmental And Humanitarian Disaster Caused By Russian Bombing Over Many
Weeks, The False Narrative Had Destroyed It Appeared Hundreds Of Thousands Of
Times On X. After The ISIS Terrorist Attack On A Concert Hall In Moscow In March,

David Sacks, The Former PayPal Entrepreneur And A Close Associate Of Musk’s, Posted



On X, With No Evidence, That “If The Ukrainian Government Was Behind The Terrorist
Attack, As Looks Increasingly Likely, The U.S. Must Renounce It.” His Completely
Unfounded Post Was Viewed 2.5 Million Times. This Spring, Some Republican
Congressional Leaders Finally Began Speaking About The Russian Propaganda That Had
“Infected” Their Base And Their Colleagues. Most Of That “Russian Propaganda” Is Not
Coming From Inside Russia.

Over The Past Several Years, Universities And Think Tanks Have Used Their Own Data
Analytics To Try To Identify Inauthentic Networks On The Largest Networks On The
Largest Websites — But They Are Also Now Meeting Resistance From MAGA-Affiliated
Republican Politicians. In 2020, Teams At Stanford University And The University Of
Washington, Together With The Digital Forensic Research Lab At The Atlantic Council
And Graphika, A Company That Specializes In Social-Media Analytics, Decided To Join
Forces To Monitor False Election Information. Renée DiResta, One Of The Leaders Of
What Became The Election Integrity Partnership, Told Me That An Early Concern Was
Russian And Chinese Campaigns. DiResta Assumed That These Foreign Interventions
Wouldn’t Matter Much, But She Thought It Would Be Useful And Academically
Interesting To Understand Their Scope. “Lo And Behold,” She Said, “The Entity That
Becomes The Most Persistent In Alleging That American Elections Are Fraudulent, Fake,
Rigged, And Everything Else TURNS OUT TO BE THE PRESIDENT OF THE UNITED
STATES. The Election Integrity Partnership Tracked Election Rumors Coming From
Across The Political Spectrum, But Observed That The MAGA RIGHT WAS FAR MORE
PROLIFIC AND SIGNIFICANT THAN ANY OTHER SOURCE.



The Election Integrity Partnership Was Not Organized Or Directed By The U.S.
Government. It Occasionally Reached Out To Platforms, But Had No Power To Compel
Them To Act, DiResta Told Me. Nevertheless, The Project Became The Focus Of A
Complicated MAGA-World Conspiracy Theory About Alleged Government Suppression
Of Free Speech, And It Led To Legal And Personal Attacks On Many Of Those Involved.
The Project Has Been Smeared And Mischaracterized By Some Of The Journalists
Attached To Musk’s “Twitter Files” Investigation, And By Representative Jim Jordan’s
Select Subcommittee On The Weaponization Of The Federal Government. A Series of
Lawsuits Alleging That The U.S. Government Sought To Suppress Conservative Speech,
Including One Launched By Missouri And Louisiana That Has Now Reached The
Supreme Court, Has Effectively Tried To Silence Organizations That Investigate Both
Domestic And Foreign Disinformation Campaigns, Overt And Covert. To State Baldly
What Is Happening: The Republican Party’s Right Wing Is Actively Harassing Legitimate,
Good-Faith Efforts To Track The Production Dissemination Of Autocratic Disinformation
Here In The United States.

Over Time, The Attack On The Election Integrity Partnership Has Itself Acquired Some Of
The Characteristics Of A Classic Information-Laundering Operation. The Most Notorious
Example Concerns A Reference, On Page 183 Of The Project’s Final Post-2020-Election
Report, To The 21,897,364 Tweets Gathered After The Election, In An Effort To Catalogue
The Most Viral False Rumors. That Simple Statement Of The Size Of The Database Has
Been Twisted Into Another False And Yet Constantly Repeated Rumor: The Spurious
Claim That The Department Of Homeland Security Somehow Conspired With The
Election Integrity Partnership To Censor 22 Million Tweets. This Never Happened, And



Yet DiResta Said That “This Nonsense About The 22 Million Tweets Pops Up Constantly
As Evidence Of The Sheer Volume Of Our Duplicity”; It Has Even Appeared In The
Congressional Record.

The Same Tactics Have Been Used Against The Global Engagement Center. In 2021, The
GEC Gave A Grant To Another Organization, The Global Disinformation Index, Which
Helped To Develop A Technical Tool To Track Online Campaigns In East Asia And Europe.
For A Completely Unrelated, Separately Funded Project, The Global Disinformation Index
Also Conducted A Study, Aimed At Advertisers, That Identified Websites At Risk For
Publishing False Stories. Two Conservative Organizations, Finding Their Names On The
Latter List, Sued The GEC, Although It Had Nothing To Do With Creating The List. Musk
Posted, Again Without Any Evidence, “The Worst Offender In US Government
Censorship & Media Manipulation Is An Obscure Agency Called GEC,” And That The
Organization Also Became Caught Up In The Endless Whirlwind Of Conspiracy And
Congressional Investigations.

As It Happens, I Was Caught Up In It Too, Because I Was Listed Online As An “Adviser”
To The Global Disinformation Index, Even Though I Had Not Spoken With Anyone At
The Organization For Several Years And Was Not Aware That It Even Had A Website. A
Predictable, And Wearisome, Pattern Followed: False Accusations (No, I Was Not
Advising Anyone To Censor Anyone) And The Obligatory Death Threats. Of Course, My
Experience Was Mild Compared With The Experience Of DiResta, Who Has Been Accused
Of Being, As She Put It, “The Head Of A Censorship-Industrial Complex That Does Not
Exist.”



These Stories Are Symptomatic Of A Larger Problem: Because The American Extreme
Right And (More Rarely) The Extreme Left Benefit FromThe Spread Of Antidemocratic
Narratives, They Have An Interest In Silencing Or Hobbling Any Group That Wants To

Stop, Or Even Identify, Foreign Campaigns. Senator Mark Warner, The Chair Of The

Senate Intelligence Committee, Told Me That “We Are Actually Less Prepared Today Than
We Were Four Years Ago” For Foreign Attempts To Influence The 2024 Election. This Is
Not Only Because Authoritarian Propaganda Campaigns Have Become More
Sophisticated As They Begin To Use Al, Or Because “You Obviously Have A Political
Environment Here Where There’s A Lot More Americans Who Are More Distrustful Of All
Institutions.” It’s Also Because The Lawsuits, Threats, And Smear Tactics Have Chilled
Government, Academic, And Tech-Company Responses.

One Could Call This A Secret Authoritarian “Plot” To Preserve The Ability To Spread
Antidemocratic Conspiracy Theories, Except That It's Not A Secret. It's All Visible, Right
On The Surface. Russia, China, And Sometimes Other State Actors — Venezuela, Iran,
Hungary — Work With Americans To Discredit Democracy, To Undermine The Credibility
Of Democratic Leaders, To Mock The Rule Of Law. THEY DO SO WITH THE GOAL OF
ELECTING TRUMP, WHOSE SECOND PRESIDENCY WOULD DAMAGE THE IMAGE
OF DEMOCRACY AROUND THE WORLD, AS WELL AS THE STABILITY OF
DEMOCRACY IN AMERICA, EVEN FURTHER.
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