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1. Introduction

Welcome to Thanks Token ("Thanks", "we", "our", or "us"). Your privacy is important to us. This Privacy

Policy explains how we collect, use, store, and protect your information when you access or interact with our

website, mobile applications, token services, or any related digital platforms associated with the Thanks

Token ecosystem.

By using our services, including but not limited to our token utilities, digital wallet, website, and smart contract

integrations, you agree to the terms of this Privacy Policy.

2. Information We Collect

We collect both personal and non-personal information to deliver a secure, efficient, and personalized

experience.

a. Personal Information:

- Public cryptocurrency wallet address

- Email address (if provided)

- Username or profile name (if applicable)

- IP address and device identifiers

- Any information voluntarily submitted through opt-in forms (e.g., newsletters, beta tests)

b. Non-Personal Information:

- Browser type and version

- Device type, OS, and language settings

- Date/time of access

- Referring websites or pages visited before landing on our site
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- Usage analytics and clickstream behavior

c. Optional KYC Information:

In the event of participation in specific functions requiring compliance (e.g., dividend distribution, jurisdictional

access, regulatory requirements), users may be prompted to submit:

- Government-issued identification

- Proof of residence

- Facial recognition verification

3. How We Use Your Information

The information we collect is used to:

- Operate and improve the Thanks Token platform

- Enhance user experience and personalize services

- Conduct analytics and measure user engagement

- Enable secure and transparent token transactions

- Fulfill regulatory obligations such as Know-Your-Customer (KYC) or Anti-Money Laundering (AML) laws

- Detect and prevent fraud, unauthorized access, and other illegal activities

- Manage token-based features such as rewards, transfers, and staking

We do not use your information for profiling or automated decision-making outside the scope of our token

utility functions.

4. Sharing Your Information

We do not sell or rent your personal data.

Your information may be shared in limited cases, such as:

- With service providers for secure hosting, analytics, or KYC compliance

- With legal or regulatory authorities if legally required or subpoenaed

- In connection with a corporate transaction, such as a merger or restructuring

- With blockchain networks as part of public and decentralized ledger activity
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Thanks Token operates on a public ledger (the Stellar blockchain), and certain interactions may be

permanently recorded and publicly visible.

5. Use of Cookies and Analytics

Thanks Token may use cookies and tracking technologies to:

- Analyze traffic patterns and improve performance

- Remember user preferences

- Facilitate smooth navigation

Cookies can be disabled in browser settings, though functionality may be affected. We may also use

third-party analytics tools in an aggregated, anonymized fashion.

6. Data Security

We apply industry-standard security measures including:

- SSL encryption

- Secure key management protocols

- Firewalls and access controls

- Data minimization and anonymization

Despite our best efforts, no system is completely secure. Blockchain data is inherently public and immutable.

7. Data Retention

We retain personal data only as long as necessary to:

- Provide services

- Fulfill legal obligations

- Resolve disputes or enforce terms

Blockchain data may be permanently stored on-chain. KYC data is stored securely and purged per applicable
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regulations.

8. Your Rights

Depending on your location, you may have rights under privacy laws such as GDPR or CCPA, including:

- Accessing your data

- Correcting inaccuracies

- Requesting deletion

- Withdrawing consent

- Data portability

Note: Blockchain data cannot be deleted.

9. Third-Party Services and Links

Our platform may link to third-party services (e.g., wallets, exchanges). We are not responsible for their

practices. Please review their privacy policies.

10. Changes to This Policy

We may update this policy periodically. Updates will be posted on this page with the latest revision date.

Please review this policy regularly.


