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What is Multi-Factor Authentication (MFA)?

MFA is an enhanced level of security to ensure sensitive information can only be 
accessed by authorized individuals. 

How does MFA work?

When MFA is enabled, users are prompted during the sign-in process for an 
additional form of identification, such as a code on their cellphone.



Using a second factor to verify identity prevents anyone but authorized users from 
signing into applications, even if passwords are compromised.

Set Up Phone for MFA

With this method, Microsoft will send you a text via SMS to verify your identity.

external-link

Set Up Authenticator App for MFA

This method uses the Microsoft Authenticator App on your smartphone. Microsoft 
sends a code to the app to verify your identity.

external-link

Set Up Browser Authenticator for MFA

This method uses the Authenticator extension for Edge, Chrome, or Firefox. 
Microsoft sends a code to the extension to verify your identity.

external-link

https://img1.wsimg.com/blobby/go/71cdf1b6-f44a-491d-ae80-9f2b5ed2d11f/downloads/9669aaa1-a2dc-4b9b-a3f9-00b781f4d53a/MFA_Partner_Set_Up_Phone.pdf?ver=1774393762698
https://img1.wsimg.com/blobby/go/71cdf1b6-f44a-491d-ae80-9f2b5ed2d11f/downloads/39fc2101-24ee-49f6-823b-d19793e0086c/MFA_Partner_Set_Up_Authenticator_App.pdf?ver=1774393762698
https://img1.wsimg.com/blobby/go/71cdf1b6-f44a-491d-ae80-9f2b5ed2d11f/downloads/7d2d6762-40e3-4a4a-9cfe-3bae7c56278b/MFA_Partner_Set_Up_Browser_Authenticator.pdf?ver=1774393762698


Set Up YubiKey (Authenticator App) for MFAexternal-link

This method uses a YubiKey together with the Yubico Authenticator App. When 
you sign in, Microsoft sends a code to the app to verify your identity.

Sign In to MFA With YubiKey (Authenticator App) external-link

Frequently asked questions about MFA setup.

FAQ, external-link

https://www.fmcdealer.dealerconnection.com/content/dam/public/mfa/MFA_Partner_Set_Up_YubiKey_Guide.pdf
https://www.fmcdealer.dealerconnection.com/content/dam/public/mfa/MFA_Partner_Sign_In_YubiKey.pdf
https://www.fmcdealer.dealerconnection.com/content/dam/public/mfa/MFA_for_Partners_FAQ.pdf
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