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Online Security Challenges

Social Media 
&  Paper Mills

764 Courses 

Performanc
e and 

Objective 
Assessment

sCompetency -
Based

Over 140,000 
Assessments 

a Month 

Around 
40,000 

Assessment 
Items 

100,000+ 
Students



Online Security Challenges

• Number of test takers and lack of control 

• How they access content and 

• How they are sharing the content

• Where are they sharing content
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Originality Report



Parallel Thought



Objective Assessments

Multiple  Choice , 
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Behaviors
• Eye movement
• Cell phone  use
• Notes

Security Scoreca rd
• ID verifica tion
• Proctor a ttention
• End of test 

procedures

Secre t Shopping



Investigations

OLP violations, 
egregious Authenticity 
violations, more than 
one warning, 
anonymous tips

• Review students’ 
performance 
assessments 

• Inspect students’ OLP 
videos



Behaviors
• New Orienta tion-

Aca demic Authentic ity 
Module

• Outrea ch within 24 hours 
of origina lity viola tion
• Ca ll, screensha re

• The  Student Conduct 
Office  conta cts the  
student if the re  is  a n 
esca la ted a rea  of 
concern

Student Support

*On all originality concerns 
contact is made to the Mentor 
to support remediation.
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Collaborated 
to develop a 
webcrawler

WGU 
Owlbot 

improved 
efficiency in 
searching

Owlbot, the WGU WebCrawler

Web Patrol 
searching 

for 
assessment 
items and 
responses



WGU WEBCRAWLER



RESULTS PAGE



The Web Patrol Team numbers from 
September 1, 2017 to August 31, 

2018
Approxima te ly, how ma ny DMCAs 
ha ve  been comple ted?

a . 150
b. 200

c. 300
d. Over 400



The Web Patrol Team numbers from 
September 1, 2017 to August 31, 

2018
Approxima te ly, how ma ny URLs were  
ta ken down from the  436 DMCAs?

a . 436
b. 932

c. 1,352
d. 14,763



Since 2009, how many online 
proctored a ssessments ha ve  been 

comple ted by WGU students?

a . Around 1,250,000
b. Around 1,500,000
c. Around 1,750,000
d. Over 2,000,000



What type of institution is the 
highest 

OLP user in the  world?

a . A business
b. A school It’s  WGU!



Discovery Challenges in New 
Media

• Keywords searches are becoming less effective due 
to social media growth and adoption

• Privacy of website/owner information growing 
exponentially further hampering takedown efforts

• Typical search methodolgies only uncover a small 
percentage of potential infringed content

• Where are they sharing content



Online Protection Strategies
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