
Credit Card Fraud Detection 
using Machine Learning

Aaron Zhong

River Hill High School

July 24, 2025



Problem Statement
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• I am trying to detect credit card fraud using machine 
learning.

• It is important because credit card fraud can lead to 
massive problems in the real world like stolen money.

• Credit card fraud is a major global issue and costs billions 
of dollars every year. To address this, companies rely on 
machine learning models, which can analyze a lot of 
transaction data in real time, to learn complex patterns 
and detect anomalies. This project shows the use of 
machine learning to accurately identify fraudulent credit 
card transactions.



Data Description
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• Kaggle Credit Card Fraud Detection Dataset
○ https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud 

• 284,807 transactions (rows), 31 (columns)

• Time, Amount, V1-V28, Class (Binary Label)

• No missing values, some outliers, severe 
majority class dominance

https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud


Data Description
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Data Analysis
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• Summary statistics
○ Shape: 284,807 transactions x 31 columns (28 PCA 

features, Time, Amount, Class)
○ NO missing values
○ Target Balance: 492 fraud, 284,315 legit
○ Amount: Skewed right with high variance
○ Time: Uniform across 48 hour window with few peaks
○ PCA Features: Centered distribution

• Visualizations:
○ Time Distribution: Some transaction time spikes 

coincide with fraud clusters
○ Correlation Matrix: PCA’s features show low parirwise 

correlation



Data Analysis
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• Severe class imbalance
○ Led to use of oversampling
○ Guided selection of performance metrics like 

Precision Recall AUC
• High skew and outliers in Amount:

○ Motivated log transformation or robust scaling
○ Confirmed via histograms

• Time feature is not as informative:
○ Low correlation with Class

• PCA-transformed features optimal for modeling:
○ Low multicollinearity, normalized distributions, 

ideal for algorithms



Feature Engineering
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• Feature transformation and encoding
○ PCA Applied (V1-V28)

■ The 28 anonymized features are already 
PCA-transformed

○ Standardized Amount and Time features using 
StandardScaler

• No new features created

• Feature Scaling:
○ Amount and Time were scaled

■ mean = 0 and std = 1



Feature Engineering
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• No feature reduction

• Final Feature Set:
○ Time
○ Scaled Amount
○ PCA Features

■ Eg: V4, V11, V12
○ Class

■ 0 for legit transactions
■ 1 for fraud transactions



Model Selection
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• What machine learning models did you use?
○ Logistic Regression

■ Fundamental linear model that estimates 
the probability of a binary outcome

○ Random Forest Classifier
■ An ensemble method that reduces 

overfitting and handles imbalance datasets 
well

○ K-Nearest Neighbors
■ A simple, instance based learning algorithm 

that can capture complex decision 
boundaries



Model Selection
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• Hyperparameters:
○ Logistic Regression

■ Max_iter: max iterations for solver to converge
■ solver: optimization algorithm

○ Random Forest Classifier
■ n_estimators: numbers of trees in forest
■ max_depth: max depth of each tree
■ min_samples_split: min samples required to split an 

internal node
○ K-Nearest Neighbors

■ n_neighbors: num of neighbors to consider
■ weights: how neighbors contribute to prediction
■ algorithm: algorithm for nearest neighbors search



Model Evaluation
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• Metrics:
○ Classification Report

■ includes precision, recall, f1-score, and support for both 
classes

○ Confusion Matrix
■ Shows true positives, true negatives, false positives, and 

false negatives
○ ROC Curve and AUC

■ Plots true positive rate vs false positive rate at diff 
thresholds

○ Precision-Recall Curve and Average Precision
■ Useful for imbalance data

○ Precision and Recall vs Threshold Plot
■ Shows how precision and recall change



Model Evaluation

12Prof. Zong Machine Learning Summer Camp Project

              Fold 1:                                              Fold 3:



Model Evaluation

13Prof. Zong Machine Learning Summer Camp Project

              Fold 1:                                              Fold 3:



Model Evaluation

14Prof. Zong Machine Learning Summer Camp Project

              Fold 1:                                              Fold 3:



Model Evaluation

15Prof. Zong Machine Learning Summer Camp Project

              Fold 1:                                              Fold 3:



Model Evaluation
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• I believe Logistic Regression wins because:
○ It balances interpretability and prediction
○ Uses data resampling to address class imbalance
○ Achieves high ROC AUC (0.98) and high Average 

Precision (0.85)
■ Shows good discrimination between fraud and 

non fraud cases



Conclusion
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• Key Takeaways:
○ Upsampling the minority class significantly 

improved model performance
○ Logistic Regression performed reliability 

with good interpretability and high 
precision

○ Evaluation using ROC and precision recall 
curves helped confirm model effectiveness

○ Data preprocessing is very important for 
consistent results



Conclusion
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• I have learned:
○ How to handle imbalanced classification 

problems using techniques like upsampling
○ How to implement and compare machine 

learning models like Logistic Regression 
and Random Forest Classifier

○ The importance of evaluation metrics 
beyond accuracy

○ How to use tools like cross-validation, 
feature scaling, and visualization in 
real-world datasets



Conclusion
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• Challenges:
○ Dataset was imbalance

■ Solved using upsampling to balance the 
training data

○ Choosing the right evaluation metrics
■ Learned to use ROC AUC and Precision 

recall curves instead of just accuracy
○ Avoiding overfitting

■ Used cross-validation and regularization 
to build generalizable models
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The End


