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 Integrating the clinical environment  is 
essential to create error-resistant systems 
to improve patient care and healthcare 
efficiency   





How do we prevent errors and 

Injuries? 

OR Clinical environments are crowded with complex, life-

saving technology.  



Forward-area Operating Room in Iraq 

Critical Care Air Transport 



Credit: T. Rausch 

Intensive Care Unit 



The cables represent one aspect of the “interoperability barrier” 

How do we connect medical devices to the EMR? 

Hint: it isn’t “plug and play” like USB memory sticks 



How will we interpret this electronic medical record? 
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Contextual awareness requires data from several device 

and systems.  

“Hudson River Over-ride” - Augment awareness, not control 





600 surgical fires each year 

The most severe burns are internal – in the lungs 

Caused by burning breathing tubes 
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Breathing  

Tube with 

Oxygen 
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NOT Commercially available 

Proposed and published in 1999! 





Switch from anesthesia machine ventilator to 

heart-lung bypass machine and back. 

or 



12 Years 

Almost every surgical team has experienced this error! 



Smart alarm system would provide warning if 

both ventilator and bypass pump are off.  

NOT Commercially available 

Should 

alarm if 

both 
are off 
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Needs and complexity will  only increase … 

Credit: P. Carleton, RN 

Connectivity challenge extends beyond the OR 
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NSF CPS-funded Collaboration: 

“Architecture for the Safe 
Composition of Complex Medical 
Systems” 

Goal:  Provide technology foundation 
for real time safety critical systems 
in healthcare 

Specific Issue: 

– Real-time safety analysis as 
multiple devices are integrated  



•
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NSF CPS-funded collaboration:  

“Composition, Interoperability, and Robustness of CPS 

Components for MD PnP” 



“a computer interface problem between the CT 

scanner and the workstation containing the 

Variseed software occurred that prevented the 

precise calculation of doses of radiation … 

received by the patient”* 

Dr. Gary Kao’s statement to U.S. Senate Committee on 

Veterans’ Affairs, June 29, 2009, regarding problems with 
prostate cancer radiation seed treatments in 92 veterans 

at Philadelphia VA Medical Center: 

*Section 11c and 12e 



Medical Device “Plug-and-Play”  

Interoperability Program (MD PnP) 

Massachusetts General Hospital and the CIMIT, with 

Army/TATRC support, initiated the MD PnP program in 

2004 to lead the adoption of open standards and 

technology for medical device interoperability to improve 

patient safety.  

More than 85 companies and institutions and > 700 experts 

(clinicians and engineers) have participated.  
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Non trivial technology challenges exist in each area 
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For safe “plug-and-play” integration of medical devices 
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http://www.cpsweek.org/ 
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5 Stakeholder groups from each organization: 

Purchasing/materials management, BME, IS, Clinical, Legal 

MD FIRE 

Download MD FIRE from www.mdpnp.org 



“Healthcare Delivery Organizations 

(HDOs) must lead a nationwide call 

to action for interoperability of 

medical devices and systems. One 

way that HDOs can effect this 

change is by including medical 

device interoperability as an 

essential element in the 

procurement process and in vendor 

selection criteria.”  

Download: http://mdpnp.org/MD_FIRE.php 



Anesthesia Patient Safety Foundation 

Society for Technology in Anesthesia 

Society of American Gastrointestinal Endoscopic Surgeons 

American Medical Association 

World Federation of Societies of Anesthesiologists 

American Society of Anesthesiologists 
Massachusetts Medical Society 

as of July 2009: 
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Attribution: L. Sha 
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Document Clinical Need 

adoption Alignment with Federal initiatives 



Improve safety and efficiency by 

changing expectations; 

changing technology;  

changing healthcare 





Contact info: 

www.jgoldman.info 

MD PnP Program: 

 www.mdpnp.org 


