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Abstract 
Modern organisations have inherited a sophisticated apparatus for the 

management of uncertainty.  Risk registers, control frameworks, residual risk ratings 

and assurance maps populate every governance committee, audit cycle and 

regulatory submission.  The apparatus is impressive.  It is also, in a specific and under 

examined way, a substitute for the practice it was meant to support.  This paper 

argues that risk assessment has migrated from its proper place at the end of 

decision-making to the front, absorbing the comparative analysis, problem definition 

and outcome examination that should precede it.  Existing critiques of risk practice 

from the methodological, safety engineering, high-reliability organisation and tail-risk 

literatures are correct as far as they go, but they share the assumption that risk is the 

proper centre of analysis.  This paper argues that the centre is wrongly placed: the 

proper centre is the problem itself, and risk is a derived concern that follows from 

understanding the problem.  The result of the substitution is a system that is reliably 

risk-managed but rarely understood, defensible under audit but vulnerable in 

operation, and structurally biased toward the persistence of its own assumptions.  The 

paper diagnoses four mechanisms that produce this substitution, identifies inherent 

risk anchoring as a particularly damaging methodological convention, examines the 

institutional reinforcement that sustains the pattern, and proposes the restoration of 

comparative diligence rather than the design of a new framework. 

1. Introduction 
Risk management is among the most successful disciplines in modern corporate 

practice.  Within two decades it has gone from a specialised function to a board-

level concern, codified in international standards, embedded in regulatory regimes 

and supported by a substantial professional services industry.  Its language is the 

lingua franca of governance.  No serious organisation operates without it. 

And yet the period of its dominance has been marked by a pattern of governance 

failures, operational catastrophes and slow-burn institutional underperformance, 

often in organisations whose risk management apparatus was, on paper, exemplary.  

Aviation safety failures, financial sector restatements, the response of multiple 

jurisdictions to the COVID-19 pandemic and the long deterioration of Western 

infrastructure resilience, all share a common feature: substantive risk documentation 

existed, controls were specified, audits were passed, and the underlying problem 

was nonetheless not understood until it forced its own recognition. 

The conventional response to such failures is to call for better risk management: more 

rigorous frameworks, better trained practitioners, more independent assurance.  This 

paper argues the opposite.  The problem is not that risk management has been 
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done badly.  The problem is that risk management has been done so successfully 

that it has displaced the practice it was meant to serve.  Diligence, the careful 

definition of problems and the comparative examination of solutions, has been 

progressively replaced by risk assessment of whatever solution happened to be 

chosen first.  The result is an organisational state that is well-defended against the 

wrong question. 

2. Existing critique and where this argument differs 
The argument advanced here is not the first critique of contemporary risk practice 

and it draws on a substantial body of prior work.  Acknowledging the overlap is 

necessary both to position the contribution and to clarify where this argument goes 

beyond what has been previously established. 

Several distinct strands of literature have addressed the failures of contemporary risk 

practice from different angles. The methodological critique has documented the 

incoherence of qualitative risk scoring, the misuse of ordinal scales, the absence of 

calibration in expert judgement, and the mathematical demonstration that risk 

matrices produce rank-reversal: two risks where A is genuinely worse than B can be 

assigned matrix scores where B looks worse than A, simply because of how the cells 

are constructed. A related strand of work on decision analysis has documented how 

plans built on point estimates fail predictably when the underlying variables vary, 

and how the apparatus of single-number risk ratings hides information that decision-

makers need. 

These critiques are correct as far as they go, and the paper is in substantial 

agreement with their analytical content.  Where this paper diverges is in the 

diagnosis of what the methodological problems actually mean.  The existing 

methodological literature treats the issue as one of method. Its remedy is 

quantitative: replace the broken qualitative tools with mathematically sound 

quantitative ones.  Use Monte Carlo simulation instead of risk matrices. Use calibrated 

probability estimates instead of ordinal scales.  Use decision analysis instead of risk 

register colour coding. The implication is that risk management can be saved by 

being done properly, where properly means quantitatively. 

The argument advanced here is structurally different.  Risk management is in the 

wrong place because it has migrated to a position in the decision sequence where it 

does not belong, and even mathematically perfect risk management would not 

solve the problem because the problem is sequence and substitution, not only 

method.  A calibrated probability estimate is an improvement but cannot address 

the failures from an inadequately framed question. 
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A second strand of work, drawn from cognitive systems engineering and high-

reliability organisation theory, has examined how complex systems drift toward the 

boundary of safe operation under continuous economic and operational pressure, 

and how this drift can be invisible from inside the system because individual decisions 

look locally reasonable.  This paper takes a related but distinct view.  Local decisions 

in many contemporary organisations are reasonable only against the institutionalised 

risk framework that has been pushed down through policy and procedure.  Strip 

away the framework and ask whether the decision was sound on its substance, and 

the answer is often no.  Drift is one mechanism by which organisational practice 

diverges from operational reality; the substitution described here is another, 

operating not through gradual movement but through immediate displacement of 

the cognition the decision required. 

The high-reliability organisation literature is the most useful positive counterpart to the 

critique advanced here.  The concept of preoccupation with failure describes the 

cognitive habit that institutionalised risk frameworks have displaced.  High-reliability 

organisations maintain deliberate suspicion of their own existing controls.  They 

expect surprises and treat normal operation as evidence that they are missing 

something, not as evidence that they are correct.  This is the inverse of the 

confirmation bias documented in Section 4 below.  The argument of this paper is 

therefore not asking organisations to invent something new.  The practices being 

advocated for exist, have been studied, are documented in the literature, and 

produce demonstrably better outcomes than the alternative.  The puzzle is why 

mainstream corporate practice has moved in the opposite direction during the 

same period that the high-reliability organisation literature was developing. 

A further strand of work on tail risk and fragility is relevant for one specific point.  Risk 

frameworks measure what they can identify, and exposure to the unidentified is a 

structural blind spot of the methodology.  The risk register is by definition a list of things 

that have been identified.  Exposure to events that have not been identified is 

invisible to the methodology.  The artefact cannot help with what it does not 

contain.  This observation is consistent with the substitution argument and is 

acknowledged in Section 8. 

Taken together, the existing critique establishes that contemporary risk practice has 

methodological problems, that complex systems can drift toward failure under 

economic pressure, that more reliable practices exist in safety-critical industries, and 

that the methodology has structural blind spots.  This paper extends the critique by 

identifying the deeper substitution that the methodological problems are symptoms 

of, and by tracing the institutional mechanisms that sustain the substitution despite 

repeated demonstrations that better practices exist. 
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3. The structure of the substitution 
Sound decision practice has a recognisable structure.  A problem is identified and 

defined with sufficient care to be confident that the right problem is being solved.  

Candidate solutions are generated, deliberately and with discipline.  Each 

candidate is examined against outcomes, including outcomes that the proposing 

party may find inconvenient.  A choice is made, with reasons that can be 

articulated.  Only then, with the choice made, is the chosen path subjected to risk 

assessment to identify what could go wrong with it and what controls would be 

appropriate. 

Risk assessment, in this structure, is a downstream activity.  It serves the decision; it 

does not constitute it.  It can answer the question "what is the probability that what 

we are doing could go wrong and what might it cost if it does" but it cannot answer 

the prior question "is what we are doing the right thing to be doing."  Those are 

different questions and they require different practices. 

What has happened is that risk assessment has migrated upstream, absorbing the 

problem definition step, the comparative analysis step, the outcome examination 

step, and the choice itself.  The practice now typically begins with a problem 

statement, proceeds through a single chosen response that is examined for its risks, 

and concludes with a residual risk rating that is treated as evidence of adequate 

diligence.  The comparative step is rarely visible in modern decision documents.  The 

outcome examination step is reduced to control specification.  The choice itself is 

often pre-determined by the framing of the risk assessment that opens the process. 

This is not a complaint about laziness.  It is a structural observation.  Each step of the 

displaced practice required cognitive effort, organisational time and the willingness 

to defend reasoning that exceeded the formal documentation requirements.  Risk 

assessment offers a methodology that satisfies governance, regulatory and audit 

requirements without requiring any of these things.  In the absence of a deliberate 

countervailing practice, organisations have rationally migrated toward the 

methodology that meets formal requirements with less effort.  The migration is not a 

bug but a feature of the system that has selected for it. 

4. Four mechanisms 
Four mechanisms together produce and sustain the substitution.  Each operates 

independently and each reinforces the others.  Together they constitute an 

equilibrium that resists correction even when individual practitioners recognise the 

problem. 
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4.1 Regulatory 
Regulators across jurisdictions have adopted risk assessment as the formal language 

of uncertainty.  Climate disclosure regimes, financial conduct regulation, 

occupational health and safety law, environmental approval frameworks, anti-

bribery compliance, all require the production of structured risk artefacts.  The 

artefacts are reviewed, audited and used as the basis for regulatory decisions. 

This is not in itself a failure of regulation.  Regulators need a defensible basis for their 

decisions and risk assessment provides one.  But the regulatory adoption has a 

second-order effect: it elevates risk assessment from one tool among many to the 

privileged form in which uncertainty is communicated to authority.  Organisations 

that wish to interact with regulators must speak in the language of risk assessment.  

Over time, this language colonises internal practice as well, because maintaining a 

separate internal vocabulary is expensive and creates translation overhead at every 

regulatory interface.  The regulatory tail wags the operational dog. 

4.2 Governance 
Governance processes prioritise defensibility and approval over challenge.  This is not 

a flaw in governance practitioners; it is the nature of the function.  A board that 

approves a decision and is later asked to justify it needs documentation that 

supports the approval.  A risk assessment provides that documentation in a 

standardised format that is recognisable to other directors, auditors and regulators. 

The incentive that follows is corrosive.  Decision processes that produce defensible 

documentation are favoured over decision processes that produce better decisions.  

A comparative analysis that examined three options and chose one with reasons 

can always be challenged after the fact for not having considered a fourth option, 

or for having weighted the criteria incorrectly, or for having relied on assumptions 

that turned out to be wrong.  A risk assessment of a single chosen path, with controls 

specified and residual risk rated, is much harder to fault on procedural grounds.  The 

latter is therefore more attractive to the parties responsible for governance, 

regardless of whether it produced a better decision. 

4.3 Social 
Risk assessment carries institutional authority.  It is performed by qualified 

practitioners, often with external consultants.  It produces structured artefacts that 

look rigorous.  It is approved by senior leaders and reviewed by audit functions.  Each 

of these features generates social proof that the assessment is sound and that the 

underlying decision is therefore sound. 
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Social proof, once established, is difficult to dislodge.  Challenging a documented 

risk assessment requires not only a substantive counter-argument but also a 

willingness to set oneself against the apparatus that produced the assessment, 

including the practitioners, consultants and senior leaders who endorsed it.  The cost 

of challenge is high; the social reward for challenge is low; the social cost of being 

seen to challenge unsuccessfully is significant.  In the absence of strong cultural 

support for challenge, the rational individual response is silence.  The system 

therefore accumulates uncontested risk assessments at a rate that exceeds its 

capacity to challenge them. 

4.4 Cognitive 
The cognitive mechanism is the most important of the four and the least often 

discussed.  It operates through confirmation bias, applied not to specific propositions 

but to the artefacts that contain them. 

A risk assessment, once produced, becomes an artefact in the institutional record.  

Subsequent observations are processed against it.  In the absence of failure, the 

absence is read as evidence that the assessment was correct.  Periods of normal 

operation are interpreted as confirmation of the underlying analysis, even though 

the absence of a rare event provides almost no information about its probability.  

The artefact accumulates apparent validity through nothing more than the passage 

of time. 

This is the inverse of how knowledge should age.  A genuine assessment becomes 

less reliable over time as conditions change and the original analysis becomes 

further from current reality.  A risk-assessed conclusion strengthens over time because 

non-failure is read as confirmation.  The methodology systematically inverts the 

proper relationship between an analysis and its age. 

Confirmation bias also operates more strongly on structured artefacts than on 

informal judgements.  An informal judgement carries no institutional weight and 

invites challenge.  A signed risk assessment, with controls, owners and review dates, 

carries the authority of the apparatus that produced it.  The more rigorous-looking 

the artefact, the more strongly the bias attaches.  This is an uncomfortable finding 

because it implies that the formality of risk assessment makes it more vulnerable to 

confirmation bias than the informal judgement it replaced, not less. 

5. Inherent risk: an anchor in the wrong place 
A specific methodological convention deserves particular attention because it 

amplifies all four of the mechanisms above.  The practice of assessing inherent risk, 

the level of risk before any controls are applied, has become standard in most risk 
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management frameworks.  The methodology is straightforward in principle: assess 

the inherent risk, identify controls, assess the residual risk, the difference is what your 

controls are achieving. 

In practice, the methodology is deeply problematic.  It often forces a comparison 

against a state that does not exist and may never have existed.  No real organisation 

has ever operated without controls.  The inherent state is a fiction constructed for the 

purpose of demonstrating that controls are doing something.  Every subsequent 

review compares current performance against this fictional baseline, and as long as 

residual risk is materially below inherent risk, the controls are deemed effective.  The 

comparison cannot fail to demonstrate value because the baseline was constructed 

to ensure it would not. 

The deeper problem is anchoring.  Inherent risk fixes the cognitive reference point at 

the worst-imaginable state.  Any movement away from that state feels like progress, 

regardless of whether better states are achievable.  Once the anchor is established, 

every subsequent decision is biased toward feeling adequate, because adequate 

residual risk is always materially better than inherent.  The anchor removes the 

cognitive pressure for continuous improvement. 

Consider a control that reduces inherent risk by 70 percent.  Against an inherent risk 

anchor, the control appears successful.  The question "could we be reducing 

inherent risk by 90 percent with currently available technology" never arises within the 

methodology, because the methodology contains no mechanism to ask it.  The 

reference point is fixed in the past, at a state that never existed, rather than in the 

present, at the state that current technology and practice would permit. 

This is the horse-drawn buggy problem.  Each generation of buggy improved on its 

predecessor; compared to its predecessor, a late model looks like progress.  

Compared to an internal combustion engine, it does not.  Inherent risk methodology 

directs attention to the first comparison and away from the second.  Organisations 

measure themselves against the worst they could be rather than the best currently 

available and feel successful while becoming obsolete. 

Inherent risk also makes risk management feel like a settled discipline rather than an 

evolving one.  If the reference point is the worst-imaginable state, then adequate 

controls produce a stable conclusion.  If the reference point is the best currently 

achievable state, the conclusion is never stable, because the best currently 

achievable keeps moving.  The first framing is comfortable and produces 

governance committees that meet quarterly to confirm their satisfaction.  The 

second is exhausting and produces organisations that are perpetually unfinished.  

Organisations have selected for the comfortable framing because the demanding 
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one imposes ongoing costs that nobody wishes to absorb.  The methodology 

survived not because it is more rigorous but because it is more stable, and stability is 

what governance and audit functions reward. 

It is worth noting that the existing critique of inherent risk has been made on different 

grounds.  Some published works object to inherent risk as qualitatively scored and 

methodologically loose.  The objection here is more fundamental: inherent risk is the 

wrong reference point regardless of how it is measured.  Even a rigorous inherent risk 

anchors the cognitive comparison in the wrong place.  The fix is not better 

measurement; it is a different anchor. 

6. The pattern in operation 
The mechanisms above produce a recognisable pattern in operational practice.  

The pattern is described below in five movements, though they are better 

understood as snapshots of an ongoing equilibrium than as a chronological 

sequence. 

6.1 Time pressure as permission structure 
Most organisational situations have more time available than is claimed.  Genuine 

emergencies and evolving disasters cannot afford an extra day or two.  Almost 

everything else can.  Yet organisational decisions are routinely framed as time-

pressured even when they are not, because describing a situation as time-pressured 

licenses the substitution that follows.  Time pressure becomes a permission structure 

rather than a real constraint.  The framing is the opening move that justifies the 

curtailment of comparative analysis. 

There is an instructive contrast with genuine emergencies.  In a real emergency the 

framing is honest, the constraint is real, and the people involved know they are 

operating under conditions where mistakes are likely.  They compensate.  In a 

manufactured emergency, the framing licenses haste without inviting the 

compensating scepticism.  The result is worse decisions in situations that did not 

actually require speed. 

6.2 The disappearance of comparative analysis 
Once the time-pressured framing is established, the next casualty is comparative 

analysis.  Earlier generations of engineering and management practice routinely 

employed structured comparison: decision matrices, multi-criteria analysis, options 

appraisals, trade studies.  These tools were imperfect, sometimes gamed and often 

reductive.  But they imposed a discipline.  A recommendation could not be 

advanced without articulating what alternatives had been considered and why 

they had been rejected. 
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That practice has substantially eroded.  In its place, organisations now perform risk 

assessment of whatever option happened to be chosen first by consensus.  The risk 

assessment can be rigorous in its own terms.  It tells the organisation nothing about 

whether the chosen option was the right one.  Risk assessment of a single chosen 

path asks "what is the probability that what we are doing could go wrong and what 

might it cost if it does."  Comparative analysis asks "is what we are doing better than 

what we could do instead."  The second question is the more important one, and it is 

the one that has gone missing. 

Sunk cost fallacy contributes here.  Once an organisation has expended effort 

framing a particular option, opening the comparative question means writing off 

that effort.  The longer the option has been in development, the harder the question 

becomes to ask.  By the time it reaches formal approval, the comparative question is 

socially impossible to raise.  The organisation has committed to a path before it has 

examined alternatives. 

6.3 Risk assessment as substitute for understanding 
With the comparative step bypassed, risk assessment moves into the space the 

comparative step would have occupied.  Uncertainty is translated directly into 

structured risk articulation, controls are specified, and a residual risk rating is 

produced.  The organisation now has a documented position on the chosen path. 

It does not, however, have an understanding of the underlying problem.  Risk 

assessment does not require the practitioner to define the problem with sufficient 

care to be confident that the right problem is being solved.  It requires only that 

uncertainty be expressed in a structured form.  Frequently the framing is broad, 

poorly specified or focused on a narrow slice of the actual problem.  The current 

Australian framing of fuel supply disruption as a fuel shortage problem is illustrative.  

The framing directs attention to retail availability of petrol and diesel.  It excludes 

lubricants, bitumen, aviation fuel logistics, petrochemical feedstocks and agricultural 

chemicals, all of which depend on the same upstream condition and all of which 

have substantial downstream consequences if disrupted.  A risk assessment of "fuel 

shortage" exists, with controls and contingencies, and it is solving a problem too 

narrow to be the actual problem.  The artefact provides the appearance of 

preparation without the substance of having understood the situation. 

6.4 The substitution at the front line 
The pattern operates at every level of the organisation, not only in strategic decision-

making.  A particularly clear illustration is the appearance of risk matrices on 

operational tools that were originally designed as cognitive prompts.  Stop cards and 

Stop, Look, Assess, Manage (SLAM) routines were developed as front-line diligence 
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practices.  Their original purpose was to interrupt task execution long enough for the 

operator to think: pause, look at the work, assess the situation, make sure the 

planned action was sound.  They were practices of judgement, supported by 

experience. 

It is now common to see these tools printed with a risk matrix at the top.  The operator 

is no longer asked to think about the task; the operator is asked to score the task on 

a matrix.  The artefact has displaced the cognition that the practice was originally 

meant to elicit.  This is the substitution at its most granular.  The diligence practice has 

been overtaken by a risk articulation in the same way that strategic decisions have 

been.  A worker with experience and a stop card was being supported in the 

exercise of their judgement.  A worker with a risk matrix is being asked to perform a 

methodological exercise that substitutes for judgement.  The institutional apparatus 

treats the second condition as more controlled than the first because the 

documentation is better, while the actual cognitive content of the safety practice 

has been hollowed out. 

6.5 Confirmation bias and the unrevisited assumption 
Once the risk assessment is in place, confirmation bias takes over.  The system 

continues to operate.  Risk documents exist, audits are passed, consultants have 

endorsed the framing, governance requirements are met.  Each subsequent year of 

normal operation is read as evidence that the original assessment was correct.  No 

mechanism exists to test whether conditions have changed in ways that would 

invalidate the framing. 

The choice of temporary building location provides a concrete example.  A location 

is chosen in a flood zone as it is available and convenient, the flood risk is assessed as 

low after consultation.  Equipment is placed in it.  In subsequent years it does not 

flood, and the location is no longer questioned.  When eventually it does flood, the 

post-event analysis observes that the location was always vulnerable.  The 

vulnerability was knowable from the outset.  Nothing prevented it from being 

identified except that the original assumption was never revisited.  Confirmation bias 

attached to the unfailing condition and treated each year of non-failure as 

evidence of correctness, when in fact the years of non-failure provided almost no 

information about the location's actual vulnerability. 

This is the substitution at its most damaging.  The risk assessment was performed.  The 

artefact existed.  The organisation was demonstrably in compliance with its risk 

management obligations.  And yet the underlying assumption was wrong from the 

beginning, and no element of the risk management apparatus was structured to 

catch it.  The apparatus does not test assumptions; it elaborates them. 
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6.6 Controls outliving their justification 
A second, related failure operates within the risk assessment itself.  Once controls are 

specified, reviews ask whether the controls are being performed (compliance), 

whether they are adequate (effectiveness) and whether they remain operational 

(assurance).  Reviews rarely ask whether the controls are still the right controls given 

what is now available. 

A 60-minute fire watch made sense when it was the best available option.  A 

continuous-monitoring thermal camera with anomaly detection has existed at 

commercially viable cost for at least 15 years.  Its detection latency is seconds, its 

coverage is total, its labour cost is near-zero, and its reliability is higher than human 

attention sustained over a shift.  The fire watch was never wrong; it has been 

overtaken.  But it persists in many sites because no review process is structured to ask 

"is this still the right way to achieve the underlying objective."  The control has been 

reified.  It has stopped being a means to an end and become an end in itself. 

Organisations measure compliance with their chosen controls and call it risk 

management.  They rarely measure the gap between the chosen control and the 

best currently available control, because that gap is uncomfortable.  It implies the 

current control was correct when chosen but is no longer the best available, which 

means the people responsible for the control should have been updating it and 

have not been.  The political cost of acknowledging the gap keeps it unmeasured.  

Inherent risk anchoring compounds this: as long as the existing control is materially 

better than no control at all, the methodology rates it as effective. 

7. Institutional reinforcement and self-perpetuation 
The substitution is reinforced by a set of relationships that together create conditions 

in which risk-centred practice is consistently easier to sustain than to question. Three 

groups in particular shape the environment in which risk practice operates: the 

advisory and assurance professions, the regulators who set the rules, and the 

standards bodies that produce the formal frameworks. These groups interact in ways 

that, taken together, make the existing approach difficult to challenge from any 

single position within the system. 

The advisory and assurance professions have developed methodologies, training 

programmes, audit approaches and consulting practices that centre risk as the 

organising concept. This centring is the product of professional development over 

the past two decades, has produced genuine improvements in many areas, and 

represents the considered view of a substantial professional community. The same 

professionals who developed the apparatus also train the next generation of 

practitioners, contribute to the thought leadership that informs regulatory thinking, 
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and participate in the standards bodies that produce the formal frameworks. Career 

mobility between advisory roles and regulatory roles is common and, on the whole, 

healthy: it ensures that regulators understand the practical realities of compliance 

and that practitioners understand the regulatory intent. 

The unintended consequence of this productive interaction is a degree of mutual 

reinforcement that makes the existing approach durable. Standards bodies adopt 

frameworks developed within professional practice. Regulators require compliance 

with the standards. The regulated population engages advisers to demonstrate 

compliance. The advisers' work informs the development of subsequent frameworks. 

Regulators, having adopted the frameworks, develop a reasonable institutional 

interest in their stability, because regulatory decisions made in their terms cannot 

easily be revisited if the frameworks themselves are reopened. None of the 

participants in this pattern have any reason to challenge the centring of risk. Each is 

performing their role conscientiously within the environment as it exists. The author is 

part of the same professional community and includes himself in the observation. The 

argument is not that the participants are acting in bad faith; it is that the structural 

incentives faced by everyone involved make a different approach genuinely 

difficult to develop from inside the system. 

A related dynamic operates around professional liability. A structured risk assessment 

that conforms to a recognised methodology has a level of defensibility that 

substantive judgement does not. This is not a flaw; it reflects the legitimate need to 

evaluate professional conduct against discernible standards. The practical effect, 

however, is that practitioners face an asymmetry. A decision based on substantive 

judgement that has a bad outcome has only the quality of the reasoning as its 

defence, and reasoning is harder to evaluate in a contested setting than 

methodological conformance. A decision based on a methodical risk assessment 

has the methodology itself as a reference point. Over time, this asymmetry produces 

a measurable preference for structured outputs over substantive judgement, not 

because practitioners value form over substance but because the surrounding 

environment treats structured outputs as more defensible. 

The asymmetry is not new. Ambrose Bierce identified the underlying habit of mind 

more than a century ago in The Devil's Dictionary: 

Outcome, n. A particular type of disappointment. By the kind of intelligence 

that sees in an exception a proof of the rule the wisdom of an act is judged by 

the outcome, the result. This is immortal nonsense; the wisdom of an act is to 

be judged by the light that the doer had when he performed it. 

Ambrose Bierce, The Devil's Dictionary, 1906 
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What has changed since Bierce wrote is that the immortal nonsense has been 

institutionalised. Outcome-based evaluation of decisions has been formalised into 

liability frameworks, audit methodologies and regulatory expectations that 

systematically reward conformance over reasoning. The asymmetry that Bierce 

identified as a habit of mind has become a structural feature of professional 

practice. Practitioners are not making the cognitive error Bierce described; they are 

responding rationally to an environment that has built the error into its incentives. 

8. Consequences 
The substitution does not always produce visible failure.  Often it produces a subtler 

outcome: organisations that satisfy their formal requirements while losing their grip on 

the underlying problem.  Government debt accumulates while every individual 

budget decision is risk-assessed and approved.  Large companies underperform their 

potential while every governance requirement is met.  Infrastructure deteriorates 

while every asset is on a maintenance schedule.  In each case the apparatus is 

functioning.  The artefacts exist.  The audits pass.  And the substantive condition 

continues to deteriorate. 

Sometimes the deterioration is forgiving and the consequences are merely sub-

optimal performance over decades.  Sometimes it is not, and the consequences 

arrive as catastrophic failure that appears, in retrospect, to have been foreseeable.  

The mechanism in both cases is the same: the system was risk-managed but not 

understood.  The visible difference between underperformance and catastrophe is 

determined not by the quality of the risk management but by how forgiving the 

operating environment turned out to be.  This is not a comfortable observation.  It 

implies that organisations whose risk management has produced good outcomes for 

years may simply have been operating in benign conditions, not because the risk 

management was sound. 

The substitution also produces a structural blind spot to which the methodology has 

no answer: fragility to the unidentified.  Risk frameworks measure what they can 

identify.  The risk register is, by definition, a list of things that have been identified.  

Exposure to events that have not been identified, fragility in its narrower sense, is 

invisible to the methodology.  This blind spot is not a failure of execution that better 

risk management could correct.  It is structural.  The methodology can only operate 

on what has been articulated within it, and what has not been articulated is 

therefore outside its scope.  Organisations whose practice consists of risk 

management of identified items will, predictably, be unprepared for the items they 

have not identified, and the proportion of their actual risk exposure that consists of 

unidentified items is unknown to them by construction. 
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This is one of the reasons that the substitution is so dangerous.  An organisation 

operating with a comprehensive risk management apparatus may believe itself to 

be well-prepared while in fact being prepared only for the subset of its actual risk 

that the apparatus has identified. 

9. What restoration looks like 
The argument advanced here is not a call for a new framework.  It is a call for the 

restoration of a practice that has been displaced supported by a risk framework.  

The remedy is not better risk management; it is the return of the comparative 

analysis, problem definition and outcome examination that risk management has 

substituted for complemented by disciplined risk management. 

Several specific changes follow.  None of them require new methodology.  All of 

them require deliberate organisational commitment to practices that the current 

incentive structure does not reward. 

First, decision documents should articulate the problem before they articulate the 

response.  Problem definition is a discipline.  It requires asking what is actually being 

decided, what outcomes are being sought, what evidence supports the framing 

and what the framing might be excluding.  This step has been absorbed into risk 

assessment and needs to be restored as a distinct activity, with its own 

documentation and its own challenge process. 

Second, comparative analysis should precede risk assessment.  Decision matrices, 

multi-criteria analysis and options appraisals are imperfect tools but they impose the 

discipline of articulating alternatives.  Their disappearance from much of 

contemporary practice is a loss that should be reversed.  A decision document that 

does not show what alternatives were considered and why they were rejected is 

incomplete, regardless of how thorough its risk assessment of the chosen path may 

be. 

Third, inherent risk anchoring should be replaced with current-state benchmarking.  

Controls should be assessed not against the fictional baseline of "no controls at all" 

but against the achievable baseline of "best currently available."  This change alone 

would re-establish the cognitive pressure for continuous improvement that inherent 

risk methodology removes.  It would also force organisations to keep current with 

available technology and practice rather than allowing existing controls to ossify. 

Fourth, reviews should test framings, not just controls.  Periodic risk reviews should 

include a structured question: "if we were specifying controls for this risk today, from 

scratch, what would we specify, and how does that compare to what we currently 

have." 
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Fifth, professional liability frameworks should distinguish between the conformance of 

a process and the soundness of a judgement.  As long as the enforcement 

environment rewards methodologically conformant outputs over substantively sound 

reasoning, advisers will produce the former at the expense of the latter.  This is a 

longer-term reform than the others but it is the one that determines whether the 

others can take hold. 

Sixth, operational diligence practices should be defended against methodological 

encroachment.  Stop cards, SLAM routines, toolbox talks and similar front-line tools 

were designed to elicit judgement, not to substitute for it.  Where these tools have 

acquired risk matrices and structured scoring elements, the original cognitive 

content of the practice has been hollowed out.  Restoration in these cases means 

stripping the methodology back out and returning the tool to its original purpose: 

prompting the experienced operator to think, look and assess before acting.  This is 

not anti-methodology.  It is methodology applied where it belongs and absent from 

places where it interferes with the cognitive practice it has displaced. 

10. Conclusion 
Risk management has not failed.  It has succeeded so completely that it has 

displaced the practices it was meant to support.  The substitution is sustained by 

regulatory adoption, governance preferences, social proof and cognitive bias, 

amplified by methodological conventions like inherent risk anchoring and protected 

by an institutional apparatus whose commercial and regulatory interests align with its 

persistence.  The result is an organisational state that is reliably risk-managed but 

rarely understood, defensible under audit but vulnerable in operation, and 

structurally biased toward the persistence of its own assumptions. 

The remedy is not a better framework.  It is the restoration of the diligence that risk 

management was meant to support, not replace.  Define the problem.  Examine the 

alternatives.  Consider the outcomes.  Make the choice with reasons.  Then, and only 

then, assess the risks of the chosen path.   

The argument has implications that extend beyond risk management specifically.  

The institutional preference for codified methodology over embodied expertise, for 

procedure over judgement, for documentation over experience, operates in 

domains well beyond the one this paper has examined.  Productivity research, 

public administration research and healthcare research all describe related patterns 

in their own fields.  The substitution of risk assessment for diligence is one expression of 

a broader phenomenon, and the restoration argued for here would, if seriously 

pursued, raise questions about institutional decision-making practice well beyond 

risk.  However, those questions are beyond the scope of this paper. 
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Whether organisations and the institutions that govern them are willing to absorb the 

cost of restoration is a separate question.  The cost is real.  Comparative analysis 

takes longer than risk assessment.  Problem definition requires admitting uncertainty 

in formal documents.  Current-state benchmarking imposes ongoing demands that 

inherent risk methodology avoids.  Defending front-line diligence practices against 

methodological encroachment requires resisting the institutional pressures that 

produce the encroachment.  Each of these changes makes risk management 

harder.  Each of them also makes it more substantive, and substance is what has 

been displaced.
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