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Bottom Line Up Front

THE DINNER TABLE VERSION

The world is building $3 trillion worth of new data centers by 2030. Every one of them
is being constructed with ordinary concrete � concrete that provides no validated elec-
tromagnetic shielding performance and is generally insu�cient to meet any recognized
EMP protection standard. The three threat vectors that could destroy every server
inside in microseconds � solar geomagnetic storms, high-altitude nuclear pulses, and
directed-energy weapons � pass through standard concrete walls largely unimpeded.
The good news: the solution doesn't require a new technology. It requires putting the
right things into the concrete before the pour. Not bolting on a solution afterward.
Not wrapping the building in copper mesh at $200 per square foot. Pouring graphene-
enhanced concrete the same way you pour any structural concrete � and getting a
building that is simultaneously a structural Faraday enclosure.
That is what EMPCrete is. And the numbers, when compared side-by-side with every
other protection method available, make the construction argument straightforward.

The trillion-dollar gap in plain language: A hyperscale data center costs $10�20 million
per megawatt to build. The servers inside can cost another $25 million per MW. A single
EMP event can destroy all of it in less time than it takes to blink. Tier certi�cation does
not validate EMP resilience and should not be interpreted as HEMP hardening. Not a
single Tier III or Tier IV speci�cation requires it. The construction industry has collectively
ignored a threat that the U.S. military has been designing around since 1962.

That gap is closing. This article explains why � and what the most e�cient solution looks
like.

The EMP Threat Landscape: Three Vectors, One Blind

Spot

Electromagnetic pulse threats arrive from three distinct sources. They di�er in their physics,
their geographic scope, their probability, and the speci�c damage they cause. Understanding
all three is essential to evaluating protection strategies.

Threat Vector 1: Solar Geomagnetic Storms (CME Events)

The sun operates on an 11-year magnetic activity cycle. Solar Cycle 25 peaked in 2024�2025,
producing the most intense geomagnetic activity in two decades. When a coronal mass ejec-
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tion (CME) � a billion-ton cloud of magnetized plasma � strikes Earth's magnetosphere,
it induces powerful quasi-DC electric �elds across continental-scale conductors for hours.

CRITICAL THREAT INSIGHT

The Carrington Event (1859): The most powerful recorded geomagnetic storm
induced currents so large in telegraph lines that operators could send messages with the
equipment disconnected from batteries. Paper caught �re at telegraph stations from the
heat in conductors. Modern semiconductor electronics are orders of magnitude more
sensitive than 19th-century telegraph equipment.

The 2012 Near Miss: On July 23, 2012, a Carrington-class CME erupted from
the sun. It missed Earth by nine days. NASA scientists later estimated the storm's
intensity exceeded that of any event in the past 150 years. If it had struck Earth directly,
estimated damage to the U.S. electrical grid and electronic infrastructure: $2 trillion.
Recovery time: 4�10 years.

Current Probability: Published risk estimates have placed the annual probability of
a Carrington-class event in the range of 1�12% per year, depending on methodology and
severity threshold (Riley, 2012; Lloyds of London, 2013; Oughton et al., 2019). Over
a 20-year data center operational lifespan, cumulative probability on the lower end of
these estimates approaches 20%. This is not a tail risk. It is a design parameter.

The speci�c threat to data centers from geomagnetic events is primarily the E3 mechanism:
slowly varying induced geomagnetic current (GIC) that �ows through long conductors �
transmission lines, ground conductors, building steel � and destroys transformers by driving
their magnetic cores into saturation. Without the grid, even a data center with diesel backup
power has 48�72 hours before it goes dark permanently.

THE PHYSICS

E3 Geomagnetically Induced Current (GIC) Physics:
A time-varying magnetic �eld B(t) generates an electric �eld by Faraday's Law:

∇× E = −∂B

∂t
(1)

For a geomagnetic storm with dB/dt ≈ 2,000 nT/min (Carrington-level), the induced
geoelectric �eld E∥ along the surface can reach 10�100 V/km. A 500 km transmission
line thus develops 5,000�50,000 V of induced EMF, driving currents of hundreds of
amperes through transformer neutral connections designed for milliamps. Transformer
core saturation occurs within seconds, generating harmonics that trip protective relays
and cause physical overheating leading to permanent destruction.
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Threat Vector 2: High-Altitude Electromagnetic Pulse (HEMP)

A high-altitude nuclear detonation produces the most damaging form of EMP. A single
weapon detonated at 200�400 km altitude generates a three-phase electromagnetic attack
across continental areas � no blast, no radiation, no visible destruction. Just electronics
failing silently across 1.5 million square miles.

The Three Phases of HEMP

E1 � The Semiconductor Killer (nanoseconds to microseconds): The Compton
scattering of gamma rays in the upper atmosphere generates a downward electron current
that, combined with Earth's magnetic �eld, produces an electromagnetic pulse with a rise
time of 2�5 nanoseconds and a peak �eld strength of 50,000 V/m. Standard surge protectors
cannot respond fast enough. Standard uninterruptible power supplies cannot respond fast
enough. The only e�ective defense is shielding the electronics before the E1 pulse arrives.

E2 � The Lightning Analog (microseconds to seconds): The E2 phase resembles a
lightning strike in its time pro�le. Individually, E2 is manageable with conventional lightning
protection. However, the E2 pulse arrives after the E1 pulse has already destroyed the surge
protection equipment, turning a manageable problem into an unobstructed attack on exposed
conductors.

E3� The Grid Destroyer (seconds to minutes): Like the CME-induced GIC described
above, the E3 phase couples to long transmission lines and destroys grid infrastructure.
The combination of E1 disabling control systems and E3 destroying transformers creates a
recovery scenario measured in years, not weeks, because replacement transformers for large
grid installations are custom-manufactured with 12�18 month lead times. The U.S. currently
holds a strategic reserve of approximately 400 spare transformers against a grid that uses
approximately 2,000 large power transformers.

THE PHYSICS

E1 HEMP Peak Field and Semiconductor Vulnerability:
The E1 peak electric �eld for a well-optimized HEMP weapon at optimal burst altitude
is:

Epeak ≈ 50,000 V/m at ground level (worst case) (2)

Modern semiconductor junction voltages are typically 1�5 V. The dielectric breakdown
threshold for a 10 nm gate oxide (representative of 2025-era logic transistors) is:

Ebreakdown =
Vbreakdown
doxide

=
3 V

10× 10−9 m
= 3× 108 V/m (3)

While gate oxides are not directly exposed, antenna e�ects in PCB traces, cable bundles,
and enclosure apertures can couple and concentrate E1 �elds by factors of 102�104,
bringing induced voltages well above junction damage thresholds within nanoseconds.
Even �nearby miss� �eld strengths of 5,000�10,000 V/m routinely produce junction
failure in unshielded semiconductor devices.
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Threat Vector 3: Intentional Electromagnetic Interference (IEMI)
and Directed Energy Weapons

The third vector requires no nuclear device and no solar activity. Commercially available
components can produce localized EMP devices capable of 10,000�50,000 V/m at ranges of
10�100 meters. These devices are transportable in a suitcase, require no special materials,
and can be assembled for thousands of dollars.

The growing accessibility and miniaturization of high-power microwave and IEMI-capable
devices has been documented by defense research organizations including the European De-
fense Agency and DARPA. The threat is no longer limited to state-level actors.

Commercial data centers � increasingly housing critical AI infrastructure, �nancial clearing
systems, and government cloud workloads � are high-value, physically accessible targets.
Commercial IT equipment immunity standards (IEC 61000 and related) specify immunity
levels relevant to the industrial EM environment, not to deliberate high-power attack sce-
narios. Purpose-built IEMI devices can produce �eld strengths orders of magnitude beyond
those levels at close range.

The Combined Threat: Why Standard Design Fails at the Worst
Possible Moment

The most dangerous scenario combines all three domains in sequence:

1. Months before: Nation-state actors in�ltrate grid SCADA and data center OT
systems. Malware is mapped to speci�c physical equipment and lies dormant.

2. Hours before: Pre-positioned malware activates to disable protective relays and
corrupt backup system logic. The grid is operating in a degraded state � but still
functional.

3. T= 0: HEMP detonation. E1 destroys unprotected semiconductor electronics. E3
induces GIC that destroys the transformers whose protective relays were disabled
in Step 2.

4. T+days to years: No restoration is possible because SCADA servers are wiped,
PLCs are bricked, and replacement transformers do not exist in su�cient quantity.
The data center is dark inde�nitely.

This is not science �ction. It is the explicit doctrinal framework published by the Congres-
sional EMP Commission, NORTHCOM, and DHS. It is the basis on which the U.S. Air
Force designs hardened facilities. It is absent from every hyperscale data center speci�cation
sheet in existence.
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Why Data Centers Are the Most Exposed Critical Infras-

tructure

The $3 Trillion Construction Blind Spot

The data center industry is in the largest construction boom in its history. As of Q4 2025,
the global pipeline of large-scale data center projects totals $2.3 trillion, with approximately
$1.29 trillion in North America alone. JLL forecasts that nearly 100 GW of new capacity will
come online between 2026 and 2030 � doubling global capacity. The average construction
cost is currently $11.3 million per megawatt of IT load, with AI-optimized facilities reaching
$20 million per MW or higher.

THE CONSTRUCTION ANGLE

The Vulcan Materials Signal: Vulcan Materials (NYSE: VMC), the nation's largest
producer of construction aggregates, reported in its Q4 2025 earnings call that data
centers now represent a major demand catalyst for its business. CEO Ronnie Pruitt
con�rmed that over 70% of all data center construction activity in the United
States sits within 30 miles of a Vulcan aggregates facility. Management noted
over 150 million square feet currently under construction and nearly 450 million square
feet in the announced pipeline.
This is the construction industry's footprint on the data center boom. The aggregate
suppliers, the ready-mix producers, the structural engineers � they are all pouring con-
crete into data centers at unprecedented scale. None of them are adding electromagnetic
shielding to that concrete. That is the opportunity.

Why Standard Tier III/IV Design Provides Zero EMP Protection

Modern hyperscale data centers are engineered for availability against conventional failures:
hardware faults, power outages, cooling failures, and natural disasters. A Tier IV facil-
ity provides 99.9951% uptime against these threats. Tier certi�cation does not validate
electromagnetic resilience and should not be interpreted as HEMP hardening. Against EMP
threats, the typical hyperscale facility provides no veri�ed shielding performance whatsoever.
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Table 1: Standard Tier III/IV Data Center Design vs. EMP Threats

Standard Feature Conventional Threat
Addressed

EMP Protection
Provided

N+1 / 2N power
redundancy

Hardware/utility failure None � all redundant
systems share the same
EM environment

Diesel generator backup Utility outage None � generator
electronics destroyed by
E1; fuel is irrelevant

Lithium-ion UPS Short power interruptions None � BMS electronics
are E1-vulnerable

Lightning protection
(SPDs)

Direct lightning strike Partial E2 only; E1 rise
time (2�5 ns) bypasses
all SPDs rated for
lightning (10�100 µs)

Steel-reinforced concrete
walls

Blast / structural Minimal � rebar is tied,
not welded; gaps in any
EM continuity prevent
Faraday cage function

Fire suppression Fire None
Seismic bracing Earthquakes None

The critical point about rebar deserves emphasis. Standard reinforced concrete uses rebar
that is typically tied at intersections with wire rather than continuously welded. Conven-
tional rebar networks are not designed, quali�ed, or veri�ed as controlled shielding enclosures.
Tied joints introduce variable contact resistance at each intersection, and the resulting rebar
network has not been engineered to maintain the EM continuity required for Faraday cage
performance. Without intentional design for EM shielding � including continuity veri�ca-
tion � a rebar cage cannot be relied upon to provide meaningful attenuation.

Even where welded rebar exists, the apertures in the mesh � window openings, conduit
penetrations, HVAC ducts, cable trays � create electromagnetic entry points. As a general
engineering heuristic, an aperture with dimension d begins admitting signi�cant EM energy
at wavelengths λ ≈ 2d, though actual coupling depends on aperture shape, depth, polariza-
tion, and boundary conditions. An un�ltered conduit penetration in the meter-scale range
admits frequencies across the E1 HEMP spectrum unless speci�cally treated.
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The EMP Protection Landscape: All Methods Compared

Before establishing the position for structural shielding, a rigorous comparison of all available
protection technologies is required. Each method is evaluated on its physics, performance,
cost, construction compatibility, and operational limitations.

Method 1: Traditional Metallic Faraday Cage (Copper/Galvanized
Steel Mesh)

The original and still-dominant approach for sensitive facility EMP protection is the welded
metallic enclosure � a room or building envelope of continuously welded copper or galvanized
steel mesh, with �ltered penetrations for all conductors entering the protected volume.

How it works: Continuous conductive shell re�ects incident EM energy via impedance
mismatch. Absorption in the metal provides additional attenuation. Properly built TEM-
PEST rooms can achieve 80�120 dB shielding e�ectiveness (SE) from 10 kHz to 10 GHz
when correctly designed, installed, and maintained.

Performance: Excellent when properly installed. A correctly built copper mesh enclosure
with welded seams and �ltered penetrations meets MIL-STD-188-125-1 for HEMP protec-
tion. This is the reference standard against which all other methods are evaluated.

Limitations:

� Cost: $150�250 per square foot for full copper mesh installation. A 100,000 ft2 data
center shell: $15�25 million in shielding alone.

� Retro�t di�culty: Cannot be installed post-construction without essentially demol-
ishing and rebuilding interior surfaces.

� Maintenance: Any penetration� a new cable run, a service door left ajar, a corroded
�lter � degrades performance. Maintaining 80 dB requires semi-annual testing and
continuous operational discipline.

� Weight: Structural load additions must be accommodated in design.

� Not a structural element: Provides electromagnetic shielding only; zero contribution
to structural integrity, thermal performance, or blast resistance.

Method 2: Surge Protection Devices (SPDs) and Transient Voltage
Suppressors

Surge protection devices are the most widely deployed �EMP mitigation� in commercial
facilities and also the most widely misunderstood. SPDs are designed for lightning and
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switching transients with microsecond to millisecond rise times.

Critical limitation: The E1 HEMP pulse has a rise time of 2�5 nanoseconds. MOV-
based SPDs have a response time of 25�50 nanoseconds. Gas discharge tubes respond in
100 nanoseconds to 1 microsecond. By the time any SPD responds, the E1 pulse has already
coupled its energy into downstream circuits. SPDs provide no meaningful E1 protection.

SPDs are meaningful for E2 protection only if the E1-hardened surge protection upstream
has not already been destroyed by E1. In a properly layered defense architecture, SPDs are
a useful E2 backstop � not an E1 solution.

Cost: Low ($500�5,000 per panel). EMP e�ectiveness: Negligible for E1.

Method 3: Fiber Optic Signal Isolation

Replacing copper data cables with �ber optic cables eliminates the antenna coupling path
for high-frequency EM signals into electronic equipment. Since glass is not a conductor, �ber
cables cannot act as antennas or carry induced currents.

What it solves: E1 coupling into long cable runs that feed signal into sensitive electronics.
This is a genuine partial mitigation.

What it does not solve:

� Power cabling remains copper and remains an E1 coupling path.

� The electronics at both ends of the �ber link remain exposed to ambient EM �elds.

� Does not address the building's structural EM transparency.

� Fiber transceivers (the electro-optic conversion devices) are semiconductor devices
vulnerable to ambient E1 �elds.

Assessment: Useful as one layer in a defense-in-depth architecture; not a standalone solu-
tion. Typical deployment cost: $2�8 per linear foot of cable replaced.

Method 4: TEMPEST-Certi�ed Shielded Rooms

TEMPEST (Telecommunications Electronics Material Protected from Emanating Spurious
Transmissions) is the NSA/NATO program governing protection of classi�ed electronics from
both EM emissions and external EM intrusion. TEMPEST-certi�ed rooms are essentially
high-performance Faraday cages with additional requirements for conducted emissions �lter-
ing.

TEMPEST Zones (NATO SDIP-27):
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Table 2: TEMPEST Protection Zone Requirements

Zone Application Inspection
Zone

Standard

Zone A Classi�ed processing, no
controlled perimeter

< 1 m SDIP-27 Level A

Zone B Classi�ed processing,
controlled perimeter

1�20 m SDIP-27 Level B

Zone C Classi�ed processing, large
controlled perimeter

> 20 m SDIP-27 Level C

Performance: Excellent � 80�120 dB across the full frequency range when certi�ed and
maintained.

Limitations:

� Same cost pro�le as copper mesh Faraday cage: $150�300+ per square foot.

� Designed for room-scale installations, not building-scale enclosures.

� Certi�cation requires NSA/NATO-approved installers and periodic re-certi�cation.

� Not applicable to entire hyperscale data center footprints at practical cost.

Assessment: The gold standard for individual sensitive rooms; prohibitively expensive and
operationally complex as a whole-building solution for a 100,000+ ft2 data center.

Method 5: Conductive Coatings and EMI Shielding Films

Conductive paints (silver-�lled, nickel-�lled, or graphene-based), metallized fabrics, and lam-
inated EMI shielding �lms can be applied to interior surfaces to add EM shielding to existing
construction.

Typical SE performance: 20�60 dB depending on coating conductivity, thickness, and
application uniformity. Carbon nanotube and graphene-based coatings achieve the higher
end of this range.

Limitations:

� Surface continuity is everything. Any gap, seam, or penetration degrades SE dramat-
ically. Achieving full-building continuity with a coating is operationally comparable
to welded mesh � every penetration must be addressed.

� Coatings are applied to surfaces; they provide no structural function, no thermal
mass, no blast resistance.

� Long-term durability in high-humidity, high-di�erential-pressure environments (data
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centers run positive pressure cooling) is a concern.

� Retro�t only � cannot be embedded structurally.

Cost: $5�30 per square foot depending on formulation.

Method 6: Grounding and Bonding Systems

Proper equipotential bonding � connecting all conductive elements of a facility to a common
ground plane � reduces the potential di�erences that drive destructive currents through
electronics. A properly designed grounding system, per IEEE 1100 (Powering and Grounding
Electronic Equipment), is a necessary baseline.

What it provides: Reduction of E2 and conducted E3 e�ects on equipment with proper
connected ground paths. An essential foundation.

What it does not provide: Any protection against radiated E1 �elds entering the facility
through the walls, roof, windows, or apertures.

Assessment: Necessary but entirely insu�cient as a standalone measure. Cost: $10,000�
100,000 for comprehensive bonding system.
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The Comparison Matrix

Table 3: EMP Protection Method Comparison � Full Spectrum Analysis

Method E1 SE E2 SE E3 SE Full
Build-
ing
Scale

Cost / ft2 Structural
Function

Copper Mesh
Faraday

80�120
dB

80�120
dB

40�60
dB

Possible,
expen-
sive

$150�250 None

SPDs only <5 dB 20�40
dB

10�20
dB

Yes $1�5 None

Fiber optic
isolation

0 dB* 0 dB* 0 dB* Yes
(cables
only)

$2�8/lf None

TEMPEST
rooms

80�120
dB

80�120
dB

40�60
dB

Room
scale
only

$150�300 None

Conductive
coatings

20�60
dB

20�60
dB

10�30
dB

Possible $5�30 None

Grounding/bonding0 dB
radi-
ated

10�30
dB

20�40
dB

Yes $2�10 None

EMPCrete
(structural)

75�95
dB

75�95
dB

60�80
dB

Yes,
native

$12�20** Full
structural

*Fiber optic cables themselves are non-conducting; shielding e�ectiveness applies to the transceivers and

equipment at cable ends, not the cable run. **Incremental cost over standard structural concrete.

EMPCrete: Why Structural Shielding Dominates

The Core Insight: From Passive Sieve to Active Shield

Every protection method in the comparison table above is a system added to a building.
EMPCrete is a building material that is the system.

This distinction is not semantic. It is the source of every cost, performance, and operational
advantage that structural shielding holds over bolt-on approaches.

When a hyperscale data center is constructed, the structural concrete is being poured re-
gardless. The foundation slabs, the tilt-up wall panels, the elevated �oor decks � these are
speci�ed, ordered, and delivered before the �rst server rack is installed. The incremental
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decision to add EMPCrete to that speci�cation costs the order of $12�20 per square foot of
wall and roof area, at the time when concrete is already being bought and poured. After
construction, achieving comparable shielding through copper mesh Faraday cage installation
costs $150�250 per square foot � and requires dismantling and rebuilding �nished interior
surfaces.

The construction window is the only window where the economics make sense. Once concrete
hardens, it is too late to change the shield.

Technical Architecture: The Multi-Scale Conductive Network

EMPCrete achieves its shielding e�ectiveness through a multi-scale conductive �ller network
embedded in a standard Portland cement matrix. Three components work together across
three spatial scales:

Table 4: EMPCrete Conductive Network Architecture

Component Loading kg/m3 Function

Graphene Nanoplatelets
(GNP, 1�5 µm, 3�10
layers)

2.0% vol 12.0 Primary 2D conductive
�ller; high aspect ratio
creates percolation network

Functionalized Carbon
Nanotubes (f-CNT, OD
10�20 nm, L 5�15 µm)

0.3% vol 1.8 Bridge GNP gaps; 1D
network at nano-scale

Conductive Carbon
Black (CCB)

1.5% vol 9.0 Fill micro-gaps; 0D
percolation nodes

APTES Silane coupling
agent

0.2% vol 1.2 Bond carbon network to
cement matrix; prevent
agglomeration

PCE Superplasticizer 0.5% wt 2.0 Restore workability; permit
standard pour

GO-rPET Recycled
Fibers
(silane-functionalized)

1.2% vol 9.6 Structural reinforcement;
eliminate steel �ber spalling
risk

Silane-treated Waste
Glass (sandglass)

8.0% vol 40.0 Reactive pozzolan; strength
enhancement + RF
scattering

Nanoclay
(montmorillonite)

0.5% vol 3.5 Reduce permeability;
distribute conductive �ller
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THE PHYSICS

Percolation Theory and the Conductive Network Threshold:
Shielding e�ectiveness in a conductive composite depends on the existence of a contin-
uous conductive network � the percolation threshold ϕc. Below ϕc, the composite is
electrically insulating. Above ϕc, conductivity rises sharply. For high-aspect-ratio 2D
�llers (graphene nanoplatelets), percolation theory predicts:

ϕc ≈
0.7

Ar

(4)

where Ar = d/t is the aspect ratio of the platelet (diameter divided by thickness). For
GNP with d = 5 µm and t = 3 nm: Ar ≈ 1,667, giving ϕc ≈ 0.04% � well below the
2% loading used in EMPCrete.
The resulting bulk conductivity at 2% GNP loading: σ ≈ 300�800 S/m. For compari-
son, standard concrete: σ ≈ 10−4�10−2 S/m. EMPCrete is 5�7 orders of magnitude
more conductive than standard concrete.

Skin Depth and Shielding E�ectiveness:
The electromagnetic skin depth δ � the depth at which incident EM power drops to
1/e2 of its surface value � is:

δ =
1√

πfµσ
(5)

For EMPCrete (σ = 500 S/m, µr ≈ 1) at 1 GHz:

δ =
1√

π × 109 × 4π × 10−7 × 500
≈ 0.71 mm (6)

A 200 mm EMPCrete wall provides approximately 280 skin depths of material at 1 GHz.
The practical shielding e�ectiveness of a real enclosure is governed not by this absorption
depth alone, but by the combined e�ects of re�ection loss at material interfaces, ab-
sorption through the bulk, apertures, seams, penetrations, and construction uniformity.
These real-world factors � not the theoretical absorption limit � set the achievable
SE, which for a properly constructed EMPCrete enclosure with �ltered penetrations is
targeted at 75�95 dB across the critical E1 frequency range.
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Shielding E�ectiveness Performance by Frequency Band

Table 5: EMPCrete Shielding E�ectiveness vs. MIL-STD and Threat Requirements

Frequency Band EMPCrete
SE (dB)

MIL-STD-
188-125-1
Req.

Margin Primary Threat

10 kHz � 1 MHz
(E3/GIC)

60�75 60 0�15 dB Geomagnetic / E3

1�100 MHz (HEMP
E1 primary)

85�95 80 5�15 dB HEMP E1

100 MHz � 1 GHz 80�90 80 0�10 dB HEMP E1 / IEMI
1�6 GHz (IEMI high
band)

75�85 60 15�25 dB IEMI / directed
energy

6�18 GHz (HPM) 70�80 60 10�20 dB High-power
microwave

The Dual-Mode Dirac Fluid Enhancement

Standard conductive concrete achieves shielding primarily through the re�ection mechanism
� incident EM energy is re�ected at the air/concrete impedance discontinuity. Absorption
provides additional attenuation as the wave penetrates the material.

EMPCrete incorporates a second, distinct mechanism unique to graphene at the quantum-
critical charge-neutrality point (CNP): the Dirac �uid regime.

THE PHYSICS

Graphene as a Dirac Fluid:
At the charge-neutrality point, intrinsic graphene (undoped, near zero temperature)
hosts equal densities of electrons and holes governed by the linear Dirac dispersion:

E = ±vF |k|, vF ≈ 106 m/s (7)

Electron-hole scattering at temperatures kBT ≫ ℏvFkF drives the system into a
quantum-critical hydrodynamic regime � the Dirac �uid � where electron-hole pairs
collectively absorb and thermalize incident electromagnetic energy at the Planckian rate
τ−1 ∼ kBT/ℏ.
At room temperature, kBT/ℏ ≈ 4 × 1013 s−1, giving a damping time τ ≈ 25 fs � far
shorter than in conventional conductors, enabling absorption of EM radiation across
an exceptionally wide bandwidth. This is the mechanism behind graphene's universal
absorptance of πα ≈ 2.3% per graphene layer � remarkable for an atomically thin
material.
In EMPCrete, the GNP domains near the CNP are hypothesized to contribute additional
broadband absorptive loss mechanisms beyond those of the bulk percolation network.

The Data Center's Invisible Enemy 16 March 2026



CryptoSoWhat.com Dr. Gregory S. Carmichael

The 2.3% per-layer absorptance applies to monolayer graphene in the optical regime;
the magnitude of analogous microwave/HEMP absorption in a heterogeneous cementi-
tious composite must be characterized experimentally. ANMM's current development
program includes coupon-level shielding characterization to quantify the contribution
of Dirac-regime absorption to the total SE of the composite. Empirical testing, not
theoretical projection, will establish the �nal performance envelope.

Non-Spalling Fiber Reinforcement: The GO-rPET and Sandglass
Innovation

Standard EMP-enhanced concrete formulations have historically relied on steel �bers or con-
ductive steel rebar for structural reinforcement. These create two well-documented problems:
(1) corrosion-expansion spalling in coastal and humid environments, and (2) balling e�ects
during mixing that reduce workability.

EMPCrete replaces steel �bers with two innovations developed and patented by ANMM:

GO-rPET Fibers (graphene oxide-functionalized recycled PET plastic �bers with silane
coupling agent APTES): Recycled post-consumer PET is processed into chopped �bers,
surface-treated with aminopropyltriethoxysilane (APTES), and coated with graphene ox-
ide. The silane creates covalent bonds between the �ber surface and the cement hydration
products; the GO coating provides the conductivity that steel �bers otherwise contribute.
In ANMM's formulation testing, GO-rPET �bers have produced conductivity levels in the
range measured for carbon �ber reinforced cementitious composites, while eliminating the
corrosion and balling problems associated with steel �bers. Full independent characterization
is ongoing.

Silane-Treated Waste Glass (Sandglass): Ground post-consumer glass treated with
APTES silane serves as a reactive pozzolanic �ller that bonds covalently to the cement ma-
trix. In ANMM's formulation testing at 8% volumetric loading, sandglass additions have
produced 28-day compressive strength increases of 15�20% and reductions in water perme-
ability of 30�40% relative to the base mix � consistent with published pozzolanic silica
literature. The silica composition is also expected to provide RF scattering contributions,
the magnitude of which is under ongoing characterization.

The combination � GO-rPET �ber + sandglass + GNP/CNT/CCB network � is designed
to produce a concrete that is simultaneously stronger, more durable, and signi�cantly more
conductive than standard structural concrete, with performance at each axis supported by
formulation testing and targeted for independent third-party veri�cation.

The Construction Industry Opportunity
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The Aggregate Supplier Partnership Model

EMPCrete is not a replacement for standard concrete. It is a modi�er system added to
standard concrete at the time of production. The base material � Portland cement, �ne
aggregates, coarse aggregates � remains unchanged and is sourced from existing construction
supply chains.

This creates a natural commercial model for the construction aggregates industry: the ag-
gregates supplier (Vulcan Materials, Martin Marietta, or regional producers) continues to
supply base materials as normal. ANMM provides the graphene modi�er system � the
GNP/CNT/CCB dispersion, the GO-rPET �bers, the sandglass additive package � as a
factory-blended kit that is added to the ready-mix truck at the plant or at the pour.

THE CONSTRUCTION ANGLE

The Vulcan Materials Relevance: Vulcan is the nation's largest aggregates supplier
and has 70% of all data center construction within its service footprint. Its CEO con-
�rmed on the Q4 2025 earnings call that data center demand is a structural, multi-year
growth driver for the company.
The ANMM-Vulcan value proposition is straightforward: Vulcan supplies what it al-
ready supplies. ANMM supplies the modi�er system that transforms standard Vulcan
aggregate concrete into EMPCrete. The ready-mix producer blends and pours as nor-
mal. The data center developer gets MIL-STD-grade electromagnetic shielding for an
incremental cost of $12�20 per square foot � versus $150�250 per square foot for copper
mesh Faraday cage installation after the fact.
The modi�er system can be licensed, co-branded, or distributed through Vulcan's ex-
isting commercial channels to the construction industry.

The Economic Case for Specifying at Ground-Up Construction

The economic argument for EMPCrete is most powerful when framed at the decision point
that matters: the construction speci�cation phase.
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Table 6: EMPCrete vs. Copper Mesh Faraday Cage � 100,000 ft2 Data Center

Cost Element Copper Mesh
Faraday

EMPCrete
(incremental)

Shielding material cost $8.0�15.0M $1.2�2.0M
Installation labor $4.0�8.0M $0.1�0.3M
Penetration �ltering $1.5�3.0M $0.8�1.5M
Structural integration $0 (additive only) $0 (is the

structure)
Post-construction disruption Major (existing

work)
None (pour as

normal)
Maintenance (10-year NPV) $2.0�4.0M $0.2�0.5M

Total $15.5�30.0M $2.3�4.3M

Comparable SE performance 80�100 dB 75�95 dB
Structural function None Full structural
Blast / kinetic resistance None Enhanced (25�40%

strength gain)
Thermal mass Unchanged Unchanged

At a $10�20 million per MW construction cost for hyperscale facilities, the incremental cost
of EMPCrete speci�cation represents approximately 1�2% of total construction budget for
comparable or superior shielding to a copper mesh Faraday cage. This is the de�nition
of an e�cient solution: same outcome, fraction of cost, delivered through the standard
construction work�ow.

The Construction Speci�cation Language

For design/build teams and construction managers, EMPCrete can be speci�ed as a performance-
based concrete additive system with the following key parameters:

� Base mix: ASTM C150/C150M Type I/II Portland cement, standard w/c ratio
0.38�0.42

� Conductive modi�er loading: GNP 2.0% vol, f-CNT 0.3% vol, CCB 1.5% vol

� Fiber reinforcement: GO-rPET chopped �bers, 1.2% vol, APTES surface treat-
ment

� Pozzolanic additive: Silane-treated waste glass, 8.0% vol

� Workability target: Standard slump 75�100 mm maintained with PCE superplas-
ticizer
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� Compressive strength (28-day): ≥ 45 MPa (vs. 35 MPa for standard mix)

� Shielding performance target: SE ≥ 75 dB from 1 MHz to 6 GHz

� Veri�cation protocol (three stages):

1. Material coupon testing: SE measurement per ASTM D4935 or equivalent on
cast slab specimens to con�rm bulk composite conductivity and absorption
properties prior to full construction.

2. Wall panel / mockup testing: Shielding e�ectiveness measurement on repre-
sentative wall and roof section mockups prior to facility completion, per IEEE
299 (for enclosures > 2 m dimension).

3. Completed facility veri�cation: Full-facility shielding and penetration �lter ver-
i�cation per applicable MIL-STD-188-125-1 requirements, including all conduit
entries, HVAC penetrations, doors, and window frames, after facility �t-out is
complete.

The modi�er system requires no changes to standard batching equipment, no special pour
procedures, and no modi�cations to standard curing protocols. Aggregate supply chains
remain unchanged.

Implications for Financial Decision-Makers

THE DINNER TABLE VERSION

The investor version of this story:
There is $3 trillion of new data center construction coming between now and 2030.
Every one of those data centers, under current standard practice, is electromagnetically
transparent to a threat that has a non-trivial annual probability and zero response time
requirement.
The regulatory direction is clear. Executive Order 13865 (March 2019) directs federal
agencies to evaluate EMP threats to critical infrastructure and instructs CISA, DHS,
and DOE to develop hardening standards for critical infrastructure sectors. FEMA has
published separate space-weather preparedness guidance (FEMA P-1000) addressing
geomagnetic disturbance scenarios. IEEE and NERC working groups are developing
updated standards for geomagnetic disturbance mitigation in the power sector. Insur-
ance underwriters are beginning to ask the right questions about EM resilience.
The window in which EMP hardening is optional � rather than a code requirement
or insurance mandate � is closing. The developers and construction �rms that specify
EMPCrete in the ground-up construction wave of 2026�2030 will own a meaningful cost
and performance advantage over those who must retro�t later at 7�10× the cost.
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The aggregates and ready-mix industry has a �rst-mover window. The companies that
deliver EMP-hardened concrete as a standard o�ering � rather than a specialty product
� will capture the premium. That window is open now.

Market Sizing for EMP-Hardened Data Center Construction

� Global data center construction pipeline (Q4 2025): $2.3 trillion

� North America pipeline: $1.29 trillion

� New capacity 2026�2030: ≈100 GW

� Average construction cost (2026): $11.3M per MW IT load (JLL, 2026)

� Concrete shell cost as % of construction: ≈15�20%

� EMPCrete incremental cost as % of total construction: ≈1�2%

� Illustrative addressable market for EMPCrete modi�er system (North
America, 5-year): Assumptions: 10%market penetration of North America pipeline;
concrete shell represents 15% of construction cost; EMPCrete modi�er adds $12�
20/ft2 on average wall/roof area of approximately 300,000 ft2 per 100 MW facility;
ANMM capture of modi�er system revenue. On these assumptions, the modi�er
system addressable market at 10% penetration is in the range of $1�2 billion over
the construction cycle, with aggregate supply to the ready-mix base remaining with
existing suppliers unchanged.

The So What

THE DINNER TABLE VERSION

A hurricane hits your data center and the building survives. A cyberattack hits your
network and your incident response team contains it. An EMP event hits your data
center and everything is dark. Every server. Every UPS. Every generator controller.
Every cooling system pump. All of it, simultaneously, in the �rst �ve nanoseconds.
The only decision that cannot be undone at reasonable cost is the building shell itself.
E�ective EMP resilience requires an integrated protection architecture: the building
enclosure as the primary shield, �ltered penetrations for all conductors entering the
protected volume, equipotential bonding and grounding, hardened controls, and veri�ed
testing. Every element matters. But the building shell is the foundation. And the
building shell decision happens before the pour.
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The concrete decision happens once. At the time of construction. Before the pour
hardens.
The data center boom is happening right now. The concrete is being speci�ed right
now. The window to get this right is open.

Dr. Gregory S. Carmichael is the founder of Advanced Nano Materials Manufactur-
ing (ANMM), holder of six provisional patents in graphene-enhanced structural mate-
rials, former DPA Title III Advisor at Pearl Harbor Naval Shipyard (2024), and former
U.S. Representative to the G20 Summit India (2023). He writes at CryptoSoWhat.com.
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