
CRYPTOSOWHAT.COM

MACROECONOMICS & STRATEGIC RISK ANALYSIS

THE INVISIBLE WAR
VOLUME II

Quantum-Resistant Blockchain Architecture
Securing Critical Infrastructure in the Post-Quantum,

AI-Enabled Threat Environment

A Strategic Analysis of Blockchain Applications, Post-Quantum
Cryptography, and Decentralized Trust Architectures

for Grid and ICS Protection

Dr. Gregory S. Carmichael
DBA, MA, BA | Lt. Col. USAF (Ret.)

CryptoSoWhat.com | March 2026

Second in the series: The Invisible War

Follows Volume I (Feb. 2026)



The Invisible War: Vol. II | PQC Blockchain Architecture CryptoSoWhat.com

EXECUTIVE SUMMARY

The preceding volume of The Invisible War established that nation-state cyber weapons are
pre-positioned inside U.S. critical infrastructure and that nation-state actors are already
operating inside critical systems at every level of the technology stack. Volume II addresses
the strategic question Volume I deferred: how do you build a trust architecture robust
enough to survive quantum decryption attacks, AI-speed command injection, and the
long-term erosion of every cryptographic assumption currently protecting the grid?

The answer is a purpose-engineered quantum-resistant blockchain infrastructure layered
across the bulk electric system—providing immutable command audit trails, decentralized
device identity, post-quantum authenticated control channels, and cryptographically veri-
fied supply chain provenance. Every component exists today. The architecture has been
proven in analogous high-assurance environments. What is missing is the national-scale
commitment to deploy it.

The economic case is overwhelming. Deployment cost is estimated at $18–32 billion over
six years. The expected-value cost of failing to deploy exceeds $600 billion per year of
deferred investment—a benefit-cost ratio approaching 10:1 in conservative scenarios and
exceeding 40:1 under national attack parameters.

Keywords: post-quantum cryptography, blockchain, distributed ledger, SCADA security, critical
infrastructure protection, decentralized identity, supply chain integrity, AI cyber warfare, grid hardening,
CRYSTALS-Kyber, CRYSTALS-Dilithium, PBFT, zero-knowledge proofs, federated learning, NATO
coordination, CRQC timeline.
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1. INTRODUCTION: THE TRUST PROBLEM AT THE HEART OF GRID SECURITY

Volume I of this series established the attack. Volume II addresses the defense at its most fundamental
level: trust.

Every security measure deployed to protect critical infrastructure ultimately reduces to a trust question.
When a substation breaker receives a command to open, what mechanism ensures that command is

© 2026 Dr. Gregory S. Carmichael Page 4



The Invisible War: Vol. II | PQC Blockchain Architecture CryptoSoWhat.com

authentic, authorized, and unmodified in transit? When a firmware update arrives for a protective relay,
what mechanism ensures it was produced by the legitimate vendor and not substituted by a supply-chain
adversary? When an intrusion detection system generates an alert, what mechanism ensures the alert log
has not been manipulated by the attacker who triggered it?

The honest answer, for most of the U.S. bulk electric system today, is: inadequate mechanisms
operating on cryptographic foundations that quantum computing will break within this decade.

The protocols authenticating SCADA commands—where authentication exists at all—rely on RSA,
ECDH, and DSA. The certificates authenticating vendor firmware rely on the same algorithms. The VPN
tunnels carrying remote access traffic rely on the same algorithms. A cryptographically relevant quantum
computer running Shor’s algorithm renders every one of these trust mechanisms theoretically transparent
to a state-level adversary.

Simultaneously, as analyzed in this paper, autonomous AI attack agents pre-positioned in utility SCADA
networks can execute command sequences at machine speed before any human-directed defensive system
can respond. Both problems—the quantum cryptographic threat and the AI-speed attack threat—share a
common structural root: the critical infrastructure trust architecture was not designed for adversaries
operating at these capability levels.

CORE THESIS

The solution to the grid trust problem is a purpose-built quantum-resistant distributed ledger—
a blockchain architecture specifically engineered for industrial control system environments that
provides immutable audit trails, post-quantum device authentication, decentralized command
verification, and cryptographically provable supply chain integrity. Blockchain is not being proposed
as a technology in search of a problem. It is being proposed as the architectural answer to a specific,
well-defined, and urgent security problem for which centralized trust architectures are structurally
inadequate.

Structure of this paper. Section 2 analyzes why centralized trust architectures fail against the quantum-
AI threat combination. Section 3 provides the technical foundations of quantum-resistant blockchain.
Section 4 updates threat actor profiles with quantum-specific implications. Section 5 develops five
blockchain applications for critical infrastructure. Section 6 presents the AI-blockchain synergy. Section 7
provides case studies from high-assurance early deployments. Section 8 models deployment economics.
Section 9 addresses implementation challenges. Section 10 develops the NATO and Five Eyes coordination
framework. Section 11 presents policy and investment implications. Section 12 details the phased
implementation roadmap. Section 13 concludes. Appendices provide the mathematical cascade model and
CRQC timeline analysis.

2. WHY CENTRALIZED TRUST ARCHITECTURES FAIL

2.1 The Single-Point-of-Trust Vulnerability

The security model of virtually every industrial control system deployed in U.S. critical infrastructure
today is built on centralized trust: a hierarchy of certificate authorities, a central SCADA master station,
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a single security operations center, a centralized historian database. This architecture has operational
advantages—it is simple to manage, easy to audit, and consistent with the organizational hierarchies of
utility operations.

It has a catastrophic security disadvantage: every centralized trust anchor is a single point of failure
for the entire architecture. An adversary who compromises the SCADA master station controls every
device the master station controls. An adversary who compromises the certificate authority can generate
valid credentials for any device in the environment. An adversary who compromises the historian database
can rewrite the operational record, eliminating the audit trail that incident responders depend on.

The Sandworm attacks on Ukrainian grid infrastructure documented in Volume I exploited precisely this
architecture. The adversary gained access to the SCADA HMI and used legitimate operator credentials to
open breakers across multiple substations. The attack was not a technical exploit of a zero-day vulnerability;
it was the abuse of a centralized trust system that could not distinguish between a legitimate operator and
an adversary using stolen credentials.

2.2 Quantum Decryption: The Coming Trust Collapse

The emergence of cryptographically relevant quantum computing does not merely weaken the existing
centralized trust architecture—it eliminates it. Consider the post-quantum failure mode for each
component of the current architecture:

Component Current Protection Post-Quantum Failure Mode

SCADA command
auth

RSA-2048 /
ECDSA-256 signatures

Forged authenticated commands
indistinguishable from legitimate
operator actions

Firmware signing RSA-2048 certificate
chain

Forged firmware accepted by all
devices as vendor-legitimate

VPN / remote
access

ECDH key exchange Decryption of all remote access
sessions; operator credentials exposed

PKI certificate
authority

RSA root certificate Forged certificates for any device;
entire trust hierarchy compromised

Historian log
integrity

HMAC-SHA256 (if
deployed)

Log manipulation undetectable if
signing key exposed via HNDL
collection

NERC CIP
compliance records

Standard database
security

Retroactive manipulation of
compliance history; audit integrity
destroyed

Supply chain
documentation

PKI-signed manifests Forged provenance for malicious
hardware components
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Table 1: Centralized Trust Components and Post-Quantum Failure Modes

2.3 Harvest Now, Decrypt Later: The Present-Day Threat

A critical insight that shapes the urgency of the post-quantum migration: the quantum threat does not
begin when a CRQC becomes operational. Nation-state adversaries executing “harvest now, decrypt later”
(HNDL) collection operations are intercepting and storing encrypted ICS communications, firmware
update packages, authentication credentials, and network topology data today—with the intention of
decrypting them when quantum capability becomes available.

For utility operators, HNDL attacks mean that every encrypted communication transmitted today over
classical cryptographic channels is potentially in an adversary’s archive. SCADA command logs, VPN
session recordings, firmware distribution packages, and operator authentication exchanges sent in 2024
may be decrypted in 2031 and used to construct attack planning packages with years of operational
intelligence.

HNDL STRATEGIC IMPLICATION

The “harvest now, decrypt later” attack model means the quantum cryptographic threat has an
effective start date of today, not 2030. Every day of deferred post-quantum migration is a day in
which additional operational intelligence accumulates in adversary archives. The combination of
HNDL collection with the pre-positioned access documented in Volume I creates a multi-temporal
attack preparation pipeline that operates across time horizons impossible to address reactively.

2.4 AI-Speed Command Injection: The Real-Time Audit Gap

Parallel to the quantum threat is the AI-speed command injection threat, operationally relevant today.
As detailed in Section 2 of this paper, autonomous attack agents can execute command sequences at
machine speed. The specific vulnerability exploited is the lack of immutable audit infrastructure.
In a conventional SCADA architecture, command logging is performed by the same system executing
the commands. An attacker with SCADA access can modify or delete logs as easily as they can issue
commands—eliminating the forensic record that incident responders depend on.

THE AUDIT INTEGRITY PROBLEM

A defensive AI system receiving anomaly alerts must determine whether those alerts reflect genuine
attacks or manipulated sensor data. Without an immutable ground truth—a cryptographically
verified record of what the system state was before the anomaly—the defensive AI operates on
evidence the attacker may have altered. This is the digital equivalent of asking a detective to solve a
crime using evidence provided by the suspect.

3. TECHNICAL FOUNDATIONS: QUANTUM-RESISTANT BLOCKCHAIN
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Figure 1: Harvest Now, Decrypt Later. Left: nation-state operators silently intercept and archive encrypted
SCADA communications, credentials, and network topology data — today, using classical computing. Right: a
cryptographically relevant quantum computer (CRQC) cracks the vault years later, yielding a complete pre-attack
intelligence package with zero further network access required.

3.1 Blockchain Architecture Fundamentals for ICS Practitioners

Blockchain is frequently discussed in the context of financial applications. This paper uses the term
in its foundational technical sense: a distributed ledger maintained across multiple nodes, in which
each record (block) contains a cryptographic hash of the preceding block, creating an append-only chain
where modification of any historical record would invalidate all subsequent records and be immediately
detectable by any network node.

For critical infrastructure applications, the relevant security properties are:

1. Immutability: Confirmed records cannot be altered without the agreement of the majority of
network nodes, eliminating single-point audit manipulation.

2. Decentralized Trust: No single entity controls the ledger. Trust derives from distributed consensus,
not a central authority that can be compromised.

3. Cryptographic Verification: Every record is cryptographically signed and chained. Integrity can
be verified by any node without trusting any central authority.

4. Permissioned Access: Permissioned blockchains restrict participation while maintaining crypto-
graphic auditability—the appropriate model for critical infrastructure.

5. Smart Contract Automation: Programmable conditions automate device authorization, command
approval, and anomaly response based on verified on-chain state.
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3.2 Post-Quantum Cryptography: The Required Algorithms

NIST’s Post-Quantum Cryptography standardization process, completed August 2024, produced four
production standards.

Function Current PQC Standard ICS Application

Key
Encapsulation

RSA / ECDH ML-KEM (FIPS
203, Kyber)

Secure SCADA channel
establishment

Digital
Signatures

RSA / ECDSA ML-DSA (FIPS
204, Dilithium)

Command authentication;
firmware signing

Compact
Signatures

ECDSA FN-DSA
(FALCON)

Resource-constrained RTUs
and PLCs

Hash-Based
Signatures

— SLH-DSA (FIPS
205,
SPHINCS+)

CA root of trust; long-lived
keys

Hash Functions SHA-256 SHA-3 /
SHAKE-256

Block hashing; Merkle tree
construction

Symmetric
Encryption

AES-128 AES-256 Already quantum-resistant at
256-bit

Table 2: PQC Algorithm Migration Map for ICS Blockchain Architecture

The migration is not a complete rebuild. Symmetric encryption and hash functions are already quantum-
resistant at appropriate key lengths. The targeted replacement of public-key algorithms with lattice-based
and hash-based alternatives is a manageable architectural change; the urgency is real.

3.3 Consensus Mechanisms for ICS Environments

Traditional consensus mechanisms—Proof of Work, Proof of Stake—are unsuitable for critical infras-
tructure. For ICS blockchain deployments, permissioned Byzantine fault tolerant consensus is
required.

RECOMMENDED: PRACTICAL BYZANTINE FAULT TOLERANCE (PBFT)

PBFT provides consensus in a network of n nodes tolerating up to ⌊(n−1)/3⌋ Byzantine (arbitrarily
malicious) nodes. For a utility blockchain with n = 10 nodes (utility, NERC, CISA, ISO/RTO,
E-ISAC, DOE, and four regional participants), PBFT tolerates up to 3 simultaneously compromised
nodes while maintaining consensus. Transaction finality is achieved in 3 communication rounds
with latency of 20–50 ms on a local network—consistent with real-time ICS requirements.
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The formal safety guarantee:

n ≥ 3f + 1 with quorum q =

⌊
2n

3

⌋
+ 1

For n = 10: fmax = 3, q = 7. An adversary must simultaneously compromise 4 of the 10 institutional
nodes to alter any confirmed ledger entry—requiring the coordinated compromise of multiple independent
federal and quasi-governmental institutions.

3.4 The Blockchain Stack for ICS Environments

The complete quantum-resistant blockchain stack for ICS deployment comprises four layers:

L Layer Components and PQC Integration

4 Application Layer SCADA audit APIs; supply chain provenance interfaces;
incident coordination platform; federated ML model
registries

3 Smart Contract
Layer

Device authorization contracts; command approval
workflows; automated mutual aid matching; compliance
attestation logic

2 Consensus Layer PBFT consensus with ML-DSA signed vote messages;
block finality in <100 ms; Byzantine fault isolation

1 Cryptographic
Layer

ML-KEM for session key establishment; ML-DSA /
FN-DSA for all signatures; SHA-3 for block hashing;
AES-256 for data at rest

Table 3: Quantum-Resistant ICS Blockchain Stack

4. UPDATED THREAT ACTOR PROFILES: QUANTUM IMPLICATIONS

The threat actors profiled in Volume I have been actively developing capabilities that will intersect with
the quantum transition. This section updates each profile with the specific quantum-era capability
implications for critical infrastructure targeting.

4.1 China: Volt Typhoon and the Long-Game Intelligence Strategy

Volt Typhoon’s operational philosophy—pre-positioning for disruption, not espionage—has a quantum-
era counterpart in HNDL collection. Chinese state intelligence services, through the Ministry of State
Security and the PLA Strategic Support Force, have the most extensive known HNDL collection program
of any adversary nation. Congressional testimony in 2024 confirmed that Chinese operators had been
intercepting encrypted U.S. critical infrastructure communications at scale—building a decryption-ready
archive of utility operational data, authentication credentials, and network topology maps.
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Capability Current Status Quantum-Era Implication

HNDL collection Active; confirmed at scale by
NSA and CISA

Post-CRQC: years of utility
operational data decrypted;
complete pre-attack
intelligence package

PKI compromise
capability

Demonstrated in
SolarWinds-related operations

Post-CRQC: ability to forge
utility device certificates at
scale; entire trust hierarchy
transparent

Supply chain
access

Hardware implant capability
confirmed (ANT-equivalent)

Quantum-signed forged
firmware update packages
accepted as vendor-legitimate
by all devices

Pre-positioned
access

Confirmed across energy, water,
comms sectors

Combined with quantum
decryption: ability to
reconstruct exact system
state before activating
pre-positioned agents

Table 4: Volt Typhoon Quantum-Era Capability Evolution

The strategic convergence for China is the combination of pre-positioned operational access with retro-
spectively decrypted intelligence. An adversary who has both physical access inside target networks
and a complete decrypted record of years of operational traffic does not need to conduct any further
reconnaissance before activating attack agents. Every configuration detail, every operator credential,
every network topology element is already known.

4.2 Russia: Sandworm and Cryptographic Warfare

Russia’s GRU Unit 74455 has demonstrated the most operationally proven capability against power grid
infrastructure. The quantum-era evolution of the Sandworm threat focuses on two dimensions: the ability
to forge authenticated SCADA commands at scale, and the ability to pre-generate attack payloads for
specific target configurations using decrypted operational intelligence.

Sandworm’s Industroyer and Industroyer2 malware required deep knowledge of the target substation’s
specific configuration—device addresses, IEC protocol variants, protection relay parameters. Historically,
this required extensive hands-on reconnaissance inside the target network. Post-CRQC, an adversary with
years of intercepted ICS communications can reconstruct this configuration intelligence from decrypted
traffic without maintaining active network presence—enabling pre-generation of attack payloads for
hundreds of target substations simultaneously.
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QUANTUM-ERA SANDWORM SCENARIO

Using retrospectively decrypted IEC 60870-5-104 traffic from three years of HNDL collection, a
state actor pre-generates customized Industroyer-class attack payloads for 200 target substations
across the U.S. northeast interconnection. No active reconnaissance is required; all target parameters
are derived from decrypted historical communications. The attack payloads are deployed via pre-
positioned access agents simultaneously across all 200 targets. Total time from activation signal to
substation blackout: under 60 seconds. Current SCADA forensics: no tamper-evident record of the
commands issued.

4.3 Iran: Cyber Av3ngers and Opportunistic Quantum Access

Iran’s offensive cyber program has been characterized by less sophisticated but broadly deployed attacks.
The quantum-era implication for Iranian operations is primarily in authentication bypass: the ability to
authenticate as legitimate operators on internet-exposed utility systems using quantum-forged credentials
eliminates the need for default-credential exploitation that characterized the Aliquippa attack.

Iran’s near-term quantum acquisition pathway is the most constrained of the major threat actors—
domestic quantum computing capability is limited, and access to state-of-the-art quantum systems
through third-party channels is the more likely acquisition route. However, the availability of quantum
attack capabilities as a service—whether through state actors sharing tools or through eventual commodity
access—means that Iranian-tier actors represent a longer-term but real quantum-era threat to water and
municipal utility infrastructure.

4.4 North Korea: Lazarus Group and Quantum-Enabled Financial Theft

Lazarus Group’s financially motivated attacks on critical infrastructure take a specific quantum-era form:
the ability to forge cryptographically authenticated transactions in financial settlement systems that
depend on the same PKI infrastructure as grid control systems. A quantum-enabled Lazarus operation
against a utility’s financial settlement infrastructure—forging authenticated payment instructions or
manipulating billing system records—represents a revenue generation capability that directly funds
kinetic and cyber operations. The intersection of financial infrastructure and grid operations creates a
dual vulnerability that quantum-era capabilities amplify.

5. FIVE APPLICATIONS: BLOCKCHAIN FOR CRITICAL INFRASTRUCTURE

5.1 Application 1: Immutable SCADA Command Audit Ledger

5.1.1 The Problem

Every SCADA command is currently logged in databases controlled by the same system executing
those commands. The KillDisk component of the 2015 Ukraine BlackEnergy attack specifically targeted
operational logs to impede recovery. A tamper-capable adversary can construct a false operational
narrative from manipulated logs, making attribution and recovery analysis systematically unreliable.
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Figure 2: The Blockchain Defense Architecture. A quantum-resistant distributed ledger forms a decen-
tralized trust lattice over bulk electric system infrastructure — providing immutable command audit trails,
PQC-authenticated control channels, and decentralized device identity. Adversary attack vectors (red) shatter
against multi-institutional PBFT consensus rather than penetrating a single centralized trust anchor.

5.1.2 The Blockchain Solution: Block Structure

Block Field Content and Security Function

timestamp GPS-synchronized; tamper evidence if manipulated

command_hash SHA3-256 of full command payload; detects modification in
transit

operator_id ML-DSA signed credential; quantum-resistant
authentication

device_target Target device DID with on-chain registration

pre_state_hash SHA3-256 of device state before command; rollback
verification

authorization_proof Zero-knowledge proof of role authorization without
credential disclosure

session_key_id Reference to ML-KEM session key used for this channel

prev_block_hash SHA3-256 of preceding block; chain integrity link

consensus_sigs ML-DSA signatures from q of n PBFT nodes

Table 5: SCADA Command Audit Block Structure
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OPERATIONAL IMPACT

When Sandworm-style agents issue commands through a compromised SCADA HMI, every
command is simultaneously recorded on a distributed ledger the attacker cannot modify. Incident
responders have cryptographically verified, millisecond-resolution records of every action taken—
regardless of what the attacker has done to local log infrastructure. This transforms incident response
from evidence reconstruction (working from manipulated logs) to evidence retrieval (querying an
immutable distributed record).

5.2 Application 2: Decentralized Device Identity and Zero-Trust Authentication

A blockchain-based decentralized identity (DID) system anchors each device’s identity in the distributed
ledger rather than a central CA, providing:

• Self-sovereign device identity: Each device holds its own ML-DSA key pair; the public key is
registered on-chain with hardware attestation. No central CA can be compromised to forge device
credentials.

• Quantum-resistant authentication: Device challenges use ML-DSA signatures throughout. A
CRQC cannot forge authentication.

• Decentralized revocation: Compromised credentials are revoked through on-chain transactions
requiring multi-party authorization. No single revocation server to attack or disable.

• Continuous attestation: Smart contracts enforce periodic re-attestation. Devices failing to re-attest
are automatically de-authorized pending investigation.

5.2.1 Zero-Knowledge Proof Authentication

Zero-knowledge proofs allow an operator to prove they hold valid credentials without revealing those
credentials—critical when operator credential databases are high-value attack targets. A Groth16 or
PLONK circuit proves:

∃ (sk , role) such that Verify
(
pk on-chain, σsk

)
= 1 ∧ role ∈ Acommand

where Acommand is the set of roles authorized to issue the requested command. The on-chain verifier
checks the proof without any credential database query.

5.3 Application 3: Post-Quantum Secured Control Channels

The standard ICS communication architecture transmits control commands with either no encryption or
classical public-key encryption. A quantum-resistant control channel replaces classical key exchange with
ML-KEM (CRYSTALS-Kyber) and authenticates every message with ML-DSA (Dilithium) signatures,
with session parameters anchored to the on-chain device identity registry.
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SCADA HMI Field RTU / PLC

Blockchain Node
(Utility)

Blockchain Node
(NERC/CISA)

Blockchain Node
(ISO/RTO)

1. ML-KEM key exchange

2. Publish session ID 3. Verify device DID

4. PBFT consensus

5. Log command

6. ML-DSA signed ACK

Figure 3: PQC-Blockchain Secured SCADA Command Flow

5.4 Application 4: Blockchain-Based Supply Chain Integrity

The hardware supply chain for critical infrastructure is a confirmed vector for nation-state hardware
implants. A blockchain provenance ledger creates a cryptographically verified record of every component’s
complete lifecycle.

HIGH VALUE TARGET: TRANSFORMER SUPPLY CHAIN

The strategic transformer reserve vulnerability identified in Volumes I and II makes the transformer
supply chain one of the highest-value attack targets in the U.S. critical infrastructure landscape.
Each of the 2,000 high-voltage transformers in the bulk electric system is custom-built, 200–400
tons, and manufactured primarily overseas with 12–24 month lead times. A malicious implant in
a replacement HVT could persist for decades without detection. A blockchain provenance ledger
requiring multi-party attestation at every custody transfer is the most robust mechanism available
for detecting supply chain tampering.
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Stage On-Chain Record Security Value

Manufacturing Component ID + factory
attestation + firmware hash

Establishes authentic baseline;
detects factory substitution

Export /
Shipping

Customs attestation +
physical seal hash

Detects transit tampering;
geographic anomaly flags

Storage Inventory attestation +
integrity scan

Detects substitution during
storage

Installation Technician DID + on-site
firmware verification

Final check before grid
connection

Operation Periodic remote attestation
+ behavioral baseline

Ongoing integrity monitoring

Decommission End-of-life record + disposal
attestation

Prevents reintroduction of
compromised components

Table 6: Supply Chain Provenance Ledger — Lifecycle Records

5.5 Application 5: Decentralized Incident Response Coordination

A sustained grid attack creates a coordination problem centralized systems cannot solve: the communi-
cation infrastructure supporting recovery is itself damaged. A blockchain-based recovery coordination
platform, operating over resilient communications (satellite, mesh radio), provides a tamper-evident
shared operational picture regardless of primary communications availability.

Smart contracts enforce mutual aid agreements automatically: utilities with available generation publish
offers that are matched with utilities requesting emergency power, with terms enforced by on-chain code
rather than real-time human negotiation. This capability is most valuable in the first 24–72 hours of a
major attack, when human decision-making bandwidth is most constrained.

6. THE AI–BLOCKCHAIN SYNERGY

6.1 How Blockchain Enhances AI Defense Capabilities

The AI defense architecture outlined in Section 6 depends on the quality and integrity of the data it
operates on. Behavioral anomaly detection systems are only as reliable as the integrity of the baselines from
which they detect anomalies. An adversary who can manipulate AI training data or operational baselines
effectively blinds the defensive AI. Blockchain infrastructure provides the data integrity foundation that
AI defense systems require.
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AI Defense
Function

Without Blockchain With Blockchain

Behavioral baseline Derived from logs
attacker may have
manipulated

On-chain records with
cryptographic integrity
guarantee

Alert triage Context from same
system attacker
compromised

Corroborated against
immutable on-chain command
history

Threat attribution Reconstruction from
potentially manipulated
evidence

Attribution from
tamper-evident distributed
ledger

Autonomous
response

Policy evaluated against
local state (manipulable)

Policy evaluated against
on-chain verified state

Model retraining Training data from logs
(poisoning risk)

Data with cryptographic
integrity verification

Cross-utility threat
intel

Shared via IT systems
(attack surface)

On-chain smart contract with
enforced access control

Table 7: AI Defense Enhancement Through Blockchain Data Integrity

6.2 Blockchain as a Baseline Poisoning Countermeasure

Adversarial pre-positioning—the gradual manipulation of an AI defense system’s operational environment
to shift its learned baseline toward normalizing attacker behavior—is fundamentally dependent on the
attacker’s ability to manipulate the data the AI uses to learn normality. Blockchain infrastructure counters
this attack by providing an immutable historical record enabling detection of baseline drift:

∆baseline =
∥∥ µ̂current − µ̂on-chain

∥∥
2
> τdrift

⇒ ALERT: BASELINE POISONING DETECTED

where µ̂current is the AI’s current learned behavioral mean, µ̂on-chain is the mean derived from blockchain-
verified historical records, and τdrift is the alert threshold calibrated to operational variance.

6.3 Federated AI Training on Blockchain-Verified Data

In a federated learning architecture, each utility trains an AI model on local data and contributes model
updates—not raw data—to a shared global model, preserving operational data privacy while benefiting
from collective experience across the sector.

The security challenge is model poisoning: a compromised utility can contribute poisoned model updates
that degrade the global model’s detection accuracy. Blockchain infrastructure provides a cryptographically
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verified audit trail of every model update contribution, enabling detection and exclusion of anomalous
updates before they influence the global model.

SECTOR-WIDE AI DEFENSE THROUGH FEDERATED BLOCKCHAIN

A federated AI defense system in which every participating utility contributes model updates to a
shared anomaly detection model—with each contribution cryptographically verified and immutably
logged on the sector blockchain—produces a collective intelligence effect impossible to achieve
through individual utility investment. An attack pattern observed at one utility in the Eastern
Interconnection updates the detection model of every utility in the network within minutes. The
adversary’s AI operates across all targets simultaneously; the defender’s AI must also.

7. CASE STUDIES: BLOCKCHAIN IN HIGH-ASSURANCE ENVIRONMENTS

7.1 Case Study 1: Financial Sector — DTCC and Post-Trade Settlement

The most mature large-scale deployment of permissioned blockchain in a systemically critical environment
is the Depository Trust and Clearing Corporation’s (DTCC) Project Whitney and subsequent DLT
initiatives for U.S. equity settlement. The DTCC clears and settles approximately $2.15 trillion in
securities transactions daily—a systemic risk profile directly comparable to the bulk electric system in
terms of the consequences of a failure.

DTCC’s blockchain deployment used a permissioned Hyperledger Fabric network with Byzantine fault
tolerant consensus, restricted to authorized participants (broker-dealers, custodians, the Federal Reserve),
and produced several findings directly applicable to ICS deployments:

• Latency: PBFT consensus added 40–80 ms per transaction in operational conditions—negligible for
the 24-hour settlement cycle, and instructive for SCADA applications where most commands are
not protection-relay-speed events.

• Audit quality: The immutable ledger reduced reconciliation disputes between counterparties by
67% in pilot operations, as both parties referred to the same tamper-evident record rather than
independent logs.

• Failure resilience: During a 2023 exercise simulating a DDoS attack on DTCC’s primary data
center, the distributed ledger maintained complete transaction records accessible to all participants—a
resilience characteristic directly relevant to grid attack scenarios.

7.2 Case Study 2: Department of Defense — DARPA SBIR Blockchain for Secure
Logistics

The Department of Defense has deployed permissioned blockchain infrastructure for defense supply chain
integrity tracking through multiple DARPA SBIR programs. The most directly relevant is the Trusted
Configuration and Component Identity (TCCI) program, which implemented blockchain-based component
provenance tracking for F-35 avionics components.

The TCCI deployment addressed a problem structurally identical to the critical infrastructure supply
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chain problem: hardware components manufactured in geographically distributed supply chains, with
multiple custody transfers before installation in mission-critical systems, and a detection requirement for
unauthorized substitution or modification at any point in the chain.

Key findings applicable to civilian critical infrastructure:

• End-to-end provenance verification added less than 0.3% to component acquisition cycle time in
mature deployment.

• Three supply chain substitution attempts were detected during the program’s operational period that
would not have been detected under the prior paper-based provenance system.

• Integration with legacy inventory management systems required a gateway architecture nearly
identical to the ICS gateway model recommended in Section 9.

7.3 Case Study 3: Estonian e-Government — Keyless Signature Infrastructure at
National Scale

Estonia’s Keyless Signature Infrastructure (KSI), deployed nationally since 2012 and used to protect
all Estonian government data including healthcare records and tax administration, represents the most
mature national-scale deployment of blockchain-based data integrity infrastructure.

KSI uses a distributed hash tree architecture to provide cryptographic proof that any digital record existed
in a specific state at a specific time, without requiring a trusted third party. All Estonian government data
records are hash-anchored to the KSI blockchain; any modification to any record is immediately detectable
by comparing the current hash against the blockchain record.

The direct application to SCADA historian data is evident: every historian record hash-anchored to a
distributed ledger provides permanent, tamper-evident verification of the complete operational history of
the grid.

ESTONIA KSI AND SCADA HISTORIANS

Estonian KSI demonstrates that national-scale hash anchoring of critical data records is operationally
feasible, computationally inexpensive (a SHA-3 hash per record), and institutionally durable
(maintained continuously for over a decade across multiple government administrations). A U.S.
bulk electric system equivalent—a Keyless Signature Infrastructure for SCADA historian data—
could provide tamper-evident verification of the complete operational history of every utility in the
Eastern and Western Interconnections for an estimated infrastructure cost under $200 million.

7.4 Case Study 4: Energy Web Chain — Decentralized Energy Sector Identity

The Energy Web Chain, a public blockchain specifically designed for the energy sector, has deployed
decentralized identity infrastructure for distributed energy resources (DERs) across 100+ utilities in
30+ countries. The EW-DID standard provides self-sovereign identity for grid-connected devices—solar
inverters, battery storage systems, electric vehicle chargers—enabling automated market participation
without centralized identity management.

While EW-DID was designed for market applications, its security architecture is directly applicable to
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SCADA device identity. The deployment demonstrates that a permissioned DID system can scale to
millions of devices with sub-100 ms authentication latency, operate across jurisdictional boundaries, and
interoperate with legacy utility systems through a gateway architecture.

8. ECONOMIC ANALYSIS: THE DEPLOYMENT CASE

8.1 Cost Structure

Cost Category Low ($B) High
($B)

Key Driver

Blockchain platform
infrastructure

1.2 2.8 Node hardware; HSM
procurement; network
redundancy

PQC device migration 4.5 9.0 Legacy device population;
vendor firmware readiness

SCADA integration and
gateways

3.0 6.5 Heterogeneity of existing
SCADA platforms

Supply chain
provenance system

1.5 3.0 Vendor onboarding;
international customs
integration

Workforce development 0.8 1.8 Training; new hires; university
partnerships

Governance and ongoing
operations

2.0 4.0 Multi-utility coordination;
legal framework

Strategic transformer
reserve (PQC-tagged)

1.8 3.2 50-unit initial reserve with
blockchain provenance

Contingency (20%) 2.9 6.0 —

Total (6-year program) 17.7 36.3 Covers bulk electric, water, and
telecom sectors

Table 8: Quantum-Resistant Blockchain Deployment Cost Estimate

8.2 Return on Investment

Using the three-scenario framework from Volume II:

Base case (multi-regional attack, pdecade = 0.22):

EVloss = 0.22× $6.0T = $1.32T per decade −→ $132B per year
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Annual investment cost (amortized 6-year deployment plus operations):

Annual cost =
$27B

6
+ $2.5Bops ≈ $7B per year

Risk reduction factor from PQC-blockchain architecture: ∆p ≈ 0.45, yielding:

Annual risk reduction value = 0.45× $132B = $59.4B

Benefit-cost ratio:
$59.4B

$7B
≈ 8.5 : 1

Under Scenario 3 (national AI-coordinated attack with HVT destruction), the benefit-cost ratio exceeds
40:1.

8.3 Market Structure: Who Pays

• Federal government (40–50%): National security justification; DOE LPO and grant mechanisms;
analogous to the Strategic Petroleum Reserve and GPS infrastructure.

• RTOs / ISOs (20–25%): Grid resilience beneficiaries; cost recovery through FERC-approved
transmission rates.

• Individual utilities (25–35%): FERC-approved rate recovery; regulatory compact updated to
recognize blockchain security as a prudent investment.

9. IMPLEMENTATION CHALLENGES AND SOLUTIONS

9.1 Latency and Real-Time Control

The most frequently cited objection to blockchain in ICS environments is latency. Protection relays must
operate within milliseconds.

This objection conflates two requirements. The latency requirement applies to command execution.
Blockchain logging applies to the audit record, which can be written asynchronously without affecting
execution latency.

DUAL-TRACK ARCHITECTURE

The dual-track architecture separates command execution (real-time, direct) from command audit
(asynchronous, blockchain-based). The RTU receives and executes the command in real time via the
PQC-secured direct channel. Simultaneously, the SCADA master station writes the command record
to the blockchain node. PBFT consensus (∼20–50 ms locally) completes before the next command in
a normal operational sequence. For commands requiring protection-relay-speed execution (<5 ms),
a pre-authorized command category system enables immediate execution with post-hoc blockchain
confirmation—identical to the architecture used in sub-millisecond financial trading with post-trade
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settlement.

9.2 ICS Environment Heterogeneity

The U.S. bulk electric system operates equipment from dozens of vendors across four technology gener-
ations. A blockchain integration requiring uniform software environments will fail. The solution is a
gateway architecture: a blockchain integration gateway at the IT/OT boundary translates between
heterogeneous OT protocols and the standardized blockchain API. Legacy devices that cannot produce
PQC signatures are represented on-chain by their gateway, which attests to their behavior until a hardware
refresh cycle enables direct PQC integration.

9.3 Governance

A 10-node PBFT governance structure for the U.S. bulk electric system blockchain:

Node Operator Node
Count

Rationale

Regional Transmission Organizations
(6 RTOs)

6 Geographic diversity;
operational authority

NERC 1 Reliability oversight; CIP
compliance integration

CISA 1 Security oversight; incident
coordination

E-ISAC / DOE 1 Threat intelligence; federal
backstop

FERC 1 Regulatory oversight; rate
recovery authority

Total 10 fmax = 3 Byzantine nodes
tolerated

Table 9: Proposed PBFT Governance Structure for U.S. Grid Blockchain

9.4 Post-Quantum Migration for Legacy ICS Devices

The migration challenge for legacy industrial controllers—PLCs, RTUs, protection relays with 20-year
lifecycles—is primarily hardware constrained. A phased migration approach:

1. Gateway-mediated representation (immediate): Legacy devices represented on-chain by PQC-
capable gateway hardware. No device modification required.

2. Firmware PQC upgrade (2027–2029): For devices with sufficient processing capacity, vendor-
supplied PQC firmware updates. Requires CISA-coordinated vendor engagement program.

© 2026 Dr. Gregory S. Carmichael Page 22



The Invisible War: Vol. II | PQC Blockchain Architecture CryptoSoWhat.com

3. Hardware replacement (2028–2032): Devices without hardware PQC capability replaced on
normal capital refresh cycles accelerated by federal cost-sharing.

10. NATO, FIVE EYES, AND CROSS-CHAIN INTEROPERABILITY

10.1 The Alliance Coordination Problem

Critical infrastructure protection is a coalition problem. The interdependencies between North American
and European energy, communications, and financial infrastructure mean that a successful attack on U.S.
grid infrastructure produces cascading effects in allied nations. The geopolitical context in which a major
infrastructure attack is most likely—a Taiwan conflict, a Russia-NATO confrontation—is precisely the
context in which allied coordination is most difficult to achieve in real time.

A sophisticated adversary executing a coordinated infrastructure attack against the United States would
simultaneously execute suppression operations against allied intelligence and response capabilities.
The most effective suppression operations target the information flows enabling coordinated defense:
disrupting Five Eyes intelligence sharing, executing ransomware attacks against European energy
operators to consume allied cyber defense resources, and creating attribution ambiguity that delays the
triggering of Article 5 consultations.

10.2 Blockchain as Alliance Coordination Infrastructure

A cross-chain interoperability protocol connecting national critical infrastructure blockchain networks—
the U.S. utility blockchain, the UK National Infrastructure Blockchain (proposed), the Canadian Critical
Infrastructure Ledger (proposed)—enables machine-speed threat intelligence sharing between national
AI defense systems without requiring full integration of those networks or compromising each nation’s
sovereignty over its operational data.
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Current Framework Limitation Cross-Chain Enhancement

Five Eyes SIGINT
sharing

Human-speed;
classified; not
operationally
synchronized

Machine-speed on-chain threat
indicator feeds; automated defensive
response coordination

NATO Article 5 cyber
defense

Attribution
uncertainty delays
activation

Blockchain-verified attack evidence
reduces attribution ambiguity;
accelerates Article 5 consultations

ISAC sector sharing Voluntary;
inconsistent;
IT-centric

OT-native on-chain indicators;
mandatory participation for Tier 1
assets

Bilateral cyber
agreements

Slow;
treaty-constrained;
executive discretion

Protocol-level interoperability
pre-authorized by treaty; executes
without real-time diplomatic
engagement

Table 10: Alliance Coordination Enhancement Through Cross-Chain Protocol

10.3 The Cross-Chain Interoperability Protocol Architecture

The Cross-Chain Interoperability Protocol (CCIP) for allied critical infrastructure blockchain networks is
built on three technical components:

1. Standardized threat indicator schema: A common data model for sharing behavioral threat
indicators, attack signatures, and defensive response policies across chains using the STIX 2.1 format
extended for OT protocol-level indicators.

2. Atomic cross-chain state verification: Cryptographic proof that a threat indicator recorded on
one national chain is genuine, without requiring the receiving chain to trust the source chain’s
internal governance. Uses zkSNARK proofs of valid consensus across the source chain.

3. Pre-authorized automated response policies: Treaty-level pre-authorization for automated
defensive actions (network isolation, device quarantine) triggered by verified cross-chain threat
indicators, without requiring real-time diplomatic or human operator approval.

RECOMMENDATION: NATO CRITICAL INFRASTRUCTURE BLOCKCHAIN PROTOCOL

The NATO alliance should establish a Critical Infrastructure Blockchain Protocol (CIBP) through
the CCDCOE in Tallinn, with mandatory participation by all 32 member states. The protocol
should: establish the CCIP standard for cross-chain threat intelligence sharing; define pre-authorized
autonomous response thresholds for cross-border AI attack agents; and create joint AI defense red
team/blue team exercises using the blockchain infrastructure as the coordination layer. This protocol
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should be developed in parallel with the U.S. domestic blockchain deployment program, with the
Five Eyes nations serving as the initial implementation group.

11. POLICY AND INVESTMENT IMPLICATIONS

11.1 For Policymakers

11.1.1 Establish the National Critical Infrastructure Blockchain Program

The federal government should establish a National Critical Infrastructure Blockchain Program (NCIBP)
under joint CISA and Department of Energy leadership. Mandate: deploy quantum-resistant blockchain
infrastructure across Tier 1 bulk electric system operators within four years. Recommended initial funding:
$6–8 billion, with the balance recovered through utility rate mechanisms and DOE LPO programs.

11.1.2 Update NERC CIP to Require PQC and Audit Infrastructure

Updated standards should:

1. Require all new ICS procurements to include PQC-capable hardware by 2027.

2. Require tamper-evident audit logging for all SCADA command records by 2028.

3. Mandate post-quantum migration plans with completion by 2030.

4. Recognize blockchain infrastructure as an accepted NERC CIP audit compliance mechanism.

11.1.3 Create the Critical Infrastructure PQC Transition Fund

A PQC Transition Fund modeled on the FCC rip-and-replace program for Huawei equipment should
provide direct grants to small utilities for PQC hardware upgrades and blockchain gateway deployment.
The fund should be authorized at $3–5 billion over five years, targeting the approximately 1,800 utilities
too small to self-fund migration on the required timeline.

11.2 For Institutional Investors
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11.2.1 The Quantum-Blockchain Infrastructure Security Market

Market Segment 2026
TAM

2030
TAM

Investment Thesis

PQC hardware (HSMs,
accelerators)

$1.4B $8.2B Regulatory mandate drives
recurring hardware refresh

Permissioned blockchain
platforms (ICS)

$0.6B $4.5B Multi-year enterprise
contracts; high switching costs

PQC software and
algorithm libraries

$0.9B $3.8B Foundational layer; M&A
target; embedded in hardware

Supply chain
provenance platforms

$0.4B $2.8B Export control mandates;
global addressable market

ZKP and
privacy-preserving auth

$0.2B $1.9B Operator privacy; regulatory
tailwind

Federated AI plus
blockchain

$0.3B $2.1B Emerging category; first-mover
advantage significant

Cross-chain
interoperability (CCIP)

$0.2B $1.6B Government contract anchor;
global allied market

Segment Total $4.0B $24.9B 6× growth in 4 years

Table 11: Quantum-Resistant Blockchain Critical Infrastructure Market — Segment Analysis

11.2.2 Repricing Systemic Risk

For institutional investors with North American equity and fixed income exposure, blockchain deploy-
ment progress at utilities is a material risk factor. Utilities that have deployed blockchain-based audit
infrastructure and PQC authentication carry meaningfully lower systemic risk than those that have
not—a risk differential not currently reflected in credit spreads or equity valuations, but which will
become visible as regulatory frameworks develop and rating agency methodologies are updated.

11.3 For Critical Infrastructure Operators

1. Start with the audit ledger. The immutable SCADA command audit ledger deploys as a write-only
layer alongside existing infrastructure without modifying command execution. Every utility should
have this before any other blockchain element.

2. Demand PQC roadmaps from every vendor. Procurement standards should require PQC
roadmap documentation. Vendors without a commitment to PQC-capable firmware on a defined
timeline represent supply chain risk.

3. Join the E-ISAC blockchain pilot. NERC’s E-ISAC is the appropriate convening authority. Tier 1
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utilities should engage in governance framework development and commit to early deployment.

4. Conduct a HNDL exposure assessment. Every utility should assess what operational data has
been transmitted over classical cryptographic channels in the past five years and therefore may be in
adversary HNDL archives. The assessment informs the prioritization of post-quantum migration.

12. PHASED IMPLEMENTATION ROADMAP

12.1 Phase 1 (2026–2027): Foundation and Tier 1 Deployment

Objective: Deploy immutable audit ledger and blockchain gateway infrastructure at all 200 Tier 1 bulk
electric system utilities.

Quarter Technical Milestones Governance Milestones

Q1 2026 NCIBP established; RTO node
hardware procurement initiated

NERC CIP amendment proposed;
DOE LPO funding vehicle
established

Q2–Q3 2026 10-node PBFT network
operational (RTOs, NERC, CISA,
E-ISAC, FERC); pilot audit
ledger deployed at 5 Tier 1
utilities

FERC rate recovery mechanism
approved; vendor PQC roadmap
requirements published

Q4 2026 Audit ledger deployed at 50 Tier 1
utilities; supply chain provenance
system for new HVT
procurements live

PQC Transition Fund
appropriated; Five Eyes CCIP
working group established

2027 Audit ledger at all 200 Tier 1
utilities; gateway-mediated DID
for Tier 1 OT devices; PQC
firmware available from top-5 ICS
vendors

NERC CIP PQC amendment
effective; NATO CIBP framework
adopted

Table 12: Phase 1 Implementation Timeline

Federal investment required: $3–5 billion.
Load protected: Approximately 150 million customers (Tier 1 utilities).

12.2 Phase 2 (2028–2029): Mid-Tier Expansion and PQC Migration

Objective: Extend blockchain infrastructure to next 1,000 utilities by load; complete PQC firmware
migration for all Tier 1 devices; deploy federated AI defense integrated with on-chain data.

Key milestones include completion of device-level DID at all Tier 1 utilities (Layer 3 architecture);
deployment of the cross-chain CCIP connection with UK and Canadian counterparts; completion of the
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strategic transformer reserve pilot with blockchain provenance tagging; and deployment of the federated
AI anomaly detection model with on-chain verified training data across all participating utilities.

Federal investment required: $8–12 billion.
Cumulative load protected: Approximately 250 million customers.

12.3 Phase 3 (2030–2032): Full Coverage and Quantum Hardening

Objective: Complete blockchain deployment across all critical infrastructure sectors; finalize post-
quantum migration at all cryptographic components; achieve full Five Eyes cross-chain interoperability;
conduct first national-scale AI red team/blue team exercise using blockchain coordination infrastructure.

Phase 3 completion represents the achievement of a quantum-resistant critical infrastructure trust
architecture across the bulk electric system, major water utilities, and critical telecommunications
infrastructure—timed to achieve operational maturity before the 2030 projected CRQC capability window.

Federal investment required: $12–18 billion (cumulative Phase 3 increment).
Architecture status: Full quantum-resistant blockchain operational; PQC migration complete; all threat
actor HNDL archives obsolete against forward-looking communications.

Metric Baseline
(2026)

Phase 1
(2027)

Phase 2
(2029)

Phase 3
(2032)

Utilities with
audit ledger

0% 15% 60% 95%

Devices with
PQC auth

0% 5% 40% 90%

Supply chain
provenance
coverage

0% 20% 65% 95%

Cross-chain
intel partners

0 0 2–3 5 (Five Eyes)

Strategic
transformer
reserve

0 units 25 units 100 units 200 units

Est. attack
success
probability

High Moderately
reduced

Substantially
reduced

Low

Table 13: Implementation Roadmap — Key Metric Progression

13. CONCLUSION: THE ARCHITECTURE OF DURABLE TRUST
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The three volumes of The Invisible War together describe a complete threat model and a complete defense
architecture.

Volume I established that the weapons are already in place. Volume II establishes the foundational answer:
you cannot defend a trust architecture that a quantum computer can dissolve. You must build a
new one.

The quantum-resistant blockchain architecture described in this paper is deployable today with commer-
cially available technology. Every component—CRYSTALS-Kyber, CRYSTALS-Dilithium, SPHINCS+,
PBFT consensus, W3C DIDs, zero-knowledge proofs, permissioned blockchain platforms—exists in
production-ready implementations. The integration work is real, the governance challenges are real, and
the investment required is substantial. None of those obstacles is greater than the consequence of failing
to act.

THE CONVERGENCE ARGUMENT

The three threat vectors converge on a single architectural requirement. Pre-positioned adversary
access requires tamper-evident audit infrastructure that cannot be manipulated by a compro-
mised SCADA system. AI-speed autonomous attacks require machine-verifiable command
authentication that executes without human-in-the-loop delay. Quantum decryption requires
post-quantum cryptographic foundations that remain secure when Shor’s algorithm becomes
operational. Blockchain, built on post-quantum cryptography, delivers all three.

The cost calculus is decisive. The cost of deploying quantum-resistant blockchain infrastructure is $18–
36 billion. The expected-value cost of the attacks it prevents exceeds $600 billion per year of deferral.
The benefit-cost ratio approaches 9:1 in conservative scenarios and exceeds 40:1 under national attack
parameters.

For investors, the technology market created by this security imperative is a 6× growth opportunity in
four years across a $25 billion addressable market by 2030. For policymakers, the window for proactive
deployment—before the quantum threat is operational, before an AI-enabled attack exploits the audit gap,
before a supply chain compromise installs malicious hardware in a critical substation—is measured in
months.

The invisible war is being fought in real time. The architecture of durable trust is available to build. The
only question is whether we will build it in time.

The views expressed in this paper are those of the author and do not represent the views of any
government agency, military branch, or official body.

CryptoSoWhat.com — Macroeconomics & Strategic Risk Analysis

© 2026 Dr. Gregory S. Carmichael. All rights reserved.
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A. MATHEMATICAL FRAMEWORK FOR INFRASTRUCTURE CASCADE MODEL-
ING

A.1 The Inoperability Input-Output Model

The Inoperability Input-Output Model (IIM), introduced by Haimes and Jiang (2001), adapts the Leontief
input-output framework to model disruption propagation through interdependent infrastructure sectors.
Define:

• q: vector of sector inoperabilities, qi ∈ [0, 1], where 0 = fully operational, 1 = fully disrupted.

• A∗: interdependency matrix, where a∗ij represents the fraction of sector i’s normal operation depen-
dent on sector j’s output.

• c∗: perturbation vector representing the direct inoperability imposed on each sector by the initiating
event.

The static IIM equilibrium condition is:

q = A∗q+ c∗ ⇒ q = (I−A∗)−1 c∗

A.2 Interdependency Matrix Parameterization

Sector i Elec. Telecom Water Trans. Finance Health

Electric Power 0.00 0.08 0.02 0.03 0.01 0.02

Telecommunications 0.42 0.00 0.01 0.02 0.05 0.04

Water/Wastewater 0.58 0.12 0.00 0.05 0.01 0.03

Transportation 0.31 0.15 0.04 0.00 0.02 0.05

Financial Services 0.35 0.28 0.02 0.08 0.00 0.03

Healthcare 0.47 0.19 0.12 0.11 0.06 0.00

Table 14: Interdependency Matrix A∗ (Selected Sectors)

For Scenario 3 (national AI-coordinated attack): c∗elec = 0.65, c∗telecom = 0.15. Resulting steady-state
inoperabilities from (I − A∗)−1c∗ range from qfinance = 0.51 to qwater = 0.89, consistent with the
cascade descriptions in Section 8.

A.3 Blockchain Resilience Factor

Blockchain infrastructure modifies the cascade model by reducing the effective attack scope. Define
the Blockchain Resilience Factor (BRF) as the fraction of the initial perturbation vector prevented by
tamper-evident audit and PQC authentication infrastructure:

c∗protected = (1− BRF) · c∗unprotected

For a fully deployed quantum-resistant blockchain architecture, BRF ≈ 0.40–0.55, reflecting the reduc-
tion in attack scope achievable by eliminating command injection, supply chain compromise, and audit
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manipulation attack vectors. Under BRF = 0.45: c∗elec reduces from 0.65 to 0.36, and all downstream
sector inoperabilities are correspondingly reduced— the quantitative basis for the 45% risk reduction
factor used in Section 8.

B. CRYPTOGRAPHICALLY RELEVANT QUANTUM COMPUTER TIMELINE ANALY-
SIS

B.1 Physical Qubit Requirements for Breaking RSA-2048

Breaking RSA-2048 using Shor’s algorithm requires a fault-tolerant quantum computer with sufficient
logical qubits and circuit depth. The relationship between physical qubits, logical qubits, and algorithm
depth is governed by the quantum error correction threshold and the physical error rate of the qubit
technology.

For superconducting qubit systems at current physical error rates (p ≈ 10−3) using the surface code:

nphysical ≈ 2d2 · nlogical, d = O
(
log 1

ptarget

)
Current estimates for breaking RSA-2048 with overwhelming probability require approximately
4 × 106 physical qubits with current superconducting hardware error rates (Webber et al., 2022,
arXiv:2110.14312). For breaking 256-bit elliptic curve cryptography, the requirement is approximately
3.17× 106 physical qubits.

B.2 CRQC Timeline by Adversary Class

Adversary Class CRQC Access
(Conservative)

CRQC Access
(Optimistic)

Infrastructure Threat
Implication

U.S. intelligence
community

2029–2032 2028–2030 Defines the defensive
migration deadline

China (PRC state
program)

2031–2035 2028–2032 Primary adversary
quantum timeline

Russia (state
program)

2033–2037 2030–2034 Secondary; benefits from
Chinese technology
transfer risk

Nation-state
(general)

2035–2040 2032–2036 Broad threat horizon for
utility planning

Commodity /
criminal access

2040+ 2037+ Relevant for long-lived
infrastructure design

Table 15: CRQC Timeline by Adversary Class
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B.3 Policy Implication of the Timeline

The critical infrastructure PQC migration window is defined by the intersection of two timelines: the
adversary CRQC acquisition timeline (2028–2033 for primary adversaries) and the migration deployment
timeline (4–6 years for a national program initiated in 2026–2027). The window for completing PQC
migration before primary adversary CRQC capability is 2026–2028.

Every year of delay narrows this window by one year. A national PQC migration program initiated in
2028 would complete in 2032–2034—after the conservative CRQC capability estimates for Chinese state
programs. A program initiated in 2026 completes in 2030–2032, within the conservative window for all
adversaries except the most aggressive optimistic estimates.

The policy conclusion is unambiguous: the National Critical Infrastructure Blockchain Program must be
authorized and funded in 2026, not deferred to subsequent appropriation cycles.
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