RampedUp regularly updates Apache Airflow installation to the latest stable release. We monitor the Apache Airflow community release updates and patches to address security vulnerabilities and improve overall stability. When we do migrate, Apache Airflow uses a SemVer versioning policy, making it backwards compatible to install the latest security patches. 

Our Airflow version and our Airflow service are private and can be accessed only through the VPN with 2 factor authentication.  We observe recommended best practices, such as security model types and responsibilities.

1. Deployment Managers: They have the highest level of access and control. They install and configure Airflow and make decisions about technologies and permissions. They can potentially delete the entire installation and have access to all credentials. Deployment Managers can also decide to keep audits, backups and copies of information outside of Airflow, which are not covered by Airflow’s security model. For Security purposes, the deployment manager as the following responsibilities: 

0. Submitting code to our private GitHub repository.
0. Limiting login permissions: Restricting the accounts that users can log in with, allowing only specific accounts or roles belonging to access the Airflow system.
0. Access restrictions to views or DAGs: Controlling user access to certain views or specific DAGs, ensuring that users can only view or interact with authorized components.
0. Implementing static code analysis and code review: Introducing processes such as static code analysis and code review as part of the DAG submission pipeline. 
0. Monitoring https://airflow.apache.org/ for updates and best practices. 

1. DAG Authors: They can upload, modify, and delete DAG files. The code in DAG files is executed on workers and in the DAG File Processor. Note that in the simple deployment configuration, parsing DAGs is executed as a subprocess of the Scheduler process, but with Standalone DAG File Processor deployment managers might separate parsing DAGs from the Scheduler process. Therefore, DAG authors can create and change code executed on workers and the DAG File Processor and potentially access the credentials that the DAG code uses to access external systems. DAG Authors have full access to the metadata database and internal audit logs.

