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TRUXGO

* Empresa mexicana dedicada a la
Innovacion e implementacion de
servicios en la nube para empresas,
gobiernos y particulares.

 En los ultimos 7 anos a desarrollado
un equipo de seguridad informatica
evolucionandolo a CERT.

TRUXGO
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México

Singapur

18 puntos de acceso alrededor del mundo,

TR“XGO teniendo mas de 17,000 servicios activos.




Eventos al dia « gl

« 8,500,000 direcciones IP

« 750 TB de transferencia de datos

o))




Eventos al dia cas
* 75 eventos de DDoS d

25 intentos de explotacion de DB

* 1,000 intentos de intrusion
« 2,250,000 de correos spam ’
TRUXGO

e O



CERT TRUXGO
e Xy =
» Equipo Centralizado R -
* Modelo Hibrido
 Autoridad Tq.tal | o ..?




Servicios del CERT

B ——

* Proteger y salvaguardar toda la |
infraestructura de TRUXGO vy sus
clientes.

TRUXGO &t
SECURITY
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I oS found in our database!

This IP was reported 457 times. Confidence of Abuse is 100%: ?

100%

ISP I

Co. Ltd.

Usage Type Search Engine Spider

Domain - |

Name
Country Bl China
City Beijing, Beijing

IP info including ISP, Usage Type, and Location provided by IP2Location.
Updated monthly.

REPORT 180.76.104.41 WHOIS 180.76.104.41




Reporter

+ B8 1000grad.com

+ | ] woutvde

+ EfE InfinitzZHost

+ BE HyperSpeed

v/ =am Parth Maniar

+ B3 AdrianT

v B ZeroAttackVector

v = M127

Date

1 minute ago

5 hours ago

5 hours ago

5 hours ago

5 hours ago

13 hours ago

14 hours ago

14 hours ago

Comment

5x Failed Password

Unauthorized connection attempt detected from IP add

ress _ to port 22 [V]

Jul 4 13:17:02 NY2 sshd[3129620]: pam_unix(sshd:auth
): authentication failure; logname= uid=0 euid= ...

show more

SSH login attempts (SSH bruteforce attack). For more i
nformation, or to report interesting/incorrect ...

show more

SSH brute force

zrh: 3 unauthorised SSH/Telnet login attempts between
2022-07-04T03:50:20Z and 2022-07-04T03:57:29Z

Jul 4 03:49:49 scw-tender-jepsen sshd[18272]: Failed p

assword for root from- port 5892 ...

show more

Categories

Brute-Force

Brute-Force

Brute-Force

Exploited Host

Brute-Force

Brute-Force

Brute-Force

Brute-Force

Brute-Force



n reporte
de abuse?

Es una solicitud en la cual se
reporta una falta a las politicas
de uso aceptable del servicio

de internet, realizada por una

direccion IP, domlno web
servndor 0 servicio.




Configuraciones erroneas

Uso inadecuado de los
recursos

Reportes de la comunidad

Falsos positivos |
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SPAM
DDOS

Phishing

Port Scaning

Virus / Malware
Conflguracmnes erroneas




Acclones
preventivas




. Qué se debe de hacer?

Dar importancia al area y brindar
presupuesto acorde a las necesidades

Facilitar otros medios de contacto

Integrar al centro de respuesta ante

INncidentes en los casos



. Qué se debe de hacer?

Establecer politicas preventivas en la

entrega de los servicios

Hacer monitoreo frecuente de los
recursos.

Colaborar con el CSIRT-CERT



. Qué se debe de hacer?

Especializar un departamento de
ABUSE

ldentificar el servicio que se le da a los
recursos otorgados al usuario final

Coordinacion directa ante eventos
criticos




. Qué se debe de hacer?

ldentificar el uso que se le dara a los

recursos

Notificar las politicas de uso aceptable

Coordinacion directa ante eventos
criticos



Acciones
correctivas



. Qué se debe de hacer?

Tener un programa de soluciones
criticas sobre recursos afectados
Facilitar los procesos y presupuestos
ante el evento

Coordinar acciones con las areas
Involucradas




. Qué se debe de hacer?

ldentificar causa y motivo del reporte

Verificar si se incumplieron politicas
de entrega

Enviar evidencias al CSIRT-CERT

Contactar a la entidad del reporte y determinar acciones



. Qué se debe de hacer?

Brindar protocolo de identificacion

Comunicar el reporte a la area
responsable

Brindar soluciones alternas al cliente

Dar comunicado final (positivo-negativo)




Soluciones
bases




Los recursos deben estar sub asignados

WHOIS



Las direcciones deben contar con PRT

DNS Lookup (A Record)

truxgo.com —> 131.196.253.94

DNS Lookup (PTR Record — rDNS — Reverse DNS)

131.196.253.94 - truxgo.com



Deben contar con DMARC

_—

-

Without DMARC With DMARC

Phishing

™ DMARC
Authentication

) )

Brand damage due to phishing Reliability of brand increases
No control over email flows Unsafe email blocked




Deben contar con DMARC

Add new record
Type: TTL :

(TxT v | [ 1 Hour

Host:

(_amarc Jdmarcexample.net
Leave empty for dmarcexample.net

Points to:

[v=DMARC1:p=reject:pct=100:rua=mailto:mailmaster@postmaster.com

inactive @




Deben contar con DKIM

o
[
b

N —@—8 T ¢ —m

Email is Sent Internet Mail Server Match Inbox
with DKIM

N
A\

— @

DNS Server Does Not SPAM
Match



Deben contar con DKIM

£ myexampledomain.com Jun 29,

Record Type: . TXT Record _3]

Host Name: default._domainkey

Text: jV=DK|M1;
| p=MIGI N

lun+PG2rZvD9wjsgD+3RWLOz5UUXSOwWtFFsMyyu2MnS

([

| pXgriYy)OxunT6Ak4jlua2Yq6wO7hmdt+jEHhA2ZOIRW

gLy

'QIDAQAB

Time to Live (TTL) 5 | Minutes | 4]

Add Record [eEGE




Deben contar con SPF

The SPF Authentication Process

INBOX

MAIL SERVER AUTHENTICATION

SENDER
_S_ § JUNK E-MAIL
REPUTATION

DATA ;
SPF SPF QUARANTINE
LOOKUP Baniym
BLOCK/DELETE
! o

R
rejoiner.com



Deben contar con SPF

Manage

example.com

Create new record

IAME MX TXT NS SR\

A text record is used to associate a string of text with a hostname. These are primarily used for verification.

VALUE

"v=spfl include:_spf.google.com “all”

HOSTNAME TTL (SECONDS)

a v 1800 v Create Record



Los 3 son necesarios

Servidor
Autorizado

/N

4» Ema.il .
Contacto Authentication ‘Z:,‘ Llaves de

responsable identificacion

SPF

DMARC DKIM

\/






Limitar la transferencia de datos

B
y .
'i:‘:‘r Mbps

PING DOWNLOAD 3u 4 ]u (*) UPLOAD
4 _
. f




Monitoreo de Infraestructura

e ;
A,4A$ imunify AV

The Free, Powerful Malware

Scanner ﬁ
s




Herramientas



Blacklist

ivmURI

MX Lookup

SEM FRESH

TOOLBOX" e .
SO;BS RHSBL BADCONF B I a C k I I S tS

SORBS RHSBL NOMAIL

Spamhaus DBL
DMARC
0SPAM

Abuse.ro

Abusix Mail Intelligence Blacklist

Abusix Mail Intelligence Domain Blacklist D N S L 0 O k u p

Abusix Mail Intelligence Exploit list

Anonmails DNSBL

BACKSCATTERER

e Email Health
BLOCKLIST.DE m I

CALIVENT

CYMRU BOGONS

Analyze Headers




mail’ tester

Comprueba el grado de spam de tus correos

Primero, envia tu correo a:

test-owh1lumufu@srv1.mail-tester.com

A continuacion comprueba tu puntuacion

«
-« «
_‘( « -« s

-«
« « «
v
> -‘( - =




CYREN

Cyren stops
ponishing attacks

Cyren Inbox Security continuously monitors
Microsoft 365 inboxes and automatically remediates
advanced email phishing attacks that evade SEGs.



QUALITYSCORE

PROACTIVELY PREVENT FRAUD™

PROXY DETECTION EMAIL VERIFICATION PHONE VALIDATION DEVICE FINGERPRINTING

Domain Reputation Test

Check Domain Reputation

Quickly performm domain reputation checks to identify suspicious domains being used for
abusive behavior. Examples include phishing, malware, SPAM, disposable emails used for
fake account creation and chargebacks, and similar types of malicious behavior.

Domain risk scoring detects suspicious domains that may be compromised or
consistently used to facilitate fraudulent users & payments, disposable domains, or
malware and phishing. Accurate domain reputation lookups can also be provided in real-
time by using our endpoint, which supports URLs or domains.

Free Domain Reputation Checker

Please enter a domain..



IPVOID

Engine

\¢ AZORult Tracker

[l AntiSocial Blacklist

® Artists Against 419

@ Badbitcoin

\f¥ Bambenek Consulting
CERT Polska

® CERT-GIB

@ CERT-PA

& CRDF

& C_APT_ure

() Chong Lua Dao

& CoinBlockerLists
Cyber Threat Coalition
& CyberCrime

() EtherAddressLookup

® EtherScamDB

Status

IP TOOLS ~ DNS TOOLS ~

IP BLACKLIST CHECK
WHOIS LOOKUP

IP GEOLOCATION

IP TO COUNTRY [EET)

IP TO ASN [£9

IP TO GOOGLE MAP

IPV4 CIDR CALCULATOR [f)
IPV4 CIDR CHECKER [
IPV6 CIDR CALCULATOR [E)
MY IP ADDRESS

IP TO DECIMAL [EET)

PING LOOKUP

IPV6 PING TEST [[2)

OPEN PORTS

PORT SCANNER

UDP PORT SCANNER [[ET])
TRACEROUTE

WEBSITE LOCATION [0

FIND WEBSITE IP
EXTRACT IPS

DNS TOOLS ~ TEXT TOO

DIG DNS LOOKUP

DNS REPUTATION (0]
DNS PROPAGATION [
MX LOOKUP

REVERSE DNS LOOKUP
NS LOOKUP

DNSSEC LOOKUP
DNSSEC VERIFIER [[Z1)
DNSKEY LOOKUP
DMARC LOOKUP

AAAA IPV6 LOOKUP
TXT LOOKUP

URL TOOLS ~ ENC/DECTOOLS ~

HTTP/2 TEST

TRACK HTTP REQUESTS
MULTI URL OPENER [[ET)
SSL CERTIFICATE CHECK [EET)

DOMAIN REPUTATION CHECK m

DOMAIN AGE CHECK [£Z)

CAPTURE WEBSITE SCREENSHOT [EET)

HTTP RESPONSE HEADERS



I McAfee

McAfee Home » Customer URL Ticketing System

U McAfee

Customer URL Ticketing System

Check Single URL

McAfee® provides an online tool that enables you to check if a site is categorized within various versions of the SmartFilter
Internet Database or the Webwasher URL Filter Database. After you check a URL, this tool also allows you to suggest an

alternative categorization for a site. These requests will be addressed within an average of 3-5 business days with some
requests requiring additional review and taking lenger.

Please select the product you are using. Selecting the appropriate product will provide the correct categorization
information to be displayed for you.

-- Please Select - v

| McAfee Real-Time Database

McAfee SmartFilter XL

McAfee SmartFilter 4.2 (XL-1)

McAfee WebWasher 6.8.x

McAfee SiteAdvisor/WWeb Control (Enterprise)

McAfee SaaS Web Protection

McAfee Web Gateway v7.x/6.9.x (Cloud)
McAfee Web Gateway v7.x/6.9.x (Resident)




FROM VALIDITY

@ SENDER SCORE Sender Score Blocklist Lookup Frequently Asked Questions « Support

- Do you know your Sender Score?

‘Understand your sender reputation. Learn how to improve it.




© DMARC

NG DMARC Lookup DMARC Generator
<& EASYDMARC
DMARC Record Generator
Scanning results
No domain scanned
Domain
PROTECTION STATUS
Policy type @® None (monitoring) Quarantine Reject
Reports send to e.g. example@easydmarc.com 0 No Data
of 10 Scan Domain =

Subdomain policy v
SPF identifier alignment v DMARG SeE

INVALID INVALID
DKIM identifier alignment v
Reporting interval

DKIM BIMI
Percentage applied to 100 INVALID INVALID
Failure reporting send to e.g. example@easydmarc.com

REPUTATION
Failure reporting options o @10)d s

Generate

Start Monitor




> ] VIRUSTOTAL

> ] VIRUSTOTAL

Analyze suspicious files, domains, IPs and URLs to detect malware and
other breaches, automatically share them with the security community

SEARCH

Choose file

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of your Sample
submission with the security community. Please do not submit any personal information; VirusTotal is not responsible for
the contents of your submission. Learn more.

(® want to automate submissions? Check our API, free quota grants available for new file uploads




#:sperlsky i @ Kaspersky
reat Intefligence ' Threat Intelligence Portal

& Analysis (] Requests ¥ Premium Services (@ About the Portal

File Analysis Lookup Web Address Analysis

1

Analyze files

Drag and drop a file here to start an analysis

Browse...




OPSWAT.

MetaDefender a >
OPSWAT.

English ~ Sign In Licensing =

Process o3

Trust no

Domain



Soluciones
por organizacion



SPANMHAUS

Dificultad: % Y %
Categorias: SBL/ XBL/PBL/DBL/ZEN/CSS
Tiempo: Definido por las categorias

Especialidad: SPAM / Phishing

Reporta: IPv4 / IPv6 / ASN / Dominios

Bloqueo: Puede bloquear todo el prefijo asignado
Avisos previos: Definido por las categorias

Solucion

PTR: Si DKIM: Si DMARC: Si

Justificacion: Si

Bloqueo de puerto 25 : Definido por las categorias
Email del Whois: Si

Email test: Definido por las categorias



l(Barracuda Dificultad: Y Y Y %

Categorias: General
Tiempo: 2 semanas — 2 meses

Especialidad: SPAM / Virus

Reporta: IPv4 / IPv6 /| Dominios

Bloqueo: Puede bloquear todo el prefijo asignado
Avisos previos: Si

Solucion

PTR: No DKIM: No DMARC: No
Justificacion: Si

Bloqueo de puerto 25 : No
Email del Whois: Si

Email test: No



Dificultad: %
Categorias: BL Spamcop

Tiempo: Definido por categoria

Especialidad: SPANV

Reporta: IPv4 / IPv6 / Dominios

Bloqueo: Puede bloquear todo el prefijo asignado
Avisos previos: Si

Solucion

PTR: Si DKIM: Si DMARC: Si

Justificacion: No

Bloqueo de puerto 25 : Definido por las categorias
Email del Whois: Si

Email test: Definido por categoria



oy Dificultad: * % %k %k %

Categorias: Spam / Hacking / Botnets / DDOS / Phishing
Tiempo: Definido por las categorias

Especialidad: Spam / Hacking / Botnets / DDOS / Phishing
Reporta: IPv4d / IPv6

Bloqueo: Puede bloquear desde una direccion IP

Avisos previos: No

Solucion

PTR: No DKIM: No DMARC: No
Justificacion: Si

Bloqueo de puerto 25 : No
Email del Whois: Si

Email test: No



Dificultad: % % % % %

Categorias: RatsDYNA / RatsnoPTR / RatsSPAM/ RatsnoAuth
Tiempo: Definido por las categorias

Spemﬁ}-‘»j-’

Trouble Spots

Especialidad: SPANV

Reporta: IPv4 / IPv6 / ASN / Dominios

Bloqueo: Puede bloquear todo el prefijo asignado
Avisos previos: No

Solucion

PTR: Si DKIM: Si DMARC: Si

Justificacion: Si

Bloqueo de puerto 25 : Definido por las categorias
Email del Whois: Si

Email test: Definido por las categorias



Gracias

Jorge Varela

Contacto

Email: varela_george@corp.truxgo.com
Cel: 2223216515

soyjorgevarela

TRUXGO




