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[bookmark: _Toc176259418]1.	INTRODUCTION AND APPLICATION
1.1	The right to privacy is an integral human right recognised and protected by the laws of South Africa: The Protection of Personal Information Act 4 of 2013 (“hereinafter referred to as “POPIA”) is an especially important law.
1.2	When we act as a Responsible Party (that is, when we decide how and why to process personal information), we will comply with this Notice. 
1.3	By the nature of our work, we typically process vast amounts of personal information. Along with our professional duties of client confidentiality and the more limited but critically important attorney and client privilege requirements, the importance of properly protecting your personal information entrusted to us cannot be underestimated. The Financial Intelligence Centre Act 38 of 2021, (hereinafter referred to as “FICA”) aims to ensure that we know with whom we are doing business. In terms of FICA, we are required to collect information from you, undertake independent verification thereof and preserve the paper trails of all transactions with you. We are also obliged to report inter alia any possible money laundering and unusual activities to the FIC.
1.4	We will also create and foster a culture that promotes and enhances our constitutional values. 
1.5	We are committed to protecting your privacy and confirm that we will comply with all statutory requirements in processing your personal information.  
1.6	This is our Notice, read with other notices that we may give to you (the data subject), in terms of section 18 of POPIA.
[bookmark: _Toc176259419]2.	THE PURPOSE OF THIS NOTICE
2.1	This Notice aims to help you understand what, how and why we collect your personal information and what we do with that information. It also explains the decisions that you, as a client, can make about your information and our processing thereof. 
2.2	We are giving you this Notice so that you can exercise your data protection rights. 
2.3	We will only process your personal information where necessary in a manner that is adequate, relevant, and not excessive in the context of the purpose for which it is processed.
[bookmark: _Toc176259420]3.	WHERE AND WHAT INFORMATION DO WE COLLECT FROM YOU
3.1	We process personal information in relation to our legal services (“Legal Service Information”), which will include your name, identity number or passport number,  company name and registration number, VAT number, tax certificates, contact information such as phone numbers, email and other addresses, information in communications with you, should you become a client of this firm and other information relating to our services and your financial information. 
3.2	We collect information directly from you when you provide us with your personal information. You, or if you act on behalf of a legal entity such as a company, are the main source of the Legal Service Information. We also source it from other sources on your instructions, for instance, external auditors, licensed databases, or public records. For the purposes of our FICA compliance, we are obliged to independently verify your information. We also have to ensure you are not on a sanctions list.
3.3	We process Legal Service Information to provide you with our services and invoices for services we have rendered and obtain payment for our services.
3.4	We process Legal Service Information to ensure the security of our business, systems and website.
3.5	We also need to keep records of our dealings with you and make backups of our databases, communicating and managing our contracts and relationships with you and managing the firm responsibly and securely.
[bookmark: _Toc176259421]4.	THIS NOTICE DOES NOT APPLY TO CERTAIN INFORMATION
4.1	The following information is excluded and does not qualify as personal information which must be protected under this Policy:
4.1.1	information that you have provided voluntarily in an open, public environment or forum;
4.1.2	de-identified information that cannot be linked to you; 
4.1.3	statistical information that cannot identify you, that we may use and collect; and
4.1.4	judicial functions of a court.
[bookmark: _Toc176259422]5.	SUMMARY OF THE PERSONAL INFORMATION WE COLLECT FROM YOU AND WHAT THE LEGAL BASIS IS FOR PROCESSING THAT INFORMATION
5.1	The legal basis for processing your information is as follows;
5.1.1	processing is necessary to carry out actions to conclude or perform in terms of a contract;
5.1.2 	processing complies with an obligation imposed by law on the responsible party, us; 
5.1.3	processing is necessary for pursuing the legitimate interests of the responsible party or a third party to whom the information is relayed.
5.2	This complies with section 11 of POPIA. 
5.3	Nature of Personal Information
	· Name of legal entity,
· Name of business or natural person,
· Physical and postal addresses of the legal entity, business, or natural person,
· Telephone numbers and email addresses of the legal entity, business or natural person,
· Registration number of the legal entity,
· Identity number where applicable,
· VAT number,
· Natural person’s details handling payment of accounts.
· Natural person’s details regarding the handling of invoices and account queries,
· Terms of payment,
· Accounting correspondence,
· Labour brokers or personal service providers,
· Language,
· Certificate of Incorporation,
· Certificate of Name Changes,
· Partnership agreement,
· Trust Deed,
· Changes in Registered Information,
· Resolution authorising signatory,
· Directors, owners, partners, members or trustees’ names, the details of the ultimate beneficial owner,
· Attachment of confirmation documents,
· CCTV camera footage from cameras placed in public spaces or on our premises for health and safety purposes, stock control, and to ensure the safety of our staff and any visitors,
· Auditing purposes,
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5.4	Purpose for which your information is processed.
	· So we can provide you with our Legal Services,
· To provide you with service information,
· Communicate with you if you ask us,
· Payment purposes,
· Legal purposes,
· Debtor control,
· Detect and prevent fraud,
· Contract management,
· Health and safety,
· Invoice management,
· Customer discovery,
· Fraud prevention, and
· Other proposed and actual transactions.
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5.5	Further processing can take place in order to comply with an obligation imposed by law; if you have consented to the further processing of the information; the information is available in or derived from a public record or has deliberately been made public by you, if we have to disclose it due to industry codes, where we have a duty or right in terms of law or for the conduct of existing or future proceedings in any court or tribunal.
5.6	Storing your personal information
· We store your personal information in South Africa. 
· We also use the cloud, so your personal information is stored on a central database located in South Africa.
· Your information will not be stored for longer than is necessary for the purposes described in this Notice.
[bookmark: _Toc176259423]6.	THE CONSEQUENCES OF FAILURE TO PROVIDE THE REQUIRED INFORMATION
Failure to provide the mandatory/personal information will result in an inability to provide you with our Legal Services. 
[bookmark: _Toc176259424]7.	INFORMATION VIA OUR WEBSITE
7.1	You do not have to provide personal information to us when you visit our website. 
7.2	On the website, we have a link to LinkedIn. These linked websites and platforms are beyond our control. If you click on links on our website, the linked website or platform may send cookies to your device, collect data, or process your personal information. You can access LinkedIn through links on our website at your own risk. Please check the privacy policies of the platforms linked to our website. You do not have any recourse against us if you access a third-party platform, even if you do so using a link on our website.
7.3	We do not use cookies.
[bookmark: _Toc176259425]8.	EMAIL AND LINKEDIN
8.1	You may send us a message. If you provide us with personal information using these methods of communication, we will process your information and only use it for the purpose for which you provided it. 
8.2	The legal basis on which we process this type of information is concluding and performing a contract for our services or our legitimate interests in properly and securely administering our business. 
8.3	Your personal information will be used only for the purposes for which you provided it and to communicate with you.
[bookmark: _Toc176259426]9.	SMS AND WHATSAPP
9.1	We may use the above methods to communicate with you regarding our legal services. If you provide us with message information, we source that information from you with your consent. We will use it only for the purpose for which you provided it. 
9.2	The legal basis for processing this information is for concluding and performing a contract for our services or our legitimate interests in properly and securely administering our business. We may collect your personal information for this purpose when you communicate with us using SMS and WhatsApp. The telecommunication companies and WhatsApp are beyond our control. They have independent privacy policies, which you can find on their websites. 
[bookmark: _Toc176259427]10 	OTHER TYPES OF INFORMATION
[bookmark: _Toc176259428]10.1	Enquiry Information
We may process your personal information if you enquire about our Legal Services. We will process the information to respond to your enquiry, market our services and do a conflict check. Consent and compliance with the law, the Legal Practice Act 28 of 2014, are the legal basis for processing your enquiry information.
[bookmark: _Toc176259429]10.2	Our Communications
We collect your information when you communicate with us. This may include your name and contact details and the content of your communications. We must keep records of our communications with you. The legal basis upon which we rely is our legitimate interest in properly administering our business and responding to you and in accordance with the law. 
[bookmark: _Toc176259430]10.3	Claims Information
We may also process any of the personal information to investigate, assess, establish, exercise, and defend legal claims by or against us in any forum. The legal basis upon which we rely is our legitimate interests in protecting and enforcing our rights or the rights of others and the proper administration and protection of our business.
[bookmark: _Toc176259431]10.4	Risk Information
We process personal information when necessary for audits, to obtain expert advice, and to identify, mitigate, and manage risks. The legal basis upon which we rely is our legitimate interests to protect the firm and deal with related disputes or claims by or against or involving us, as well as legal proceedings in any forum.
[bookmark: _Toc176259432]10.5	Special Personal Information
10.5.1	Owing to the nature of the Legal Services we provide, processing your special personal information may be necessary.
10.5.2	Union membership, for instance, may be an important factor in your case or your health. We will obtain your consent or rely on other legal justifications, such as if the processing is necessary for the establishment, exercise or defence of a right or obligation, or where the special personal information was deliberately made public by the data subject, or if a specific authorisation applies.
[bookmark: _Toc176259433]11.	SHARING OF PERSONAL INFORMATION
11.1	We may share your information with third parties who provide us with necessary services so that we may fulfil all our obligations to you and assist us in running our business. Such services include IT infrastructure, collections, fraud prevention, typing/word processing, council, providers of online platforms, IT programming and maintenance service providers.
11.2	We disclose personal information to regulators and law enforcement agencies where required by law and if we reasonably believe that disclosure is necessary to identify, stop or prevent someone who may breach our privacy policy, cause harm, or interfere with our rights or interests.
11.3	We may disclose information to underwriters or professional advisers to manage our risk and obtain their advice so that we can exercise our rights or defend our rights regarding claims by or against us in any legal proceedings or negotiations.
11.4	We will never sell your information.
11.5	We have Data Protection Agreements in place with our operators.
[bookmark: _Toc176259434]12.	RECORD RETENTION
[bookmark: _Hlk155213716]12.1	The record retention period in terms of the Legal Practice Act 28 of 2014 is generally for no longer than 7 (seven) years from the date it was last used unless legislation provides for a longer retention period or we need it to enforce our rights, or you have consented thereto. 
12.2	In summary, we will observe retention periods required or authorised by law, or if you have consented to us retaining such records for a longer period or if we need to enforce our rights. During the retention period, we will continue to abide by our legal obligations in terms of legislation. 
[bookmark: _Toc176259435]13.	COMPULSORY DISCLOSURE
We may disclose your personal information:
13.1 as required by law;
13.2 in terms of a government audit;
13.3 due to a subpoena or court order;
13.4 to comply with a law;
13.5 to prevent the violation of our customer relationship terms and
13.6 to protect the safety of an individual or the public.
[bookmark: _Toc176259436]14.	TRANSFER OF PERSONAL INFORMATION OUTSIDE THE BORDERS OF SOUTH AFRICA
14.1	We will not transfer your personal information outside of the borders of South Africa unless it is in accordance with POPIA and with your consent. 
14.2	Our cloud storage facility is based in South Africa.
[bookmark: _Toc176259437]15.	GENERAL PRINCIPALS
15.1	We will never sell any personal or special information relating to you.
15.2	We will permanently destroy or delete any personal or special information after seven years or as described above.
15.3	As permitted by law, we may use personal information collected to compile profiles for statistical purposes. No information contained in the profiles or statistics will be able to be linked to you.
15.4	We cannot process the information of an individual under 18 years old unless the parent or legal guardian has consented.
15.5	We make use of independent contractors who assist us with our business.
15.6	We will comply with relevant legislation when collecting your information. 
15.7	We will use your information to fulfil our obligations to you.
15.8	We will not retain your details if you visit our website or browse or download any information.
15.9	Your information will be deleted as required by POPIA.
[bookmark: _Toc176259438]16.	SECURITY
16.1	We employ the latest technology, encrypt data, and use strong passwords.
16.2	We use firewalls and antivirus protection software.
16.3	We will take appropriate, reasonable, technical, and organisational measures to provide adequate protection for the information that we hold and to stop unauthorised access and use of such information. We will, on an ongoing basis, continue to review our security controls and related processes to ensure that your information remains secure.
16.4	We will ensure that anyone to whom we pass your personal information agrees to treat your information with the same level of protection as we will.
16.5	We make all reasonable efforts to keep our social media and electronic platforms, including our website, secure at all times. However, we advise you that we cannot guarantee the security of any information provided through our website, email, Internet, or social media sites or which you authorise us to collect from third parties. Accordingly, we cannot be held responsible for any loss, unauthorised use, or interception of information transmitted via these social media and electronic platforms or sites, including the Internet, which is beyond our reasonable control.
16.6	We use social plugins for social networks such as Facebook, YouTube, LinkedIn, and Google. We do not influence or exercise control over the extent of the data retrieved by these networks’ interfaces. Accordingly, we cannot be held responsible or liable for any processing or use of personal information transmitted via these plugins.
16.7	Our telephone facilities and your use of them will be monitored regularly, including the recorder and interception of content placed on or stored on said facilities, which is done for security, integrity and quality assessment purposes and by using such electronic platforms and facilities, you expressly acknowledge Notice of such monitoring and interception and give consent thereto.
[bookmark: _Toc176259439]17.	INFORMATION QUALITY
We will make every effort to ensure the integrity and accuracy of your personal information; however, this may not always be possible. Accordingly, you hereby accept responsibility for keeping your personal information up-to-date and undertake to inform us of any changes. We ask that you kindly do so in writing. We may also contact you to verify the information you gave for your and our security purposes.
[bookmark: _Toc176259440]18.	OPENNESS
We will comply with the principles or conditions for processing as set out under POPIA and meet our obligations under PAIA.
[bookmark: _Toc176259441]19.	HOW TO EXERCISE YOUR RIGHTS AND CONTACT US 
19.1	Please contact our Information Officer if you wish to exercise your rights by submitting a request to us in the prescribed format and in accordance with applicable law.
19.2	You may ask us what information about you is being held.
19.3	You may ask us to rectify (correct and update) the personal information we have collected about you.
19.4	You are entitled to object to the processing of your personal information on reasonable grounds.
19.5	You my ask us to delete your personal information. Please note that we will only delete the information once we have complied with the regulatory period for retaining the information. We may also retain your information to enforce our rights.
19.6	You may also submit a complaint to the Information Regulator.
19.7	The details of our Information Officer appear on the front page of this document.
19.8	If at any time you have enquiries not dealt with in this Notice, please visit our website, email or contact the Information Officer telephonically.
[bookmark: _Toc176259442]20	SECURITY BREACH
20.1	We have specialised and strict measures in place to ensure that our information systems are not breached. However, should this occur, we will promptly ascertain how and where the breach occurred and ensure that the breach is addressed immediately.
20.2	We will ascertain which data has become vulnerable due to the breach and notify you if the breach affects you and assist you to minimise any potential damages you may suffer as a result where possible. The written notification may be emailed to you or placed on our website.
20.3 	While we cannot ensure or warrant the security of any personal information you provide, we will continue to maintain and improve our security measures over time in line with legal and technological developments.
[bookmark: _Toc176259443]21	COPYRIGHT
Copyright and all other immaterial property law, including the layout, design and graphics works appearing in this Notice, belong to Munro-Flint Attorneys.
[bookmark: _Toc176259444]20.	REVISION
This Notice may be revised and/or amended from time to time.
Thank you.
S Munro-Flint
(Information Officer)
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