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Man Machine or In Between

Robert L. Swaim
Founder and Contact:  www.HowItBroke.com

NTSB Engineering National Resource, Aviation Systems - Retired

Investigations Involving Advanced Driver Assistance Systems (ADAS)

Mountain View, CA, NTSB HWY18FH011

HowItBroke.com
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Bob Swaim

2

Photo courtesy of the San Jose CA Fire Department

NTSB Aviation Major Accident Investigator since 1987

    Autopilots and aircraft systems

2013 Launch investigator for JAL 787 fire investigation

    Lithium-Ion battery work at UL labs, vehicle, and battery manufacturers

Electric vehicle investigator since 2017

SAE EV SME, Instructor, and J2990 First Responder Safety Committee 

NFPA EV SME, Instructor

2017 Lake Forest, CA

Mid-air collision B757 & Tu-154B737 Autopilot mis-use
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Majority of accidents result in no injuries
Most of public is never aware
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While some accidents do result in injuries

Addis Ababa, Ethiopia

Reagan Midair Collision

Gaithersburg, MD
Hudson River Helicopter

"That can't happen" or "It doesn't work that way"
Usually said by the Design Engineer
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Aviation Has Had Numerous Autopilot Involved Accidents
To Learn From
Boeing 737 MAX, Ethiopian flt 302  Boeing 737 MAX, Lion Air flt 810
Ethiopia, March 10, 2019, 157 fatal  October 29, 2018, 189 fatal
AOA sensor failure coupled with design error and training leading to improper pilot responses

Boeing 777, Emirates flt 521 
Dubai, August 2016, 1 fatal, 38 injured 
Pilot expected go-around thrust not realizing ground contact changed flight mode 

Airbus A330, Air France flt 447
Atlantic Ocean, June 1, 2009, 228 fatal
Ice in airspeed probe led to pilot errors

Boeing 737-800, Turkish flt 1951
Amsterdam, February 25, 2009, 9 fatal, 120 injured
Radar altimeter input error and Boeing vs Airbus training differences

Boeing 737-800, Kenya Airways flt 507
Douala, May 5, 2007, 114 fatal
Lack of feedback that autopilot had not engaged when expected to

From Only These Six:
735 fatal, 158 injured
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Triple redundant systems in aviation - yet ...

...loss of control found in 43% of 2010-2014 fatal commercial accidents (37)

The #1 Autopilot related cause of accidents is human interface
     Typically perception of autopilot performance was not what was expected

The #2 Cause was pilots disconnecting or getting "behind" the airplane
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"What's it [the autopilot] doing now?" 
                     Common airline crew saying

"Disappointment [causing stress and errors] is the gap that exists between our 
expectation and reality" ς Maxwell

Our goal is to not let reality differ from expectations

Accident investigations provide the ultimate test and judgement
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bǳƳŜǊƻǳǎ ǿŀȅǎ ǘƻ ŘŜŦƛƴŜ άǎŀŦŜǘȅέ

Dictionary:

The state of being safe; freedom from the occurrence or risk of injury, danger, or loss. 

The quality of averting or not causing injury, danger, or loss. 

The action of keeping safe.

 

Traditions, Established codes or standards, Regulations, 

Statistical definitions:   (per FAA Regulation 49 CFR Part 25.1309)

(1) Probable failure conditions cause loss at a rate of less than 1x105

(2) Improbable failure conditions between 1x105 and 1x109

(3) Extremely Improbable failure conditions are 1x109 or less

Note: Transport airplanes are designed to a minimum of Extremely Improbable
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bǳƳŜǊƻǳǎ ǿŀȅǎ ǘƻ ŘŜŦƛƴŜ άǎŀŦŜǘȅέ ŀƴŘ Ǌƛǎƪ ǇǊŜǾŜƴǘƛƻƴ

Chain model that anything is
only as strong as weakest link:

.ǳǘ ǘƘŜ р aΩǎ ƻŦ 5ŜƳƛƴƎ ŀƭǿŀȅǎ ŀǇǇƭȅΥ
Man

Material
Machine
Method

Measurement

Plus Environment
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Safety definitions  
Risk defined by failure probability and consequence

Can not break an item 
and nobody hurt if it 

does break

Greatest chance of 
happening AND highest 
consequence of damage
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Failure is accepted with various levels
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Defining risk and achieving design goals
Identify acceptable failure rate

Design standards, pre-test, burn-in, etc address infant mortalities
Maintenance, repair, or replacement remove wear-out failures.
How to reduce random failures?

How many random 
failures are acceptable?

Things 
removed 
before 
service 
(a cost)

Things 
removed 
with life 

remaining
(a cost)

S
E

R
V

IC
E

 
L

IF
E

Designing for service life

Bathtub curve
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Before design risk levels are established
Basis for calculations established on other designs

Functional 
Hazard 

Assessments 
defne 

acceptable 
levels

Detailed fault 
tree analysis
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Before design risk levels are established
Basis for calculations established

Risk Factor are derivatives of Probability and Consequence

Probability

Risk
Factor 

Consequence Probability Consequence

n  = Number

Of components?
Of flights?
Of on/off cycles?
(etc)

First place to look

for errors is n!

Remember Extremely Improbable failure conditions of 1x109 or less?
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What Is An Investigation?
Definition and scope depends on purpose and audience

To the Police officer
 When scene is documented, damage recorded, interviews complete, review for traffic violations

To the accident investigator
 Probable Cause is established after developing fact based analysis

To the engineer
 Review for failure and design corrections

To the lawyer
 Collection of potential monetary damage
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FIRST ς Understand who has jurisdiction and responsibility to lead the investigation?  
 (Investigator In Charge, IIC)

 

All Investigations Follow Time-Proven Process

Four types of investigation are:

  Criminal - Government
  Safety - Government
  Civil ς Litigation about monetary damages between individuals &/or companies
  Technical ς Typically manufacturers
 
 Government has first rights, especially with fatalities
 Companies support Government
 Government must recognize proprietary needs of companies
 

SECOND ς Leadership must agree on process or how to refine to circumstances

THIRD ς Gather facts BEFORE analysis
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Differences Between Facts, Analysis, Findings, and Probable Cause

FACTS
Documentation of:

Physical evidence

Maintenance 
records

Phone records

Medical records

Weather conditions

Interview 
statements

etc

ANALYSIS
Only after facts 
collected:

Comparison of facts 
such as

Physical evidence vs 
maintenance 
records

Comparing 
Interviews

etc

FINDINGS
What specific 
factors led to the 
accident

Define what was not 
involved

If this

Then that

PROBABLE CAUSE
Short statement

The accident was 
caused by an 
inattentive driver 
and design unable 
to ...
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Groups work in defined focal areas, such as:
Å    Driver and human factors
ÅPeople involved, their training, and backgrounds

Å    Vehicle(s) and systems design, 
ÅPrevious similar events, 
ÅMaintenance records,

Å    Roadway, including barriers, markings, etc
Å    Weather and other environmental factors, 
Å    Traffic, communications, radar or other recordings,
   
Conduct daily organizational meetings
   Share factual findings with other groups and leadership

Collect Factual Data By Breaking Into Focal Groups

2017 Mountain View, California
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Use Demings άCƛǾŜ aΩǎ ŀƴŘ 9έ !ǎ The Facts To Look For
The factual links used to document a causal chain.

Environment 

Man

Method

Machine 

Material

Measurement
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Still valid method adapted from 1920s Ishikawa "Fish Bone" diagrams

Numerous Ways To Categorize And Record The Facts Found

The 5 Ms & E:

Man

Machine 

Method

Material

Measurement

Environment 
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Software Based Logic Fault Trees Are Needed In Complex Investigations 
Risk analysis software tools can have thousands of cells
Due to compounding of errors, increasing the number of cells results in decreasing validity

S
o

u
rc

e
: 

h
tt

p
:/
/w

ik
i.d

o
in

g-p
ro

je
ct

s.
o

rg
/in

d
e

x
.p

h
p

/F
a
u

lt_
tr

e
e

_
a

n
a
ly

si
s

BEWARE!!!
Count a basic assumption as: 
One occurance per trip?
or 
Thousands of cycles during trip?
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Summary:  Various Investigation Processes Exist & Most Have Validity

5 Why Method:
Why ς Battery is dead
Why ς No charge system output
Why ς Alternator belt broken
Why ς Belt worn to failure
Why ς Inadequate maintenance

Simplest is to keep asking factual "Why?"

Too simplistic for most problems
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Advanced Driver Assistance Systems
(ADAS)
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Levels Of Advanced Driver Assistance Systems (ADAS)
SOCIETY OF AUTOMOTIVE ENGINEERS (SAE) AUTOMATION LEVELS

Image source: NHTSA

SAE J3016 and ISO 22736 Contain definitions for features and levels of control
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Sensors ς Tesla Model 3 Cameras, Radar, Ultrasonic Locations

Standard ς ADAS Level 2
Autopilot

Paid ς ADAS Level 3
FSD Full Self Driving

Ultrasonics detect objects with sound waves

Better for near objects such as curbs

Affected by weather

Radar detection with radio waves.

Wider and longer detection ranges

8 Cameras

Ultrasonics removed post 2022
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Sensors ς Tesla Model 3 Cameras, Radar, Ultrasonic Functions
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Sensors - Light Detection And Ranging (LIDAR)
Integrates With Cameras and Radar

Velodyne 3D LIDAR sensor demonstration

2017   $75,000
2022   $  6,000
2025   $     400
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Alphabet (Google) ς Waymo ADAS Level 5

Compared to all traffic:
   83% Fewer airbag deployment crashes, 
   81% fewer injury crashes, 
   64% fewer police reported crashes

Based in LIDAR, cameras, short & long radar, ultrasonics 

Tested in 15 States. 

   Geo-fenced to San Francisco, LA, Phoenix

Draws on 40 millions miles experience, 

   20+billion simulation miles
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Tesla Robo Taxi ς Attempting ADAS Level 5

Pros:

Based in cameras, short & long radar, ultrasonics 

   Similar to Model 3 & Y

Extremely limited intro geo-fenced to Austin TX

Draws on millions of miles experience in S, 3, X, Y

   Already mapped roads and conditional variations

   

Potential drawbacks:

Sensors not optimally placed to see traffic

   (Situational awareness)

Camera based system is sensitive to quality of road 
markings

Lack of method to keep camera and other inputs clean

LIDAR spotted on test vehicles
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Comparative Records

Tesla ς Many more miles driven without geo-fencing 
 (Data since 2019)

 736 crashes

 17 fatalities

WAYMO ς 40 million geo-fenced miles

 2 serious crashes

  18 contact events 

 0 injuries
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Tesla Integrated Sensor System ς Simple background

[White paint recognition
for lane assumption]

Curbs assigned
a location
and profile

Map view created
for what is visible

Map created is continuously
compared to GPS map

[Blue squares are potential targets to monitor]
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Tesla Integrated Sensor System ς Urban Environment

AI library assigns shapes and colors
Note redefinition of objects

Assignment as an
object to yield to
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Tesla Integrated Sensor System
Congested area assignment of shapes to vehicles and pedestrian
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Model S Drove Beneath Trailer - Why?
Williston FL, May 7, 2016, 4:36pm, NTSB/HAR-17/02
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Common Theme in ADAS Equipped Vehicle Accidents

Los Angeles Arizona

Utah Florida

Issue #1
Driver "Pavlov's Dog" Response
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Issue #2: Cameras assigning block shapes have difficulty 
in differentiating stationary items high enough to pass under

3 Feet or 13 Feet?

Vehicle will drive through photo
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Example: Recognition of Crossing Truck at Intersection  (Car Stopped)

Yellow block for
potential truckNo truck

Is it a truck three feet above the road?
An overpass?
A sign to drive under? Assignment then indecision

(Cab at both ends)
Still no truck
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Weather and Road Conditions Can Degrade Sensors

Nonexistant
Lane Created

Recognizes
Center Stripe


