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Man Machine or In Between

Investigations Involving Advanced Driver Assistance Systems (ADAS)

Robert L. Swaim

Founder and Contact: www.HdBroke.com
NTSB Engineering National Resource, Aviation Systeetiged
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Bob Swaim

NTSB Aviation Major Accident Investigator since 1987

Autopilots and aircraft systems

2013 Launch investigator for JAL 787 fire investigation

Lithium-lon battery work at UL labs, vehicle, and battery manufactur

Electric vehicle investigator since 2017
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Majority of accidents result in no injuries
Most of public is never aware

Lo

BREAKING NEWS
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While some accidents do result in injuries

"That can't happen" or "It doesn't work that way"
Usually said by the Design Engineer
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Aviation Has Had Numerous Autopilot Involved Accidents
To Learn From

Boeing 737 MAX, Ethiopian flt 302 Boeing 737 MAX, Lion Air flt 810
Ethiopia, March 10, 2019, 157 fatal October 29, 2018, 189 fatal
AOA sensor failure coupled with design error and training leading to improper pilot responses

Boeing 777, Emirates flt 521
Dubai, August 2016, 1 fatal, 38 injured
Pilot expected gearound thrust not realizing ground contact changed flight mode

Airbus A330, Air France flt 447
Atlantic Ocean, June 1, 2009, 228 fatal
Ice in airspeed probe led to pilot errors

From Only These Six:
Boeing 737800, Turkish flt 1951 ..
Amsterdam, February 25, 2009, 9 fatal, 120 injured 735 fatal, 158 |nJured

Radar altimeter input error and Boeing vs Airbus training differences

Boeing 737800, Kenya Airways flt 507
Douala, May 5, 2007, 114 fatal

Lack of feedback that autopilot had not engaged when expected to HowltBroke.con
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Triple redundant systems in aviatieyet ...

...loss of control found In 43% of 202014 fatal commercial accidents (37)

The #1 Autopilot related cause of accidents is human interface
Typically perception of autopilot performance was not what was expected

The #2 Cause was pilots disconnecting or getting "behind" the airplane
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"What's It[the autopilotjdoing now?"

Common airline crew saying

"Disappointmenfcausing stress and erronsjthe gap that exists between our
expectation and reality"¢ Maxwell

Our goal Is to not let reality differ from expectations

Accident investigations provide the ultimate test and judgement

HowltBroke.con
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Dictionary:
The state of being safe; freedom from the occurrence or risk of injury, danger, or loss.
The quality of averting or not causing injury, danger, or loss.

The action of keeping safe.

Traditions, Established codes or standards, Regulations,

Statistical definitions: (per FAA Regulation 49 CFR Part 25.1309)

(1) Probable failure conditions cause loss at a rate of less tharP1x10
(2) Improbable failure conditions between 1lénd 1x106
(3) Extremely Improbable failure conditions are 1Xx&0less

Note: Transport airplanes are designed to a minimum of Extremely Improbable
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The Swiss Cheese Model

(Reason, 1991) Chain model that anything is
only as strong as weakest link:

Production

Lack of Pressures Attention

Procedures Zero fault  pistractions
tolerance Def d
Mixed eferre )~ — =

Punitive Sporadic Maintenance

Triggers policies Meaakiine Training

Clumsy - _— —
| I | |_|Techn'ology
o

Defenses
N

aQada 2F 5SYAy3 |fglea |
Man
Material
Machine
Method
Measurement

Plus Environment Ul e



Safety definitions

D

= Risk defined by failure probability and consequence
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Failure is accepted with various levels
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Defining risk and achieving design goals

|dentify acceptable failure rate

Design standards, piest, burnin, etc address infant mortalities

How to reduce random failures?
Designing for service life
Normal, Mean=0, StDev=1

0.4
random

failur ceptable?
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Before design risk levels are established
Basis for calculations established on other designs

V Diagram - System Safety Assessment & Development Processes

' ' ' | 2
' ' H I - '

ARCRAFT ' SYSTEM ' g2"] H H ! ’ '
‘ TEM SYSTEM ARCRAFT
REQUIRTMENTS |} REQUIREMENTS || | REQUIREMENTS |* t | vermcATION i VERIFICATION
w8 .

ILENTPICATION (4 IDENTIICATION |od IDDNTIICATION 1] vemAcamoN |
‘N4 .-u.ﬁ "R ie2 3 \-.'

- e

Functional
Hazard
Assessments
defne
acceptable
levels

Detailed fault
tree analysis

Source: ARP 4754 - Guidelines for development of civil aircraft systems

RF =P, +C, —(P)C,)
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Before design risk levels are established

Basis for calculations established

Risk Factor are derivatives of Probability and Consequence

Remember Extremely Improbable failure conditions of 2xikGess?

Probability

——

Factor

First place to look

for errors isl!

Consequence Probability Consequence

Risk . X0 X[ Xr.  ¥e
b L

wh [) — . ('Y s AL
—_— ; £

m s (n) m

@\/

M1 = Number

Of components?
Of flights?

Of on/off cycles?
(etc)
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What Is An Investigation?

Definition and scope depends on purpose and audience

To the Police officer
When scene is documentedamage recorded, interviews complete, review for traffic violations

To the accident investigator
Probable Cause is established after developing fact based analysis

To the engineer
Review for failure and design corrections

To the lawyer
Collection of potential monetary damage

HowltBroke.con
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FIRST Understand who hagrisdictionand responsibilityo leadthe investigation?
(Investigator In Charge, IIC)

Four types of investigation are:

Criminal Government

Safety Government

Civilg Litigation about monetary damages between individuals &/or companies
Technicat Typically manufacturers

Government has first rights, especially with fatalities

Companies support Government
Government must recognize proprietary needs of companies

SECONBLeadership must agree on process or how to refine to circumstances

THIRL Gather facts BEFORE analysis

HowltBroke.con
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Differences Between Facts, Analysis, Findings, and Probable Cause

FACTS ANALYSIS FINDINGS PROBABLE CAUS
Documentation of: | Only after facts What specific Short statement
collected: factors led to the
Physical evidence accident The accident was
Comparison of facts caused by an
Maintenance such as Define what was ng inattentive driver
records involved and design unable
Physical evidence to ...
Phone records maintenance If this
records
Medical records Then that
Comparing
Weather conditions| Interviews

Interview etc
statements

efc
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Collect Factual Data By Breaking Into Focal Groups

Groups work in defined focal areas, such as:
A Driver and human factors i
A People involved, their training, and backgroumssss
A Vehicle(s) and systems design,
A Previous similar events,
A Maintenance records,
A Roadway, including barriers, markings, etc
A Weather and other environmental factors,

“ 2017 Mountain View, Califorla

A Traffic, communications, radar or other recordlngs

Conduct daily organizational meetings
Share factual findings with other groups and leadership

HowltBroke.con
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The factual links used to document a causal chain.

Method Material Environment

€ T, T T X,

Man Machine Measurement
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Numerous Ways To Categorize And Record The Facts Found

Still valid method adapted from 1920s Ishikawa "Fish Bone" diagrams

The 5 Ms & E:

Man ™\
Machine
Method

Material

Measurement

Environment _/

Measurements Materials Personnel
Calibration Alloys Shifts
Microscopes Lubricants Training
Inspectors Suppliers Operators
Angle
Humidity Engager Blade wear
Temperature Brake Speed
Environment Methods Machines

> Defect XXX

HowltBroke.con
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Software Based Logic Fault Trees Are Needed In Complex Investigations

Risk analysis software tools can have thousands of cells

Due to compounding of erromgicreasing the number of cells results in decreasing validity

J [
BEWARE!!! -
Count a basic assumption as: |
One occurance per trip? h
Thousands of cycles during trig? f

f
f,b y

A

rosive col
A
@ G

Source: http://wiki.doingprojects.org/index.php/Fault_tree_analysis
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Summary: Various Investigation Processes Exist & Most Have Validity

Simplest is to keep asking factual "Why?"

5 Why Method:

Why ¢ Battery is dead

Why ¢ No charge system output
Why ¢ Alternator belt broken
Why ¢ Belt worn to failure
Why ¢ Inadequate maintenance

Too simplistic for most problems

HowltBroke.con
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(ADAS)
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» Levels Of Advanced Driver Assistance Systems (ADAS)
= SOCIETY OF AUTOMOTIVE ENGINEERS (SAE) AUTOMATION LEVELS

- LGN 7T N
™ \ ]
bo L\ g (\ =
T ) 7’-"’\’\\ o ———
»» /’ . 7"'//\» // % ’/’“/\\.\\\
NN L& ANLZS
. 4 ﬁl.:/. :T"; U fl:/_ :t
5
N Partial Conditional Full
05 Automation Assistance Automation Automation Automation Automation
-3
.: % Zero autonomy; the Vehicle is controlled by Vehicle has combined Driver is a necessity, but The vehicle is capable of The vehicle is capable of
™ driver performs all the driver, but some automated functions, is not required to monitor performing all driving performing all driving
e :§> driving tasks. driving assist features like acceleration and the environment. The functions under certain functions under all
W o may be included in the steering, but the driver driver must be ready to conditions. The driver conditions. The driver
- § vehicle design. must remain engaged take control of the may have the option to may have the option to
- ;_ with the driving task and vehicle at all times control the vehicle. control the vehicle.
3 % monitor the environment with notice.
' at all times.
oF
-t
@3 . .
> SAE J3016 and ISO 22736 Contain definitions for features and levels of control
-
-
B
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Sensorg Tesla Model 3 Cameras, Radar, Ultrasonic Locations

o
‘
: © o © o0 o ? o
- e Ay
; Standardc ADAS Level P ;?@///f_ B SR b f“‘“\\g\ 1. Camera mounted above the rear license plate
- Autopilot ;;ff:/? !‘ \'ﬁl \\é 2. Ultrasonic sensors in front and rear bumpers
¥ ? | Tesla Model X ' " 3. Camera mounted in each door pillar
® . 'L?I !l S VOCE 4 .‘ .'| 4. Three cameras mounted above rearview mirror
o PaldC ADAS Level 3 ?\l ‘ H." ¢2) | 5. Camera mounted to each front fender
:§ ESD Eull Self Driving '\é\\\:__\:_i—lﬁ-_'_ ——_—.;——_—:::r_____:_?%__ﬁ_z;f///é’ 6. Radar mounted behind front bumper on right side
el --h:::@":-—_— _ ____.__j_‘_‘_ ___I_: —T_:___;___L'—Za .
> 7e | Ultrasonics removed post 2022
)] 9 9
eh N B Tesla - - -
® v e Ultrasonics detect objects with sound waves
- , ' S el - Better for near objects such as curbs
Forward looking utopikol 3. 5 "‘-.
\A Side camera e | -4 Central driver V Aﬂ:eCtEd by Weather

o
M,w‘" [ “’-‘*.‘-,-_:,_;;_::Sv'”' P = | assistance controlier

ORI

Radar detection with radio waves.
Wider and longer detection ranges

-

8 Cameras

Rearward looking

6 Side [repeater) camera

Valeo

’ Continental : Ultrasonic sensors HOWItBrOke-Con
\ Far and short \

range radar

Viay not be copied or used without acknowledgement of R. Swaim as original creator. All rights reserved
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Sensorg Tesla Model 3 Cameras, Radar, Ultrasonic Functions

D

15 200 meters

= 18 Oegrees

3 90 Gegrees 130 meters
o — Stereo camera :
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- Shot! tange radst syslems - Stereo camery
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Hiustration lohn MacNeil
= ° | Sensors of different capabilities cover 360 degrees, with overiapping fields of view.
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Sensors Light Detection And Ranging (LIDAR)
Integrates With Cameras and Radar

2017 $75,000

2022 $ 6,000
Velodyne 3D LIDAR sensor demonstration
Performance Compared .
Under Specific Conditions Camora RADAR Rar;g(;)e x FOV
Very Good Classification g Range .
Dark, Little to No Light Will Not Work (Not Effected by Very Good 7 Resolution
Light Conditions) 5
Color Detection \\ﬂ, _ Angle
Very Good ' Resolution
Variable Lighting Condition | Blinds the Camera (Not Effected by Very Good X L /
Light Conditions) ____) .
Robustness ’7«\. r\ Velocity
Adverse Weather to Interference / \ ’ Detection
(Rain, Snow and Fog) Shortens Range Very Good Shortens Range , .' Ih\~
/ Currently (2-5 Deg) \ Adverse Weather I' II Processing
Wn Poor at Long Range | Developmental (0.5- 0.1 Degree N/ Overhead
1 Deg) _____—-—/
— Night Operation Device Cost
Color & Contrast Yes No Nocgﬁifg;med
Radar Lidar Camera
2 Mega Pixel Commercialized
Cost of Today Technology Resolution 24/'—\//'7 SHZ EADIAR LIDAR System HOW“IBI’O ke. con
(Low Cost) (Medilm Goal (Higher Cost)
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Alphabet (Googleg Waymo ADAS Level 5

Based in LIDAR, cameras, short & long radar, ultrasonics
Tested in 15 States.
Geofenced to San Francisco, LA, Phogenix

Draws on 40 millions miles experience,
20+billion simulation miles

WAYMO: LAUNCHED 2009

TAXI SERVICE PAUSED

=~ ENDED 2024

Compared to all traffic:
83% Fewer airbag deployment crashes, P

81% fewer injury crashes, e
64% fewer police reported crashes

HowltBroke.con
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Tesla Robo TagiAttempting ADAS Level 5

Pros:

Based in cameras, short & long radar, ultrasonics
Similar to Model 3 & Y
Extremely limited intro gedenced to Austin TX

Draws on millions of miles experience in S, 3, X
Already mapped roads and conditional variatiq

Potential drawbacks:
Sensors not optimally placed to see traffic
(Situational awareness)

Camera based system is sensitive to quality of
markings

Lack of method to keep camera and other inputs clean
LIDAR spotted on test vehicles

HowltBroke.con
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Comparative Records

Teslag Many more miles driven without gef@ncing
(Data since 2019)

/36 crashes
17 fatalities

WAY MQC; 40 million geefenced miles
2 serious crashes
18 contact events
0 Injuries

HowltBroke.con
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Tesla Integrated Sensor SysterSimple background

Ego Speed: 32.11 MPH
time: 522.753412000

CAL P 70.65 Y 0.50 R 0.00 deg

s . i ——, .,
Vision FPS ;3 boA: 18.72 TurboB: 36.20 L:1 R0 F:2 ON:0
NL(O’w)‘u . 4 '\'.4 - )' "(OOW), s(o’oo) w 9 9 AP 2 1 ' o
NRW: FLP(0.00), FRP 0.00) ; 9. 2.1 b
YR » VS: 44.7 MPH St O
merge: 1.0 1 619 L

Curbs assigned

a location
and profile N

00000000000,

i
-
-
-
:
i
>
-i

: P . . AR 5 —‘\.'~.:__ |
Blue squares are potential targets to monitor] - == - Map view created
’ : 3 - for what is visible

Map created is continuously
compared to GPS map

[White paint recognition
for lane assumptioh

i
/ALL_CAMERA_ROTATION -~ STOPS_BEV, HYDRANET_MAIN, HYDRANET_NARROW, HYDRANET_FISHEYE, HYDRANE). LEFT
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Tesla Integrated Sensor Systerdrban Environment

J

Al library assigns shapes and colors
Avameion @D Port B Note redefinition of objects
90 Sp!

tim 85.569274000
P 41.95 Y 0.55 R 0.00 deg

191 n

Vision FPS = TurboA: 17.95 TurboB: 36.C
NL(0.QD), E(1.00), r)(o .00), S$(0.00)

.Cl

ortifg fo latéh left prong 4
./. | ' 2'7
‘)’ 3 R 55 ‘q

% B
N .'?.‘ & L4 '. 15 iz

e O 0.6 |9

Ja—
o))
—_—
-~
- —
-
-
-
o
-
)
—
-
- —
—
)
-
-
e
"

<J/—/

. &S am

Assighent as anJ
object to yigeld to
\\ 4

Ve 4

V2 X: OFF STATE; A

aN

-\

)

ALL_CAMERA_ROTATION ~ STOPS_BEY, NYDRANET_MAIN, HYDRANET NARROW, HYDRANET_FISHEYE, HYDRANMET. w‘ﬂ‘"ﬂl
FISHEYE - Om

HowltBroke.co
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Tesla Integrated Sensor System
Congested area assignment of shapes to vehicles and pedestrian

CITY_STREETS - STOPS_BEV, HYDRANET_BACKUP, HYDRANET.SELFIE, OBJECTSSD_MAIN, OBJECTSID_NARROW, OBJECTSID FSHEYE.
MAIN — —

owltBroke.con
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Model S Drove Beneath Trailewwhy?

Williston FL, May 7, 2016, 4:36pm, NTSB/HAR?2
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Issue #1 T
Driver "Pavlov's Dog" Respon ,, A

Autopilot Autopilot Autopilot Visual Auditory
" INot Active HActive HHands-0n |jWarning ¥ Warning Crash [
L o * % & %

— T Mins. 0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 :

N\t { ~"
SR-24 US-27A

Ve
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. Issue #2: Cameras assigning block shapes have difficulty
In differentiating stationary items high enough to pass under

, N
CARPOOLS ONLY = ‘

AM. & 3-7 PM MON-FRI
© SOUTH sSan Jose

Los Ag_geles

5-9
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- Example: Recognition of Crossing Truck at Intersection (Car Stopped)

)

.
3
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< gl

Is It a truck three feet above the road?
An overpass?
A sign to drive under?

No truck

CITY STREETS

BEV Stoplines
Lines visible: +13

LSS State:
Enabled (LDW,LKA,ELK): TRUE,FALSE,T!
Available (LDW,LKA,ELK):

Front obstacle: FALSE,FALSE

Side obstacle: FALSE,TRUE

Stable: FALSE,FALSE

TTLE: inf,inf

DTLE: 1.350,1.281

Current Traffic Control:
Staf PPED"

Distance: = m

Notification: FsdStopsintentiott
Upcoming Manuever: £
Direction: LEFT_TURN
Distance: m /

AutoPark
No spot selected

City Streets Objects Colors Legend:
known parked : LIGHT_RED
ning

Stop sign clear to go : WHITE
Crossing : PURPLE

Yellow block for
potential truck

Still no truck

CITY STREETS,

Assignment then indecision
(Cab at both ends)

) 2:27 PM  69°F

Al (-
i i i i

BEV Stoplines
Lines visible: +11

LSS State:
Enabled (LDW,LKA,ELK): TRUE.FALSE,TR*!E
Available (LDW,LKA ELK): 4

Front obstacle: FALSE,FALSE

Side obstacle: TRUE,TRUE

Stable: FALSE,FALSE

TTLE: inf,inf

DTLE: 1.339,1.218

Current Traffic.Control

~StateT

ERMAD TYperINVALD
~Vision *ryﬁg‘rrg:_uem

Distance: - m o

Notification: Fsdsropslw
Upcoming Manuever /
Direction: LEFT_TURI /
Distance: m ! i—_fu
AutoPark -
No spot selected =

City Streets Objects Colors Legend:

Unknown parked : LIGHT_RED

Stop sign clear to go : WHITE
Crossing : PURPLE

2 Me

e Mn = 3 Z
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Weather and Road Conditions Can Degrade Sensors

Recognizes
Center Stripe

Nonexistant
Lane Createc
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