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The M&A; market is not short of diligence. It is short of a system for integrating cyber into how
deals are actually evaluated, structured, and executed. In most transactions, cyber exists as a
parallel workstream—performed alongside financial, legal, and operational diligence, but not
embedded within them. It produces findings, but those findings rarely change the assumptions
that underpin the deal. Risk is identified, but not integrated.

This is a structural issue. Cyber is not a standalone category within diligence. It sits across the
system. It affects how assets are controlled, how operations are executed, and how value is
ultimately realized under ownership. When placed inside IT or compliance, it is isolated from
the decisions it is supposed to inform. The result is predictable: cyber due diligence becomes
informational rather than decisive.

The failure is not that issues are missed. It is that the system is evaluated in the wrong
sequence. Diligence typically begins with internal materials. Data rooms, questionnaires, and
management representations establish the initial view of the asset. Cyber is then layered on,
often after core assumptions—valuation, structure, integration scope—have already been
formed. At that point, even material findings struggle to influence the deal. The process is
anchored too late.

A more effective approach begins with external reality. Before internal representations are
accepted, the system should be observed as it exists from the outside: exposed infrastructure,
attack surface, credential leakage, and third-party footprint. This is not a theoretical exercise.
It is a practical one, using readily available reconnaissance techniques and external scoring
platforms to establish what the market—and potential adversaries—can already see. It
anchors diligence in observable fact rather than internal narrative and often surfaces
discrepancies that reshape the direction of the work.

From there, the focus shifts inward—not to catalog vulnerabilities, but to understand control.
Identity architecture, access pathways, and privilege structures determine how the
organization actually operates. This requires more than policy review. It requires direct
inspection of how identity is provisioned, how access is granted, and how privilege is enforced
across systems. In practice, this means examining directory structures, authentication flows,
and administrative boundaries rather than relying on summarized reports. The objective is not
completeness. It is to determine whether control is coherent.

The critical step, and the one most consistently missed, is evaluating how the system behaves
under ownership. Integration is not a post-close activity. It is the point at which cyber risk
clears. This can be approximated before signing through structured walkthroughs and
targeted testing—mapping identity domains, simulating access consolidation, and identifying



where systems will conflict or fail to interoperate. Even limited exercises in this direction are
often sufficient to reveal where friction will emerge.

This is where cyber moves from abstract risk to economic reality. Identity does not consolidate
cleanly. Access introduces friction across environments. Dependencies that were previously
contained begin to constrain broader operations. These are not isolated execution failures.
They are the natural result of combining systems that were not designed to operate under a
unified control structure.

The impact is rarely immediate or singular. It emerges through displacement. Engineering
capacity shifts from growth initiatives to remediation. Capital intended for expansion is
redirected toward stabilization. Execution timelines extend as control issues are resolved
incrementally rather than by design. The system continues to function, but it does so at
reduced efficiency. Value is not destroyed in a single event. It is eroded through sustained
friction.

The binding constraint in this process is not visibility. Most organizations can observe
vulnerabilities, alerts, and exposures with increasing precision, often supported by an
expanding set of monitoring and detection tools. The constraint is control—the ability to
enforce identity consistently, manage privilege dynamically, and isolate systems effectively.
Where this control is fragmented, the organization can see risk faster than it can act on it. That
gap between observation and action is where value begins to degrade.

From a diligence perspective, this is where cyber must be translated into the language of the
deal. Integration timelines extend—often by three to six months in environments with
fragmented identity structures. Incremental costs emerge through remediation, parallel
system operation, and unplanned engineering effort, frequently in the range of two to five
percent of deal value. These are not hypothetical estimates. They are repeatable patterns
observed across transactions where control is not established early. More importantly,
execution velocity declines, compressing the time available to realize projected returns.

These effects are not typically modeled. The market does not explicitly price cyber risk.
Instead, it assumes the absence of friction. It assumes that systems can be combined,
controlled, and directed without material resistance. When that assumption proves incorrect,
the adjustment does not occur at signing. It occurs after close, through cost, delay, and
reduced flexibility.

What distinguishes more sophisticated buyers is not that they identify more issues. It is that
they reposition cyber within the diligence system. They move it earlier, anchoring their view in
external reality before internal representations shape the narrative. They focus on control
rather than visibility, recognizing that identity and access determine how quickly risk translates
into loss. And they treat integration as a pre-close design problem, not a post-close execution
task. In practice, this often results in simple but decisive changes: targeted pre-signing
assessments, explicit integration hypotheses, and direct linkage between cyber findings and
deal terms.



This changes how decisions are made. Cyber findings are not reported in isolation. They are
translated directly into valuation, into deal structure, and into integration planning. They shape
how the asset is priced, how risk is allocated, and how the first phase of ownership is
executed.

The implication is straightforward. Cyber due diligence is not failing because it lacks depth. It
is failing because it is positioned incorrectly within the system. When treated as a report, it
informs. When integrated into the process, it determines.

You are not acquiring a secure company. You are acquiring a system that must be controlled
under new ownership. If that system cannot be directed—if identity cannot be unified, if
access cannot be enforced, if dependencies cannot be managed—then the asset will not
perform as underwritten.

The question is not whether cyber risk exists. It is whether it has been integrated into the way
the deal is evaluated.

Control is Value.


