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Preface

e Internet of Nano-ings (IoNT) is a system of nanoconnected computing
devices, objects, and/or people that are provided with unique identi ers to transfer
data over a computer/cellular network wirelessly. us, routing protocols and com
munication issues are considered among the most signi cant topics in the IoNT
paradigm. e implementation of wireless body area networks (WBANS) is at
the heart of this paradigm, and its development is a key issue in next generation
IONT. is book is dedicated to address major design aspects and challenges
in realizing the nanosensing platforms in critical cloud and IoNT applications.
Challenges vary from manufacturing at the nanoscale to reliability issues in wire
less millimeter Waves (mm-Waves). e aim of this book is hence to focus on both
the design and implementation aspects of the physical nanosensor and its wireles:
communication aspects in IoNT projects that are enabled by the WBAN. It is
mainly focused on energy-e cient data gathering/delivery approaches and reliable
[ONT systems.

By Fadi Al-Turjman
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Chapter 1

Introduction

Fadi Al-Turjman

Department of Computer Engineering, Antalya Bilim University, Antalya, Turkey
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Recent advansein mm-Wave/terahertz (THz) communications, as well as
mobile access to computational power, are fostering a rapid growth of wearable
and nanotechnologies. In particular, application of such technologies 1o health
care can improve the control over health and well-being, providing motivation to
achieve personal bests and creating a sense of community. By recording and report
ing information about behaviors such as physical activity or sleep patterns, these
technologies can educate and motivate individuals toward better habits and better
health conditions. In addition, clinical and self-monitored data collected-by wear
able devices provides a means for improving the early-stage detection and manage
ment of diseases as well as reducing the overall costs of more invasive standar
diagnostic approaches.

In this book, we aim to discuss some of the ongoing key innovations in com
munications and nanotechnologies involved in the emerging Internet of Nano-
ings (IoNT) paradigm, which is setting the basis for the future of smart
wearable devices and approaches. e manufacturing processes of some of these
wearable technologies and their working principles are discussed in detail. In
addition, we investigate several up-to-date communication protocols and design
aspects that can dramatically a ect performance.

Simply, this book aims to summarize recent achievements in the area of wearable
and wireless body-area networks and point to existing challenges that the researct

=



2 Internet of Nano-Things and Wireless Body Area Networks

and industrial communities are facing in trying to extend this paradigm to a broader

spectrum of related devices and communication protocols. is will indeed provide

solid guidelines for the future research directions and studies in this area.
Accordingly, our main contributions in this work can be summarized as follows:

We start by a comprensive overview about the millimeter waves (mm-Waves)
and their modeling techniques. We further classify various candidate categories
that can be applied in IONT applications.

We overview mepsensor technology and list the detailed challenges in man
ufacturing and data gathering.

Various techgues and tools available for performance evaluation of the
nanosensors used in wireless body area networks (WBAN) in IoNTF environ
ments are also presented in order to realize more energy-e cient solutions.
ese solutions and energy-related challenges are discussed in detail.

We describe prdment performance metrics to understand how energy e
ciency is evaluated. en, we elucidate how energy can be modeled and
harvested in the literature.

We present enerdpgsed routing protocols in critical applications such as
healthcare. e potential reduction of the consumed energy and service
capacity due to body mobility e ects are considered, as well as other perfor
mance metrics such as delay, throughput, and resource utilization.

We present the mainativations in carrying smart devices and the eorrela
tion between the user WBAN and the mobile application usage.

We also propose abnspired routing algorithm to construct, recover, and
select reliable paths that tolerate the failure while satisfying quality of service
(QoS) requirements.

1.1 Book Outline

e rest of this book is organized as follows. Chapfec@ses on the challenges
introduced and strategies to be considered while dealing with the IoNT issues. In
Chapter 3we focus on the nanosensors and WBAN technology in IoNTs that are
utilized in several industries. In Chapter 4, we focus on design aspects of the mm-
Waves and their applications in the IONT era. In Chapiex put forward a data
delivery framework for the nanoscale systems, where a number of nanosensors ar
disseminated over the human body and the like to help in disaster management.
Chapter groposes a resilient cache replacement approach for the WBAN based on
the value of sensed information. In Chaptenérgy e ciency in three common
schemes, including the one-hop, cooperative, and two-hop networks are studied
and a new method for a batteryless WBAN is proposed. In Chamendsti

gate a new routing technique for the IoNT paradigm in terms of energy eonsump
tion and hop counts. e existing routing protocols for the wireless nanosensor
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networks are reviewed in Chaptéy 8etailed classi cation and comparison of the
existing protocols has been performed and a new simple energy-aware approach i
proposed. To achieve the reliable data transmission, a low complexity parity check
(LCPC) approach is proposed in Chapteoificrease the targeted WBAN e

ciency by detecting and correcting common wireless signal errors. In Ghapter 11
we conclude with an overview of the existing energy-scavenging methods and their
potential usages in WBANS.
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6 Internet of Nano-Things and Wireless Body Area Networks

2.1 Introduction

e Internet of ings (IoT) has transformed the use of Internet in recent years with
various applications. For instance, in the healthcare domain, body area networks
(BANS) are used to collect crucial information of patients and send it to-the com
puting systems of service providers in order to monitor a large number of people
more e ciently and accurately. Moreover, especially in domains such as healthcare
for elderly and physically disabled people, sensors deployed in the environment
can provide useful mechanisms in terms of real-time monitoring and rehabilita
tion [1. Cloud-based BANs are composed of (i) nodes for sensing, (ii) nodes that
relay data in addition to their own sensing, and (iii) hubs or sink nodes that send
control signals to gather information from the network and transmit to the cloud.
Communication channels in BANs can be classi ed into two categories depending
on the type of nodes: (i) on-body communication, which is communication of an
on-body sensor node to a hub or another on-body node, and (ii) in-body communi
cation, which is communication of an implant node to the hub or an on-body node.
On-body communication in the latter can be categorized as line of sight (LoS) or
non-line of sight (NLoS) depending on the relative position of the nodes. Physical
and MAC layers’ parameters, such as the packet and payload size, are speci ec
by IEEE 802.15.6 standard and play a key role in the spectrum management and
optimization, 2.

In addition to the advancements in Internet and sensing technologies, recent
improvements in nanotechnology and design of nanoscale components-(e.g. nano
sensors, nano-antennas, etc.) have given rise to a new class of applications an
services in various sectors and industries such ag]rexadtadricultures], and
have stimulated the evolution of a new networking paradigm called Internet of
Nano-ings (IoNT). IoNT is de ned as an interconnection of nanoscale devices
with the current communication technologies and the Intetinefefahertz
(THz) band communication is utilized through new developments in areas such
as spectrum management and antenna design to obtain data from various objects.
All these developments in turn result in the discovery of novel applications. For
instance, environmental nanosensors can provide information about allergens and
pathogens in a given environment, while on-body nanosensors can collect electro
cardiographic and other similar important sigijaBy combining this informa
tion through IoNT, it would be much easier to monitor and diagnose a patient’s
conditions more accuratelly [e IoNT paradigm is characterized by a very large
number of nanodevices, technologies, and protocols. It is really important to take
into account various properties for the IoNT, such as availability, exibiity, reli
ability, scalability, and interoperability, in the 5G era. ese properties can easily
be supported by the facilities of cloud compjnGlpud computing can provide
e cient solutions for communications in the nanoscale. It can facilitate quick setup
and integration of nanodevices. Moreover, it can lower the deployment cost and
data-processing complexity.
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e aforementioned examples are just a few areas where IONT and nanosensing
technology have made great enhancements. On top of all the studies presented for
e cient use of the new spectrum introduced for IoNT, it is necessary to investigate
the challenges and opportunities introduced by the IoNT concept. In this chapter,
we present an overview for the IoNT and focus on the strategies to be considered
while dealing with the challenges introduced by the IoNT paradigm. Accordingly,
our main contributions in this work can be summarized as follows:

is chapter provides a critical overview of the IoNT considering the main
application areas, architecture, limitations, and design factors.

Potential enablmtechnologies from the physical layer up to various routing
protocols that can be employed for the IoNT, as well as the interaction with
the cloud-based infrastructures, are presented.

Various challeeg regarding terahertz spectrum management in 5G com
munication systems are comprehensively discussed.

e rest of this chapter is organized as follows. An overview of the IoONT market
opportunity is provided in Section 2S&ction 2.Presents the general architec

ture of the IoONT. e most important factors in the design of IoNT are discussed

in Section 2.4IoNT physical layer communication and communication-proto

cols, including various MAC approaches and routing algorithms, are presented in
Sections 2.and 2.6 respectively. Section Ziesents some of the constraints
caused by nanocommunications in the IoNT paradigm. Sectigives&uture
research directions and discusses some open research issues. Finally, Section 2
concludes this chapter.

2.2 IoNT Market Opportunity in the 5G Era

e number of connected devices is expected to rapidly increase in the coming
years. Further growth is also expected in the network size and complexity for real-
time tra ¢ monitoring, since most of the communication devices are smart devices
with multiple features. In order to enable interaction between these dewices, com
munication is required between real-world physical elements. e IoNT will facili

tate communication over the Internet for such devices.

According to market research analysis, it is estimated that the global IoONT
will grow at a signi cant compound annual growth rate (CAGR) of over 24%
from 2016 to 20207]. e increasing utilization of nanotechnology is one of the
most important factors leading to the growth of IONT markets on a global scale.
Signi cant investments in research and development by private as well as public
sectors have great potential to lead to notable growth for the IoNT market in the
coming years. For example, the NMP program under the Seventh EU Framework
Programme invested approximately USD 480 million in hanomedicine research
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projects such as regenerative medicine, nanodiagnostics, and targeted nanophar
maceuticals in 201%]] rough commercialization of nanomaterials, such as
nanoscale electronic memory, the IoONT market is expecting dramatic growth.

e healthcare segment, among many other segments (e.g. manufacturing,
transportation and logistics, and energy and utilities) in the IoONT market, was
the largest as of 2015, with about 40% market $hare §egment is estimated
to have a signi cant growth from 2016 to 2020 due to the government plans for
digitalization of healthcare operations.

Some of the crucial factors leading to the market growth mentioned are tech-
nological innovations and the entry of new manufacturers. Manufacturers have
to pay attention to interoperability issues and develop test-beds, which are good
representations of real scenarios, in order to be successful in this market. Some o
these key vendors in the IoONT market are Alcatel-Lucent, Cisco, IBM, Intel, and
Qualcomm.

2.3 IoNT Architecture in 5G

Understanding the architecture of IoONT helps us to obtain a clearer insight of the
functionalities involved. e IoNT should be capable of interconnecting billions of
nanosensors and nanodevices through the Internet, interacting with each other in a
distributed manner. Regardless of the application of the IoNT, the general network
architecture of the paradigm contains the compohefjigresented in Figure 2.1

Nanonodes:ese are the end-points such as nanosensors and nano-actuators,
which are able to perform simple computation and processing tasks. Due to their
limited communication capabilities, reduced energy, and limited memory, they can
only transmit over very short distances. An example of nanonodes is nanomachines
having communication capabilities combined in various types of things, such as
books and keys. ese devices can also be used inside the human body as biological
Nanosensors.

Nano-node Nano-micro interface
Nano-router Gateway
Cloud

Figure 2.1 Network architec ture and main components in the IONT.
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Nanorouters:Compared to the nanonodes, nanorouters have larger compu
tational resources, and they are appropriate for collecting information from lim
ited nanomachines (e.g. nanosensors). Moreover, nanorouters can also monitor the
behavior of nanonodes by sending very simple control commands such as sleep, on
o0, etc. However, this would increase their size, and consequently their deployment
would be more invasive.

Nano-micro interface devicednformation forwarded by nanorouters is
aggregated by nano-micro interface devices. ese devices can handle information
from microscale to nanoscale devices. Nano-micro interfaces can be considered a
hybrid devices that are able to communicate in nanoscale using nanocemmunica
tion technologies. In addition, they can also use classical communication models in
micro/macro communication networks.

Gateways:ese are used to enable the remote monitoring of the entire sys
tem over the Internet. Gateways can receive the information from a nano-micro
interface and forward it to the related service provider. For example, in the case of
a healthcare monitoring system, all the sensor data from the human body can be
forwarded over the Internet to the healthcare provider.

e IoNT architecture can also be customized according to the applications
and objectives of the network in order to achieve the speci c goals of a system. For
example, irg], the nanorouters forward the collected data to cognitive relay nodes
that are usually connected to the Internet for remote processing. ese cognitive
nodes act and make decision based on the nanonetwork conditions in order to save
considerable amounts of energy in the entire system.

2.4 IoNT Design Factors and Assessment

The fifth generation of wireless networks (5G) is expected to be available very
soon. One of the main objectives specified is to have ubiquitous communica
tion anytime and anywhere between anyone and anything. In this section, the
most important design factors of the IoONT paradigm that will significantly
affect the energy and spectral efficiency, and quality of service (QoS) are dis
cussed??).

2.4.1 Short Wavelength

In existing implementations, antennas and graphene transceivers are employed
popularly 15]. However, although this provides potentially good data rates
with frequency in the range of 0.1 to 10 terahertz, because of the very low
wavelength, the practical range is reduced to around 106mrergfore,

the limitations and opportunities of using very high frequency signals should
be considered in the design of the IONT. For example, in the case of healthcare
monitoring systems, one of the promising solutions for the data exchange is
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electromagnetic-based communication at the terahertzl18anid would

signi cantly contribute to potential medical technologies in the utilized spec
trum at the terahertz band because it is less susceptible to propagation e ects
(e.g. scattering) and it also has safety advantages for biomedicdl9tissues [
Applications similar to the ones presented9nchn e ectively make use of
terahertz band communication, since the limitations in terms of the range
and the line of sight do not signi cantly a ect the nature of the application.
However, if an application requires signi cant enhancements in terms-of cover
age, for example, in case mobility is required for the application, the allocated
spectrum becomes a serious limitation.

2.4.2 Energy Harvesting

Energy harvesting is a crucial factor in the IoNT paradigm in the 5G era. For
example, in the case of nanoscale batteries, they cannot store much energy for
the long duration of nonstop operation of the nanonodes. Due to the fact that
nanonetworks’ sensors usually come with limited capabilities and battery power,
the implementation and data routing processes face serious challenges. us,
data delivery algorithms and protocols should be energy e cient to extend the
overall network lifetime, which is directly proportional to the nanonode’s bat
tery level.

Recent studies and surveys have emphasized the demand for microscale
energy-scavenging technology due to its importance in functioning ultra-low-
power electronic circuits. However, it is essential to identify the sources of energy
scavenging technology to evaluate whether the corresponding scavenging technol
ogy is useful for a particular application in the IoNT paradigm or not. In general,
solar, thermal, mechanical movement or vibration, and ambient radio-frequency
(RF) sources can be used to extract energy from microscale energy scavengin
circuits. ey can be divided into three major categories: electrostatic, electromag
netic, and piezoelectr&d]] According to this classi cation, the energy extraction
capacity, physical size, robustness, and output impedance characteristics of the
harvester circuits can vary.

2.4.3 Security

One of the most important challenges as a result of the growth of the IONT market
is related to the security of data communicated over the Internet. For example,
in the healthcare domain, a bio-cyber-attack can steal people’s personal health-
related information. is information can be used to create new types of viruses to
hack into already-deployed nanosensors in the IoNT. erefore, security assurance
methods should be applied to communication networks in the 5G era, especially
in the 1oNT, in order to prevent such problems, considering the nature of IONT
communications carefully.



Internet of Nano-Things and WBAN 11

2.4.4 Connectivity

e IoNT de nes a paradigm where all types of nanodevices (e.g. nanosensors,
nanoactuators, etc.) are connected to the nanonetworks and are able to interact with
each other in real time. is form of seamless connectivity is essential for enabling
the applications that involve IoNT technologies. In turn, connectivity becomes an
important factor for integration of IoNT in the 5G environments as well.

2.4.5 Delay

In nanonetworks, the gateway must integrate data from di erent nanodevices (e.g.
nanosensors). However, due to the timing di erence in data propagation between
nanosensors, this can lead to long delays for data before reaching the sink node.
erefore, a time-delayed data fusion method should be applied at the gateway for
the processing of data before they are transmitted over the Internet.

2.4.6 Cost

Cost is another crucial factor in the design of IoNT in the 5G environment, and

it has to be carefully considered by both users and service providers. Using cloud
technology in the IoNT era can lower the cost for deployment and complex data
processing while facilitating quick setup and integration of new nand@evices |

In the following, we discuss a number of studies that consider the aforemen
tioned factors while designing the network1Gh the authors propose a rout
ing algorithm that can be dynamically deployed within a nanonetwork. ey also
examine static and dense topologies with several identical nodes. With the use of
simulation, they considered energy harvesting and cost as the preliminary metrics
for the assessment of the proposed algorithm.

e authors in [1]] propose a routing algorithm for multi-hop data transmission,
which is enabled by the latest developments in physical network layer coding. Energy
harvesting and cost are considered as the primary design factors of thElstudy in [

A channel-aware forwarding scheme for electromagnetic-based wireless nanosensc
networks is proposed ] providing a solution to the terahertz frequency selec

tive feature from the networking point of view. Energy harvesting and security are
assessed as the preliminary design metrics in the proposed algtiZjtthim[16]]

an in-depth overview of nanosensor technology and electromagnetic communication
among nanosensors is provided by considering energy harvesting, security, and tera
hertz channel modeling. Security related issues in nanocommunication, especially for
molecular communication, are thoroughly discussg&q as[well. e authors

in [16] propose an on-demand probabilistic polling scheme in order to avoid unneces
sary resource consumption in electromagnetic-based wireless nanosensor networks
ey achieve higher bandwidth e ciency of loT backhaul compared to the previ
ously proposed algorithms.
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Table 2.1 Summary of Design Fctors

Ref Sw Eh S Cn D C
[10]

- - - X

(11]

(12]

(19]

X | X | X | X]|X

[16] - - X -

X | X [ X[ X|X]|X
x

[17] - X - - -

Sw: Short wavelength, Eh: Energy harvesting, S: Security,
Cn: Connectivity, D: Delay, C: Cost

- = Not Considered, X = Considered

A summary of the aforementioned design factors is presented in Table 2.1
According to this table, there is a signi cant need for a new loNT-based solution
that takes into consideration all of these factors to cope with the emerging cloud
challenges and 5G spectrum optimization. Furthermore, it is most important to
pay more attention to connectivity factors while optimizing the spectrum utiliza
tion in 5G-based solutions as highlighted in Tahle 2.1

2.5 IoNT Physical Layer and 5G

e communication in nanonetworks can utilize nanomechanical, acoustic, elec
tromagnetic, and chemical or molecular communication. Comparison for the
existing communication technologies can be seen in Tabéephysical sig

naling is at the THz levels; therefore, due to the necessary antenna sizes, specic
modulation techniques are required. On the other hand, research studies on use of
graphene-based plasmonic materials for antennas to overcome signaling di cul
ties look promising. For example, 6p fhe authors propose a graphene-based

Table 2.2 Comparison of Communication Technologies

Communication Type |Internet Nano-molecular Nano-wireless
Signal type EM Chemical EM
Signal speed High Low High
Power consumption High Low Low

EM = Electromagnetic
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plasmonic nano-antenna for communication between nanodevices. ey reveal
that by utilizing the high wave compression mode of surface plasmon polariton
(SPP) waves in armchair graphene nanoribbons (AGNRSs), graphene-based nano-
antennas can operate at much lower frequencies than traditional metallic antennas
of the same size.

e large bandwidth in terahertz band communication enables very high-speed
communication which is envisaged in 5G wireless communication sjstems [
Moreover, the terahertz band o ers a great amount of spectrum resources, which
in turn reveal the potential to support data rates of up to even #]Tlpaddi
tion, Multiple input multiple output (MIMO) techniques can be incorporated in
the terahertz-band communication in order to increase the data throughput and
improve the reliability of the syste@hs¢ frequency spectrum of terahertz band
is already being investigated in studies suifj s 5G communication systems.

Existing studies investigate ways of e cient spectrum allocation through
pushing the carrier frequencies into the terahertz band quite extensively. Various
antenna designs are proposed for small cells and small coverage areas for this fre
qguency spectrur2(]. QoS related challenges are di erent when compared to tra
ditional microwave spectrums using larger-range cellular infrastructures. To start
with, the interference structure in terahertz spectrums using systems can be prin
cipally di erent from what is so far observed at lower frequencies. is structure
causes various limitations, which include the need for LoS links, since re ections
will de ect the waves and molecular absorption would signi cantly a ect the sig
nal strength. erefore, the following challenges are quite important for terahertz
spectrum management in 5G communication systems:

Implementatioa of antennas with high directivity to transmit and receive
Solutions for melcular absorption caused by short wavelength
Solution for blokage of high-frequency radiation

2.6 Io0NT Communication Protocols and 5G
2.6.1 Wireless Communication Models

Communication in nanoscale can be classi ed in molecular communication and
nano-electromagnetic communication. Molecular communication is de ned as the
transmission and reception of information encoded in molecules, while-transmis
sion and reception of electromagnetic (EM) radiation from components based on
nanomaterials de nes nano-electromagnetic communication. It is of great impor
tance to study the communication nature in very short range, since it is functioning
at the nanoscale. erefore, the assumed path loss formula shall be at the terahertz
level. is formula usually has two essential parts: the absorption and the spread
path loss.
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In [13], four di erent power spectral densities (p.s.d.) were studied, namely,
optimal p.s.d., at p.s.d., the Gaussian pulse, and the p.s.d. for the case of the trans
mission window at 350 GHz. e authors concluded that for the very short commu
nication range in bio-inspired applications, transmission rates can be supported up
to terabits per second, indicating the promising future of the nanocommunication.

ere are three types of data tra c that a nanonetwork can experience in an
assumed IoNT paradigm: on-demand, periodic, and emergency tra c. Each of
these are associated with a di erent quality of information (Qol) requirement based
on the served IONT application. e Qol requirement for the routed data can be
decided by the following attributes: (1) the network reliability (fairness), (2) the
end-to-end delay/latency, and (3) the energy consumed. Some of the recent stud
ies such a&q focus on MAC/scheduling algorithms, not only to provide high
network throughput for the IoNT, but also to address challenges imposed by the
limited memory of nanodevices, as well as energy consumption and harvesting over
terahertz channels.

2.6.2 MAC Protocols

In the IoNT paradigm, the routing protocol should be coupled to the MAC layer
through a cross-layer design. Feedback from the MAC and physical layers, in addition
to the residual energy and current load of the IoONT nodes, will be utilized to identify
and bypass critical links. erefore, the network lifetime can be e ectively prolonged

by preserving residual energy and increasing network throughput, which can be
achieved through load balancing. Reducing the ratio of lost packets during channel
impairments is an important reliability objective, as well. Since classical MAC proto
cols typically limit the number of backo s and retransmissions, they cannot directly
be used in the IONTL. is is because they do not capture the peculiarities of

the terahertz bantld, such as the very large distant-dependent bandwidth and the
very high path loss. Moreover, traditional MAC protocols do not capture the limited
processing capabilities and the small-capacity memory as well as the temporal energ
uctuations of nanodevicds][ erefore, there is a need to design new MAG pro

tocols and propose new solutions related to the IoONT paradigm.

2.6.3 Routing Algorithms

Numerous IONT design aspects that stem from its unique features need to be incor
porated into its routing protocols in order to realize the IONT paradigm. Di erent
challenges against routing protocols’ design in terms of energy are still being inves
tigated. Traditional nanonetworks spend energy in almost all processes. ey spend
energy while making data transmissions and data sensing as well as data processin
ere have been a few attempts toward achieving energy e ciency in such networks
via wireless multi-hop networking sucHLgsahd [L4]. However, such schemes

are only applicable in static wireless networks and are impractical in multi-hop
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nanoscale wireless networks with random topologies. Routing algorithms for the
IONT can be classi ed to cluster-based algorithms vs. cognitive-based algorithms.
For example, a routing scheme for energy harvesting in terahertz bands was pro
posed inl4]. e routing scheme assumes a hierarchical cluster-based architecture.
Packet transmission from the source to the cluster-head or nanocontroller can be
direct or multi-hop based on the probability of saving energy through transmis
sion, optimizing throughput, and minimizing nanosensors’ load. On the other
hand, in §], a cognitive-based routing algorithm was proposed for data delivery in
nanoscale networks where nanorouters forward the collected data to cognitive relay
nodes for acting and making decisions based on the network conditions.

2.7 Constraint of the IoONT

It is possible to classify the constraints of the IoNT into primary vs. secondary
constraints. Primary constraints are the most important limitations of the network
in order to achieve accurate results. Secondary constraints have less importanc
compared to the primary ones, but still can signi cantly a ect the performance
of the network under study. Energy consumption is one of the most important
issues in implementing the concept of IoNT. In the IoNT paradigm, energy is
enough for transmitting one packet per each energy charge. Hence, retransmission
is very expensive. Moreover, nodes require roughly 10 seconds to recharge. Som
methods compose clusters and assign IP addresses for the cluster head while otf
ers do not assume IP addressing schemes. Most proposals can be divided into twe
types: (1) ooding-based routing schemes, and (2) peer-to-peer or point-to-point
methods.

Another important constraint regarding the implementation of the IONT is
related to the deployment issue. For instancH],ithie authors assume a grid-
static deployment. ey map this deployment into circular/radial deployment with
the following assumptions:

e routing protocol is built around a beacon node which is chosen exter
nally; nodes on the same circle are considered same hop distance away from
the beacon.

Nodes on two conséive circles are on the same radial.

Nodes may be ondial, center of circles (beacon), on a circle, or between
circles.

is scheme is engaged at two phases: the deployment phase and the data routing
phase. In the deployment phase, a beacon sends two types of setup messages
all nodes: a low-power transmission node, with transmission coverage assumed tc
cover at least two circles (one radial distance), and normal-power transmission mode
assuming to cover neighbors on one circle. For the deployment of low-transmission
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power, a setup message is sent by the beacon with the number-of-hops eld setto 0
to all nodes. Any node that receives the message increases the number-of-hops eld
and checks its energy to decide to participate in the topology as a relay or just a usel
node. A similar procedure is carried out for the normal power transmission. Finally,

a node can be in either a normal-power transmission mode or a low-pewer trans
mission mode. In the data-routing phase, any node receives a packet; then it checks
its n-hop count against the packet-hop count and its mode. If it is low-power mode
and its n-hop count is within the source-hop-count and the recover-hop-count, and

it is a relay node, then it forwards the packet. If not, it checks the following. If it is

in normal power mode, and if its hop count is equal to either the source-hop-count
or the receiver-hop-count, then it can forward the packet. Otherwise, it refrains.

In [11], a greedy routing algorithm is proposed by de ning three circles with
diameters_d, r_min, and r_maxiespectively. e algorithm routes the packet in
a pair-based routing as follows. e source node composes a pair with the closest
neighbor within r_dlistance, which we call a source-neighbor pair. e algorithm
then checks the distance of the source-neighbor pair with the destination. If it is
less than r_mait nds the closest neighbor v to the destination and pairs it with
the destination. Let's call this pair, the pair. nexlgorithm then forwards
the packet on a pair to pair bases. Otherwise, it nds paisuaxthat r_min
is less than or equal to the distance between tlamgdtis associated pair_next
that is also less than or equal to r. reait forwards the packet. is process is
repeated until the packet is delivered.

A centralized algorithm is proposedL# fwhere the sink assigns a selection
index value for each neighboring node to the source. e selection index depends
on the distance between the source and the relay node and the attainable channe
capacity. e sink chooses the relay node with the highest selection index to for
ward the message. e scheme assumes that the sink node knows the location of
each nanonode and the channel capacity of each link.

When secondary constraints are considered, radiation exposure evolving from
the communication/routing techniques must be considered carefully, especially
in the biomedical applications of the IoNT paradigm. Electromagnetic elds
(EMFs) at di erent spectrums can negatively a ect the human body in di erent
ways. For example, the spectrum between 1 MHz to 10 GHz frequency can pen
etrate through tissues and produce absorbable heat. However, EMFs over 10 GHz
are strongly blocked by the skin, and the heat created causes damage such as e
cataracts or skin burns if the eld density is above 1000W/m2. Accordingly, the
International Commission on Non-lonizing Radiation Protection (ICNIRP)
developed general guidelines for EMF exposure limits recognized under the World
Health Organization (WHO). And thus, the shared spectrum RF emissions must
be considered carefully to avoid undesired human body damage. Security and pri
vacy concerns and the high cost of initial investment are also some of the secondary
constraints in implementing the IoNT.
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2.8 Open Research Issues

In spite of various research activities and rapid developments that have been
achieved in recent years regarding the IoNT paradigm, there are still many chal
lenges and open research issues that need to be taken into account regarding th
performance improvements of the IoNT. One of them is terahertz band channel
modeling. e IoNT needs to transmit very large amounts of data in a timely and
reliable manner. erefore, the impact of molecular absorption on the path loss and
noise should be accurately analyzed. is will help to locate the best transmission
window in terms of achievable information rates and channel capacity. Moreover,
the impact of multi-path propagation on the capacity and achievable information
rates should be accurately investigated.

Another important challenge is related to the MAC protocol. e terahertz
band supports very high bit rates and has a speci c relation between the available
transmission window, the bandwidth for each window, and the transmission dis
tance. erefore, research into transmission schemes would be bene cial in order to
develop novel transmission techniques using the relation between the transmission
bandwidth and the transmission distance. e MAC protocol should also guarantee
that the transmitter and receiver are properly aligned before the transmission of the
data packet.

Another key challenge in the IoNT paradigm is security. Research for
mechanisms to develop new authentication schemes for nano-things as well
as to guarantee data integrity and user privacy is essential in order to protect
important personal information of the people. It is also important te inves
tigate neighbor discovery mechanisms that utilize the high directivity of the
terahertz antennas to specify the relative location and orientation among vari
ous nano-objects.

2.9 Concluding Remarks

Nowadays, the emerging paradigm of the IoNT is rapidly growing and aiming
to improve people’s quality of life. ese enhancements in the IoNT and nano
technology will have a great impact on advanced development in various elds,
such as healthcare, agriculture, environmental monitoring, and next-generation
cellular systems, to just name a few. In this chapter, we provided an overview
of the IoNT, considering the architecture and main application areas. We also
presented potential enabling technologies from the physical layer up to various
routing protocols that can be employed for the IoONT. We discussed challenges
regarding terahertz spectrum management in 5G communication systems.
Moreover, radiation exposure and other side e ects for the IONT applications
were discussed.
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3.1 Introduction

Fifty years ago, the famous physicist Richard Feynman gave a talk called “ ere
Is Plenty of Room at the Bottom” at an annual meeting of the American Physical
Society at Caltech. With his historic speech, he laid the foundations of a new era
called Nanotechnology and emphasized the importance of nanotechnology with
these words: “I don't know how to do this on a small scale in a practical way, but | do
know that computing machines are very large; they Il rooms. Why can't we make
them very small, make them of little wires, little elements, and by little, | mean little?”
By now, the scientists have made the dream possible within the last three decades.

Nowadays, nanotechnology has become one of the most signi cant research topics,
and it promises novel solutions for several applications in the industrial, military, health
care, biomedical, environmental, agricultural and textile sectors. Each of those application
elds requires new nanodevices which acquire, generate, compute, process, and transfe
the data at a nanoscale dimension. ese nanodevices are interconnected with the exist
ing communication systems, which produces a new domain that is called the Internet of
Nano-ings (IoNT ). e nanodevices used in loNTs are mainly composed of nanosen
sors in order to supply the communication between the system and the device. In [oNTs,
nanosensors are connected to the Internet via local gateways. Integrating IoONT with other
local area networks of these nanosensors can signi cantly expand the range of service
which can be provided to public users as well as decision makers.

is chapter has been mainly focused on the nanosensors in IoNTs that are uti
lized in several industries, and it has been organized as follows: In Sewtion 3.2
aim at understanding the sensing mechanism at the nanoscale level. In Section 3.3
examples of the existing research studies targeting the Internet of Nano-ings in
healthcare and medicine applications are proposed. e nanosensor fabrication pro
cess and its material science are discussed in Sedtide8i#bn 3,5nanosensor
and energy-harvesting issues are investigated. In Sectlmn r.a@osensor and
its relation to body area networks is detailed. Open research issues and concluding
remarks are highlighted in SectionaB8d73.8respectively.

3.2 Understanding the Sensing Mechanism
at Nanoscale

A sensor is a device that detects and responds to physical, chemical, or biologica
stimuli. When the nanotechnology merges with the sensor technology in order to
sense with a nanomaterial having the size of 10 to 100 nanometers, it is called a
“nanosensor.” e nanosensor is much more e cient than a regular sensor due to
the reduced size of the sensor material. So what happens when the dimensions o
a material are in the nanometric scale? e modi cations in the properties due to
reduction in grain size to nanoscale dimensions are very large, and in most cases th
resultant properties are superior to those of conventional materials. It can be well
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Figure 3.1 (A) The hypothetical structure of a nanomaterial. The black circles
indicate atoms in the grain, while the white circles indicate atoms at the grain
boundaries. (B) Increase in the intercrystalline region (grain boundaries) and
triple junctions with decrease in grain size of nanomaterials [1].

explained by the grains in the nanostructured materials. Nanostructured materi
als are composed of grains and grain boundaries. Nanometer-sized grains contair
only a few thousand atoms within each grain. A large number of atoms reside at
the grain boundarieBigure 3.A). As the grain size decreases, there is a signi

cant increase in the volume fraction of grain boundaries or interfaces and triple
junctions Figure 3.B). When the fraction of atoms residing at defect cores, such

as dislocations, grain boundaries, and triple junctions, becomes comparable with
that residing in the core, the properties of the material are restricted by the defect
con gurations, dynamics, and interactions. Hence, the mechanical and chemical
properties of nanomaterials are signi cantly altered due to defect dghamics [

e theory mentioned above is one of the fundamental explanations of how
performance is related to sensitivity and speci city of the nanosensor. e other
feature that can enhance the performance of the nanosensor is the abitity to func
tion with ligands o ering a single molecule selec®yigd this o ers more rapid
and multiplexed detection of analytes in integrated nanosensors systems [3 5].

3.3 Examples of Research Studies Targeting
the Internet of Nan o-Things (IoNT)
in Healthcare Applications
As we aforementioned, nanotechnology and IoNTs have signi cant roles in myr

iad applications. In particular, the healthcare and medicine industries hold the
potential to bring the greatest bene ts to society. As Metin Sitti said, small-scale
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networks have quite a bright future, especially in healthcare and bioengineering
scenarios, because the corresponding devices in the network are “unrivalled for
accessing into small, highly con ned and delicate body sites, where conventional
medical devices fall short without an invasive interveri@joiri [ight of this
explanation, the combination of medicine with IoNTs will result in revelution

ary changes in disease prevention, diagnosis, and treatment. Moreover, the early-
stage diagnosis of the diseases and targeted therapy will save a great number ¢
lives as well as extended the average lifespan. erefore, IoNTs have opened a
whole new world of potential remarkable betterments in medicine and healthcare.
Additionally, it is forecasted that the global nanotechnology market will grow at

a compound annual growth rate (CAGR) of around 17% during the 2018 2024
period, while IoNTs and medicine markets will grow at CAGR of 22.81% from
2016 to 2020 and 12.3% from 2013 to 2019, respectijely [

Current healthcare applications are carried out in two domains: (1) the patient’s
surrounding environment, and (2) the patient’s body area. In the rst domain,
sensors and actuators can be installed in the patient’s surrounding environment
in order to track the patient’s daily activities. However, in the second domain, the
nanosensors can be planted inside the body via medical operations and/or nano
drugs given orally to the patient or through the blood vessel. en, they monitor
the biological properties of the tissues and organs, and send the collected data to
a gateway. And thus, they can detect signi cant diseases such as cancer and othe
health issues caused by viruses, chemicals, and/or heart attacks.

3.3.1 IoNTs for the Patient’s Surrounding Environments

Due to aging and chronic diseases, public health expenditures have increased in
many countries. erefore, shifting from expensive institutional care centers to
home, personal well-being, and preventive healthcare is highly promoted. In order
to realize this shift, there is a need for long-term monitoring of the physiologi-
cal signals. New nanosensor technology o ers solutions for long-term monitoring
with its small, reliable, comfortable, exible, personalized, power-e cient, and safe
properties.

Current medical sensors and remote-control monitoring units are generally
based on electrodes embedded into electronic devices connected with wires. In
addition, with the developments in microelectronic and communication technolo
gies, the embedded smart-device networks have been produced in order to sens
their environment, process data, and exchange information by forming networks
with the concept of IoONTS8][9]. is technology, including IoNTs, has been
integrated with other enabling technologies such as the radio frequency identi ca
tion (RFID), near- eld communication (NFC), global positioning systems (GPS),
utra-wide band (UWB) communication, sensors, and act9at6ks gse tech-
nologies provide a unique and secure identi cation for the physical item, includ
ing the measurement, and management processes for rapidly changing data in
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Figure 3.2 An application of r emote healthcare using IoNTs [L1].

real-time fashion. And thus, IoNTs have been applied in home environment for
residential healthcare applications, which makes it possible to connect everything
at any time and any place. In this regard, the nanosensor measures the physiologi
cal parameters and activities such as blood pressure, muscle activity, heart activity
glucose level, and body temperature, etc. en the recorded parameters are sent
to a mobile device or to the cloud for storage and extensive analysis. Afterward,
physicians can better diagnose the patient case and provide a long-term feedback a
depicted in Figure 3.2

In 2014, a research group from Finland developed an integrated system for
wireless physiological monitorihd. [ is integrated system was built from the
combination of an an inkjet printer and a radio frequency (RF) system on chip
technologies. In this study, Sillanpaa and coworkers manufactured the biosensor
on a single substrate. e wiring and the antenna were inkjet-printed with silver
(Ag) nanoparticle ink, and the core sensor was a commercial NRF51822 system
on chip (SoC). e resultant device has been used to measure electrocardiogram
(ECG) signals and send the signals to a smartphone (FiUrarth@rmore,
the mobile device could use the Internet connection to send the raw data (heart
rate, breathing rate, etc.) to a cloud service and/or doctors. e device can read
up to a distance of 14 meters using the printed antenna in a close vicinity of the
body [L1].

Besides the silver nanoparticles, there are other types of nanomaterials such
as polypyrrole, graphene, copper, gold nanoparticles, and carbon nanotubes
(CNTs) which can be easily printed on exible plastic, textile, paper, glass, and
metallic surfaces in order to fabricate inkjet-printed RFID tag sensors-for wear
able applications for healthcd®-17]. e fabrication of electronic devices by
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Figure 3.3 (A): The sensor fabicated on a stretchable substrate. (B): The sensor
signal is delivered in real time in mobile device [11].

inkjet-printing technique is inexpensive compared with existing chemical vapor
deposition (CVD), plastic vapor deposition (PVD), atomic layer deposition
(ALD), and lithography. e exible plastic substrates of polyethylene terephthal
ate (PET), polydimethylsiloxane (PDMS), polymethyl methacrylate (PMMA),
and polyimide (PI) have been widely used for developing exible and strechable
electronic devices. e well-de ned, high-resolution, and conductive patterns can
easily be fabricated with inkjet printing on di erent exible and strechable sub
strates for wearable electronics.

In a recent study, Kassal and co-workers demonstrated a low-power RFID
tag sensor for potentiometric sensititly [e memory chip in the RFID tag
has the capability to measure and eventually store the electrode potential, which
is later on wirelessly transferred to a smartphone by near- eld communication
(NFC). Figure 3.4hows the RFID/NFC-based chemical tag sensor platform and
its operating principle. e RFID/NFC chemical tag sensor is suitable for-detect
ing pH or ion-selective electrodes as part of a chemical sensor network for [ONTs.
e practical application of RFID/NFC tag sensors was veri ed for milk spoilage
by monitoring the pH value of souring milk over a period of six days. e pH of
the souring milk decreased to 2.4 for the rst two days due to lactic acid forma
tion. ereafter, the pH value stabilized at 4.3, which was in agreement with the
4.28 pH value measured by a laboratory meter. Furthermore, a bu er solution of
pH 6.00 was monitored for ve days where RFID tags recorded data at an inter
val of every ten minutes and transferred the data to the PC. e measurements
showed the uctuation of pH value between 5.89 and 6.10 over the ve days, aver
aged to a pH of 6.03. erefore, RFID/NFC tag sensors show potential for IoONT
applications.

Another example of nanosensors for healthcare applications is the continuous
glucose monitoring systems. ese systems have been attached to the patient’'s body
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Figure 3.4 Schematic illustration of an RFID-based tag chemical sensor platform
and its operating principle [ 18].

in the form of plaster and regularly (between one to ve minutes), they measure
the glucose level over a time span of ve to fourteed§aysgystem is com

posed of a glucose sensor, readout electronics, a battery, and a communication unit.
Infectious disease testing is another signi cant example for nanosensor systems.
ere are owstrips which are capable of testing a limited number of biochemical
paramaters.

3.3.2 IoNTSs for the Patient’s Body

A new branch of nanotechnology combined with medicine is called nanomedi
cine. e more detailed de nition is that nanomedicine is an interdisciplinary
scienti ¢ eld that involves medicine, chemistry, physics, biology, engineering,
and optics. e combination of nanomedicine with IoNTs will make remark

able changes in disease prevention, diagnosis, and treatment, as well as creatin
a molecular communication, which is a new paradigm that uses biochemical
signals to supply information exchanged among naturally and arti cially cre
ated bionanosensors over short distances. It has found potential applications in
targeted drug delivery and disease diagnosis/monitoring/therapy executed at the
nanoscale level.

For example, nanosensors that can monitor the glucose level of the blood
have been developed for the protection of diabetes patients or possible diabetes
patients 43. Furthermore, magnetic nanosensors for the detection and pro ling
of erythrocyte-derived microvesicles have also been2@efjn ¢ successful
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implementation of such a technology will make the monitoring of individual health
much easier by o ering an all-time low-cost monitoring system.

Engineered nanodevices and nanostructures used in medicine and healthcare
can be classi ed into four categories:

rst generation of anomaterials (2000): ese nanomaterials are in the class

of colloids, nanostructured metals, and polymers.

second generati of nanomaterials (2000—2005): ese are the physically

and chemically active structures such as actuators and ampli ers, and bioac-
tive devices such as targeted drugs.

third generationfmmanomaterials (2005-2010): ese are robotics and evo
lutionary biosystems.

fourth generatio of nanomaterials (2010-2020): ese include the melecu

lar devices and nanosystems that could serve as a foundation for regeneration
or replacement of lost body parts.

e development of nano-based drug delivery systems includes the use of nanopar
ticles Figure 3.5in order to encapsulate the drug molecules, deliver them to the
target places, and release the drug controllably to repair the damaged cells. Smar
drug delivery systems are mainly used for treating cancer, neurological disorders
(such as Alzheimer's and Parkinson's diseases), HIV (human immunode ciency
virus) infection and AIDS (acquired immunode ciency syndrathe) [

Nanogels Carbon nanotubes
Liposomes Metallic NPs
Dendrimers
Polymeric NPs
Quantum dots Peptide based NPs

Chitosan NPs

Figure 3.5 Schematic presentation of nanocarrier platforms for drug delivery
systems PR1].
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ere are many nanocarrier platforms, such as liposomes, polymersomes, quan
tum dots, chitosan nanoparticles, peptide-based nanoparticles, dendrimers, metal
lic nanoparticles, and carbon nanotubes for drug delivery used in nanomedicine

(Figure 3.5[22].

3.4 Nanosensor Fabrication and Material Science

Nanotechnology puts impact on the area of diagnostics in the health, medicine,
food, environment, and agriculture sectors. By the developments and innovations
in these elds, novel nanosensors and nanobiosensors have been designed and fal
ricated. Although sensors have a long and illustrious history, the realm of nanosen
sors is relatively new. A milestone chart in the development of various nanosensors
from 1994 to 2005 is summarized in Figurd236

Nanosensors are sensing devices which convert chemical information into a
quantitative useful signal with at least one of their sensing dimensions being not

Nanofiber
nanosensors
[24]

Magnetic
field [20]
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[16]

DNA as
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12
(2] Semiconductor
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Liposomal [4 Magnetic [9
P 4 9 Bl Magnetic

nano-
Polymer Quantum particles

beads [5] dot [11] [18]
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Figure 3.6 Milestone chart of various types of nanosensors 23].
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greater than 100 nm. In the eld of nanotechnology, nanosensors are fabricated for
(a) monitoring physical and chemical phenomena in regions di cult to reach,
(b) detecting biochemicals in cellular organelles, and (c) measuring nanoscopic
particles in the industry and environm28gk [

e various nanosensors can be grouped into three categories, and the categori
zation depends on the transduction mechanism for generation of output.

1. Optical nanosenss
2. Electrochemi¢@manosensors
3. Mechanical nams@nsors

3.4.1 Optical Nanosensors

Optical biosensors rely on the detection of the change in the observed -optical sig
nal. is makes it highly compatible with various spectroscopic measurements,
such as absorption, uorescence, phosphorescence, Raman spectroscopy, surfac
enhanced Raman scattering, and refraction, by detecting changes in wavelength,
phase, time, intensity, and polarity of the |2/t [

e rstreported optical nanosensor was based on uorescein, which is trapped
within a polyacrylamide nanoparticle, and was used for pH meas@gment |
the most basic concept, uorescent chemosensors are molecules composed of at lea
one substrate binding unit(s) and photoactive comporjt(® [uminescence
phenomenon is a process by which a uorophore absorbs light of a certain wave
length, which is followed by emission of a quantum of light with an energy cor
responding to the energetic di erence between the ground and excit@d|states [

Some instances, such as detection of niTjtedactive oxygen specs}, [
pathogenic bacteria such aauBeusV. parahemolyticeand S. typhimurium,

E. coli[29], and detection of organophospha®ek thave been performed by
optical-based nanosensors. For sensing such substrates and other substrate:
luminescence nanoparticles such as gold nanoparticles, silver nanoparticles,
carbon dots, quantum dots, and upconversion nanoparticles have been used in
optical-based nanosensors.

Among these types of luminescent nanoparticles, rare earth doped upconver
sion nanoparticles (UCNPs), which are tunable optical luminescence- nanoma
terials, have received increased attention for their attractive features and unique
upconverting capabilities. UCNPs can e ciently convert near-infrared light (NIR)
into a visible light, which results in short wavelength luminescence emission via
two-photon or multiphoton mechanisgg]|

Generally, the UCNPs consist of a host lattice and doped lanthanide ions, which
may act as an absorber and emitter ion in the host lattice material. Some crystalline
lattices of trivalent rare earth iond"(3€', L&, Gd™), alkaline earth ions (€a
SF*, B&"), or certain transition metals{TZr*") may be used as the host materials.

e most commonly used hosts are halides (NaYF, LaF), oxides (303, ZrO,),
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and oxysul des (0,S, La0,S) [L9. On the other hand, the dopant ions located

in the selected host lattice play a critical role for absorbing®( and/ bmitting

photons (EY, Tm*, Ho®"), which are responsible for the color of emitted 3ifjht [

In order to synthesize UCNPs, a variety of chemical synthesis methods, including
coprecipitation, thermal decomposition, hydro(solvo)thermal synthesis, and sol-gel,
have been applief]. In each of these techniques, optimization of synthesis param
eters in the method is crucial to obtain nanocrystals having desired size, morphology,
and optical properties.

In recent years, utilizing small but e cient UCNPs, biomolecule sensors
based on the upconversion uorescence resonance energy transfer (FRET) tech
nique have also been proven to exhibit a high sensitivity in a range of biologi
cal and chemical analyses in optical-based nanoSShsArERET system is
comprised of a uorescence donor and acceptor, which are conjugated to di erent
biomolecular entities. e uorescence of the donor can be e ectively quenched
(absorbed) by the acceptor when the distance of the donor and the acceptor comes
into nanometer scale. As the distance of the donor and the acceptor is determined
by their concentrations, the uorescence intensity is linearly related to the con
centration of the target when xing either a donor or an acceptor concentration.
Importantly, the FRET-UCNPs system was proved to have quite low limits of
detection (LOD) in a range of experimedds Wang et al.34] rstly exploited
the FRET system using UCNPs as energy donors and gold (Au) NPs as energy
acceptors to detect goat antihuman immunoglobulin (IgG), reaching a low LOD
of 0.88 mg/mL.

Wolfbeis and coworkers developed the FRET system, employing the accep
tor of biotinylated Au-NPs and the donor of the avidin-modi ed Ne##H
Er* NPs in order to detect trace amounts of avRfjn p scheme of the
FRET system in their work is shown in Figure\®léen Au-biotin NPs were
added into the solution of avidin-conjugated UCNPs, it will bond to the sur
face of the UCNPs due to the sensitive and selective interaction between avidin
and biotin. Since the strong absorption51 nm of Au NPs well matches
the UC emission of NaY:FYB*, EF* NPs, the green emission in UCNPs will
be quenched due to the FRET process. A resulting linear quenching of green
upconversion emissions allows to detect and trace amounts of the avidin pro
teins as shown in Figure.3.7

In another recent study, Liu et al. reported a turn-ofi Hanosensor,
which was based on the FRET between the long-strand aptamers-functioning as
Up Conversion NanoParticles (UCNPs) and short-strand aptamers-functioning
as Gold NanoParticles (GNP3J][ In the absence of Fig FRET between
UCNPs and GNPs has occurred because of the speci ¢ matching between two
aptamers, resulting in the uorescence quenching of UCNPs. In the presence
of Hg”, long-stranded aptamers have been folded back into a hairpin struc
ture due to the stable binding interactions betwe&nad thymine, leading
to the release of GNPs from UCNPs, resulting in the quenched uorescence
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Figure 3.7 (A) lllustration of the binding of biotinylated gold nanoparticles
to avidinylated UCNPs. (a) Colorless suspension of UCNP under visible light;
(b) UCNPs with green luminescence under 980-nm laser excitation; (c) adding
red Au-NPs under visible light. (B) Luminescence of the UCNPs (excited at 980 nm)
after addition of varying concentrations of biotinylated gold NPs [ 35].

restoration Kigure 3.8 Under the optimized conditions, the nanosensor has
achieved a linear detection range of 0.2v2@nd a low detection limit (LOD) of

60 M. Meanwhile, the nanosensor has also shown a good selectivity feature and
has been applied to detectHg tap water and milk samples with good precision.
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Figure 3.8 Schematic illustration of the UCNPs-aptamers-GNPs FRET sensor for
Hg?* [36]. (a) The absorbance and intensity of GNPs and UCNPs complex; (b) The
DNA molecules and UCNPs.
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3.4.2 Electrochemical Nanosensors

Electrochemical sensors are the most commonly used and widely accepted sensc
functions on the principle of electrochemistry. e electron consumed or generated
during biointeraction produces electrochemical signals, measured by electrochemi
cal methodologies. e electrochemical nanosensors rely on chemical reactions
between nanofabricated chemicals, biomolecules, and the biological element and
target analyte to produce or consume ions or electrons, measured as voltage, cur
rent, or impedance. Based on their working principle, electrochemical nanosensors
device could be categorized in amperometry, voltammetry, and potentiometry.

e amperometric sensoris a variant of an electrochemical sensor that con
tinuously measures current generated due to the redox reaction of an electroactive
species. e working principle behind amperometric sensors is the measurement of
the current-potential relationship in an electrochemical cell where equilibrium is
not established. e current is quantitatively related to the rate of the electrolytic
process at the sensing electrode (also known as the working electrode) whose poter
tial is commonly kept constant using another electrode (the so-called reference
electrode)37].

Panraksa and co-workers developed a paper-based amperometric sensor fol
determination of acetylcholinesterase (AChE) using a screen-printed graphene
electrode3g. AChE is an important enzyme, which is found mainly in the
central and peripheral nervous system, and the abnormal function of AChE can
accelerate and promote the aggregation of amyloid-betapeptides, which plays an
important role in the development of Alzheimer’s disease and other neurological
diseases. According to the study, the amperometric detection of AChE is based on
the determination of thiocholine (TCh) produced from hydrolysis of acetylthio
choline chloride (ATCh) by AChE. To detect TCh, the ATCh-immobilized sheet
was stacked onto the detection sheet using double adhesive tape; then samples c
AChE were dropped on the back side of an ATCh immobilized sheet with only
1 minute of incubation timé-igure 3.% Under optimized conditions, the LOD
from the experiment of AChE determination was 0.1 U/mL with AChE eoncen
tration in range of 0.1-15 U/mRBY).

e voltammetric sensor is a sensor that measures the varying current in a
controlled way. Cyclic voltammetry is preferably used to get the redox potential
and electrochemical reaction rates of the electrochemical reaction with analyte.
e voltage parameter varies between the reference electrode and working elec
trode, by measuring the current between the working electrode and the coun
ter electrode. e obtained data plotted as current versus voltage is known as a
voltammogram.

Rassas and coworkers designed and fabricated a voltammetric glucose biosenso
based on the encapsulation of glucose oxidase (GOX) in a chimsagéenan
(CHIT/ICAR) polyelectrolyte complex (PEC) using a simple coacervation pro
cessJ9. Compared to biosensors based on a chitosan Im, a more sensitive
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Figure 3.9 Paper-based eletrochemical sensor: (A) The basic design of the
developed sensor consisting of (i) the detection area with electrochemical detec
tion (WE, working electrode; RE, reference electrode; CE, counter electrode) and
(i) ATCh immobilized sheet. (B) Image of developed sensor 38].

voltammetric detection of glucose has been obtained. Using square-wave voltam
metry (SWV), the CHIT/CAR PEC-based biosensor has exhibited a wide lin
earity range from 5M to 7 mM glucose with a detection limit of Bl. e

nanosensor has excellent selectivity against ascorbic acid, uric acid, and urea, an
the applicability of the biosensor for glucose detection in spiked saliva samples has
been demonstrated in the stugf}. [

Potentiometric sensorsneasure potential at the working electrode with
respect to the reference electrode. e output signal is generated because of accu
mulation of ion at ion-selective electrodes and ion-sensitive eld-e ect transistors at
equilibrium. Potentiometric sensors detect ions such, &,Nz&*, H*, or NH,"
in complex biological matrices by sensing changes in electrode potential.

In a recet study, Silva and co-workers reported a label-free potentiometric
immunosensor toward Salmonella Typhimurium (ST) assembled in a homemade
pipette-tip electrodd(). e signal-output ampli cation was implemented on a
gold nanoparticle polymer inclusion membrane (AuNPs-PIM), which was used
as sensing platform and for antibody immobilization. Additionally, a marker ion
was used to detect the antibody-antigen binding event at the electrode surface.
e immunosensor construction was performed in several steps: (i) gold salt ions’
extraction in PVC membrane; (i) AUNPs’ formation usingNBA as reduction
agent; and (iii) antibody anti-Salmonella conjugation on AuNPs-PIM in pipette-
tip electrodes. e potential shift observed in potentiometric measurements was
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derived simply from the blocking e ect in the ionic ux caused by antigen-antibody
conjugation, without extra steps, mimetizing the ion-channel sensors. A detection
limit of 6 cells mL1 was attained. As proof of concept, recovery studies were per
formed in spiked commercial apple juice samples with success.

3.4.3 Mechanical Nanosensors

e earliest mechanical nanosensor was proposed by Binh and co-wdfkers [

for measuring the vibrational and elastic characteristics of a nanosphere attached
to a tapered cantilever. is work is important for application in nanodevices
components and nanoscale subassemblies in microelectronic devices. Instead o
measuring the vibrational and elastic properties of the subassemblies attached
to a surface, Binh and co-workéB [ntroduced the concept of producing
replicas of these objects from heating ne wires terminated with sharp tips. In
another study, Hierold explored the possibility of down-scaling the mechani
cal inertia sensors from the microscale to nanctflale gensing force is
measured as a result of pressure, acceleration, and yaw rate that displaces th
sensing electrode against the spring force. e change of distance with respect
to the counter electrode is then measured by a change of the capacitance. Suct
microscale mechanical inertial sensors could be scaled down into nanosensors
provided that self-assembly of nanostructures becomes a well-controlted fabrica
tion technology.

3.5 Nanosensor and Energy Harvesting

Typically, batteries are used to supply power in IoNT communication networks.
However, their nite capacity and replacement necessity are signi cant problems,
especially in health applicatiofd. [Increasing the battery size/capacity is not a
solution as the cost and weight of the nanosensor will simultaneously increase. An
increase in the nanosensor weight can create a bulky system and hurt the desirec
mobility feature in IoNT. erefore, recent studies demand the use of energy har
vesting (EH) methods instead of using these batteries. EH in nanosensors and
nanotechnology in general is a relatively recent trend toward prolonging the IoONT
system lifetime. By employing state-of-the-art ambient energy harvesting circuits,
self-powered nanosensors have been introduced to utilize various ambient energy
sources such as the body heat and movement, radio frequencies (RF), and/or solal
energy43-45. Body heat has been proven to be a suitable candidate for energy
harvesting in order to fully eliminate the use of batteries in 4&N47]. e

study presented iB]] focuses on EH methods, and it brie y explains the work

ing principles of each method. Bd],| EH methods are classi ed by considering

the sensor application speci cations. Simil&lypfesents the classi cation of
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the EH methods speci cally for sensor networks. Another study presé&ded in [
introduces EH methods for body sensor networks.

In general, solar, thermal, mechanical movement or vibration, and ambient RF

sources can be used to generate electrical 48ergyibration or movement-

based energy scavenging can be divided into three major categories: electrostatic
electromagnetic, and piezoelec#Te5ll. us, the availability of one of these
sources is of utmost importance for loNT applications. Furthermore, the energy
extraction capacity, physical size, robustness, and output impedance characteristic:
of the harvesting circuits play an important role in prolonging the nanonetwork
lifetime.

3.6 Nanosensors and Body Networks

A wireless body area network (WBAN) is a network that provides a continuous
monitoring over or inside the human body for a long period. It usually consists of
the following components in the IoNT paradigm:

Nanonodes: ese ee the nanosensor devices. Due to the limited energy,
limited memory, and reduced communication capabilities, they can-only per
form simple computation tasks and can transmit over very short distances.
Nanorouters: ese are the nanodevices with slightly larger computational
resources than nanonodes and can aggregate information from limited
nanonodes and also can control the behavior of nanonodes. However, their
size is bigger, and thus, their deployment is more invasive.

Nano-micro inérface: ey are used to aggregate the information forwarded

by nanorouters and send the information to the microscale devices. At the
same time, they can send the information from microscale to nanoscale.
Nano-micro interfaces are hybrid devices able not only to communicate
in the nanoscale using the nanocommunication techniques but also can
use classical communication paradigms in micro/macro communication
networks.

Gateway: It enaldehe users to control/monitor the entire system remotely
over the Internet. It is a hybrid device not only able to communicate in the
nanoscale, but also can use classical communication paradigms in micro/
macro communication networks such as Wi, Bluetooth, and Zigbee.

e nanocommunication in WBAN can utilize one of the following technologies:
nanomechanical, acoustic, electromagnetic, and chemical or molecular-communi
cations. It supports transmissions of real-time tra ¢ such as data, to observe the
status of vital organ functionalities. e WBAN has recently gained attraction for

its invaluable capability in twenty-four-hour health monitoring to detect chronic
diseases as well as “fatal event” prognostics such as a heart attack. It also nds it
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application in sports to provide quantitative and qualitative information from ath
letes while playing sports.

One of the main areas that the WBAN has been used in is the area of health
care. Where systems for monitoring the internal well-being of the human body
have been developed, these systems usually employ a vast number of hanosensc
embedded in the human body. ey continuously communicate with each other
and with the outside environment, forming a network known as the WBAN.
Mainly due to their tiny sizes, WBANSs introduce di culties in both hardware
and software design. Detailed explanations on the hardware design of the electro
magnetic wireless nanosensors can be fousd. iedpecially for the software
part, the communication layer stack needs ne tuning as the hardware imposes
many restrictions. e physical signaling is at the THz levels, due to antenna size,
requiring special modulation technigues. On the other hand, promising research is
being done by using graphene-based plasmonic materials for antennas to overcome
signaling di culties [55 58].

e majority of the attempts in literature have focused mostly on the nanosen
sor architecture and given a taxonomy for energy conservation schemes. It involves
three main classes of energy conservation schemes, namely the duty-cycling,
data-driven, and mobility-based schemes. Duty cycling is an e ective operat
ing system (OS) and Hardware (HW)-level optimization technique, in which
the components can cycle between various levels of “SLEEP” and “WAKEUP”
states. e idea is to put the components into “SLEEP” state when they are not
needed and change the state to “WAKEUP” when they are needed. e data-
driven schemes build a statistical model of the sensed data for reducing the actual
sensing activities with the prediction. e idea in mobility-based schemes is to
equip some or all nodes with mobility when the energy cost of mobility can be
used to further reduce the communication energy cost. Clustering is one of the
optimization techniques that is o ered for e cient energy usage (both network
level and nanosensor level) and for data aggregation” (prevents data duplication).
While the topology of the WBAN is clustered logically, introducing hierarchy,
the transmission ow is also controlled by elected cluster heads (CH). Various
algorithms are proposed for the election process of the CHs, which is a crucial
process for energy optimization. e main idea is balancing the energy usage of
the clusters and increasing the lifetime of the network. e next phase is-the clus
ter formation, in which nodes based on some heuristics decide to join to a certain
CH for forming a cluster.

Unfortunately, current networking protocols cannot be applied to nanocom
munication. ey are too complex for nanosensors, and the energy constraints of
nanosensors cannot sustain such protocols. Due to the nanoscale dimensions of
the sensor nodes and the size of their antennas, THz frequency is the only band
where the communication can be done. As a result, new protocols, new modula
tion techniques, and new signal-encoding methods are necessary for THz frequency
communications.



38 Internet of Nano-Things and Wireless Body Area Networks

3.7 Open Research Issues

Environment Monitoring: IoNT helps in controlling and enhancing the- pro
ductivity in agriculture by monitoring the temperature, humidity, and pH of the
soil. Several types of nanoparticles and their composites have been found useful
in pesticide management and antiphytopathogens. Nanoparticles are also used to
control fungi in plant]. ese particles can be embedded into a nanosensor and

the deployment of utilization of these particles can be controlled and monitored
by IoNT. e fertilizer can be released to the plant on an on-demand basis using
IoNT. A drone can be used to monitor the health of the plants by studying the air
around them. If any information has been found about any pest/fungi, the drone
can release the nanosensor on the infected plant. Using IoNT, the information
about the infected plant can be sent to the owner and he/she can trigger the release
of nanosensors.

Detection of Viruses and Bacteria: Due to rapid changes in the weather con
ditions, there are various environmental side e ects where bacteria or viral infec
tions signi cantly appear. e nanosensors that are deployed in various locations in
the environment (inside and outside the buildings) can be able to identify and take
the necessary measures that can be used to reduce the infection and bacteria. Fc
instance, for smart cities, smart nanosensors can be produced in order to keep a city
clean. e nanosensor can be placed near the garbage bin and once any pollutant
is found in the air a trigger is generated to release cleaning nanosensors to clean u
that particular area.

Food PackingNanosensors can provide real-time status of the food freshness,
which helps in obtaining the exact expiration date. Nanosensors can be used for
tracking the product, brand protection, and authentication of documents like pass
ports. Once these nanosensors are equipped with the facility to communicate wire
lessly using IoNT, they may replace RFIDs and barcodes. e packaging can be
made interactive, where the item will send a message to the personal device if it is nof
stored or placed in proper condition. To avoid waste, a message can be send to the
mobile device in range indicating its expiration date. Also in the delivery chain, the
product can be tracked on real time without any involvement of the courier service.

Nanosensors for Avoiding Tra ¢ Accidents: Nanosensors are used to iden
tify the drowsiness of a driver and transfer the information to a device using
Bluetooth. IONT increases the monitoring range when compared to Bluetooth.

It should be added that every vehicle should be equipped with a sensor to detect
drowsiness/drunkenness and transfer the information to the central control room.
Further advancement can be made by deploying and networking nanosensors
within the vehicle to help in deactivating the engine/vehicle when the condition
of the driver is not appropriate to drive. IoONT enables assisted driving where the
tra ¢ conditions are routed to the navigation system present in the vehicle and
will help in choosing the optimized path. e entire navigation within a city will
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available at the central monitoring station and make monitoring of important
activities easy.

DefenseNanotechnology research remains a major national initiative in most
nations. It addresses the needs and challenges in national security and public safety
e signi cant breakthrough in nanotechnology can have a high potential to a ect
military capabilities. e key capabilities include power and energy-e cient mate
rials, highly resistive materials, and coatings for platforms and weapons such as
nanoarmors, nanomedic future war ghting, and chemical/biological warfare
defense machines.

Energy Harvesting (EHmethods in nanosensors can be classi ed based
on the ambient energy sources from which they generate electrical energy. at
is because of the fact that utilization of the harvesters depends highly on the
availability of the ambient sources. e output voltages, output power densities,
sizes, and ideal conditions for each harvesting mode have to be considered as
well. Nanoscale batteries cannot store much energy for the long duration of the
non-stopping operations in the nanosensors. Although supercapacitors are used
nowadays to replace the batteries’ usage due to their small size, EH in nanosen
sors aims to completely remove the energy storage element from the nanosensol
system and/or IoNT paradigm. erefore, removing the energy storage units
while utilizing e cient energy harvesting methods can be still a hot research
topic.

Meanwhile, there are several challenges which face the implementation of the
nanosensor communication networks (i.e., the WBAN) using nanotechnology. For
example, security of transmitted data and privacy concerns is a great issue in this
domain. Moreover, modeling the wireless communication channel over/through
the human body is another signi cant research area nowadays. Unfortunately, cur
rent wireless network protocols cannot be applied to hanocommunication. ey
are too complex for nanosensors, and the energy constraints of nanosensors cannc
sustain such protocols.

3.8 Concluding Remarks

e development of nanotechnologies, nanosensors, and IoNTs will have a great
impact on advanced development in almost every eld in near future, and they will
lead to development of inexpensive, portable devices for the broad detection, iden
ti cation, and quanti cation of biological and chemical substances. Researchers
are currently working in development of nanosensors comprising IoNT for live
deployment in varied areas in the near future. In this paper, in-depth review with
regard to nanosensors for IoNTs is presented, which is regarded as next evolution
ary step in the world of nanotechnology, in addition to hanosensors, applications,
and research areas.
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4.1 Introduction

Millimeter and terahertz waves are both electromagnetic waves just like microwaves,
radio waves, and visible and infrared ligB}. [Electromagnetic waves, up to and
including microwaves that have relatively low frequencies, are generally una ected
by rain and other atmospheric e ects. is has made them suitable for long-range
radio communications such as television (TV) and radio broadcasting eommuni
cations. Nevertheless, as the wavelength becomes shorter, it becomes more di
cult for those waves to penetrate through objects/medium molecules. Millimeter
and terahertz waves su er from attenuation caused by rain and resonant absorp
tion in oxygen and water molecules, so they are usually unsuitable for long-range
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radio communication8,[4]. However, with the advances of technologies and low-
cost integration solutions, millimeter technology has started to gain a great deal of
momentum from academia, industry, and standardization Bhdrestjcularly,
advanced beamforming technologies enabled by the utilization of large numbers of
millimeter wave antennas with small size dipoles can promote the dense antenna
arrays in compact base stations for small cell network densi cation in congested
urban areas to increase directionality, overcome propagation path loss, and expanc
data capacity while connected to the cloud. e millimeter-Waves (mm-Waves) and/

or terahertz (THz) systems have been used in the medical industry via nanodevices
and sensors, in order to transmit patients’ vital signs (e.g. SPO2, pulse, blood pres-
sure, etc.) at short ranges to reduce the number of leads from the patient’s body.
Moreover, recent development of radio frequency integrated circuit (RFIC) design
and relatively inexpensive power e cient complementary metal oxide semiconduc-
tor (CMOS) processing for semiconductor manufacturing have opened the millime
ter wave bands and sub-millimeter wave bands for commercial use, as evidenced b
the IEEE 802.15.3c and IEEE 802.11ad [12-16].

e vision of millimeter wave communications is to unleash the 30—-300 GHz
spectrum with the potential of a new spectrum suitable for wearable devices and
its IoNT applications. at is mainly due to these communications’ wavelengths
in the range of millimeter order [6—9]. Short wavelengths have been proven to be a
great alternative for large amounts of data transmissions at once in mm-Waves. e
mm-Waves’ vision enables low cost backhauls, last-mile wireless broadband acces
low interference in highly dense millimeter small cells, low latency in uncompressed
high-de nition multimedia transfers, and the wireless access to thtlclésid [
can dramatically change the future of wearable devices as it can a ect its inter- and/
or intra-communications techniques. And it makes these devices widely accessible
through the Internet and other advanced communication technologies such as the
fth generation (5G) in cellular networks.

In this chapter, we focus on design aspects of the mm-Waves and their applica-
tions in the Internet of Nano-ings (IoNT) era. e IONT is the interconnection
between nanoscale devices with the existing communicating network technology
and/or the Internet. e intrabody network is one of the architectures of the Internet
of Nano-things, where nanomachines, such as nanosensors injected into the human
body, are controlled on a macroscale level by the healthcare service provider ovel
the Internet. Authors 9] provide an example of a wearable device with a micro
gateway, which receives data from nanosensors in the human body and transmits
the data to the patient’'s doctor. e interconnected o ce is another architecture. In
this one, all devices in an o ce are tted with nanotransmitters which allow them to
connect to the Internet, and hence, the user is able to e ortlessly locate and know the
condition of the o ce elements. In IoNT, micro- and nanodevices are connected to
each other and the Internet via local gateways applying the mm-Wave technology.
Integrating IoNT with other local area networks using this mm-Wave technology
can signi cantly expand the range of services which can be provided to public users
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as well as decision makers. Due to the peculiarities of the mm-Wave/THz commu
nication, which enables enormous bandwidth and negligible transmission delay, the
probability of collision is considerably less in IONT than that of traditional wireless
networks. Furthermore, the mm-Wave technology has been claimed to provide a
unigue and secure identi cation method for the connected physical items, in addi
tion to managing the rapidly changing data in a real-time fashion. And thus, loNT
has applied it in/out door environments for healthcare and industrial applications,
which makes it possible to connect everything at any time and any place. However,
the unique characteristics of the mm-Wave/THz communication band and speci ¢
challenges in IoNT, such as energy constraints and random network topology, pre
vent the direct implementation of traditional wireless communication techniques
without a careful study beforehat@j [

In this chapter, we highlight the technical issues that can a ect its applicability
and practicality in critical missions. Accordingly, the mm-Wave signhal-propaga
tion models are investigated and analyzed in this chapter for better understanding
of the physical properties and the unigue characteristics in this communication
technology. Moreover, the antenna design aspects and security issues are covere
Finally, we wrap up this chapter by highlighting the open research issues and a few
concluding remarks in this area.

4.2 mm-Wave Propagation Models

To get an insight on the challenge associated with mm-Wave propagation, we need
to revisit and have a look at Friis’ Law, which represents the most fundamental,
basic propagation model applicable in free-space environments. In this model, the
transmitted poweR, and received powEr,in linear scales are related by the fol
lowing formulal7]:

=) 2
R GG id f c 4.2
wherdl in EqQ. (4.1)s the separation distance between the transmitter and receiver,

is the wavelength, is the frequency of the wavis, the speed of lighg, is the
transmit antenna gain agdis the receive antenna gain. Friis’ Law indicates that
the isotropic path loss (i.e., the degradation in the transmitted power) increases
with the increment in the squared wave frequéhcys fact implies that mm-
Wave propagation will experience a much more severe path loss compared to wave
with lower frequencies (i.e., below 6 GHz, which are traditionally used in cellular
networks such as 2G-GSM, 3G-UMTS, and 4G-LTE).

However, the challenge of having severe propagation path loss in mm-Waves can

surprisingly be solved by using highly directional array antennas. To understand
how this works, we must pay attention to the fact that for a given physical antenna
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aperture, the maximum directional gains generally scale with freq@emgy as

f 2, since more antenna elements can be squeezed and t into the same physical
area as a result of having a small wavelength in the mm-Wave range. erefore,
the directional gain, which can be resulted from the ability to use massive antenna
elements to form the transmission beam, can easily compensate and substitute the
increased propagation path loss at mm-Wave frequigicle®in this intuitive
explanation, one can conclude that there is a formidable need to use directional
transmissions with high-dimensional antenna arrays to compensate for path loss in
the mm-Wave propagation environments. is phenomenon explains why multiple-
input multiple-output (MIMO) with beamforming is a de ning, indispensable
design component for mm-Wave communication sys@ms [

Although propagation loss can roughly be predicted by Friis’ formula, the
measurement of actual path loss in general environments depends highly on the
speci ¢ 3D location of objects and materials that can attenuate, scatter, re ect,
and di ract signals. To calculate the path loss in mm-Wave bands, the ray trac
ing method has been used in the literature in predicting geometry-based and site-
speci c mm-Wave propagation, particularly in indoor environriéht8dsides,
there is a large amount of e ort in developing and producing mm-Wave statisti
cal models that characterize the distribution and statistics of path losses over an
ensemble of environmen2§)][ Particularly, many studies have been conducted
in short-distance links in indoor wireless LAN or PAN systems, which are mostly
very suitable for lIoNT applications. Without loss of generality, the average path loss
(excluding small-scale fading) in mm-Wave environments can be described by the
most common statistical model given as follows:

PLd B 10 logo d , N O, ? 4.2

where d ishte distance between sender and receiver, aedenvironment-
dependent parameters, and is a lognormal term, including the variance in shad
owing e ects. e precise values of the parameters given in the previous model can
be found in 21], [22], and RJ for short-range and indoor settings. Meanwhile,

the proposed path loss formul&bi is at THz, and has two parts: the absorption
path loss and the spread path loss. Four di erent power spectral densities (p.s.d.)
were studied by authors §3][i.e., optimal p.s.d., at p.s.d., the Gaussian pulse
and the p.s.d. for the case of the transmission window at 350 GHz, which con
cluded that for the very short communication range, quite high transmission bit-
rates can be supported, up to terabits per second, indicating the promising future
of the nanocommunication.

Despite the ability to overcome and compensate for the challenge of propagation
path loss for mm-Wave frequencies by using directional transmissions enabled by array
antennas, a more signi cant challenge is their severe sensitivity to blockage. Di erent
materials can attenuate mm-Wave frequencies by di erent levels. For instance, brick
can decrease the power of mm-Wave signals by as much as 4024 80elieds
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the human body can cause a 20 to 35 dBR#sSimilarly, foliage loss can also be
very high depending on the type of plant leaves that the signal tries to @éhetrate [
e human body and materials used in most buildings are relatively re ective in
mm-Wave bands. e scatterings and re ections from these materials enable cover
age via non-line of site (NLOS) paths. is interesting feature related to NLOS
coverage in mm-Waves is deemed as good news for cellular systems supporting
IoNT devices since coverage in this case is possible up to 200 m from a certain
transmitter27).

Blocking models can be quanti ed statistically as]iar[derived analytically
from random shape theory as can be fourzfimf from geographic informa
tion as in 30]. Using these kinds of models, it is possible to analytically investigate
and quantify both coverage and capacity in mm-Wave cellular networks using the
theory of stochastic geomeB§}.[One nal notice to mention is that the stan
dard multipath MIMO models used in lower frequencies can be directly applied to
describe the spatial properties and multi-path channel characteristics of mm-Wave
MIMO systems3Z.

4.3 Antenna Design Aspects

Wireless communications in mm-Wave bands (28, 38, 60, 73 GHz, and beyond)
has recently drawn and attracted an increasing interest due to the scaree availabil
ity of unoccupied spectrum in lower-frequency bands. One of the well-recognized
advantages of mm-Wave communications is the ability to utilize electrically large
antenna arrays to form highly directive beams that can combat the- propaga
tion attenuation (losses) and blockage challenges. However, the cost and power
consumption of mm-Wave mixed signal analog/digital components can make
it impractical and ine cient to utilize a radio frequency (RF) chain for each of
the antenna elements in a large array to enable MIMO signal processing in the
baseband. Hence, di erent mm-Wave architectures and designs that are capable
of addressing the challenges of both cost and power have the potential for maxi
mizing the bene ts of mm-Wave spectrum in the next generation of wireless
communication systems. ese prospective antenna architectures can be divided
and classi ed into three main beamforming antenna designs, which are discussed
as follows:

Analog beamformig: Traditional phased array (TA) architecture is a natu

ral choice for alleviating the challenges of accommodating power-hungry RF
chains and analog-to-digital/digital-to-analog converters (ADC/DAC) for
each antenna element. In this architecture, beamforming is accomplished by
including a variable phase shifter per antenna element as shown in.Figure 4.1
Phase shifters are typically followed by transmit/receive ampli cation and
switch (A&S) stages to meet radiated/received power requirements. Due to the
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Figure 41 Analog beamforming architecture at the transmitter and receiver sides.

signi cant reduction in RF chain and ADC/DAC units count, the power con
sumed by the phase shifters of the large format traditional arrays becomes a
critical power e ciency consideration. Larger antenna arrays are also expected
to need phase shifters with more bit states and lower quantization errors to
achieve desired beamforming performance, further triggering the power e
ciency issue. Most importantly, the data rate of the traditional phased-array
architecture is ultimately limited due to the inability to support simultaneous
multiple MIMO stream transmissions.

Hybrid (analogdigital) beamforming: e need to provide multiple

MIMO stream transmissions to support multiple users while maintaining

a reduced number of RF chains has resulted in the introduction of hybrid
(analog/digital) MIMO architecture83[34]. e usual hybrid MIMO
architecture is based on the traditional phased-array approach. Here, the
RF signal from each RF chain (a total numbe) if $plit into antenna
elements (a total number oj Bnd passed through phase shifters before
the antenna interface as depicted in Figuréiérite, the total number of

phase shifterSlIPS=N L) and associated power consumption dramatically
increase. is usual hybrid MIMO architecture is essentially a superposition

of L phased arrays—each RF chain having the capability to form and steer
the narrowest possible beam with the aid of its own phase shifter network

Radio Radio
DAC frequency frequency ADC
(RF) chain (RF) chain
Radio Radio
Base—ba}nd frequency frequency Base—ba}nd
processing (RF) (RF) processing
Radio precoding combining Radio
DAC frequency frequency ADC
(RF) chain (RF) chain

Figure 4.2 Hybrid (analog/digital) beamforming architecture at the transmitter
and receiver sides.
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Figure 4.3 Lens array-aided leamforming architecture at the transmitter side.

(i.e., RF precoder/combiner). It should be mentioned that the high pewer con
sumption and complexity of hybrid MIMO architectures motivated the con
sideration of alternative architectures that exhibit reduced number of phase
shifters or replace phase shifters with signi cantly more e cient switches.
Lens array-aidd beamforming:is unique architecture, which is also
named continuous aperture phased (CAP)-MIBED3[], enables multi-

beam steering and data multiplexing with minimal complexity among all the
available ones in the literature. is is achieved by concurrently generating P
number of beams and multiplexing data into them by using the lens array-
based antenna architecture as shown in Figubs ér@nt beams directed
toward di erent directions are produced by exciting a certain number of feed
antennas. Data multiplexing into the feeds is attained by using a mm-Wave
beam selector which represents the most complex part of the CAP-MIMO
transceiver.

4.4 Con dentiality Aspects

Con dentiality, authentication, integrity, and availability are indispensable secu
rity services for loNT communication systems. Among all these di erent services,
con dentiality represents the most critical one, as it prevents the information leak-
age to eavesdroppers and unauthorized devices from one side, and constitutes
rst-step protection against other common security attacks from another side.
Particularly, the eavesdropped data can be exploited to cause di erent types of
security breaches such as denial of service (DoS), identity-based attacks, man-in:
the-middle attacks, session hijacking, spoo ng, sni ng, and data modi cation.

To achieve con dentiality, encryption-based approaches can be used -as a classi
cal solution against eavesdropping. However, conventional approaches based or
encryption and cryptography entail many hurdles and practical di culties for
future wireless systems. As a potential alternative to cryptography, physical layer
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security (PLS) has emerged as a new concept that can supplement and may evel
completely substitute encryption-based appro@éhes pasic, essential idea of

PLS is to exploit the characteristics and features of the wireless channel, including
its randomness, dependence on transceivers’ locations, reciprocity in time division
duplexing (TDD) system, and impairments, including noise, fading, dispersion,
interference, etc. to guarantee security against eavesdsg@ppirgy the pri -

mary design objective of PLS is to boost and increase the performance di erence
between the legitimate receiver’s link and that of the eavesdropper by the utilization
of well-designed transmission schemes.

e adoption and application of PLS to mm-Wave communication systems,
which are deemed as suitable candidates for IONT wearable devices,-is a notice
ably emerging area of research. is is motivated and supported by the fact that
the features and characteristics of the mm-Wave channel are signi cantly di erent
from those of microwave channels (u-Wave). Accordingly, the unique and special
characteristics of mm-Wave channels, including very short-wave length; larger sys
tem bandwidth, directionality by using massive antenna arrays, and short-range
transmissions due to severe path-loss propagation and sensitivity to blockage, car
all be judiciously exploited together to help improve the secrecy performance of
future wireless networks (5G and beyond). Many contributions have been made
in this domain; here we summarize some of the key works and studies in order to
(1) highlight the potential of this new emerging area of research for boosting and
improving the delivered secrecy and (2) discover and gure out the potential future
research topics that can be pursued fuggler [

In [39], a detailed secrecy performance analysis was performed on both noise-
limited and arti cial noise (AN) assisted mm-Wave networks using the stochastic
geometry framework. For both cases, the non-colluding and colluding eavesdrop
pers’ scenarios were assumedlOnthe characterization of the secrecy outage
considering blockages at Bob and Eve was evaluated in a mm-Wave network coex
isting with a microwave network. 4d][and B2, authors explained how to apply
the AN (arti cial noise)-based scheme to mm-Wave systems and then analyzed
the obtained secrecy performanceldnthree secure transmission schemes were
comprehensively investigated over an mm-Wave channel by evaluating both the
secrecy outage probability and the secrecy throughput. Particularly, the authors
analyzed the new secrecy properties of the maximum ratio transmission (MRT)
for the mm-Wave system. en, another two secure transmission schemes were
introduced, namely AN-based beamforming and partial MRT-based (PMRT)
beamforming.

In [44], a simple directional modulation technique, called antenna subset modu
lation (ASM), was introduced by utilizing the potential of massive antenna arrays
to provide secrecy. It was revealed that ASM achieves coherent symbol detection a
the desired direction, while ensuring a high error rate in the undesired directions. In
[49, the secrecy throughput was analyzed from the perspectives of delay-tolerant and
delay-limited transmission schemes, using analog beamforming with phase shifters
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to reduce the system cost. e authorsdd] jproposed a new wireless transmission
technique, called silent antenna hopping (SAH) or low-complexity4d&Sko [

further enhance the achievable secrecy. SAH is composed of a phased-array trans
mitter followed by antennas with an on-o switching circuit. is scheme ensures
scrambling the constellation points in both amplitude and phase in the undesired
signal direction.

In [48], the authors generalized the scheme propodé&tiand §7] to a new
architecture, called switched phased-array (SPA), to further enhance the physical
security. SPA was shown to work as a platform for three di erent transmission
techniques: (1) conventional phased-array transmission; (2) antenna subset trans-
mission (AST) technique; and (3) silent antenna hopping (SAH) transmission
technique. In49], the authors proposed a transmission scheme which can provide
more security than the ASM scheme proposéd]iar{d with low computational
complexity. is was attained by designing an optimized antenna subset selection
based on an iterative fast Fourier transform (FFT). e physical layer security per
formance in mm-Wave ad-hoc networks was exploB}l intjere eavesdroppers
are randomly located, and can intercept con dential messages as they may be situ-
ated in the main signal beam. Particularly, the authors characterized the impact of
mm-Wave channel features, random blockages, and antenna gains on the secrec
performance.

e authors of [5]] thoroughly studied physical layer security in a MISO mm-
Wave scenario in which multiple eavesdroppers with a single antenna are randomly
situated in the network. In this study, both maximum ratio transmitting (MRT)
beamforming and arti cial noise (AN) beamforming are investigated. It is reported
that the achievable secrecy level is closely a ected by eavesdroppers’ density in th
network as well as the spatially resolvable paths of both Bob’s and Eve’s channel:
in mm-Wave systems. e work ihg] studied secure beamforming (BF) for fth-
generation (5G) cellular systems operating at the mm-Wave frequency and coexist
ing with a satellite network. In this work, a uniform planar array is employed at
the base-station where it is assumed that the channel state information of multiple
eavesdroppers based on imperfect angle-of arrival (AoA) is known. Under the con
straint of the interference and transmit power of the base station (BS), authors
formulated a constrained optimization problem in order to maximize the secrecy
rate of worst case of the cellular user. Afterward, they also proposed-two beam
forming methods to solve the optimization problems for the case of uncoordinated
and coordinated Eves. 83| the authors proposed an interesting PLS scheme for
mm-Wave communication based on a hybrid MIMO phased-array time modu
lated DM. e basic idea is to divide the transmit array into multiple sub-arrays.

All the sub-arrays can jointly work as a MIMO for multi-user communications or
higher angular resolution while each sub-array forms a secure directional beam.
More importantly, e ective security can be achieved by applying a time-modulated
DM scheme for phased MIMO mm-Wave wireless communication without having
knowledge of eavesdroppers.
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4.5 Open Research Issues

Despite the varying advantages o ered by the mm-Waves, they su er from a
number of critical problems that must be resolved. ere is a need to distinguish
between di erent standards for broader market exploitation; the IEEE 802.15.3c is
positioned to provide gigabit rates and longer operating13né¢ these rates

and ranges, it is a nontrivial task for millimeter -wave systems to provide su
cient power margin that assures a reliable communication link. Furthermore, delay
spread across the communication channel is another limiting factor for high-speed
transmissions.

Meanwhile, the emergence of mm-Wave communications has certainly created
the need for new signal processing, channel modeling, circuit, antenna; and com
munication designs and security aspects. As seen from the above literature, many
of the proposed approaches for securing mm-Wave systems do not pay much atten
tion to the fact that applying security techniques in the digital baseband domain
(like conventional systems) is extremely challenging in mm-Waves and should be
avoided as much as possible due to issues related to power, complexity, and cost c
future IONT devices. erefore, there is a need for devising new practical security
designs that can be im