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-​ Used curl on the command line to input credentials for natas4 whilst directing into natas5 
and received “Access Granted” with credentials.

Natas5
-​ This challenge was cookie based as the moment we logged in it knew we were not a 

previously stored user. We went into application, Cookies, and changed the value for user 
loggedin (us) from 0 to 1.



Natas6

http://natas6.natas.labs.overthewire.org/includes/secret.inc
-​ Found this hint in the source code as an included file/directory that was being pulled 

from.
Next Section: natas7:bmg8SvU1LizuWjx3y7xkNERkHxGre0GS

Natas7 

Next section: natas8: xcoXLmzMkoIP9D7hlgPlh9XD7OgLAe5Q
-​ Found hint in source code for hidden directory and added that into URL to find next 

password

http://natas6.natas.labs.overthewire.org/includes/secret.inc
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-​ Noticed the source code had a deciphering sequence, copied the sequence into 
chatGPT for execution

Next section: natas 9:ZE1ck82lmdGIoErlhQgWND6j2Wzz6b6t

Natas9 

Injected this in the “Find words containing”: needle=; cat /etc/natas_webpass/natas10
-​ There was a vulnerability in the code at this line: passthru("grep -i $key dictionary.txt");
-​ This allowed us to then run the command cat /etc/natas_webpass/natas10 and output the 

password

Next section: Natas10: t7I5VHvpa14sJTUGV0cbEsbYfFP2dmOu
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Next section: natas11:UJdqkK1pTu6VLt9UHWAgRZz6sVUZ3lEk

Entered: . /etc/natas_webpass/natas11
-​ Exploits the grep command, it caused grep to treat /etc/natas_webpass/natas11 as the file 

to search in instead of dictionary.txt
-​ The . is used for grep to output the entire contents of the file
-​ This worked because the PHP script did not sanitize the input to prevent unauthorized file 

paths or filenames, which allowed it to pass the checks added for legitimate searches, it 
appeared legitimate to the source code
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