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INTRODUCTION 
 
a) Higher farm education recognises that confidentiality is the central trust between a service   user and Higher farm education, enabling the development of open and honest relationships between services users and Higher farm education staff, sessional and agency workers. 
b) All staff, service users, visitors, of Higher farm education will be informed of this policy and will be provided with a written copy on request. Any individual who has difficulty reading the policy will be read the policy to ensure that everyone using the project understands its contents. This policy should be clearly explained both verbally and in written form prior to assessment for a placement and at regular intervals throughout their tenancy.  Regular formal training will be provided as part of workers induction and form part of workers training and development plans.   
 
c) In order to be effective the agency needs to conduct itself on the basis that information given by service users or other agencies will be held on a confidential basis. 
 
d) However, in order to work effectively and in order to safeguard children and young people the agency also needs to share information with other agencies in order to provide seamless care for the service user or an integrated care pathway to support the young person. 
 
e) The purpose of this policy is to determine how this contradiction can be managed. 
 
f) This policy will cover the sharing of information with other agencies, breaches, consent, employment practice and children and young people. 
 
g) All service users must be informed when information will be kept in confidence, when it will be shared with other services involved in their care and in what circumstances confidentiality will be breached. 
 
1. 	INFORMATION SHARING  
 
a) The increasing frequency and complexity of collaborative working between Higher farm education and other statutory and voluntary agencies and organisations, including Children’s Services, Social Services, Healthcare Trusts, Probation, Housing and relatives, requires the sharing of information in order to provide effective services for service users. A young person with complex needs may have a care plan involving several relevant services/others. Information sharing in such cases is essential to provide a coordinated and seamless process. Confidential information should normally only be divulged with the service users informed consent. 
 
b) Information about service users is confidential to the project as a whole not to individual workers. Discussion of service users with colleagues will always be purposeful and sensitive. General discussion about a service user, that does not serve the best interest of the service user, is a breach of confidentiality. 
 
c) When asked to provide confidential information about service users to relevant organisations, employers or friends & family, workers should seek the service users informed consent, anonymise data where unidentifiable data will serve the purpose and keep disclosures to a minimum.   Information should be shared on a “need to know” basis and workers must always be prepared to justify a decision to breach confidentiality. 
 
d) All confidential information on computers must be password protected from unauthorised disclosure. Similarly case records, including consent forms, have to be accurate up-to-date and should be stored, and disposed of, in a way that protects information and complies with the Data Protection Act (1998), which came into force on 1 March 2000. Where consent has been gained workers should always check the identity of those requesting information. In the case of telephone requests workers should always phone the caller back and make sure they cannot be overheard. 
 
e) Service users and carers should be advised why and with whom confidential information will be shared in order to gain informed consent. Service users have a right for information to be used in their best interest. 
 
f) The guiding principle is that the exchange of information should be on a “need to know” basis at the discretion of the worker giving the information. The worker must be satisfied that the recipients are bona fide personnel and the information will be used for its intended purpose. 
 
 
2. 	BREACHES 
 
a) A decision to disclose confidential information without the service users consent should not be made lightly and only after consultation by the worker with the Referral Co-ordinator or available supervisor. Every effort must be made to discuss the situation with the service user and encourage them to contact the relevant authorities themselves.  
 
b) Higher farm education may breach personal information to the relevant authorities without the consent of the service user to avoid serious harm to the service user or other people (self harm, violence, neglect or abuse toward an adult or child) and / or where legislation requires disclosure (Prevention of Terrorism Act 1971) or a court of law or other legal tribunal has ordered disclosure (Police and Criminal Evidence Act 1984). 
 
 
3. 	CONSENT 
 
a) At assessment all young people are to be informed that information about them may be exchanged with other agencies and in what circumstances this may occur.     
 
b) The service users’ explicit informed consent to disclosure should be sought from service users wherever possible.  This should be done at Assessment through Consent Forms, which should be kept up-to-date. A general consent to share all information does not represent full explicit consent. Rather consent needs to be specific and current. 
 
c) At the outset Young people need to be informed that Higher farm education may share statistical information with partner agencies for specific issues relation to service development and improving provision to children and young people. 
 
d) Where information has been exchanged, with or without consent, the person should be informed. The person does not need to be informed if in doing so would create a risk to the public, to staff or to the person.  In these circumstances the reasons not to inform the person should be recorded.  
As individuals have a “right of subject access” to information held on them, records of why someone has not been informed  (because of risk to themselves and/or others) should be kept separately in case files and not made accessible to them. 
 
e) Where consent has not been obtained information can be shared with other agencies if it relates to one of the exceptions as outlined in Section 3 Breaches. 
 
 
4. 	EMPLOYMENT PRACTICE RELATING TO CONFIDENTIALITY 
 
All staff should accept responsibility for the security of confidential information.  The Project will therefore ensure that: 
a) Staff are able to carry out their duties in a supportive environment of openness and honesty where mistakes and untoward incidents are identified quickly and dealt with in a positive and responsive way. Staff should be aware however, that unauthorised breaches of confidentiality may lead to disciplinary procedures. 
 
b) Staff are properly trained and competent to receive and deal with confidential information. 
 
c) Induction procedures for staff and students involve familiarisation with the agency’s Confidentiality Policy. 
 
d) Procedures relating to confidentiality are regularly monitored and reviewed. 
 
e) In line with the seventh principle of The Data Protection Act (1998): 
 
“Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data”. 
 
Therefore, all personal information and data held in case files and on computerised systems will be considered confidential and not accessible to any unauthorised personnel, other service users or visitors to the service. 
 
 
5. 	CHILDREN AND YOUNG PEOPLE 
1. Under The Children Act 1989 the interest of the child is always paramount, overriding any other public interest consideration. 
2. Where there are concerns that a child or young person is “suffering from significant harm” workers should bring their concerns to their line manager and if it is decided that confidentiality is to be breached then consent from the individual involved should be sought and if possible they should be involved in the referral process. 
3. Consent should not be sought where there is a further risk of harm to the child or young person. 
 
 
6. 	GUIDELINES FOR STAFF ON EXCHANGE OF INFORMATION 
 
a) Specific Concerns About the Welfare of a Child 
 
           Inform the appropriate Social Services Children & Referral/Families Team. 
           Inform Team Leader/immediate Line Manager. 
           Record fully in case file. 
           Contact details of Social Services Children and Families Team  	0300 123 5012 
 
 	b) Children Who Have Unmet Needs  
 	 
If the child of a service user is identified as having an unmet needs (in relation to their social, educational or health needs) obtain the consent of a parent with Parental Responsibility to either make a referral to another agency or agreement to a member of Higher farm education staff undertaking an assessment using the Common Assessment Framework 
 
c) Young People Who Are Deemed to be Gillick Competent 
 
Young people who are children of adult service users or service user in their own right, when deemed to be of sufficient understanding to  consent to receive services in their own right do not need parental consent. Good practice requires staff to encourage young people to share information with their parents, however their wishes must be taken into consideration. 
 	 
 
4. Risk of Harm to Others 
See guidelines in the Risk Management Policy. 
Inform Police if carrying a weapon with intent to cause harm. Inform Senior Manager on duty immediately  Record incident on Teach N Go. 
Complete incident report sheet for incidents occurring on premises. 
 
5. Risk of Harm to Self 
See guidelines in the Risk Management Policy. 
Inform Police if carrying a weapon with intent to cause harm. Inform Senior Manager on duty immediately  Record incident on Teach N Go. 
Complete incident report sheet for incidents occurring on premises. 
. 
 
6. Disclosure of Information to Relatives 
The service users’ consent should always be gained for disclosure of information to a relative unless there is a risk of harm to the relative. 
 
7. Local Area Agreements 
Agreements will be made at Steering Groups and with referral partners around Information Sharing Policies and Legal Requirements in relation to specific client group’s requirements. 
 
7. 	SPECIFIC GROUPS AND SETTINGS 
a) Any group that can experience prejudice and assumptions about their care may have particular concerns about confidentiality which should be taken into consideration: 
· Lesbian, gay and transgendered individuals may feel that their sexuality will be told to individuals without their permission or assumptions will be made about their sexual practices. 
· Individuals with a blood borne virus like HIV or hepatitis C may be concerned that information about their condition will be shared, affecting attitudes towards them, insurance and employment.  
 
b) People from these groups have the same rights to confidentiality as anyone else. However, they may need extra reassurance about confidentiality and information sharing practices. 
  
c) Staff can be asked to attend child protection conferences to give confidential information about a service user in reference to their contact with a child. The service user does not need to give consent to this information being disclosed but consent should be gained where possible. The conference may want information about drug misuse which should be provided in the interests of child protection, in accordance with local area safeguarding arrangements. Attendance at child protection conferences should be prioritised, though a written statement is acceptable. 
 
8. 	CALDICOTT PRINCIPLES 
a) Higher farm education acknowledges the six Caldicott Principles and adheres to these principles in all circumstances  
 
b) 1. Justify the purpose(s) of using confidential information 
• Every proposed use or transfer of service user-identifiable information within or from an organisation should be clearly defined and scrutinised, with continuing uses regularly reviewed, by an appropriate guardian. 
 
c) 2. Do not use patient-identifiable information unless it is absolutely necessary 
• Patient-identifiable information items should not be included unless it is essential for the specified purpose(s) of that flow. The need for patients to be identified should be considered at each stage of satisfying the purpose(s). 
 
d) 3. Use the minimum necessary patient-identifiable information that is required 
• Where use of the service user-identifiable is considered to be essential, the inclusion of each individual item of information should be considered and justified so that the minimum amount of identifiable information is transferred or accessible as is necessary for a given function to be carried out. 
 
e) 4. Access to service user-identifiable information should be on a strict need-to-know basis 
• Only those individuals who need access to service user-identifiable information should have access to it, and they should only have access to the information items that they need to see. This may mean introducing access controls or splitting information flows where one information flow is used for several purposes. 
 
f) 5. Everyone with access to service user-identifiable information should be aware of their responsibilities 
• Action should be taken to ensure that those handling patient-identifiable information – both professional and support staff – are made fully aware of their responsibilities and obligations to respect patient confidentiality. 
 
g) 6. Understand and comply with the law 
• Every use of patient-identifiable information must be lawful. Someone in each organsiation handling patient information should be responsible for ensuring that the organisation complies with the legal requirements. 
 
 
Data Protection Standards 
 
1.1 Higher farm education collects and uses certain types of personal information about staff, clients and other individuals who come into contact with the organisation in order to provide an educational experience and associated functions. In order to carry out our ordinary duties to staff, and our service users, we process a wide range of personal data about individuals as part of our daily operations. Higher farm education may be required by law to collect and use certain types of information to comply with statutory obligations related to employment, education and safeguarding, and this policy is intended to ensure that personal information is dealt with properly and securely and in accordance with the General Data Protection Regulation (“GDPR”), the Data Protection Act 2018 and other related legislation.  
1.2. The GDPR applies to all computerised data and manual files if they come within the definition of a filing system. Broadly speaking, a filing system is one where the data is structured in some way that it is searchable on the basis of specific criteria, so you would be able to use something like the individual’s name to find their information.  
1.3. This policy will be updated as necessary to reflect best practice, or amendments made to data protection legislation, and shall be reviewed annually.  
1.4. This policy applies alongside Higher farm education’s other policies and any other information the organisation may provide about a particular use of personal data, for example when collecting data.  
1.5. This policy also applies in addition to Higher farm education’s other relevant terms and conditions and policies, including: Record Keeping Policy; Social Media Policy, overarching safeguarding and health and safety policies;  
1.6 Anyone who works for, or acts on behalf of, the organisation (including staff, volunteers, Directors and service providers) is required to be aware of and comply with this policy.  
 
2. PERSONAL DATA  
2.1. ‘Personal data’ is information that identifies an individual and includes information that would identify an individual to the person to whom it is disclosed because of any special knowledge that they have or can obtain. A sub-set of personal data is known as ‘special category personal data’. This special category data is information that reveals:  
2.1.1. race or ethnic origin;  
2.1.2. political opinions;  
2.1.3. religious or philosophical beliefs;  
2.1.4. trade union membership;  
2.1.5. physical or mental health. 
2.1.6. an individual’s sex life or sexual orientation; 
2.1.7. genetic or biometric data for the purpose of uniquely identifying a natural person.  
2.2. Special Category Data is given special protection, and additional safeguards apply if this information is to be collected and used.  
2.3. Information relating to criminal convictions shall only be held and processed where there is legal authority to do so.  
2.4. Higher farm education does not intend to seek or hold Special Category Data (previously known as sensitive personal data) about staff or service users except where we have been notified of the information, or it comes to the organisation’s attention via legitimate means (e.g. a grievance) or needs to be sought and held in compliance with a legal obligation or as a matter of good practice. Staff or service users are under no obligation to disclose to Higher farm education their race or ethnic origin, political or religious beliefs, whether or not they are a trade union member or details of their sexual life, save to the extent that details of marital status and/or parenthood are needed for other purposes such as pension entitlements.  
 
3. THE DATA PROTECTION PRINCIPLES  
3.1. The six data protection principles as laid down in the GDPR are followed at all times:  
3.1.1. personal data shall be processed fairly, lawfully and in a transparent manner, and processing shall not be lawful unless one of the processing conditions can be met;  
3.1.2. personal data shall be collected for specific, explicit, and legitimate purposes, and shall not be further processed in a manner incompatible with those purposes;  
3.1.3. personal data shall be adequate, relevant, and limited to what is necessary for the purpose(s) for which it is being processed;  
3.1.4. personal data shall be accurate and, where necessary, kept up to date;  
3.1.5. personal data processed for any purpose(s) shall not be kept in a form which permits identification of individuals for longer than is necessary for that purpose/those purposes;  
3.1.6. personal data shall be processed in such a way that ensures appropriate security of the data, including protection against unauthorised or unlawful processing and against accidental loss, destruction, or damage, using appropriate technical or organisational measures.  
3.2. In addition to this, Higher farm education is committed to ensuring that at all times, anyone dealing with personal data shall be mindful of the individual’s rights under the law.  
3.3. Higher farm education is committed to complying with the principles in 3.1 at all times. This means that we will:  
3.3.1. inform individuals about how and why we process their personal data through the privacy notices which we issue. 
3.3.2. be responsible for checking the quality and accuracy of the information;  
3.3.3. regularly review the records held to ensure that information is not held longer than is necessary, and that it has been held in accordance with the companies record keeping requirements (Usually no longer than 3 years for most data items). 
3.3.4. ensure that when information is authorised for disposal it is done appropriately. 
3.3.5. ensure appropriate security measures to safeguard personal information whether it is held in paper files or on our computer system, and follow the relevant security requirements at all times;  
3.3.6. share personal information with others only when it is necessary and legally appropriate to do so;  
3.3.7. set out clear procedures for responding to requests for access to personal information known as subject access requests;  
3.3.8. report any breaches of the GDPR in accordance required processes. 
 
· Registered Manager o Is responsible for ensuring their staff are aware of and abide by this procedure. 
· Is responsible for the day-to-day management and oversight of electronic information used within their work areas to ensure this procedure is followed. 
· Is responsible for managing any 3rd party activity within their work area to ensure that the requirements in this procedure are adhered to. 
· Must ensure that removable media is returned to the Information Security Manager if staff leave. 
· Employees and contractors/Internal 3rd parties o Must not use any electronic information systems or removable media for work purposes other than those provided or explicitly approved for use by IT. 
· Are responsible for ensuring that all sensitive data stored on removable media (such as laptops) is encrypted. 
· Must always manage information securely. 
· External 3rd parties 
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· Must use any data supplied by HIGHER FARM EDUCATION in a secure manner and abide by IG contractual terms or an information sharing agreement which would be drafted in line with the broad principles of the Information Security Policy. 
· Are responsible for ensuring the security of any data supplied by HIGHER FARM EDUCATION. 
Principles of Electronic Information Handling  a. Restricting access to sensitive data  
i. It is essential to identify and separate sensitive data from information that is readily available to all internal network users. The separation of this data from normal business directories should be based on the impact of any data exposure. This can be achieved through authentication and authorisation rules set up by IM&T. This is commonly referred to as Controlled Access Based on the Need to Know.  
ii. Typically a system handling sensitive data will require a granular access system, where different users have different permissions to perform actions. This is commonly referred to as Role Based Access Control.  
iii. Staff and project members working with sensitive data must assess the access and roles of their service and conduct a risk assessment exercise, which will include a privacy impact assessment. Please contact the Information Security Manager for guidance in this.  b. Protecting data in transit  
i. Sensitive data must be protected while being transferred; this means the data must be subject to some form of strong encryption. This typically takes one of two forms:  
1. Data being transmitted over networks (Internet, email, file transfer, etc) 
2. Data being transferred on removable media (USB sticks, external hard drives, CD, DVD etc) 
3. Built in password protection features within applications, such as MS Word, MS Excel, etc, do not provide enough protection to protect sensitive data and therefore must not be used as the sole method of protection.  
c. Protecting data integrity  
i. Data integrity may be a requirement, particularly when exchanging batches of information. Consideration should be given to verifying data exchanges to mitigate the consequence of data arriving out of sequence or batches going missing. 
d. Protecting data at rest  
i. The storage area where databases and directories are stored will need to be considered. Typically, hard disks containing sensitive data will require encryption as part of a hardened operating system build. The current standard (Advanced Encryption Standard – AES) for all our 
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Appendix 1: Sample Client Consent Form 
 
	CONFIDENTIALITY AGREEMENT 

	GIVING YOUR CONSENT 

	 
IN GENERAL, ANY INFORMATION THAT IS GIVEN IN CONFIDENCE BY YOU WILL NOT BE SHARED WITH ANYONE OUTSIDE OF THIS SERVICE (including family or friends) WITHOUT YOUR WRITTEN PERMISSION. 
 
Information about you is confidential to the organisation as a whole and not to individual workers.  Discussion of your care will always be purposeful and sensitive.  This communication is necessary to ensure that we are providing you with the best service possible and all relevant information will be recorded in your file. You have the right to apply for access to any records kept regarding your health. 
 
Our promise to you: 
· Information will be shared on a need-to-know basis only - i.e. relevant to your needs 
· You will at all times be informed of the purpose for sharing information 
· You will be informed of your rights and the procedure to access information/records held about you 
· Your personal files and confidential information will be kept secure 
· With your agreement information will be shared across appropriate agencies involved in your treatment and care 
· Service users will be informed of agencies own confidentiality policies where these exist. 
 
Please understand that: 
· We will only ask for information that may be relevant to your treatment needs. 
· We may also need to give some of the information you share with us to other professionals, to help them further assess your needs. 
· The information you give us will be recorded and kept for possible future use. This means that whenever you contact us, the person you speak to will be able to find out whether you have contacted us before and if you are receiving services. 
· We may also need to use other information you give us to produce statistics to help plan future service development. We may also use the information to account for our decision, investigate complaints and to ensure that we protect those at risk of significant harm. 
 
LIMITS ON CONFIDENTIALITY 
Information given by you will only be disclosed to other individuals or agencies in exceptional circumstances and where possible and appropriate, we will try and discuss this with you first. These are: 
· Terrorist offences would have to be reported to the police. 
· If you, or someone else, particularly a child is at risk of harm. 
· If the courts place an obligation on the service, including staff . 
· If you are using threatening behaviour, causing a disturbance or refusing to leave the building when asked – it may be necessary to request assistance from the police. 
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