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Executive Summary and Purpose
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Executive Summary

North Star Software Developers operates out of Los Angeles, California, creating widely

utilized software solutions. Having many customers, the security of customer data such as
credit card numbers is of prime importance. Recently, a network server was compromised,
potentially exposing this customer data and harming the reputation of NSSD. This breach
revealed a vulnerability in detecting whether the attack vector was internal or external, and

showcases the need for updated security policy and enhanced employee training.

Strategic Security Consulting Group has developed this manual to train NSSD IT
personnel how to better protect the network to prevent future breaches from being
successful. The manual will cover traffic analysis, firewalls, intrusion detection,

vulnerability assessment, network assessment, and auditing/log collection.

Using Wireshark, IT personnel at NSSD will have the ability to better understand, and thus
defend the network. Network defense is of prime importance in any organization, with the
rate of cyber-attacks and data breaches constantly increasing. Some of the methods and
strategies included are the ability to scan the network in search of vulnerabilities such as
open ports, and also the ability to detect an adversarial network scan, indicating an attacker
is probing the network. The combined information in all six of the following sections will

create more able IT personnel, thus strengthening the overall security posture at NSSD.
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0.1 Mitigation and Incident Response Assessment
A key part of training NSSD employees in the proper use of tools such as Wireshark is the

increase in overall security this offers. The ability to monitor and understand the network
creates faster detection and results in improved incident response: “there are many cases in
which organizations did not know they had been hacked for months, and these situations
could easily have been avoided. Proper security-oriented monitoring will alert the relevant
people when any threat is encountered, allowing for immediate action to be taken” (Guim
2021). Portions of this manual such as firewall configuration and intrusion detection help
mitigate security risks by preventing network breaches and alerting to attempted access and
other suspicious activity. In the event of a successful breach, pre-determined incident
response methods and strategies can help minimize damages and overall effects. An
example of incident response plans from this manual is the collection and analysis of logs
as covered in section six, which can reveal details of attack methods and allow personnel to

address security vulnerabilities.
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0.2 Purpose of This Manual
North Star Software Developers (NSSD) operates in a competitive environment where

network security is of prime importance. Without proper protocols and precautions, NSSD
is more vulnerable to threats such as hacking and data breaches, both of which can affect
customers, employees, and stakeholders alike. Successful breaches can potentially cripple
operations and open NSSD up to legal battles. Rapidly developing industry regulations
make the protection of customer data a legal and ethical responsibility, and maintaining
optimal network security policy helps meet these obligations.

To meet NSSD’s strategic security goals of protecting the software development process
and code, and sensitive client information from internal and external breaches, IT
personnel must fully understand how to utilize various network security tools. This
manual will explain these tools, and how to test, describe, and recommend them in various
situations. By having this information and the ability to apply it appropriately, IT
personnel will be able to mitigate the risk of any future breaches, as well as possible effects
of a successful breach. The overall value of the policy changes stems from the directed
knowledge imparted and how this affects the company. Knowledge is power, and
preparedness is key; the purpose of this manual is to impart IT personnel with an
understanding of available tools and how to wield them in defense of the NSSD network,
resulting in a protected company that can focus on optimal operations and continued

profitability.
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Section One: Traffic Analysis
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1.1 Packet Capturing
For IT personnel to best defend the NSSD network from attack, traffic analysis is

conducted to establish baselines and identify anomalies: “traffic analysis is the process by
which messages are intercepted and examined for the purpose of performance, security,
and general network operation” (Hassan 2017). These messages, or packets, are the flow
of information between two hosts on the network, and analyzing them in detail can provide
valuable information pertaining to protocol used, IP addresses, MAC addresses, and much
more. Doing so increases security by finding malicious or suspicious traffic. NSSD uses
Wireshark to capture these packets for analysis, and IT personnel should be familiar with
its application and use. Reference the following screenshot to become familiar with the

Wireshark interface:

A: Start packet capture /& Capturing from Local Area Connection (udp) [Wireshark 1.10.1 (SVN Rev 50926 from /trunk-1.10)) =o|x
’ ER Vew Go Cotwe faiyse Sutstis Tekphony Took temak Heb
o oham & DX AT L EE QQAQAD #BBVE B
B: Stop Packet Capture— =] eoressn.. () ) «—— G:: Applly filter after input
: . o ( Itme Jsource [Oestination, Forotocol Wength _finfo _ 3
C: Filter Window 72 64.1035540192.168.12.11 192.168.12.10 o 82 Source port: 63566 Destination port: domain
73 64.1036920192.168.12.10 131.107.0.200 uoP 93 Source port: 62354 Dpestination port: domain

74 65.1168580192.168.12.11 192.168.12.10 uoP 2 Source port: 63566 Destination port: domain
75 66.1308910192.168.12.11 192.168.12.10 3 Source port: 6 Destination port: domain

192 Lus 12.10 [e tination port: domain
>t 00010001228660490050560247be

Uoluoul q» LMQQU uSou A/b

2 Source port: 6356
DHCPVE 149 Solicit xID: 0x91a3f7
DHCPVE 149 solfcit X
DHCPVE 157 solicit xxo:
7 solicit x10:

D: List of Captured Packets 7
80 70.9201540 fe80:: :9
81 70,9201540 fe80: :dcb:9

+ Eternetn Src Vmware_! BEZO ae 00505689:20;9 5, s are Be:d8: 45 OO:SO:SE::Se:dS:lSA
E: Deta”s Of SeIeCtEd = User Datagram Pra(aco],src Port: 62354 (62354), Ost Port: domain (53)
i i Source port: 62354 (62354)
(hlghllghted) PaCkEt pestination por:: domaw?n (53)
Length: 59
# Checksum: 0x5132 [validation disabled] ® 0 ® .\—Edtedv
# pata (51 bytes) o il He
¥
A 5
Brett Logan
May 13, 2021
F: Packet Cotent in =
5 7 00 5 -
Hexadecimal and ASCII 10 @ -
['W-AL!..[T a - 2 ([0 f e16M W

Instructions for capturing packets via Wireshark:

Press green start button (A) to begin capture

- Press red stop button (B) to stop capture
- All captured packets can be found in the packet list (D)

- Filter for specific protocol by entering specification in filter window (C) and then pressing
apply filter button (G)
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- Further details of a selected packet header can be found in window (E)
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1.2 Filtering through captured packets

When capturing packets via Wireshark, the amount of data collected can be staggering.
Fortunately, “wireshark allows the user to quickly filter all that data, so you only see the
parts you’re interested in, like a certain IP source or destination. You can even compare
values, search for strings, hide unnecessary protocols and so on” (Profitap 2018). This can

help IT personnel to identify the source of anomalous traffic and how it is interacting with

the NSSD network.

The following commands can be used in the filter window to isolate commonly used

protocols while searching for specific packet captures:

ipv6 for ipv6 traffic

- ip and !ipv6 for ipv4 traffic

- ip.addr == 224.0.0.0/8 for multicast traffic
- ip.addr == 172.16.200.255 for broadcast traffic
- icmp for icmp traffic

- arp for arp trtaffic

- tcp for tcp traffic

- udp for udp traffic

- ftp for ftp traffic

- smtp for smtp traffic

- dns for dns traffic

- tep.port == 17 for qotd traffic

- telnet for telnet traffic

- tep.port = = 19 for CHARGEN traffic

- tep.port = = 13 for DAYTIME traffic

- tep.port = =7 for ECHO traffic

- ssh for secure shell traffic

Company Manual
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- rdp for remote desktop traffic
- smb for server message block traffic
- nbns for NetBIOS Name Service traffic

- http for Hypertext Transfer Protocol traffic

Example A:

You are an IT personnel tasked with viewing NSSD’s current wireless networks and
connected devices in search of anything abnormal. Using Wireshark, you perform a packet
capture as instructed above, and then find a router using SSID of OPENWIFI. To
accomplish this, use the filter pane and apply the filter: wlan.addr = =
00:1C:10:B5:55:DC, resulting in a snapshot of all wireless traffic involving the Sisco

Linksys router with the SSID of OPENWIFI.

Your output should look something like this:

captures

File Edit View Go Capture Analyze Statistics Telephony Iools [ntemals Help

coAams BREXZ A+ev0T 2 EE aeaan aBBx B

Filter: - wlan.addr == 00:1C:10:85:55:0C v | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
1 0.000000 Cisco-Li_b5:55:dc Broadcast 802.11 229 Beacon frame, SN=2976, FN=0, Flags=........, BI=100, SSID=OPENWIFI
4 0.224757 Apple_c0:e9:9e (TA)Cisco-Li_b5:55:dc (802.11 16 Request-to-send, Flags=........
6 0.295424 192.168.2.101 192.168.2.255 NBNS 110 Name query NB WPAD<00>
7 0.553466 Apple_ba:bb:3b Cisco-Li_b5:55:dc 802.11 24 Null function (No data),
9 0.553466 Apple_ba:bb:3b (TA)Cisco-Li_b5:55:dc (802.11 16 Request-to-send, Flags=........
11 0.570370 cCisco-Li_b5:55:dc (Apple_ba:bb:3b (RA)802.11 16 Request-to-send, Flags=.
12 0.570362 Cisco-Li_b5:55:dc (802.11 10 clear-to-send, Flags=...
13 0.570874 Apple_ba:bb:3b (TA)Cisco-Li_b5:55:dc (802.11 16 Request-to-send, Flags=..
15 0.777274 Apple_ba:bb:3b Cisco-Li_b5:55:dc 802.11 24 Null function (No data),
17 0.977461 Apple_c0:e9:9e (TA)Cisco-Li_b5:55:dc (802.11 16 Request-to-send, Flags=... .
19 0.977461 Apple_c0:e9:9e (TA)Cisco-Li_b5:55:dc (802.11 16 Request-to-send, Flags=........
211.011776 192.168.2.101 192.168.2.255 NBNS 110 Name query NB WPAD<00>
22 1.725557 (TA)Cisco-Li_b5:55:dc (802.11 16 Request-to-send, Flags=.
23 1.725557 : (TA)Cisco-Li_b5:55:dc (802.11 16 Request-to-send, Flags=.
24 1.725557 Apple_c0:e9:9e (TA)Cisco-Li_b5:55:dc (802.11 16 Request-to-send, Flags=.
251.728117 Aople c0:e9:9e (TA)Cisco-Li b5:55:dc (802.11 16 Reguest-to-send. Flaos=........

n Frame 4: 16 bytes on wire (128 bits), 16 bytes captured (128 bits
- TEEE 802.11 Request-to-send, F1ags: ........

Type/Subtype: Request-to-send (0x001b) ® © @ . Untitled — Edited v
5 Frame control Field: Oxb400 1] Heivatics 2] Reguier 2118
...... 00 = version: 0
.... OL.. = Type: Control frame (1) ottt
1011 .... = Subtype: 11
@ Flags: 0x00 Brett Logan
.000 0000 1001 0110 = Duration: 150 microseconds May 19, 2021'

Receiver address: Cisco-Li_b5:55:dc (00:1c:10:b5:55:dc)
Transmirrer Address: aAnnle c0:e9:9e (60:fR:1d:c0:e9:9e)

Solp
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Example B:
While searching through wireshark packets, you need to locate more information by

following the TCP stream of a capture. The steps to do so are:

- Perform Packet Capture

- Filter according to specific search purposes

- Highlight packet of interest from the list of captured packets
- Right-click on the packet

- Select follow TCP stream

This will open a new window with more detailed information, helping to identify things
pertinent to security such as the addition of new groups/users. In this screenshot, note the

addition of a new group (golden state warriors) and user (Stephen):
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- Stream Content

14;1H. [K. [15;1H. [K. [16:1". [K. [17;1H. [K. [18;1H. [K. [19;1H. [K. [20;1H. [K.;ZI;IH. K. [22;1H. A
K. [23;1H. [K. [24;1H. [K. [25;1H. [K. [4;36Hccd[1 bytes missing in capture file] . [4;39H\\
|. [6;1HC:\>nne[1 bytes missing in capture file]tt .[6'9Hg[1 bytes missing in capture
file]rroou[l bytes missing in capture f11e]gg. 6;15H[1 bytes missing in capture
file]""G[1 bztes missing in capture file]oollddeenn. [6;23H[1 bytes missi in capture
file]ssta[2 bytes missing in capture fi1e1tte[1 bytes missing in capture file] .
6; 29HwWwaar [1 bytes missing in capture fi elrriiors[B bytes missing in capture file] .
6;38H.[2;%7?[é bytes missing in capture file]"" .[6;39H//aad[1 bytes missing in
capture file
‘.E ;1HThe command completed successfu]lx..[10;1Hc:\>nneet[1 bgtes missing in capture
f le] . [10; 9Huusseerr .[10;14Hsstteepphheenn . [10;22HPP@@s[1 bytes missing in capture
file]ssww0OOrrdd 5510;31H//a[1 bytes missing in capture file]dddd
,.Ell'lHThe command completed successfully..[14;1HC:\>n[1 bytes missing in capture
f 1ejeett.[14'9n[1 bytes missing in capture fiﬁe]11..[14;9ﬂ . [14;9Hg[1 bytes missing
in capture fiie]rroouupp.[A.[14;9Huser stephen P@sswOrd /add. [A. 14;9ngou€ "Golden
State warriors" /add.[14;42H. [14;41H. [14;40H[9 bytes missing in capture file]. [D.
14;39H. [14;38H[3 bytes missi in capture filelss /add.[14;39Htt /add. [14;40Hee /add.
14;41Hpp /add. [14;42Hhh /add??14;43ne /add. [14;44H[1 bytes missi in capture
filelnn /add. [14;45H. [D. [14;44H. [D. [14;43H. [D. [14;42H. [14;41H. [14; 0H.514;39H[9 bytes

2t
i
1
1
1
1
1
:
1
1
1
1
1
&

missing in capture fi e%. [D. [14; 38H. [D. {14;37!1. [c.[14;38H stephen /add. [14;39H
. [15;1HThe command completed successfully..[18;1HC:\>. [Anet group "Golden State
warriors" stephen /add..[18;50H .[18;50H..[18;49H .[18;49H...[18;47H .[18;47H...
18;45H . [18;45H...[18;43H .[18;43H..[18;42H .[18;42H..[18;41H . [18;41H..[18;40H .
18;40H..[18;39H . [18;39H
l« EX31M. K.{z;lﬂc:\>net group "Golden State warriors" /add.[3;1HThe command completed
successfully. . [4;1H. [K. [6; 9Huser stephen P@sswOrd /
|add . [10;9Hgroup "Golden State warriors" stephen /add.[14;39H . el
15;1HGroup name Golden State warriors. [16;1HComment. ® ® ® . Untitled — Edited |
18; 1HMembers . o
20; i P 1V | Helvetica ¢ | Regular
21;1Hstephen. [22;1HThe command completed successfully..[25;1HC:\>| I S
‘ I I ‘ ]
Entire conversation (3175 bytes) g ! 2
; i : ~ Brett Logan
Eind || Saveas || Ppint | O Ascl O EBCDIC O HexDump O May 19, 2021

Help Filter Out This

iadiimme mddanmms Qe mmima T Tmimma T4 O .0 . 0T T i mm s raN

The following cheat sheet may also be helpful as you begin using Wireshark:
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Default columns in a packet capture output

I SNrERI(ARe) Source address, commonly an 1PvA, TPV or

[ Destination (5€) cestination address Ponitor Mode  (inix/Linux oaly) CTRLSE = start/stop Copturisg
J I SRERES rotocol used in the Ethernet frame, 1P packet, or TCP segment
DU R Length of the frase in bytes Capture Filter Syntax
protecol  direction hosts valee Logical operator Expressions
Logical Operators Example w sre 16800 s s tep dst 202,168,301
Operator Desceiption xample
Display Filter Syntax
and or 86 Logical 0 ALl the conditions should match —
oror || Logical O Either all or one of the condition should match S orotecal Sirirgd Btrba'2:] | Opacatir: i 2agLERY-aperater iptusitong:
Example L) dest i - 192.168.1.1 and tep port
N aAY Ui ik exclusive alternstion - Only one of the two cosditions Keyboard Shortcuts - main display window
O Sach k. S, Accelerator Description Accelerator Description
Move between screen elements, e.g. from the Alts—> or
HOT (Negaton) Not equal to
aatToe) Lo oo s Tab or ShiftsTab tooltars to the packet 1ist to the packet Move to the next packet In the selection history.
0] (] Substring operator Filter & specific word or text etieni—>
Filtering packets (Display Filters)
. . ! Hove to the rext packet o detail ften, 5 In the packet detal, opens the selected troe dtem,
eq or = €oual 1p.dest «= 192.168.1.1 t Nove o the previous packet or detail ites. SULTURIE = Voo pechet etall, opsnd the selected tree ites ond all of
Move to the next packet, even 1f the packet list
ne or Ia ot Equal fp.dest fu 192.168.1.1 Ctrle | or £8 owe vomen 1 e packer 4 Ctele—>  In the packet detail, opens all tree Atess.
gtor> Greater than frome.len > 40 Ctrle T or 57 Ton tone focoung. ockets Ve A the packet Ctrle—  In the packet detail, closes all tree tems.
1t or < Less than frase.len <10
Move to the next packet of the conversation
B s S Tt P oy ctele, e ,:)" . Backspace  In the packet detail, jusps to the parent node.
Ll B e ctrls, e, o o gy Pockat of the Cnriation  geturn or Enter In the packet etail, toggles the selactad tree ftem
Filter Types
Capture filter Filter packets during capture Protocols - Values
Display Filter Mide Packets from a capture display ether, fddi, 1p, arp, rarp, decnet, lat, sca, moprc, mopdl, tcp and udp

Usage
Wireshark Filter by Ip
Filter by Destination 1P
Filter by Source 1P
Filter by IP range
Filter by Multiple Ips
Filter out 1P address

port
Filter by ip address and port

Toolbar Icon Toolbar Iten Menu Item
A start Capture —» Start
@ Stop Capture — Stop
Restart Capture — Restart
® Options... Capture — Options...
open... File — Open...
B Save As... File — Save As...
b | Close File — Close
[ Reload View — Reload
Q Find Packet... Edit — Find Packs
- Go Back Go — Go Back
e

Ethernet address

Common Filtering commands

Filter syntax
1p.addr == 19.10.50.1
ip.dest == 10.10.50.1
ip.src == 10.10.50.1

ip.addr == 10.10.50.1 and Tcp.port == 25

Main toolbar items

Description
Uses the same packet capturing options as the previous
session, or uses defaults if no options were set

Stops currently active capture
Restarts active capture session

Opens “Capture Options” dialog box

Opens "File open” dialog box to load a capture for
viewing

Save current capture file
Close current capture file
Reloads current capture file
Find packet based on different criteria

Jump back in the packet history

Promiscuous mode

Wireshark Capturing Modes

Sets interface to capture all packets on 3 network segment to which it is
assoctated to

Miscellaneous
Slice Operator . - Range of values
Mesbership Operator () - In

56tup the Wireless interface to capture all traffic it can receive

uUsage
Filter by URL
Filter by time stamp

Filter syntax
http.host == “host name™
frame.tine >= “June 02, 2019 18:04:00"
tep. Flags.syn == 1
tcp. Flags.syn == 1 and tcp. Flags. ack
wlan. fc. type_subtype = xe8
eth.dst == FE:FFFFFFFFFF
(eth.dst(0] & 1)
1p.host = hostname

Filter SYN flag

Wireshark Beacon Filter
Mireshark broadcast filter
Wireshark sulticast filter

Host name filter

MAC address filter eth.addr == 00:70:f4:23:
RST Flag filter tep. Flags.reset
Toolbar Icon Toolbar Item Menu Ttem Description
- Go Forward Go — Go Forward Jusp forward in the packet history
= Go to Packet... Go — Go to Packet... Go to specific packet
r Go To First Packet 60 — First Packet Jump to first packet of the capture file
3 Go To Last Packet Go — Last Packet Jump to last packet of the capture file

N Viov — Auto Scrall 1n Auto scroll packet 1ist during live capture

Live Capture

= Colorize View — Colorize Colorize the packet list (or not)
Q Zoom In View — Zoom In Zoom into the packet data (increase the font size)
Q Zoom Out View — Zoom Out Zoom out of the packet data (decrease the font size)
Q Normal Size View — Normal Size Set zo0m level back to 108X

Resize Columns View - Resize Columns Resize columns, 5o the content fits to the width

(Keary 2020)
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1.2 Alert Response Procedures
As part of an increased network security focus, NSSD has engaged in the use of an

intrusion detection system (IDS) to monitor the network: “IDS are automated systems that
monitor and analyze network traffic and generate "alerts™ in response to activity that either
match known patterns of malicious activities or is unusual. In some cases, alerts trigger
further automated processes such as recording the suspect activity and/or scanning the

computer(s) involved for signs of compromise” (Berkeley 2021).

To effectively respond to detected events, IT personnel are to utilize wireshark in
investigating the potential threat. The following procedures are to be followed in the event
of an IDS alert:

- IDS sends alert that anomalous traffic has been detected

- IT personnel immediately perform packet capture via wireshark

- In accordance with alert type, IT personnel will filter wireshark capture (for example, if
IDS detects unusual http traffic, personnel shall filter packet capture by http)

- Once suspicious/unusual activity is located, a report should be generated and submitted to

management for immediate review.

Significance of Alert Response

The appropriate response to security alerts could mean the difference between stopping a
data breach or malware infestation before it is successful. Network monitoring establishes
an activity baseline, and the IDS will help to identify any deviations from this baseline. It
is up to IT personnel to then isolate and investigate the security threat. Wireshark is
NSSD’s tool of choice for these investigations, and proper utilization will help the

department quickly understand what threat is faced and where.
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The response to these threats is as important and their identification. Following procedures
results in a much quicker event reaction and has the potential to stop or reduce the severity

of an attack.
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Section Two: Firewalls

2.1 Firewall Fundamentals

One of the key components of NSSD’s network security is the deployment of firewalls. A
firewall monitors both incoming and outgoing traffic, and can be configured to block or
allow traffic based on predetermined security rules. Another benefit of firewalls is that
they can be used to create detailed reports and logs, both of which can help the IT

department in troubleshooting issues, as well as maintaining regulatory compliance.

Among the firewall tools that NSSD uses is the Windows Firewall, a host-based firewall
that provides protection for computers on our network. This type of firewall is especially
helpful in preventing the spread of malicious software via network traffic, such as trojan
horse attacks and worms. Due to the widespread use and applicability of Windows
Firewall, IT personnel should familiarize themselves with enabling the firewall, rule

creation, and how to block/allow/filter traffic.

Example B: Blocking HTTP and Allowing HTTPS traffic using Windows Firewall

First, you will access the Windows Firewall as outlined above in steps 1, 2, 3, and 4 of
example A. This time, however, you will click on Allow a program or feature through

windows firewall (1)
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Control Panel Home

1

Allow a program or feature
through Windows Firewall

% Change
% Turn Windows Firewall on or off

[cation settings

“ Restore defaults
“ Advanced settings
Troubleshoot my network

See also
Action Center
Network and Sharing Center

Help protect your computer with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining access to your computer through the
Internet or a network.
How does a firewall help protect my computer?
What are network locations?
. 0 Home or work (private) networks Connected :I
Networks at home or work where you know and trust the people and devices on the network
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the list
of allowed programs
Active home or work (private) networks: &4 Unidentified network
Notification state: Do not notify me when Windows Firewall blocks a new
program

l 0 Public networks Not Connected ﬂ

Next, ensure that secure world wide web services (HTTPS) (2) is allowed by clicking the

box next to it and both private/public networks. Ensure the World Wide Web Service

(HTTP) (3) is blocked by making sure it is not selected. Click OK to save these changes and

you have successfully blocked HTTP traffic and allowed HTTPS traffic on this computer.

-

. —
* Allowed Programs - - o] x|
< @F E ~ Control Panel ¥ System and Security ¥ Windows Firewall v Allowed Programs ~ & | search Control ... g

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? “p Change settings

Allowed programs and features:
Name Home/Work (Private) Public
ORouting and Remote Access (m] (]
“sampleflag-999818.exe (m] )
a o a
{@Secure World Wide Web Services (H 2

ESimp| (1] ) =) ]
COSNMP Trap m] (m]
P Telnet =}
OTelnet server Remote Administration (m] (m]
OWindows Firewall Remote Management o ]
OWindows Management Instrumentation (WMI) (m] ]
OWwindows Remote Management (m] o
OwWi i izard o a

@World Wide Web Services (HTTP) 3 @ 8 _|

oK Cancel
Network Segmentation
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Especially with the increase in successful cyber-attacks across a wide swathe of businesses
and industries, NSSD seeks to improve our network security through the concept of network
segmentation: “network segmentation is the act of dividing a computer network into smaller
physical or logical components. Two devices on the same network segment can then talk
directly to each other. For communication to happen between segments, the traffic must flow
through a router or firewall. This passage allows for traffic to be inspected and security
policies to be applied” (NAS 2021). The creation of multiple subnets within a network
makes it much more difficult for an attacker to access the network in its entirety, because
firewalls between the segments are able to block traffic. As IT personnel, it is essential for
you to understand the steps required for segmenting networks, which can be accomplished
via Windows Firewall by configuring profiles: Domaine, Private, and Public. Each profile
will protect connections according to their network location type, thus grouping different

areas of the network into like location types will effectively segment it.

Example C: Windows Firewall Network Locations Public vs. Private

Recall the previous example’s allowed programs list. To navigate back, open the firewall
and click on allowed programs and features. Here you will find the columns are sorted by
network location and contain two profiles: public and private. By checking the appropriate
boxes, for example, you may allow only HTTP traffic on private profiles and only HTTPS on

public profiles.
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* Allowed Programs = I Iﬁ]
W ~ Control Panel ¥ System and Security v Windows Firewall v Allowed Programs | Search Control ... ¥2)

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? “p Change settings |

Allowed programs and features: /\ /\

Name
& 1-flag5 5()/‘ ‘)1 %
OBranchCache - Content Retrieval (Uses HTTP) u] o
OBranchCache - Hosted Cache Client (Uses HTTPS) u] o
DBranchCache - Hosted Cache Server (Uses HTTPS) u] [a)

OBranchCache - Peer Discovery (Uses WSD) m] 0O s
OCOM+ Network Access o (]
OCOM+ Remote Administration o o
MCOM+ Server Replication ® " ® . —Edtedv m] =)
HCore NEtWOfkhQ 9v | Helvetica < | Reg 5] ]
MDFS Management ¥ > > > o =] ]
DODistributed Transaction Coordinator 0 1 2 o [m}
@File and Printer Sharing Brett Logan @ [}
@flag2-222889 .exe June 3, 2021 m]

LEFTP Server %] E_Ll

Details... | Remove |

Allow another program... |

Applying the same settings to all hosts within a segment of your network will

result in only those hosts allowing (or blocking) a particular program.
OK Cancel
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Guidelines for Implementation of Methods for Detecting Attacks

Many attacks can be identified by anomalous traffic on the network. One common tactic that
attackers can use against companies is distributed denial of service, or DDoS. This method
involves overwhelming a network with large amounts of requests, causing systems and
services to shut down. IT personnel are encouraged to identify the potential for this type of
occurrence by monitoring unusual firewall activity such as numerous failed access attempts.
Firewall logs keep a record of all activity, and IT Personnel are able to set up logging in

Windows Firewall by undertaking the following:

-Open Windows Firewall with Advanced Security. Right-Click on Windows Firewall with Advanced

Security and go to Properties.

H - Windows Firewall with Advanced Security )

File Action View Help

ewall with Advanced Security on Local Computer

mouty  ExPortPolicr.. H
R Comn Restore Default Policy lows Firewall with Advanced Security provides network security for Windows con
b )
o % Monil  Diagnose / Repair
View 4
Refresh Profile
Properties vs Firewall is on

d connections that do not match a rule are blocked.

W Outbound connections that do not match a rule are allowed

Private Profile is Active o0 e .

¥ windows Firewall is off 1 J) Halvstica ) Red

¥ 3 3 » b

Public Profile ¢ ! ?
1 Brett Lugad
¥ windows Firewall is off June 3, 2021

-Recalling the previously mentioned profiles, for this example choose private
-Click Private Profile > Logging > Customize
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X

Windows Firewall with Advanced Security on Local €

\ Domain Profile_Private Profile |)

blic Profile | IPsec Settings |

Specify behavior for when a computer is connected to a private network
l location.

~ State

I P Firewall state:

Inbound connections:

Qutbound connections:

Protected network connections Customize... |
Seftings

p Specify settings that control Windows I
=] Firewall behavior. Bl

Logging

u Specify logging settings for EET e
] troubleshooting.

Learn more about these settings
| OK | Cancel | App |

-Under log dropped packets, switch to YES

-copy the default path for the log file. ( %systemroot%\system32\LogFiles\Firewall\pfirewall.log )
and then Press OK

Customize Logging Settings for the Private Profile ll

Name: %\system32\LogFiles\Firewall\pfirewall log Browse...

Size limit (KB): | 4,096 31
[ —— LJ —

Log dropped packets: ®_ |Yes v
® ®
Log successful connections: No (default) v

Note: If you are configuring the log file name on Group Policy object, ensure
that the Windows Firewall service account has write permissions to the folder
containing the log file.

efault path for the log file is
\Wsm)ot%\system:iz\logﬁles\ﬁrewalI\pﬁrewall.Io :
Learn more about logging
oK | Cancel

-Open File Explorer and Browse to where the Windows Firewall log is stored, you will see a

pfirewall.log Copy this to your desktop to create a shortcut to the logs.

Creating a shortcut such as this makes reviewing and analyzing firewall logs easier, and IT Personnel
are encouraged to familiarize yourselves with types of traffic and what typical logs look like. While

this is just one method for detecting attacks using firewalls, it can be highly effective.

Company Manual Page |23



CYBERLEET TRAINING MANUAL

Section Three: Intrusion Detection and Prevention

3.1 Significance of Intrusion Detection and Prevention Systems (IDPS)

IDPS is a core piece of NSSD’s overall cybersecurity posture. Our intrusion detection
system allows the ability to monitor and analyze network traffic to uncover potential
security incidents, violations, or threats, while the intrusion prevention system acts to stop
those detected threats. Our IDPS relies on anomaly-based methods to detect attacks, for
example “a profile for a network might show that Web activity comprises an average of
13% of network bandwidth at the Internet border during typical workday hours. The IDPS
then uses statistical methods to compare the characteristics of current activity to thresholds
related to the profile, such as detecting when Web activity comprises significantly more
bandwidth than expected and alerting an administrator of the anomaly” (NIST 2021). This
why all IT personnel must understand how to navigate and utilize our chosen intrusion

detection system, Snort.
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3.2 IDPS Tools and Methodology
A. Snort: Snort is a program that allows capture and analysis of traffic, helping to

identify anomalies such as unwanted incoming or outgoing traffic. For IT
personnel to effectively use snort, you must first use a sniffer to record traffic, and

then send the captured traffic to a file to be analyzed.

*note: a sniffer should operate in promiscuous mode to see all network traffic. At NSSD this is

accomplished by connecting the sniffer to the Switched Port Analyzer (SPAN) port.

B. Linux distribution Kali 2: this is the sniffer used to capture traffic and send it to a
file for analysis using snort. The Linux/UNIX utility tcpdump is used by IT
personnel to capture network traffic.

To view available switches for tcpdump, you can use the command:

root@kali2:~# tcpdump --help

(~# tcpdump --help

tcpdump version 4.6.2

libpcap version 1.6.2

OpenSSL 1.0.1k 8 Jan 2015

Usage: tcpdump [-aAbdDefhHIJK1LnNOpgRStuUvxX#] [ -B size ] [ -c count ]
-C file_size ] [ -E algo:secret ] [ -F file ] [ -G seconds ]
-1 interface ] [ -j tstamptype ] [ -M secret ] [ --number ]
-Q in|out|inout ]

-T type ] [ --version ] [ -V file ]
-w file ] [ -W filecount ] [ -y datalinktype ] [ -z command ]
-Z user ] [ expression ]

[
[
[
[ -r file ] [ -s snaplen ] [ --time-stamp-precision precision ]
[
[
[

To run tcpdump on the network interface (ethO for example) is connected to, use the
command: root@kali2:~# tcpdump —i eth0
:~# tcpdump -1 ethO

cpdump: verbose output suppressed, use -v or -vv for full protocol decode

To stop capturing traffic via the sniffer, press: Ctrl + C

To capture traffic and send it to a file for analysis, use command:
root@kali2:~# tcpdump —i eth0 -nnntt -s 0 -w capnetl.cap -C 100

And finally, to better understand the above syntax, please refer to the following table:
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-3
Use interface zero
ethO
Disable DNS resolution, date and time
-nnntt
format
Disables default packet size of 96 bytes,
[full packet size
Write to a capture file, instead of
displaying to the screen

-C Split the captures into files of this size

tcpdump -1 ethO -nnntt -s O -w capnetl.cap

-C 100

Example: Detect an attack using Snort to analyze network traffic log files.

In this example the NSSD network is under attack by a hacker using brute force tactics in

an attempt to gain administrator account access.

Step 1: Use the following command to view a newly created alert.ids file: root@kali2:~# Is

Step 2: Use the following command to analyze the file: root@kali2:~# leafpad alert.ids

Step 3: Be on the lookout for clusters of alerts grouped close together, an indicator of attack. In

this example the numerous repeated bad logins timed closely together are indicative of the brute

force attack software trying various passwords in quick succession.
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badtraffic.cap capnet2.cap freeze.sh
brute.cap Desktop hi.txt

:~# leafpad alert.ids

N
C. Whitelisting and Blacklisting

Two methods of managing network access are whitelisting and blacklisting. NSSD’s
IDPS utilizes these lists in an effort to prevent malicious activity and only allow access
for approved users and programs. Whitelists are a list of benign entities that are
allowed access, while on the opposite end of the spectrum blacklists are a list of entities
that are blocked. These entities might include hosts, applications, usernames, specific
ports, and file names/extensions. All NSSD IT personnel should be familiar and up to
date with these lists, which can change frequently depending on updated threats and

New users.

As you attempt to identify network traffic that may need to be whitelisted or
blacklisted, it is helpful to create custom rules to alert for certain occurrences such
as file name, account name, or output from an executed file. You can do so by

editing the local.rules file in Snort.
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Example: Editing The local.rule File in Snort to Detect Particular Types of
Traffic

Step 1: Open the local rules file by entering the following command:
root@Kkali2:~# leafpad /etc/snort/rules/local.rules

Step 2: Edit the rule (as shown circled in red) to alert for the type of traffic needed

*local.rules

File Edit Search Options Help

local.rules,\

In this example the first rule has been edited to alert for user “sperkins”
attempting to login

This would be neccsary in the event IT Personnel discover a x
compromised password and want to be notified in the event an 3

attacker attempts to use it. BrettLogan
June 10, 2021

cIiy
:~# leafpad alert.ids
:~# leafpad /etc/snort/rules/local.rules

Step 3: Be sure to save the edit by clicking File->Save

File Edit Search Options Helf
New

Open

Save As

Print Preview

Print

Quit

Congratulations, you have now successfully edited a rule to look for certain types of traffic
on the NSSD network. As you can see, the combination of sniffers, log analysis, and
custom rule editing enables IT Personnel to exercise greater control and utilization of our

intrusion detection and prevention systems, thus keeping our network safe.
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Section Four: Vulnerability Assessment

Vulnerability scans are an important part of NSSD’s network defense because they provide

feedback on the health and security of the network, helping identify abnormal behaviors

and vulnerable devices.

Using Wireshark, IT employees may discover malicious activity of an attacker based on
the output after certain filters are applied. These outputs are a result of a potential attacker
running various scans in an attempt to breach our network, typically by finding open ports.
As part of a vulnerability assessment, IT personnel may also use the same nmap scanning
methods that a would-be attacker does. This gives critical insight into network

vulnerabilities that security teams can then mitigate.

4.1: NMAP Scanning and Detecting

The following chart shows the scan technique, the command used to run the scan, and the
Wireshark filter which will reveal resulting traffic to indicate the scan has taken place. The
<target> section of the command is replaced with the desired IP address.

Technique Used Wireshark Filter Command

TCP SYN tcp.flags.syn==1 and tcp.flags.ack==0 and nmap -sS <target>
tcp.window_size<=1024

TCP connect () tcp.flags.syn==1 and tcp.flags.ack==0 and nmap -sT <target>
tcp.window_size>1024

TCP Null tcp.flags== nmap -sN <target>
TCP FIN tcp.flags==0x001 nmap -sF <target>
TCP Xmass tep.flags.fin==1 && tcp.flags.push==1 && | nmap -sX <target>

tcp.flags.urg==1
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UDP port icmp.type==3 and icmp.code== nmap -sU <target>

(Infosec 2021)

Summary of scan technique and purpose:

TCP SYN scan: detection of numerous packets in a short time indicates an attacker may be

running SYN scans, SYN port sweeps, or SYN floods.

TCP connect () scan: identical to SYN scan, but with a larger window size revealing TCP

connection which indicates an attacker may be conducting port scans or sweeps.

TCP Null: An attacker might send packets without flags set in an attempt to discover open

ports.

TCP FIN: An attacker might also set only the FIN flag in attempt to bypass firewalls and

discover open ports.

TCP Xmass: Another way an attacker may seek to discover open ports is by sending

packets with FIN, PUSH, and URG flags set.

UDP Port scan: A high number of ICMP packets showing port/destination unreachable

may indicate the attacker is running UDP port scans.
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It is helpful to think like a would-be attacker might, trying various methods to poke and
prod the network in search of any openings or weak points. Following are examples using

nmap to conduct network vulnerability tests.

To start, one might seek to identify any live hosts in the network, which can be
accomplished via ping scan. For example, to identify all live hosts with a network 1D of

10.1.1.* you would use the command: root@Kali-Attacker:~# nmap —sP 10.1.1.*

root@Kali-Attacker: ~

Brett Logan

June 18, 2021

To initiate a ping scan while simultaneously spoofing the source MAC address, use
command nmap -v —sP —spoof-mac 0 10.1.1.*

root@Kali-Attacker: ~

File Edit View Search Terminal Hel

c '
Brett Logan
June 18, 2021|

To scan for active systems on the network, use command nmap —sO 10.1.1.10
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root@Kali-Attacker: ~

File Edit View Search Terminal Tabs Help

root@Kali-Attacker: -

« — Edited v

Brett Logan
June 18, 2021

Nmap done: 1 IP add (1 host up) scanned in 308.44 ds

In the following image, the nmap -sT 192.168.1.6 command is used to scan the network
for vulnerable systems (note this command is a TCP connect () scan as indicated in the

chart above). The output indicates that TCP ports 22, 25, 80, and 514 are all open.

root@Kali-Attacker: ~

0

Brett Logan
June 15, 2021

NMAP may even be used to discover what operating system and device is in use by
making approximate guesses until the correct one is discovered using command:

nmap —O --osscan-guess 192.168.1.50

Company Manual Page |32



CYBERLEET TRAINING MANUAL

root@Kali-Attacker: ~
File Edit View Search Terminal Tabs Help

root@Kali-Attacker: ~

Brett Logan
June 18, 2021

These types of scans can be detected in Wireshark based upon certain traffic patterns they

create.

Example A: Detecting SYN scans using Wireshark

Step 1: After opening Wireshark and running capture, enter filter as shown in chart above
Step 2: Click Apply

Step 3: Correct filter syntax will appear with a green background. In this instance we are
filtering out packets with Syn flag not set, ACK flag not set, and window size <= 1024

bytes

Step 4: The scan shows a high amount of SYN packets, indicating an attacker may be

running nmap -sS <target> to run SYN scans in the network.
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1

File Edit View Go Capture Analyze Statistics Telephony Tools

Internals  Help

B8 a

12 0.202888
13 0.202975
14 0.203024
15 0.203069

Saucce

vmware_9a
vmware_f3
vmware_9a
vmware_9a
vmware_9a
vmware_9a
vmware_9a
vmware_9a
vmware_9a
vmware_9a
vmware_9a
vmware_9a
vmware_9a
vmware_9a

vmware_9a Ee il

e:cl

8:90
jbe:cl
jbe:cl
be:cl
be:cl
be:c1
be:cl
be:cl
be:cl
be:cl
be:cl
be:cl
be:cl

Broadcast ARP
Broadcast ARP
vmware_9a:be:cl ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP

QanD EE®mx B
Cleav2

Length Info
60 who has 172.16.200.1?
60 who has 172.16.200.2?

42 172.16.200.2 is at 00:50:56:3:68:90

60 who has 172.16.200.3?
60 who has 172.16.200.47
60 who has 172.16.200.5?
60 who has 172.16.200.6?

60 who has 172.16.200.7?
60 who has 172.16.200.8?7
60 who has 172.16.200.97
60 who has 172.16.200.10?
60 who has 172.16.200.1?
60 who has 172.16.200.3?
60 who has 172.16.200.47
60 who has 172.16.200.5?

@ Frame 23: 60 bytes on wirp (480 bits), 60 bytes captured (480 bits)
@ Ethernet II, src: vmware Pa:be:cl (00:0c:29:9a:be:cl), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
@ Address Resolution Protocpbl (request)

0000 ff ff ff ff ff ff 00 pbc 29 9a be c1 08 06 00 01 g
0010 08 00 06 04 00 01 00 Pc 29 9a be c1 ac 10 c8 32

0020 00 00 00 00 00 00 ac B0 <c8 0d 00 00 00 00 00 00

0030 00 00 00 00 00 00 00 PO 00 00 00 00

@ ¥ | File: “C:\Users\Administrator\De4
by —

~ June 18, 2021|

Tell 172.16.200.50
Tell 172.16.200.50

Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50
Tell 172.16.200.50 v

1 — Edited

[ NN
A

v > > 3
lo " T Tl T
Brett Logan

~

Helvetica C | Reg

P}

 Profile: Default

; N [tcp.flags.syn==1 and tcp.flags.ack==0 and tcp.wi

No. Desti

4.2 Detecting Network Attacks Using Wireshark

Just as various port scans can be detected using Wireshark filters, so too can potential

network attacks. 1T personnel are instructed to use the following filters in Wireshark to

reveal corresponding attacks

Technique Wireshark Filter

Command/Tool

ARP poisoning
arp.duplicate-address-frame

arp.duplicate-address-detected or

arpspoof, ettercap

ICMP flood icmp and data.len > 48

fping, hping
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VLAN hoping dtp or vlan.too_many _tags frogger, yersinia

Unexplained packet loss tcp.analysis.lost_segment or Not Applicable
tcp.analysis.retransmission

(Infosec 2021)
Summary of scan technique and purpose:

ARP Poisoning: Also known as ARP spoofing, this allows an attacker to initiate a man-in-

the-middle attack. Using this filter will reveal if a single IP address is being claimed by

more than one MAC address, a likely indicator of such attack.

ICMP flood: By filtering for large data size, IT personnel can detect oversized ICMP

packets indicative of an attacker attempting a denial-of-service attack.

VLAN hoping: This filter can reveal packets tagged with multiple VLAN tags, indicating

an attacker’s attempt at bypassing network access controls.

Example B: Detecting Denial-of-Service Attack Using Wireshark

Step 1: After opening Wireshark and running capture, enter filter as shown in chart above

Step 2: Click Apply

Step 3: Again, if the syntax is correct, filter background should appear green. With this

filter you are filtering for packets with larger than 48 bytes of data.
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Step 4: The protocol section of Wireshark reveals a large number of ICMP packets, a good

indication that an attacker is flooding the network intentionally to perform a denial-of-

service attack.

Fle [de Yiew Go Copture Analyze Statistics Telephony JTooks |ntemals Help

T2 BE caan a8 x @

+ Frame 23: 60 bytes on

0000 ff ff ff £f ff ff
0010 08 00 06 04 00 O1
0020 00 00 00 00 00 00
0030 00 00 00 00 00 00

@ ¥ File “C:\Users\Administrator\ Ded

wi
# Ethernet II, Src: Vmware
+ Address Resolution Protod

pc

pc
0
bo

8x88

v | Expression...
Protocol
Broadcast ARP
sroadcast AP
vmware_9a:be:cl ARp
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
Broadcast ARP
sroadcast ARP
Broadcast ARP
sroadcast ARP
sroadcast ARP
sroadcast ARP
sroadcast ARP
sroadcast ARP

29 9a be c1 08 06 00 01
29 9a be c1 ac 10 ¢8 32
<8 0d 00 00 00 00 00 00
00 00 00 00

htop\lab1l...

Packets: 29602 - Displayed: 29602 (100.0%) - Load time: 0:00.312

)2

Length Info

60 who has 172.16.200.17 Tell 17

172.16.200.2 15 at 00:50:56:f3
has 172.16.200.37 Tell 17.
172.16.200.47 Tell 17
172.16.200.5? Tell 17.
172.16.200.67
172.16.200.77
172.16.200.87 Tell 17.
172.16.200.97 Tell 17
s 172.16.200.107 Tell 1

BEEEEE

EEE

s 172.16.200.37 Tell 17,
has 172.16.200.47 Tell 17.

233833338883853
3333388383333

e (480 bits), 60 bytes captured (480 bits)
9a:be:cl (00:0c:29:9a:be:cl), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
o1 (request)

¥ 2 > 3

who has 172.16.200.27 Tell 172.16.200.50

Tell 172.16.200.50
Tell 172,16.200.50

s 172.16.200.17 Tell 172.16.200.50

has 172.16.200.57 Tell 172.16.200.50 v

2.16.200. 50

168:90

2.16.200.50
2.16.200. 50
2,16.200. 50

2.16.200. 50
2.16.200. 50
72.16.200. 50

2.16.200.50
2,16.200. 50

(RS

1 — Edited

Helvetica ~

1 2

0
Brett Logan
June 18, 2021

AR deomPRR R
R —
0l |icmp and data.len > 48 3 NG P — e g —

No. Time Source Destination n Info
240.. 89275.11.. 192.168.204.. 192.168.204. 1. Echo (ping) request 1d=0x0001, seq=553/10498, ttl=64 (reply in 24.
240.. 89275.11.. 192.168.204.. 192.168.204. Echo (ping) reply 1d=0x0001, seq=553/10498, ttl=64 (request in ..
240.. 89275.12.. 192.168.204.. 192.168.204. .. Echo (ping) request 1d=0x0001, seq=554/10754, ttl=64 (reply in 24..
240.. 89275.12.. 192.168.204.. 192.168.204.. . Echo (ping) reply 1d=0x0001, seq=554/10754, ttl=64 (request in ..
240.. 89275.13.. 192.168.204.. 192.168.204.. .. Echo (ping) request 1d=0x0001, seq=555/11010, ttl=64 (reply in 24.
240.. 89275.13.. 192.168.204.. 192.168.204. . Echo (ping) reply 1d=0x0001, seq=555/11010, ttl=64 (request in ..
240.. 89275.14.. 192.168.204.. 192.168.204. .. Echo (ping) request 1d=0x0001, seq=556/11266, ttl=64 (reply in 24.
240.. 89275.14.. 192.168.204.. 192.168.204. .. Echo (ping) reply 1d=0x0001, seq=556/11266, ttl=64 (request in ..
240.. 89275.15.. 192.168.204.. 192.168.204. .. Echo (ping) request 1d=0x0001, seq=557/11522, ttl=64 (reply in 24.
240.. 89275.15.. 192.168.204.. 192.168.204. Echo (ping) reply 1d=0x0001, seq=557/11522, ttl=64 (request in ..
240.. 89275.16.. 192.168.204. 192.168.204.. Echo (ping) request 1d=0x0001, seq=558/11778, ttl=64 (reply in 24.
240.. 89275.16.. 192.168.204.. 192.168.204. Echo (ping) reply 1d=0x0001, seq=558/11778, ttl=64 (request in ..
240.. 89275.17.. 192.168.204. 192.168.204.. .. Echo (ping) request 1d=0x0001, seq=559/12034, ttl=64 (reply in 24.
241. 89275.17.. 192.168.204. 192.168.204. \ICMP [1. Echo (ping) reply 1d=0x0001, seq=559/12034, ttl=64 (request in ..
241. 89275.18.. 192.168.204.. 192.168.204. \ICMP 1. Echo (ping) request 1d=0x0001, seq=560/12290, ttl=64 (reply in 24.

*dotted line to indicate top portion from lab and bottom portion from infosecmatter

As you can see, there are many uses of NMAP in vulnerability assessment, as well as

corresponding Wireshark filters to detect such activity if it is malicious rather than being

performed for assessment purposes.

Using these tools helps identify and rectify any weaknesses or misconfigurations in the

NSSD network.
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Section Five: Network Scanning and Assessment

Network scanning is an essential piece of NSSD’s overall cybersecurity program. Scans

can help IT personnel protect the network from attack by identifying weaknesses or
vulnerabilities. Often an attacker will initiate a scan themselves to surveil the network
before attack, and the identification of such scans can help analysists understand the
method and route of attack. Scan results can offer details such as

-IP Addresses

-Open Ports

-Operating System

-Vulnerabilities

5.1 Network Scanning

Using the filter in Wireshark allows detection of malicious activity based upon certain
atypical traffic which reveals that a scan has taken place. The following scan types and

their corresponding Wireshark filters are a valuable tool:

Ping Sweep

This type of scan reveals which IP addresses are active on the network. To detect the
presence of such scans using Wireshark, the following filters are used:
Detecting an icmp ping sweep
icmp.type==
icmp.type==
Detecting a TCP ping sweep
tcp.dstport==7

Detecting a UDP ping sweep
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udp.dstport==7

An unexpected increase in packets as revealed by these filters may indicate a ping sweep.

capnetl.cap [Wireshark 1.12.6 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

.39 1. 60 Echo
170 62.398147 216.1.1.200 10.0.0.2 60 Echo
171 62.398155 216.1.1.200 10.0.0.3 60 Echo
172 62.398207 216.1.1.200 10.0.0.4 60 Echo
173 62.398211 216.1.1.200 10.0.0.5 60 Echo
174 62.398211 216.1.1.200 10.0.0.6 60 Echo
176 62.398249 216.1.1.200 10.0.0.7 60 Echo
177 62.398252 216.1.1.200 10.0.0.8 60 Echo
178 62.398252 216.1.1.200 10.0.0.9 60
179 62.398302 216.1.1.200 10.0.0.10 60
10.0.0.13 60

169: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

)
)

» Frame

» Internet Protocol Version 4, Src: 216.1.1.200 (216.1.1.200), Dst: 10.0.0.1 (10.0.0-1)
L

@ File "capnetl.cap” 242 kB 00:07:01 Packets: 2875 - Displayed: 591 (20.6%) - Load time: 0:00.012

@i im. B %o Q+»0F3 BE aaaf] ¥E= B
W Expression... Clear Apply Save
No. Time Source Destination Info

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

» Ethernet II, Src: Vmware_02:25:46 (00:50:56:02:25:46), Dst: Vmware_02:2e:9a (00:50:56:02:2e:9a)

» Internet Control Message Protocol ® . —Edited v
1 Helver Reg

0000 00 SO S6 02 2e S9a 00 SO S6 02 25 46 08 00 45 00 PV....P V.NF..E £ » » » [

0010 00 lc 7d 25 00 00 30 01 29 f2 d8 01 01 c8 Oa 00 G 003, P Ko ) 1 2

0020 00 01 08 00 S8 26 9f d9 00 00 00 00 00 00 00 eoXBit seeenens Brett

0030 00 00 00 OO 00 00 00 0O 00 00 0O OO .civvenne sees June 23, 2021|

1d=0x
1d=0x
1d=0x
1d=0x
1d=0x
1d=0x
1d=0x
1d=0x

request
request
request
request
request
request
request
request
request
request

request

R

ARP Sweep

When filtering by ARP in Wireshark, personnel can look for an ARP sweep which
indicates an attacker has sent an ARP broadcast for every IP in a subnet, hoping for a
response which would indicate which IP addresses are active. The signature of this scan

type is the use of “ff:ff:ff:ff:ff:ff” for the destination MAC which is used for broadcast.

Company Manual

Page |38



CYBERLEET TRAINING MANUAL

capnetl.cap [Wireshark 1.12.6 (Git Rev Unknown from unknown)] e o0

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

0@4m b %0 Qe»073 FE aaal ¥E= 8
@) Expression... Clear Save

» Frame 21: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) ———————e
» Ethernet II, Src: Vmware_02:2e:9a (00:50:56:02:2e:9a), osm@roadcast (Ffffaffoffaffaff) >
» Address Resolution Protocol (request) ———————— —

@ T File "copnetl cap” 242 kB 00.07:01 Pockets: 2875  Displayed: 54 (1.9%) Load time: 0:00.020 Profile Default

Stealth Scan/TCP Half Open

Used to detect which ports are open or closed, an attacker can initiate a TCP connection by
sending a SYN packet to the targeted port. Open ports will respond with SYN+ACK and
closed ports will respond with RST of RST+ACK. When the attacker discovers an open
port, they will respond with RST to avoid making an actual TCP connection. In
Wireshark, the signs of this type of scanning include numerous TCP sessions with less than

4 packet communications, and/or many RST packets.

TCP Full Connect Scan

Unlike a stealth scan, this method results in the attacker responding to the TCP+ACK with
ACK to establish a TCP connection and then terminate it. The following Wireshark filters
can be utilized to find SYN, SYN+ACK,RST, and RST+ACK packets:

tcp.flags==0x002

tcp.flags==0x012

tcp.flags==0x004

tcp.flags==0x014
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capnetl.cap [Wireshark 1.12.6 (Git Rev Unknown from unknown)] e o0

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©0® = D x0o Qe»07s EE aaa[ @WME= @

No. Time

Destination

Expression... Clear Apply Save

L)
o

pcol Length Info

Broadcast AFP 60 who has 193.0.14.1297 Tell 216.1.1.1

Broadcast ARP 60 Who has 128.8.10.90? Tell 216.1.1.1
25 10.363290 Vmware_02:2e:9a Broadcast AP 60 who has 193.0.14.1297 Tell 216.1.1.1
26 10.363322 Vmware_02:2e:9a Broadcast aRp 60 who has 128.8.10.907 Tell 216.1.1.1
32 12.797100 Vmware_02:2e:9a Broadcast ARP 60 who has 128.9.0.1077 Tell 216.1.1.1
33 12.797137 Vmware_02:2e:9a Broadcast ARP 60 who has 128.63.2.537 Tell 216.1.1.1
34 12.797138  Vmware_02:2e:9a Broadcast ARP 60 who has 193.0.14.129? Tell 216.1.1.1
36 13.452094 Vmware_02:2e:9a Broadcast AP 60 who has 128.9.0.1077 Tell 216.1.1.1
37 13.452106 Vmware_02:2e: Broadcast AP 60 who has 128.63.2.537 Tell 216.1.1.1
38 13.452107 Vmware_O: Broadcast aRP 60 who has 193,0.14.1297 Tell 216.1.1.1
41 14.481701  Vmware_02:2e: Broadcast arp 60 who has 128.9.0.1077 Tell 216.1.1.1
42 14.481725 Vmware_02:2e:9a

Broadcast

60 who has 128.63.2.53? Tell 216.1.1.1

Frame 21: 60 bytes on wire (480 bits), 60 bytes captured (

’ 480 b;
» Ethernet II, Src: Vmware_02:2e:9a (00:50:56:02:2e:9a), Dst( Broadcast (ff:ff:ff:ff:ff:ff)
» Address Resolution Protocol (request)

® " ® . —Edtedv
e )l e
0000 ff ff ff ff ff ff 00 SO S6 02 2e 9a 08 06 00 Ol F o> S
0010 08 00 06 04 00 01 00 S0 56 02 2e Sa dB O1 01 O1 o
0020 00 00 00 00 00 00 c1 00 Oe 81 0O 0O 0O 00 00 00 e
0030 00 00 00 00 00 0O 00 0O 00 00 00 00 <
T
@ ¥ File "capnet1 cap® 242 kB 00:07:01 Packets: 2875 - Displayed: 54 (1.9%) - Load time: 0:00.020 Profile Default

TCP Null Scan

Here the attacker sends a TCP packet with no flags to look for an RST response from
closed ports. To look for this type of scan in Wireshark use filter:

tcp.flags==0x000

UDP Scan

A high number of packets with ICMP type 3 Code 3 can indicate an attacker sending UDP

packets to a port to discover whether it is open or closed (this response indicates to the

attacker that the port is closed). To search for this type of scanning, use Wireshark filter:
icmp.type==

icmp.code==
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5.2 Network Assessment Using Wireshark

Wireshark may also be used by IT Personnel to detect things such as rogue devices and

malicious connections. To search for this type of occurrence, follow these directions:

1: Start Wireshark Capture as directed in Section 1 of this manual

2: Review Captured Packets, paying close attention to unknown MAC or IP addresses

3: Upon discovery of suspicious packet, perform Right Click >Follow 2TCP Stream

Stream Content
14 1H. [K. 15'1n [x. 15'1N [x. EU 1H. [K. [18;1H. [K. [19 1H. [K. [20;1H. [K. [21;1H. [K. [22;1H. A

23;1H. 24;1H. 25;1H. [4; BGHCCGEI bytes mi ssin in capture He] 4;39H\\
,1Hc \>nne 1 bytes m ssing n capture fileltt . [6;9H bytes missing in capture

4t 1e}rroou[l bytes missing in capture fﬂe]?qddﬁ 15H{1 g es missing in capture

file]""G[1 bztes missing in capture file]oo eenn. 6 2 ”P bytes missm? m capture
file]ssta[2 bytes missi in capture fﬂe tte[l bytes missing in capture
P 6; 29HwWwaar [1” bytes miss n? in capture ﬂ :Irr’liors[a bytes missing in capture fﬂe] S
Ti 6; 38H. [6; 37H[1 bytes missing in capture fi [6;39H//aad[1 bytes missing i

capture fileldd
E ;1HThe command completed successfull x [10 1HC:\>nneet [1 bytes missing in capture
file . [10; 9Huusseerr . [10;14Hsstteepphheenn . [10;22HPP@@s[1 ytes missing in capture
file]sswwo0rrdd msw 31H//a£1 bytes nnssing in capture file]dd 536
11;1HThe comma Teted successfully..[14;1HC:\>n[1 bytes missing in capture
f 1e]eett [14;9H[1 by‘tes missing in capture fi’le]ﬂ [14;9H . Eu 9Hg[1 bytes missing
in capture f’l’le]rroouupp [A. [14; 9Huser stephen Password /add. [A. [14; 9ngou? "Golden
State warriors” /add.[14;42H. [14 41H. [14;40H[9 bytes missing in capture file]. [D.
14;39H. [14;38H[3 bytes missin in capture file]lss /add.[14;39Htt /add. [14; 40Hee /add.
14;41Hpp /add 14 42Mhh /add. ?14 43"2 /add. [14;44H[1 bytes missin 1n capture
'He nn /add. [14 D. [14;44H. [D. [14;43H. [D. [14 42H. [14 41H. [14; 514 39!1[9 bytes 553
missing in capture fi % [D. [14; 38H. 1{0 {14 37H. [C. [14;38H stephen /add. [14;3 &
e lm'he command eted success y..[18;1HC:\>. [Anet group "Golden state
warriors” stephen /add [18;50H .[18;50H..[18;49H . [18;49H...[18;47H .[18;4
18;45H . [18;45H. . [18 43" . [18; 43M [18 424 . [18 42H.. [18 41H .[18; 41H [18 40" .
18;40H. 18 39H [18
[1;1H. K. .IHC \>net group “"Golden State warriors /add. [3;1HThe command completed
success ully. . [4;1H. [K. [6; 9Huser stephen P@sswOrd / 653
add . [10; 9Hgroup "Golden State warriors"” stephen /add. [14;39H
tls 3 1HGroup name Golden state warriors. [16 1HComment. eve . Unm]ed_Edi'ed\,

R b e e

18; 1HMembers
B oo o o o e o e i v Holvetica 2 | Regular B O

20;
21;1Hstephen. [22;1HThe command (onp]eted successfully.. [25;1HC:\>|

_.T 13 > 13 > 13 by
1 2 3

3 Brett Logan
Find Save As print | O ASCl O EBCDIC ) Hex Dump ) May 19, 2021

o e |
0

faliian eddeamas & Bean. BasensDE PO B i e PN

Entire conversation (3175 bytes)

*Note that blue indicates data from server to client, while red indicates data from client to

Server.

4: Review this data to determine the specific actions taking place on the network and

whether they are atypical or not.
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Example: In this image IT Personnel can discover unwanted outgoing traffic, indicating a

malicious actor has breached the network.

Follow TCP Stream (tcp.stream eq 2) e e 0 -
_—

L B e, - A SR o R R e AR R AT TR R &
[...b.7a,.3-.',-.m...{w.]_..TP:..v....x.)..A.-L....d.sn...q'.....'...o..... s
P O PSS SR R o ISR TG T Y e
(..3...0.~..X.. 20 0e0nades. .t C2X(FMicrosof t Windows [Version 6.0.6001)
Copyright (c) 2006 Microsoft Corporation. All rights reserved.

Stream Content

C:\Users\Admnistrator\Desktop>dir
dir

volume 1n drive C has no label. @ = 8
Volume Serial Number is 2891-BAEB ;

Directory of C:\Users\Admnistrator\Desktop

11/21/2016 11:51 AM <DIR>
11/21/2016 11:51 AM <DIR>

11/21/2016 11:51 AM 664 chrome - Shortcut.lnk Data
10/01/2016 10:41 AM 1,711 Command Prompt.lnk CK] Seq=272 Ac
05/20/2014 11:59 PM 779 hMailServer Admnistrator.lnk Data
06/09/2014 08:33 PM 855 Internet Explorer.lnk 088 . =rivds B seq-z72 A
11/06/2016 11:47 AM <DIR> Updates vl Helvatica 2| Reg
4 Filel(s) 4,009 bytes = Data
3 Dir(s) 1,601,343,488 bytes free '0 ’ “ ’ ’7' CK] Seq=272 Ad
Data
- ers\A \Desk Brett Logan
C:\Users\Admnistrator\Desktop>| | June 9, 2021] I hek] seq=272 Ad
| Data
Entire conversation (1053 bytes) Data
p— CK] Seq=276 Ac
Find Save As Print ASClI EBCDIC Hex Dump ) CArays  © Raw
99)
| 2, Len: 36
Secure Sockets Layer
0000 00 S0 56 02 2e 99 00 SO 56 02 13 4e 08 00 45 00  .PV....P V..N..E.
0010 00 4c 08 S1 40 00 80 06 56 e9 cO a8 01 64 d8 01  .L.Q@... V....d..
0020 01 64 fb Sa 01 bb 11 10 26 d1 4a 4f 12 0a S0 18 .d.Z.... &.JO..P.
0030 00 ff 53 el 00 00 4d 69 63 72 6f 73 6f 66 74 20 ..S...M crosoft
0040 S7 69 6e 64 6f 77 73 20 Sb S6 65 72 73 69 6f Ge Windows [Version
@*  File "badtraffic.cap” 335 kB 00:10:07 Packets: 946  Displayed: 23 (2.4%) - Load time 0:00.004 Profile: Default

5.3 Viewing Network Topologies

While Wireshark doesn’t specifically offer a topology illustration, it is still possible to
determine network topology by monitoring traffic and paying close attention to IP/MAC
addresses within the network. Monitoring traffic between these addresses helps to create a
picture of network locations and establish norms for network activity.

Note the source and destination columns in your Wireshark Capture revealing IP

addresses:
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“ 26 (v1.126-0-geelfces from master-1.12)] - B

Fle ¢ Yow Go Copthe emals tielp

oo 4Ama M UL

Fiter, | tepstrea eq 191 Seve
No.  Time Source s Protocol  Length _info

18239 730. 956146 172. 16. 200. 200 72.16.200. Tcp 66 1246-7 [SYN] Seqe0 Wine8192 Len=0 MSS=1460 WS=256 SACH
18240 730. 172.16.200.100 TP 66 7~ @ i - Win=6553! }
TCp 54 1246-7 [ACK) 5eqel Ackel Win=65536 Len=0

- Follow TCP Stream (tcp.stream eq 191) =
Stream Content
hheell1loo tthheerree

Brett Logan
+ Frame 18239: 66 bytes on wire (528 bits), 66 bytes May 19, 2021
+ Ethernet II, Src: Veware_98:00:1a (00:50:56:98:00:1
¥ Internet Protocol version 4, Src: 172.16.200.200 (3
Transmissfon Control Protocol, Src Port: 1246 (124¢
1246)

0000 00 Oc 29 43 c9 Od 00 50 36 98 00 1a 08 00 45 @
0010 34 13 6b 40 00 80 06 fe O: 0 8

0020 cB 64 04 de 00 07 47 a3 f2 91 00 00 00 00 80 @
0030 20 00 26 a8 00 00 02 04 05 b4 01 03 03 08 01 q

Section Six: Auditing and Log Collection

Network auditing is a key responsibility of IT personnel at NSSD. A properly executed
audit provides information such as security risks, allowing for changes to the network to
keep our data safe. These audits also help map and inventory the network to ensure
visibility and proper administration efforts.

When auditing to diagnosing a specific network problem, Wireshark is especially useful
due to the specificity of data that it reveals. Among the tools that personnel can use to

garner deeper levels of information is the analyze menu:
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498 18.146334 13.107.136.9

31 10.0.0.70

» Frane 492: 60 bytes on w
» Ethernet II, Src: Technic

07 ff e7 49 00 00 00 00 00 00 00 00

O 7 wireshark wi-FiaH6H80pcapng.

A breakdown of menu items and their description is as follows:

08  prepare as Filter

13.107.136.9

3c 22 fb 9b 5d 6b f4 c1 14 b5 b3 37 88 0@ 45 00
00 28 ab 48 40 00 74 06 bb cd 6d 6b 88 09 0a 00
00 46 01 bb 7 b7 15 d1 23 3f d9 9e 14 b0 50 10 F

Wireshark Fie Edit View Go Capfur atistics Telephony  Wireless _Tools  Help
ters.
Display Filter Macros... Wi-F: enf
Display Filter Expression.. = o q @ i
Apply as Filter AL

Conversation Filter

<k 7 E
He't k

ooop
1

63414 - 443 (ACK] Sequ1527 Acks5116
80 bits), 60 bytes captured (480 bits) on interface enl, id @

93:37 (f4:C1:14:b5:3:37), Dst: Apple_b:5d:6b (3c:22:fb:ab:Sd:6b)

» Internet Protocol Version 4, Src: 13.107.136.9, Dst: 10.0.0.78
» Transnission Control Protocol, Src Port: 443, Dst Port: 63415, Seq: 5118, Ack: 1457, Len: @

Packets: 501 - Displayed: 501 (100.0%) - Dropped: 0 (0.0%) Protie: Detault

Menu Item

Accelerator

Description

Display Filters...

Displays a dialog box that allows you to create
and edit display filters. You can name filters, and

you can save them for future use.

Display Filter

Macros...

Shows a dialog box that allows you to create and
edit display filter macros. You can name filter

macros, and you can save them for future use.

Apply as Column

Shift+Ctrl+I

Adds the selected protocol item in the packet

details pane as a column to the packet list.
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Apply as Filter Change the current display filter and apply it
immediately. Depending on the chosen menu
item, the current display filter string will be
replaced or appended to by the selected protocol

field in the packet details pane.

Prepare as Filter Change the current display filter but won’t apply
it. Depending on the chosen menu item, the
current display filter string will be replaced or
appended to by the selected protocol field in the

packet details pane.

Conversation Apply a conversation filter for various protocols.
Filter

Enabled Shift+Ctrl+E | Enable or disable various protocol dissectors..
Protocols...

Decode As... Decode certain packets as a particular protocol..
Follow — TCP Open a window that displays all the TCP

Stream segments captured that are on the same TCP

connection as a selected packet..

Follow — UDP Same functionality as “Follow TCP Stream” but

Stream for UDP “streams”.
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Follow — TLS Same functionality as “Follow TCP Stream” but

Stream for TLS or SSL streams. See the wiki page
on TLS for instructions on providing TLS keys.

Follow — HTTP Same functionality as “Follow TCP Stream” but

Stream for HTTP streams.

Expert Info Open a window showing expert information
found in the capture. Some protocol dissectors
add packet detail items for notable or unusual
behavior, such as invalid checksums or
retransmissions. Those items are shown here. The
amount of information will vary depend on the
protocol

(Wireshark 2021)
Loopback Traffic

Useful for diagnostics and troubleshooting, loopback traffic is the communications a
device has with itself. To view this traffic, be sure to install ncap along with Wireshark.
This creates the loopback interface, and on the initial Wireshark screen select and double
click the adapter for loopback traffic capture. This traffic can be analyzed like other

captured traffic using the above menu to gain greater detail.
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Creating/Saving Logs

Logs are useful for IT personnel because they allow revisiting of network activity, giving

the ability to search, troubleshoot, and compare. Using Wireshark, follow these directions

to save

captured traffic in files for later use and regulatory compliance:

Open Wireshark

Run Capture

If there is a known issue of concern on the network, reproduce it
Stop the capture

Click File->Save As and enter file name (such as case number)

The log file will be saved in .pcapng format

Adm 1@ mMPORD Qe»EF & T
A Apply a display filter ... <3¢ - +
No. Time Source Destination Protocol | Lengtt Info
1145 39.519691 13.107.136.9 10.0.0.70 TCP 56 443 - 60385 [ACK] Seq=4069 Ack=821 Win=524544 Len=0
1146 39.519692 13.107.136.9 10.0.0.70 TLSv1. 92 Application Data m—
1147 39.519694 13.107.136.9 10.0.0.70 TCP 56 443 - 60385 [ACK] Seq=4107 Ack=2261 Win=525568 Len=0
1148 39.519695 13.107.136.9 10.0.0.70 TCP 56 443 - 60385 [ACK] Seq=4107 Ack=2620 Win=525056 Len=0 prm—
1149 39.519696 13.107.136.9 10.0.0.70 TCP 56 443 - 60385 [ACK] Seq=4107 Ack=4233 Win=525568 Len=0 —_—
1150 39.519819 10.0.0.70 13.107.136.9 TCP 54 60384 - 443 [ACK] Seq=1411 Ack=4107 Win=262080 Len=0
1151 39.519820 10.0.0.70 13.107.136.9 TCP 54 60383 - 443 [ACK] Seq=1449 Ack=4107 Win=262080 Len=0
1152 39.519820 10.0.0.70 13.107.136.9 TCP 54 60385 - 443 [ACK] Seq=4233 Ack=4107 Win=262080 Len=0
1153 39.567176 13.107.136.9 10.0.0.70 TLSvl.. 1050 Application Data B
1154 39.567258 10.0.0.70 13.107.136.9 TCP 54 60384 -+ 443 [ACK] Sea=1411 Ack=5103 Win=261120 Len=0 [
[Time delta from previous captured frame: ©.000002000 seconds) F
[Time delta from previous displayed frame: 0.000002000 seconds)
[Time since reference or first frame: 39.519691000 seconds]
Frame Number: 1145 - ~ |
Frame Length: 56 bytes (448 bits) Look in: -/ &z o &6 E
Capture Length: 56 bytes (448 bits) ]
[Frame is marked: False] B computer i =ik Se Hnd DateMorified \
[Frame is ignored: False] A W Applications -- Folder 7/2/2112:21 PM
[Protocols in frame: eth:ethertype:ip:tcp:vssmonitoring] @ brettlogan | g yibrary -- Folder  6/11/213:48 AM
[Coloring Rule Name: TCP] m System -- Folder  7/13/20 2:43 AM
[Coloring Rule String: tcpl] W Users -- Folder  7/13/20 2:41 AM
0000 3c 22 fb 9b 5d 6b f4 c1 14 bS b3 37 08 60 45 00 <" -]k 7
0010 00 28 2f fb 40 @@ 74 06 37 1b @d 6b 88 09 0a 00 /@t 7k
0020 00 46 01 bb eb el 8a f7 61 4c a7 fb 8f 93 50 10 F aL
0030 08 01 f6 a9 00 @0 6 a9
®©® .—Edited~ |
vl ¥ ¢ | Reg
¥ 3 3 > b
0 1 2
Brett Logan e
shidy 1} 202 File name: Enter Case Number Here as File Name =
Cancel
@ 7 The frame matched this coloring rule string (frame.coloring_rule.string) Save 45 Wireshark/..._ pcapng < Help
Compress with gzip
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Troubleshooting Tip:
Creating two Wireshark analysis sets can help IT personnel in diagnosing errors. Running
an analysis on a problematic machine and also on a functional machine and then

comparing the results can offer valuable insight.
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Tools Overview
Wireshark

The focus of this manual, “wireshark is the world’s foremost and widely-used network
protocol analyzer. It lets you see what’s happening on your network at a microscopic level
and is the de facto (and often de jure) standard across many commercial and non-profit
enterprises, government agencies, and educational institutions. Wireshark development
thrives thanks to the volunteer contributions of networking experts around the globe and is
the continuation of a project started by Gerald Combs in 1998 (Wireshark 2021). 1T
personnel at NSSD will benefit from familiarization with Wireshark and its many useful

features in ensuring better network understanding and security.

Nmap
Short for “network mapper”, this utility for network discovery and security auditing

provides useful functions such as determining open ports.

Snort
This is an intrusion detection and prevention system that offers real-time traffic analysis

and packet logging.

Kali 2

Used for penetration testing to ensure network defenses are adequate.
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Windows Firewall

Built in firewall that filters traffic and can be used to block unwanted connections.
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