
 

 



Task 1: Information Gathering 
Reconnaissance 
Also, called as Information gathering. It is the first phase of penetration testing where the attacker extracts 

information related to the target. 

It is of two types: - 

 

1. Passive Reconnaissance. 

In this type of recon, the attacker gathers information without interacting with the target directly. Information 

gathering is done by third part sources. 

e.g.: Shodan 

 

2. Active Reconnaissance. 

In this type of recon, the attacker gathers information by directly interacting with the target. 

e.g.: Nmap scan  

 

 

Target: www.hackthissite.org 

1. Passive Reconnaissance 

I used below tools to do passive recon. 

 

Nslookup 

Whois 

Dig 

Shodan 

Builtwith 

TheHarvester 

Sublist3r 

Foca 

 

 

 

 

 

 

 



Nslookup  

is a tool that helps in retrieving domain names linked to an IP Address and vice-versa. 

 

 
 

Whois 

helps in retrieving information for registered domains. 

 



Dig 

stands for Domain Information Groper. It helps in retrieving DNS information. 

 

Shodan 

Is a tool with publicly available database containing information for registered domains – DNS information, SSL 

information, ISP, Location information, etc. 

 



Builtwith 

is a tool that retrieves information about web-applications being used by a website. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Theharvester 

Is a tool that tries to collect any publicly available information for the target including email accounts. 

 

 

 

 

 

 

 

 

 

 

 

 

 



Sublist3r 

Is a tool to collect sub-domain information. 

 

 

 

 

 

 

 

 

 

 

 

 

 



Foca 

Is an open-source tool that collects publicly available documents on the target website. 

   

 

 



 
 

 

 

 

 

2. Active Reconnaissance 

 

I used below tools to do active recon. 

 

Nikto 

Is an open-source tool that scans vulnerabilities and dangerous files/CGIs, outdated server software and other 

problems.  

 
 

 

 



Nmap 

Stands for Network MAPper. It is an open-source tool that is used to scan IP address and ports in a network 

and to detect installed applications. It helps to collection information – which devices are available on the 

network and open ports with banner information. 

 
 

WAFwoof 

Is a tool that retrieves information about web-application firewall. 

 
 

 



 

 

 

 

Netdiscover 

is a tool that scans other machines available on the network. 

 

Netdiscover -I eth0 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

Beebox enumeration 
I used nmap to perform enumeration on beebox VM and was succesfully able to collect information about 

open ports, services running and banner information. 

 



 

 



 

 
 

 



3. Packet Analysis 

 

 

I analyzed the given pcap file and was able to spot TCP handshake as shown in the below picture. 

 

  
 

 

 

 

TCP stands for Transmission control Protocol. It works on methodology of 3-way handshake. 

To establish a connection, TCP sends SYN flag to the receiver. The receiver acknowledges the senders SYN flag 

by sending ACK flag and as receiver also wants to establish connection with the sender, it also sends the SYN 

packet – SYNACK. Further, the sender acknowledges the receivers SYN packet by sending ACK. In this way, the 

sender and receiver establish connection in 3 stages called as 3-way handshake. 



 

1st packet of TCP connection – SYN 

2nd packet of TCP Connection – SYNACK 

3rd packet of TCP Connection – ACK 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Task 2: Weaponization 

 

1. Phishing 

Phishing is an attack in which the attacker clones a website on his own web server and spreads it through 

social engineering methods. When the user enters his/her credentials it gets logged to the attacker’s web 

server and the user is not aware that his credentials were not entered on the legit website. This way the users 

gets his/her credentials compromised. 

 

 

 

Setoolkit – I used this tool to create a phishing webpage by cloning Facebook website to get credentials of 

target by social engineering method. 

  



Step -1  

terminal > setoolkit 

  
 

 

 

 

 

 

 

 



Step-2  

Choose Website attack vector 

  
 

 



Step -3  

Choose “3. Credential Harvester Attack Method” 

  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Step -4  

Choose “2. Site Cloner” 

  

 
Our preferref website will be cloned at hosted at out preffered IP,port. 

We will use this server address to get credentials of our target. 



 
In above reference image, we can see facebook.com is hosted at our own web-server. Thus, all the data 

collected will be stored at our server. 

 
After succesfully logging in our spoofed facebook website, it redirected to authentic facebook website.  



  

 
In above reference image, we can see we now have the credentials that were entered on the spoofed 

facebook web page. 

This way of getting credentials is called as spear-phishing. 

 

Phishing – In this kind of phishing, the tager is masses. 

Spear- phishing – In this kind of phishing , the target is specific person. 

 

 

 

 

 

 

 

 

 



2. Network Attack. 
 

 

Previously, we already did information gathering on bee-box VM. Now, I attacked one of its 

vulnerability as below. 

 

FTP vulnerability 

In below reference image, we can see we have anonymous ftp login enabled. I used “anonymous” keyword as 

username as well as password to log into it via FTP and downloaded the files. 

 
 

 

 

In below reference image, we can see anonymous access is granted on the FTP server. I logged into it as 

anonymous and gained access to all the files uploaded there. I was also able to download/upload files 

 
 

 

 



 

 

 

 

 

Samba vulnerability 

 

As we can see in below reference image, we have samba service running on port 139, We will try to exploit it 

via Metasploit and will establish connection via reverse netcat. 

 
 

Step -1  

I started metasploit tool as below. 

 
 

 

 

 

 

 

 



 

 

 

 

 

 

 

Step-2 

I searched for “Samba” keyword to get a list of available exploits in metaslploit tool.  

 
 

Step-3 

I used this exploit – usermap_script to gain reverse shell access. 

 
 

 

 



Step-4 

I entered my target machine’s ip address as RHOSTS. 

 
 

 

 

 

 

Step -5  

Now, our exploit is ready. To run it, I used run command. 

and I was able to get the shell access to my target machine. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



3. Web Application Attack 

 

SQL Injection 

Is a web security vulnerability in which the attacker injects a malicious SQL statement into the input field and 

tricks the database to output certain data that a user is not authorized to view. 

 

I performed SQL injection on bWAPP :- 

 

In the above reference image, we can clearly see we have an input field to input our malicious sql statement. 

 

I used Burp suite and list of malicious SQL payloads and was successfully able to execute the SQL attack as 

shown in below reference image. 



 

 

 

XSS Injection 

Also, called as Cross-Site scripting, is a web security vulnerability that enables the hacker to execute malicious 

scripts that further executes actions that are not allowed by the user as user is unaware of such actions.  

Below are three major types of XSS. 

1. Reflected XSS 

 

In this type of XSS, the user’s actions are reflected in the URL, the attacker modifies the URL i.e injects 

his payloads directly in the URL and when the URL with malicious payload is executed by the user, the 

user unknowingly executes the attacker’s script. The malicious script does not reside in the web-

application. The victim’s browser executes the attack only if the user opens a web page or link set up 

by the attacker. 

 

I performed Reflected- XSS as following. 

 

I entered first name and last name in the input field and the web-site reflected the strings on the 

website itself and the in the URL.   



 
 

Then, I entered this payload to see if web-application is executing my payloads or not . 

Payload = <script>alert(“Hello”)</script> 

 



My script was successfully executed as we can see in below reference image. 

 
 

 

 

 

 

2. Stored XSS 

In this type of XSS attack, the attacker injects a code into the website where the inputs are stored on 

the server. Eg. – Comment section. Whenever a user opens the web-page with attacker’s malicious 

script stored on it, the script/code gets executed on the user’s browser. 

 

I performed XSS-Stored in following ways.: 

 

I tested the input field. 



All my inputs are being stored on the server. 

 

I performed XSS-stored as below :  

I submitted this script in the input field . 

Payload : hello 

<script>window.location=("https://www.google.com")</script> 

 

After submitting this payload into a website, the web page will get redirected to google’s home page. 

 



1. 

 
2. 

 
 

Now, whenever someone will visit this webpage, page will get redirected to hacker’s website. 
 

 



CSRF 

CSRF stands for Cross Site Request Forgery. In this vulnerability, the attacker induces the user to perform 

actions that they do not intend to perform intentionally.  

 

I performed CSRF as below:  

1.  

In above image, we can change the password of bWapp portal. I changed the password and all the data 



reflected in the url as shown in below reference image. 

 
By modifying this URL, we can change password numerous times without an intention to change and 

directly visiting the “change password” section. 

 

2  

URL : 

http://192.168.75.134/bWAPP/csrf_1.php?password_new=test&password_conf=test&action=change 

 

I altered the above url to below :  

Altered url : 

http://192.168.75.134/bWAPP/csrf_1.php?password_new=apple&password_conf=apple&action=chan

ge 

 

 

Once, the user executes this url, his/her password will get changed unintentionally and the attacker 

will gain access. 

http://192.168.75.134/bWAPP/csrf_1.php?password_new=test&password_conf=test&action=change
http://192.168.75.134/bWAPP/csrf_1.php?password_new=apple&password_conf=apple&action=change
http://192.168.75.134/bWAPP/csrf_1.php?password_new=apple&password_conf=apple&action=change


 
 

 

 

 

 

 

 

 

 

 

 

 



Task 3: Defense 
 

You are now the IAM Administrator of your organization. Your organization has decided to start an Information 

Security Department. They have hired 3 new employees and fired 2 employees. As an IAM administrator you 

have to Add 3 new users and assign them manager roles. (Provisioning). And you have to remove 2 existing 

users and their roles and privileges. To do this you first need :  

 

 

1. Create 5 new users  

I created 5 users as below. 

Similarly, created 4 more users. 



 

 

2. Create 2 new Roles ie. Manager & HoD  

 

 

 

 



3. Add an organization.  

 

 

4. Make one of the users owner of the organization  

 

 

 

 

 

 

 



 

 

5. Make another User Administrator. 

 

 

 

As an IAM administrator, I added 3 users to security team and deactivated 2 user accounts as below. 

 

1. Added 3 users to security team. 



 

 

 

 

2. Deactivated 2 users. 

 

 

 

 

 



Task 4: Firewall Log Analysis 
 

 
I performed ping scan from kali linux to windows VM as below. 

Ping was working fine. Both machines are in trusted connection. 



I blocked Kali linux ip in the firewall @Windows VM as below. 

Further, My Kali VM was not able to communicate with Windows VM depicting that firewall is working 



fine. Also, Logs were generated describing Kali VM trying to establish connection with it.  
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