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Article 1, Section 4, Clause 1 of the U.S. Constitution states -
The times, Places and Manner of holding Elections for Senators 
and Representatives, shall be prescribed in each State by the 
Legislature thereof;

The Constitution of the State on Montana states in Article IV, 
Section 3 states - Elections –
The legislature shall provide by law the requirements for 
residence, registration, absentee voting, and administration of 
elections.  It may provide for a system of poll booth 
registrations, and shall insure the purity of elections and guard 
against abuses of the electoral process.
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Montana Gov Brian Schweitzer speech





Election Costs -
• Montana Code Annotated 2021

• TITLE 13. ELECTIONS

• CHAPTER 1. GENERAL PROVISIONS

• Part 3. Local Election Administration

• Election Costs

• 13-1-302. Election costs. (1) Unless specifically provided otherwise, all costs of the regularly scheduled primary and general elections shall be paid by the counties and other 
political subdivisions for which the elections are held. Each political subdivision shall bear its proportionate share of the costs as determined by the county governing body.

• (2) A political subdivision holding an annual election with a regularly scheduled school election shall bear its proportionate share of the costs as determined by the county 
election administrator and the school district election administrator.

• (3) The political subdivision for which a special election is held shall bear all costs of the election, or its proportionate share as determined by the county governing body if held 
in conjunction with any other election.

• (4) Costs of elections may not include the services of the election administrator or capital expenditures. A county may not charge a political subdivision or school district for the 
purchase or routine maintenance of a voter interface device. However, the county may charge for the cost of programming a device for the election and for replacement, repairs, 
or maintenance required due to the political subdivision's or school district's use of the device.

• (5) The county governing body shall set a schedule of fees for services provided to school districts by the election administrator. Before finalizing a contract to conduct a school 
election pursuant to a request under 20-20-417, the county shall provide the school district with an estimate of costs for each county voter interface device to be used for the 
election. When a school district is conducting its own election, the school district shall request from the county an estimate of the cost for using a county voter interface device. 
The county shall provide the estimate within 30 days of receiving the school district's request.

• (6) Election costs shall be paid from county funds, and any shares paid by other political subdivisions shall be credited to the fund from which the costs were paid.

• (7) The proportionate costs referred to in subsection (1) of this section shall be only those additional costs incurred as a result of the political subdivision holding its election in 
conjunction with the primary or general election.

• History: En. Sec. 16, Ch. 571, L. 1979; amd. Sec. 7, Ch. 27, L. 1981; amd. Sec. 1, Ch. 558, L. 1983; amd. Sec. 2, Ch. 644, L. 1987; amd. Sec. 4, Ch. 61, L. 2021.

•

https://leg.mt.gov/bills/mca/title_0200/chapter_0200/part_0040/section_0170/0200-0200-0040-0170.html










The easiest, most cost effective and 
comprehensive fix : 
• Shrink all Montana precincts to 1000 homes per precinct. 
• Fill precinct man and woman positions with patriots prepared for the 

task of getting to know the people in their precincts.
• Accept, train, prepare and certify election judges from all recognized 

parties to count the ballots at the polling precincts after they’ve 
closed. 
• Preliminary results can be called into County Election Clerk after 

being confirmed by the election judges at the polling place.  
• Transfer secured ballots to County headquarters for confirmation 

count by the machines. 







Republicans flipped 13 seats in 
the House in the 2020 election.

Democrats flipped 3













If you don’t believe counting machines have a place in your local voting 
process, please watch this 21 minutes video that demonstrates what 
local citizens in Nye County Nevada have recently accomplished:



The A. Haldeman Report







THIS IS YOUR WAKE UP CALL

• https://rumble.com/vkze5h-mike-lindell-cyber-symposium-your-
wake-up-call-col-phil-waldron.html

• Dinesh DeSouza – 2000 Mules

• Rigged – True The Vote - being released soon -

https://rumble.com/vkze5h-mike-lindell-cyber-symposium-your-wake-up-call-col-phil-waldron.html






Who Makes Law? 
•Article 1, Section 1: Congress
•All legislative Powers herein granted shall be 
vested in a Congress of the United States, 
which shall consist of a Senate and House of 
Representatives.

Montana Constitution, Article V,  Section 1Power and structure.  The legislative power is vested in a legislature 
consisting of a senate and a house of representatives.  The people reserve to themselves he powers of initiative 
and referendum. 



The Supremacy Clause  of the U.S. Constitution-

Article VI, clause 2 

• This Constitution, and the Laws of the United States which
shall be made in Pursuance thereof; and all Treaties made, or 
which shall be made, under the Authority of the United 
States, shall be the supreme Law of the Land; and the Judges 
in every State shall be bound thereby, any Thing in the 
Constitution or Laws of any State to the Contrary 
notwithstanding. 





















Proposed Standing Election Committee Rule Change

• Structure
• Authority for the Legislature to exercise its Constitution responsibility to administer and insure the purity of 

the elections. Establish a new Standing Session Committee on Elections for the 2023 Session and possibly 
concluding at the conclusion of the regular session of 2025. 

• Separate Elections from the State Administration and Veterans Affairs Committee 
• Provide subpoena power for this committee that includes not only witnesses but information from state 

agencies and political subdivisions.  
• Power to refer any finding of illegality for further investigation and/or prosecution. 
• Provide for the Elections Committee to remain in-session during the interim. 
• Election Investigation Unit reports the election related issues disclosed to their unit and the disposition 

along with any trending, suggestions, are the laws working, etc.   
• Consider a Citizen Advisory Council -- must have poll watcher or election judge or election experience.   



Proposed Standing Election Committee Rule Change

• Goals
• Engage with the election administrators, ask what changes they would like to have made. 
• Determine loopholes in state statutes
• Create legislation to correct loopholes
• Review all election tabulator contracts
• Research and gather information on citizen generated election issues
• Oversee a central reporting mechanism for election related citizen reports; this must be public information but may not disclose the 

person reporting.  
• Investigate all non-profit funding accepted by any political subdivisions for the purpose of elections—six previous years. 
• Investigate all non-profits granted taxpayer money by any state agency or political subdivisions for the purpose of elections, ballot 

initiatives, registering voters, etc (At least the last 6 years.) Are these non-partisan. 
• Investigate all counties who hired or allowed non-profit groups to assist with elections including using any portion of the voter registration 

system or handling ballots. 
• Investigate any counties who processed ballots on Saturdays or Sundays and if any non-profit organizations were present during these 

times—violation of 13-13-241 (7) b using data tracking logs.  
• Review all vendor agreements for vote tabulation machines 
• Develop an audit procedure for tabulation machines, including logs. 
• Develop a Forensic Audit procedure, likely rolled out in phases 
• Review county implementation of election procedures for best practices 
• Develop an actual election audit procedure to be performed each election cycle, which includes signature verifications. 
• Ensure all elections, including school and municipal elections follow the same laws as federal elections. 
• Review the new voter registration system during and after implementation and the 2024 election cycle.   

https://leg.mt.gov/bills/mca/title_0130/chapter_0130/part_0020/section_0410/0130-0130-0020-0410.html


Elections Investigation Unit 

• Stand up an elections Investigations Unit as part of the Department of Criminal Investigations

Investigative Duties 

1) Reporting, Investigation and Referral for Prosecution 
2) Serve as the central collection point for all reports of voter irregularities

Should be first-hand information
3) Website for the public to submit election irregularities, upload data/information and provide their information confidentially. 
4) Posting of reported irregularities.  
5) Reports are public information; reporters name is not public information 
6) Operational Advertised Statewide Hotline during the election period and all day into the evening on election day. 
7) Audit authority needs to be outlined, what is realistic, required and in the constraints of election security. 
8) Spot check/sample audit the voter registration system for proper removal of ineligible voters or votes, deaths. Multiple voters from same address, canvass, google searches, 

non-citizen records, nursing homes, envelope signatures verifications, etc.   
9) Investigate forensic audit findings.
10) Inspect tabulation equipment for WI-FI capabilities 
11) Review tabulation logs and SOS registration logs for Saturday/Sunday activity and incursions. 
12) Quarterly report to the legislature election committee on findings and activities. 
13) Investigate COPP complaints
14) Subpeona power
15) Submit Legislation Proposals to the Election Committee as needed. 
16) Prosecutorial authority 
17) Citizen Advisory Council  same members as Legislative Election Committee
18) Tabulation Companies provide the source codes for each tabulation machine the day following the election. The investigation unit must review the source codes for 

irregularities.
19) Review the ballot resolution logs.  
20) Review all voters over 100 for viability



Elections Investigation Unit 
• Personnel Qualification Suggestions

Prior Investigation Experience; either private or public
Ability to analyze Data, identify trends, utilize all public information sources for fact finding. 
Patience with the public  
Cybersecurity Background 
Prior Law Enforcement Background/Constitutional Education in Citizens’ Rights 
Personnel Required: Investigator, Website/Cyber, Prosecuting Attorney, Admin Assistant Researcher  
Not required to live in Helena. 

• Prosecutions are not required to be filed in Lewis and County.



Funding

• 50% of the rental car tax 
Fines collected 
funding allocation from the COPP budget
Travel Budget 

• Major changes: Implementing an election investigation and enforcement mechanism for oversight.
Move the investigation of COPP complaint referrals to this group. 



25 Big Questions 

1. Why did the vote counting stop on election night in several swing states?
2. Why did the vote counting delays only happen in swing states?
3. Why were election observers barred from entering vote counting stations in swing 

states?
4. Why did Trey Trainor, the chair of the Federal Election Commission, declare on TV that 

election "observers have not been allowed into the polling locations in a meaningful 
way" and that “if they're not, the law is not being followed, making this an illegitimate 
election” on November 6th, 2020?

5. Why are any electronic voting machines hooked up to the Internet?
6. Why were votes from the 2020 election sent overseas for “processing” and “tabulation” 

purposes? 
7. Why would votes from 30 states in America be processed by a Canadian firm?
8. Why would the company that “tabulates” votes for 800 American counties be a recently 

bankrupt Barcelona-based firm with the Department of Defense as its best-known client?

https://email.mg2.substack.com/c/eJwtUcuOhCAQ_JrhpuGhCAcOe9nfMAjtDFlFg-04_v226yak-pEuulIdPMJzKadblw3ZBT2eK7gMxzYBIhS2b1D6FF2jFZdcS0ZpFKY1LG39WABmnyaHZQe27sOUgse05IshiaEVezluFI9ceW5Mx8eguG2DFUZ6L5UyVt-L_R4T5AAO3lDOJQOb3Atx3R7q6yG_6R3HUV_KZv-pwzJT57-q8E0FFjgrLD7lpVQjBMr3ea0kya5ggnDporGrpiAEAdcEKRJY23adpIQlRxOSKyGEUaZpa1l3MIRW2rb1crBCjLUZP5_mBc2j4fNT1ts-bOjDz6WKFTeUPUDQ9HnDn5c9f31yp6c47znh2UP2wwTxNg5v__-s7J-QodBdYu_RCd10XCqrWnLt9um6hTCGN1owWhwXYmUHM5GmGAf1C32SmA4
https://email.mg2.substack.com/c/eJwlUctuwyAQ_Jpww-JhKD5w6KW_YWFYO6gYLMBJ3K8vJBJaZnc1mtGsNRW2lC99pFJRL3O9DtARniVArZDRWSDP3ulRcsKIZKhBR5VQyJd5zQC78UHXfAI6ziV4a6pPsTNYY0iO7lpIQyVYEJQroIIbua5KKljltAAD-RE2p_MQLWh4QL5SBBT0vdaj3Pj3jf2093w-h7jYbm6waW-TIwVfvS0NQgDblTtOMfgI-HGGCNksATC8Dsi14NVHhyOYHC5c7809dukPIj5xwY9UfdxwpJSykUvkNSOMEd56xdUoBjZ8wWIFm4QwbJkoXQe1vl7jHcbbSPaNDeVcSjX2t9tDWS_5tGAlkW299Zze8xbT3P79jL5eM8Ru0H0SrJ9DvDOdN-juK7jZVE3l-EUYn7jgZPoE1o9ClSKjpKgJu9RYUcPeSMG5hf8DdOKhqw
https://email.mg2.substack.com/c/eJxVkMtuhCAYhZ9GdhrugwsWTZp5DfML_zikigawM759sS6aJtzCyeFwPgcFpzUddltzIecylGNDG_GVZywFE9kzpiF4K7WgnGpO6tEzowwJeXgkxAXCbEvakWz7OAcHJazxdPDq0II8rdbC8NEr7hQoygX0qgcuEZjxNwn6CobdB4wOLX5jOtaIZLbPUrbciI-G3-vABRPM3o-iy_uYC7ivzq1LVbY6oao1Pbc4ozv_kFtI2KYwTehbiL4R9_rW54sEyynnVDDGjDBSdby74egU75UCPvaMPTrzeL_lE2Uj6TLxf3kk2THtDp2musrTCeD3vvYf6r7sMZRjwAjjjP5CUy7Cv7CGCWMtUtAPUCzT8laZ9EIJ2l8kTtrMGCo1IzXYr9UV7V_7HxI-khE
https://email.mg2.substack.com/c/eJxVkMtuhCAYhZ9GdhrugwsWTZp5DfML_zikigawM759sS6aJtzCyeFwPgcFpzUddltzIecylGNDG_GVZywFE9kzpiF4K7WgnGpO6tEzowwJeXgkxAXCbEvakWz7OAcHJazxdPDq0II8rdbC8NEr7hQoygX0qgcuEZjxNwn6CobdB4wOLX5jOtaIZLbPUrbciI-G3-vABRPM3o-iy_uYC7ivzq1LVbY6oao1Pbc4ozv_kFtI2KYwTehbiL4R9_rW54sEyynnVDDGjDBSdby74egU75UCPvaMPTrzeL_lE2Uj6TLxf3kk2THtDp2musrTCeD3vvYf6r7sMZRjwAjjjP5CUy7Cv7CGCWMtUtAPUCzT8laZ9EIJ2l8kTtrMGCo1IzXYr9UV7V_7HxI-khE


25 Big Questions cont

9. Why would America’s electronic voting machines be under the ownership of citizens from foreign nations? 
10. Why are so many electronic voting machine companies owned by shell companies? 
11. Why did it take Maricopa County (Arizona) two weeks to count its votes?
12. Why did an audit expert find 74,000 more votes were counted in Maricopa County (Arizona) than were mailed 

out?
13. Why did Mark Zuckerberg fork over $400 million to his personal charity to run a parallel private election system in 

2020?
14. Why did the Special Counsel in Wisconsin just release a report that called Zuckerberg’s donations in five 

Wisconsin counties a classic case of bribery?
15. Why did AG Merrick Garland at Biden’s Department of Justice threaten to interfere in a post-election audit 

conducted in Arizona — and authorized by the state of Arizona?
16. Why did a county circuit court judge in Wisconsin rule that the Wisconsin Elections Commission had run the 2020 

election in an illegal manner?
17. Why have the voting machine companies refused to comply with subpoenas from the state officials of Wisconsin?

https://email.mg2.substack.com/c/eJwlUUmOpTAMPc3PDpSRYZFFb_oaKIPhRwUJytAUffoy9aUotuz3PDw7U2FL-dZnKpU831LvE3SEq-xQK2TSCuQleC0HQTkdOEHXs0lNJJRlzQCHCbuuuQE5m92DMzWk-DA4MgZB3tqN3jrnlTJSCFCrUhgZ5cwslUZN4tPYNB8gOtDwD_KdIpBdv2s9y0v8efG_-K7r6usbNhz6MvfZog-1d-nAFKecoaHjA0tXZ_53T73arSH60o2SUtpZs--pli5DbTmC71xqsaJFNu1gB_eM3sWECJey7wrEigVJ0IjgVDDGJjFJ1fN-BOsUn3EnbmfG1n5av7_lG-RL0mPjfWm2VOO-nvlI1jY3B26gA6a3R7HfOAq2oD1aDPVeIBq7g_9oWT8n-VV32SBCxq39YqpmgxwpF7NQgs4f6Z7zsGmicmAEG_uErKjhQNLuvRU_cvOiyQ
https://email.mg2.substack.com/c/eJwlkU2OpDAMhU9T2RXKf8Mii97MNZCTGCozkKAkdDe3H9MlWfaTrSfLnwN0XEu93FFaZ3ea-3Wgy_jdNuwdKzsb1jlFp63iklvJSEYxmpGlNi8VcYe0uV5PZMfptxSgp5JvhySHVezlwC9aeTCj8VF5aSyAjVpEAQtwMYX3YjhjwhzQ4RfWq2Rkm3v1frSH-nzIPxQbrqkN36mFklvKw1q-qAut4e63i6SUlHyFHPtfzKR3jAmoCmPuUWnh2ZDc8ZkyHZf2Z8Wj1D4ccWHJSS4lV0KIUY3aDHL4QB-MnIwB6SchlmFcfn70C_VD832VQzt96xD-DaHsrDpfz4DBckvj9eby2ycsM9X9zKlfM2bwG8Y3sf4G_8twXjFjpYfEGboTVn9wqSZlFJ_egO4niHHk2gpGi2MhV3a4k2mL0av_7-SauA
https://email.mg2.substack.com/c/eJwlkctuwyAQRb8m7LB42A5esOimv2HxGDu0GKIB13G_vriREIMGju7o4EyFNeOpn7lUcm1zPZ-gExwlQq2AZC-Ac_C6HyUTbBSkHT1XgyKhzAsCbCZEXXEH8txtDM7UkNNFiEaMkjw03NVdLnbxRk694A74IIR1wyStao_sO9jsPkByoOEH8MwJSNSPWp_lJj9u4rOt4zg687sFxIydy1tr2ZjXVsxKV4PRJE8Pg6nQvFCfv2hxuNeQTrpkpAbDb06GlnpGoFdcLY0lQQsmBJOccyVVP3Siu0MbT0zDYISdOF86tbxe_QP6W8-2VXRlt6Ua931NQVBb3B24kY3ter18_PebjrnVbU-hnjMkYyP4t6n6Fv7vbl4hAbaP8LOpmo_9nQk5yUGy6S3mks-VYv3ISQv2uVFJw9ag6L2Vf9MlmRo
https://email.mg2.substack.com/c/eJwlUctuwyAQ_Jpww-Lp4AOHXvobFo-1Q4vBAtzEf1-cSGgWlh1mmXWmwZrLqfdcG7pgbucOOsGzRmgNCjoqlDl4LUZOGBkZ6ltPlVQo1HkpAJsJUbdyANoPG4MzLeR0MVhnjBw9tFikm2w_2ruT08iMmSRzxlEBiguiPsLm8AGSAw1_UM6cAEX9aG2vN_51Y999tQcs4KGYGGobXN56jhHGeiC0A713eIbqcqoh4Z_Dr4CtSbVDjLlhX_KObX5BxdWcFUMEd3WL87IEF0zslSX_Au5KOJpnfw4FfUkQTilVXAk5sOEO1kk2SWmYnShdBrW8XuIB4ibItrKhHrY2436vFlHRthwO3EjGfr1ebr3z3ay5x-1IoZ0zJGMj-I-P7TOOt7PzCqn_uIGfTdN0FHfC-MQlJ9PHtms0VCkiRoq6sM-dlTRsl03eW_4PrKOhrw
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25 Big Questions cont

18. Why do the voting machine companies refuse to have their machines inspected even though these machines 
are used in public elections?

19. Why is a federal judge in Georgia refusing to release a report by a cybersecurity expert who inspected a 
Dominion machine and found it vulnerable to hacking and manipulation of the votes?

20. Why has Dominion Voting Systems refused to comply with the post-election audit in Arizona — which was 
ordered by the State of Arizona itself? 

21. Why are more than 300,000 ballot transfer forms missing in Georgia’s 2020 election?
22. Why did Dominion Voting Systems fail to show up and answer questions from the elected officials of 

Pennsylvania after the 2020 election?
23. Why do 204,430 mail-in ballots in Arizona have mismatched signatures? 
24. Why do 740,000 mail-in ballots in Arizona have broken chain of custody? 
25. Why did the Wisconsin Special Counsel find that 50 nursing homes had 100% voter turnout and that 

cheating was widespread?

https://email.mg2.substack.com/c/eJwlkc2OrCAQhZ-m2WH4UcQFi7u5r2EKKJWMogFsx7cf7E4IkCoO5-QrBwXnPd3m2HMhzzaW-0AT8corloKJnBnTGLxplWSCKUHq1XPdaRLyOCXEDcJqSjqRHKddg4MS9vgoRFUoSRYDrio7D66bHEztBL0EpqwddN_XHv8aw-kDRocG35juPSJZzVLKkV_y30v8r-u6ruZJdiH-NG7fasnvW4jVj773EuJM850LbpnOWDJNeKRQf6MHxpjv9Q0xAHX7mQpdYK0vNnBLiEhDzAe6JzjlSg1KMxKMYEIwyTnXUrddI5oerevE0HUg7MD51Ojp97ddsH21bJtFk0-bC7hPNpKMTadDp5iq7fmh9KlXSGM9tzOGco8Ywa7ov_zKdwwfouOMEVMdjx-hGK7angk5yE6y4YvrGQnXmrWKk2pcQUCIBrcqWr238g8O8qK3
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• More electronic voting machines in the United States are managed by Election Systems &
• Software [https://www.essvote.com/] (ES&S) than any other vendor. An in-depth review of the
• specifications and functions of one of the company’s most used voting machines—the DS200 Vote
• Tabulator [https://www.essvote.com/products/ds200/] —reveals a machine with a difficult-todetect
• modem buried in its motherboard, allowing the device mostly undetected access to the
• internet.
• ES&S DS200 Vulnerabilities
• Let’s Fix Stuff reported [https://letsfixstuff.org/2021/04/modem-chips-embedded-in-votingsystem-
• computer-motherboards/] that the DS200 has a modem embedded in its motherboard,
• noting that “Malware can be embedded in hardware as well as software.” Attorney Matt DePerno
• [https://uncoverdc.com/2021/05/07/dark-to-light-matt-deperno-election-integrity-in-antrim-mi/]
• included that finding in Exhibit 6 [https://www.scribd.com/document/513389247/Matt-DePerno-
• Antrim-Michigan-Lawsuit-Exhibit-6] of his Michigan lawsuit
• [https://uncoverdc.com/2021/07/15/deperno-persists-forensic-audit-in-michigan-a-must/] .
• According to Let’s Fix Stuff, the chip is “designed to operate on a virtual private network” and
• enables communication with election servers while not having a visible external port:
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• “It is very difficult to detect unless you pry open the machine case to investigate the
• hardware… Anyone with access to any SIM card could have pre-programmed access to the
• APN… It demonstrates how electronic voting systems could be connected to the internet
• with minimal risk of detection.“
• More detail on that vulnerability can be found in an affidavit
• [https://www.auditelectionsusa.org/2016/12/12/ess-ds200-wireless-vulnerabilities/] from the
• Executive Director of Americans United for Democracy, Integrity, and Transparency (AUDIT
• [https://www.auditelectionsusa.org/] ), John Brakey. He describes himself as specializing in
• “evaluating the vulnerability and reliability of election systems” and says the machines are
• “vulnerable to insider or sophisticated hacking.”
• In 2017, Brakey sent a letter [https://www.scribd.com/document/513390945/AuditAZ-ES-SDS200-
• Letter] to the State Election Director serving under the Secretary of State of Alabama
• [https://www.sos.alabama.gov/] advising that the digital images of cast ballots that are created
• by the DS200 are part of the chain of custody and therefore must be preserved per federal law—
• but the DS200 has a vulnerability in which menu options accessible to election officials allow
• images to be destroyed on election day.
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• There’s a limit to how much we can find out about how the ES&S DS200 counts votes underneath
• the hood. The code is not open source—the “System & Method for Decoding Marks on a Paper
• Ballot” is a proprietary “trade secret” and considered intellectual property
• [https://www.essvote.com/intellectual-property/] owned by the company based on patent law.
• “The fact that we have vendors that say ‘you cannot look at our code’ is the first problem,” says
• Jake Stauffer, a former cyber analyst for the U.S. Air Force. He is one of few who have looked
• inside the ES&S DS200—his “Red Team” was approved to produce a “Vulnerability & Security
• Assessment Report [https://www.scribd.com/document/513400991/ESS-RedTeam-Jake-Stauffer-
• Vulnerability-Security-Assessment-Report] ” for the State of California. He is featured in HBO’s
• productions about vulnerabilities in America’s voting systems: Hacking Democracy
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• [https://www.imdb.com/title/tt0808532/] (2006) and Kill Chain
• [https://www.imdb.com/title/tt12041084/] (2020). In Hacking Democracy, he said:

• “What we found… it’s staggering. There were multiple vulnerabilities that could allow an
• attacker to get the highest level of access to the system. We found multiple operating
• system patches missing—what that means is that an attacker can inject code into that

• system, execute that with the possibility of receiving some sort of control.
• When ES&S discovered that we were not using their testing plans, they were appalled.
• When we used our own testing plan and found these vulnerabilities, they pretty much told

• us that they had their own team and that they were not interested.
• How can a vendor sell a voting system with this many vulnerabilities? I can’t find a straight
• answer.”
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• [https://uncoverdc.com/2021/08/03/vulnerabilities-of-the-ess-ds200-vote-

tabulator/exclusivecritical-
• u-s-election-systems-have-been-left-exposed-online-despite-official-denials/] Among
• other vulnerabilities, the Red Team also found that the file systems on the flashcards 

used were
• not encrypted, the system was allowed to boot to a modified version, and that ballot 

images
• were unencrypted and alterable. Additionally, the password to access the SSH server 

“was
• cracked within 46 seconds using a common dictionary attack.” The analyst says this 

process
• resulted in gaining remote access to an unmodified DS200.



Vulnerabilities of the ES&S DS200 Vote 
Tabulator cont
• The Red Team report [https://verifiedvoting.org/wp-content/uploads/2020/08/ESS-

red-team-CA-
• 2016-1.pdf] states:
• “Upon further investigation of the DS200, a weak root password hash was discovered, 

along
• with an SSH server that allows root logins as well as the ability to trivially image 

system
• memory (RAM). This could ultimately lead to a malicious actor obtaining a DS200 

compact
• flash card, modifying the operating system’s configuration, and putting a modified 

operating
• system into production unbeknownst to election officials or voters.“
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• How ES&S DS200 Operates

• Anoka County, Minnesota hosts start-of-day Set Up Instructions
• [https://www.anokacounty.us/DocumentCenter/View/10278/DS200-Ballot-Counter-

Set-Up-
• Instructions-PDF?bidId] to be used by election administrators in precincts that use the 

DS200;
• Broward County, Florida created a training & procedures manual
• [http://assets01.aws.connect.clarityelections.com/Assets/Training/RootPreview/Custom

ers/FL_Br
• oward/Library/Manuals/VST_DS200_and_Ivotronic_Manual.pdf] for poll workers’ 

election day
• operations, and the following are slides from Fairfax County, VA Office of Elections:
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• In precincts that operate under an election administration contract that calls for ES&S 

systems,
• the DS200 is used alongside optional devices, including the KNOWiNK Pollpad device 

that is preloaded
• with voter data from an iSYNC drive to check in voters and the ExpressVote Ballot
• Marking Device (BMD).
• Source:
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Source: TrustTheVote.org Election Technology Report 
[https://trustthevote.org/wpcontent/
uploads/2017/03/2017-whartonoset_industryreport.pdf]
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• An administrator with password access to the printing options screen on a DS200 can 

select from
• several reports. These reports are then printed out on paper similar to a retail cash 

register or an
• ATM receipt. These are the “tally tapes” or “ballot tapes” we refer to throughout this 

article.
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• Based on the manual, the DS200 instructions give us these definitions of the various printable
• report types:
• Ballot Status Accounting Report: “[A] descriptive list of system settings that automatically
• generates when you turn on the scanner. The report includes a list of election configuration
• settings if the election definition is loaded when you turn on the scanner.”
• Zero Totals Report: “[Used to] ensure all of your contests have zero votes when the polls are
• initially opened.”
• Event Log Report: “…lists all of the scanner events that occur from the time you load your
• election definition USB flash drive into the scanner until you remove the flash drive after the
• election is complete.”
• Configuration Report: “…lists information such as the storage memory availability, firmware
• information and basic scanner information such as the status of the touch screen and battery
• charge level.”
• Voting Results Report: “…prints the results of your elections.”
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• The “Election Definition” for each jurisdiction is programmed onto a USB flash drive for 

each
• tabulator. As stated in the DS200 manual, “An election definition contains all of the 

candidates,
• contests and ballot variations that the scanner will process at the polling place. The 

election
• definition also contains customizable program options that control how the tabulator 

operates
• and reports results.” In each jurisdiction, those options — such as whether polls can be 

reopened,
• whether results reports are automatically printed when polls close, and whether the
• voter can override a rejected ballot — are all decided beforehand and loaded into the 

“Election
• Definition.”



During election day, when a voter tries to cast their paper ballot into the
DS200, it could be rejected from the feed mechanism for the reasons
explained below. The configuration options above determine the conditions
that will trigger the machine to reject a ballot. The machine makes an
audible sound, and the voter is shown a message on the screen. Here’s a
screenshot of an example of what is seen by the voter when their ballot is
rejected (in this case because it is blank):
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• From the ES&S DS200 Operator’s Manual:
• “The DS200 can scan ballots inserted in any direction or orientation. Depending on the
• options set for your election definition, the DS200 will use one of the following methods for
• accepting or rejecting blank ballots, overvotes, and undervotes.
• Unconditional acceptance: The scanner accepts and tabulates results for all ballots. Any
• contests that are blank, overvoted, or undervoted will be logged as such, and the remaining
• contests will be tabulated appropriately.
• Unconditional rejection: The DS200 automatically rejects undervoted, overvoted, or blank
• ballots. Voters must review and correct ballot selections before the scanner will accept the
• ballot.
• Query the voter for correction: The DS200 returns a questioned ballot to the voter and
• displays a screen message that describes the problem and prompts the voter to either
• review and edit the ballot or cast the ballot as it is.“
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• An election day training manual
• [https://sos.idaho.gov/elect/Clerk/DS200%20Procedures/U3400_TRN00_DS200_Election.pdf]
• for the ES&S DS200 explains other conditions in which the machine can be programmed to reject
• a ballot:
• If the voter has ‘undervoted,’ it means there are too few markings for the ballot to be
• considered valid. For example, the voter did not mark any ovals for any candidate.
• If the voter has ‘overvoted,’ it means there are too many markings for the ballot to be
• considered valid. For example, the voter marked both Candidate A and Candidate B’s ovals.
• If the voter has ‘crossover’ voted, it means there are markings for more than one party during
• a closed primary election.
• The ballot may also detect one of these conditions and automatically allow the ballot to pass
• through into the storage bin.
• If you have more information about the DS200 machine, including how to interpret the ballot
• tapes, please contact us at tips@uncoverdc.com.
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The importance of poll watchers.

• This is some of what happens at the polls, where it’s open to 
observation. If this is happening in plain sight and knowledge there 
are no consequences, what could possibly be happening with 
absentee ballots when it is almost completely out of sight. Some of 
the electioneering laws were corrected, but there is no enforcement. 
The statewide hotline is my log of all the call on election day. This 
should make clear the utter intentional chaos of same day 
registration.
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Montana Statewide Hotline









Congress has not unlimited powers….
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