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e Security was not a priority at the time of
iIntroduction for Industrial Control Systems (ICS)

 Originally optimized to help automate simplistic
production tasks to produce product and increase

yield

« Everything was bounded (fixed) and was physically
connected Schneider
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The PC revolution hit

Windows became a standard IT stack used in ICS
systems

The internet happened

Wireless devices and wireless communication
became the norm Schneider
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 Ethernet connected devices became the norm

* Virtualization became a de-facto standard (leading
to software defined resources a.k.a. “SDx")

« Mobile devices including in the broader sense
Laptops, USB sticks, mobile phones and most
recently, wearable devices became the norm
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However, things changed

« Cloud services are everywhere, easy to leverage
and consume

* |0T Is the next big thing — an evolving story

eeeeee



Assumptions that were held about accessing and
potentially controlling ICS systems became outdated

* |solated physically bounded systems became a set
of interoperable boundless virtual systems
(software defined, logically contained)
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« Security, CyberSecurity and Cyber-Physical security
concepts was thrust into the spotlight and became a
top (US national) priority following the 2010 Stuxnet
attack

* Proprietary systems and protocols became blurred.
(Common protocols based on TCIP/IP, or Ethernet
connected, Common IT infrastructure based on
Windows/COTS — the IT/OT convergence) Schneider
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* As ICS Systems became (permanently) connected
(intentionally or not) we added firewalls to reinforce control

« Between air gapped networks and firewalls, both of these
approaches were based on the assumption that if nothing
got in — we were “safe” (from the inside too right?)

* It also helped by coincidence that the ICS world — at first —
was distinctly different from most other IT solutions at the
time both in terms of protocols and systems and technology.
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» FIVE MYTHS OF INDUSTRIAL
CONTROL SYSTEMS SECURITY

Despite growing awareness of cyber-based attacks on industrial control systems,
many IT security models continue to adhere to the outdated belief that physically
isolating systems and ‘security by obscurity’ is enough. It's not. Here’'s why.

KASPER{KY=2
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Kaspersky La
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0s Data Sheet — 5 myths

Myth - Inc

ustrial control systems are not

connected to the outside world.

firewall.

. Myth - We are safe because we have a

. Myth - Hackers don't understand SCADA.
. Myth - We are not a target.
. Myth - Our safety systems will protect us.

Schpeider



N

Fact: Most industrial control systems have eleven
connections to the Internet.

Fact: Most firewalls allow "any" service on inbound rules.
Fact: More and more hackers are specifically investigating
this area.

Fact: Stuxnet proved ICS are targets. note: Stuxnet defeated
“air gap”

Fact: Safety and control likely using same O/S with the
same vulnerabilities.
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* Network Segregation
* Demilitarized Zone (DMZ), Bastion Host, Proxy Host

 Electronic Access Point Access Controls (port hardening,
Ingress/egress)

« User Access Controls (Role Based Access Control - RBAC
via MS AD and even extend to Azure AD or similar IAM)
« With complex passwords policy
« Multi-factor Authentication
* Least PriVilege Schneider
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» Malicious Software Prevention | Anti-Virus
* Device Control/ Inventory

» Patching Server, Back ups
° I—Ogglng Server (SIEM - Security information and event management)

» System Hardening (least required)
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Intrusion Prevention/ Detection (IPS/IDS)
» Deep Packet Inspections
* Implement “Next Generation Firewalls” (NGFW)

Anti-malware

Performance Monitoring and Alerting
« Switch Performance, HD Performance

Centralized Cyber Management
 Management Server
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Best Practices

Well documented system/network architecture
Patching Server / Patching Plan

Backups / Tested and Documented Recovery Plan
Standardized Systems

Knowledge of System Baseline

Malicious Software Prevention - Anti-Virus / Whitelisting
Device Control / Inventory

System Hardening (least required)



Where to get guidance — Old Friends

« DHS and NIST ICS
NERC/ CIP

o ISA/IEC 62443

« |[SO 27001/2

NI NERC

National Institute of

Standards and Technology NORTH AMERICAN ELECTRIC
U.S. Department of Commerce RELIABILITY CORPORATION

Certified
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Where to get guidance — New Friends
cloud

S IM
wifiance= FedRAMP

Life Is On Schnelder
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Where to get guidance — General Tools

» Shared Assessments IE
Complete organizational risk assessment SHARED
https://sharedassessments.org/  ASSESSMENTS

®SA

« Open Security Architecture

SP-023: Industrial Control Systems
http://www.opensecurityarchitecture.orq
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https://sharedassessments.org/
http://www.opensecurityarchitecture.org/

» Shodan “loT" public search engine

* RISI| database of public ICS attacks
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SHANGHAT

The search engine for the Internet of Thmgs

Shodan is the world's first search engine for Internet-connected device
; .
a

Create a Free Account %:ggEM .
(
*

See the Big Picture
Websites are just one part of the Internet. There are power plants, Smart TVs,
refrigerators and much more that can be found with Shodan!

Explore the Internet of Things
Use Shodan to discover which of your devices are connected to the Internet, where
they are located and who is using them.

Get a Competitive Advantage

Who is using your product? Where are they located? Use Shodan to perform
empirical market intelligence.

Monitor Network Security
Keep track of all the computers on your network that are directly accessible from
the Internet. Shodan lets you understand your digital footprint.

The Washington Post WIGEDR @6

Analvze the Internet in Seconds



SHODAN

Discover the Internet using search
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Webcam
best ip cam search | have found yet.

Cams
admin admin

Netcam
Netcam

dreambox
dreambox

default password

Finds results with "default password" in the banner;

the named defaults might work!

More popular searches...

Enterprise Access Contact Us

Explore

ared
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Asus Ftp sharing folder
Asus router with anonymous ftp (most of them
share hd)

Cisco I0S http config (CVE-2001-0537)
search by shor7cut | http://fb.com/bug7sec

Magento CMS
How To exploit ? site:exploit-db intitle:Magento -
Bug7sec Team | Shor7cut -

VNC remote Dekstop (Non-Auth)
VNC remote Dekstop (Non-Auth) - Bug7sec Team

Video : https://www.facebook.com/bug7sec/videos/971...

Me

More recent searches...

gueries shared by other users.

Industrial Control
Systems

Learn more

[vs]
-

(o)
oo

@
o

[V IV Y|
VI N - )

u

~
[(S]



Login or Register

f. SHODAN Explore Enterprise Access Contact Us

Industrial Control Systems
What Are They?

In a nutshell, Industrial control systems (ICS) are computers
that control the world around you. They're responsible for

XZERES Wind Turbine ! S : :

ind.d 5 Fich vind i f o bk S managing the air conditioning in your office, the turbines at a
XZE_RES Win esugr?s manufactures wind energy systems for small wind turbine marke! power plant, the lighting at the theatre or the robots at a
designed for powering homes farms or businesses with clean energy. factory

[ expore |
Common Terms

ICS Industrial Control System

PIPS Automated License Plate Reader
The PIPS AutoPlate Secure ALPR Access Control System catalogs all vehicles entering or exiting an SCADA Supervisory Control and Data Acquisition
access point to a site or facility.
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PLC Programmable Logic Controller

DCS Distributed Control System




The Repository of Industrial Security Incidents

A database of incidents of a cyber security nature that have (or could have) affected process
control, industrial automation or Supervisory Control and Data Acquisition (SCADA) systems.

RISI Online Incident Database




The Database About

S RISI Online Incident Database

Search for an Incident

Search the RISI Database

Last Updated: Wed, January 28, 2015

a Title a Year a Industry Type a Country Brief
Page 10of 9 pages 12 3> Last»
Baku-Thilisi-Ceyhan Pipeline explosion 2008 Petroleum Turkey Q

Iranian Qil Terminal offline after malware attack 202 Petroleum Iran e
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Level 4:
Business-Oriented

Level 3:
Risk-Based Security

Level 2: * Proactive and

Checkboxes and assessment based

Defense-in-Depth = Collect d_a13 needed to
assess risk and detect

Approach

Technology

* Check-box mentality advanced threats
Level 1: - Collect data needed - Security tools
Threat Defense primarily for integrated with
compliance common data and
Security i1s = Tactical threat management platform
‘necessary ewvil” defenses enhanced

Reactive and de- with layered security
centralized monitoring controls
Tactical point products

Security fully
embedded in
enterprise processes
Data fully integrated
with business context;
drives decision-making
Security tools
integrated with
business tools

Credit: Alexander Open Systems (AOS)
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Accenture Technology Vision: The Evolution

Every Business is
a Digital Business

Copyright© 2016 Accenture. Allrights reserved.

From Digitally
Disrupted to
Digital Disrupter

Digital Business
Era: Stretch
Your Boundaries

.
People First:
Primacy of People
in the Digital Age



People First: The Primacy of People in the Digital Age

The Accenture Technology Vision 2016 identifies five technology trends fueled by the
people first principle and that are essential to business success in the digital economy.

O..0
20
(o)

Intelligent Liquid Platform Predictable Digital
Automation Workforce Economy Disruption Trust

Copyright© 2016 Accenture. All rights reserved.



THE EVOLUTION OF MALWARE

25 YEARS AGO 20 YEARS AGO 15 YEARS AGO 10 YEARS AGO 5 YEARS AGO NOW

Invention of Invention of Prevalent Use URL Filtering, NGFW Threat Intelligence,

Firewall Stateful of Anti-Virus, UTM Threat Prevention,
Inspection VPN, IFS Mohile Security

T T | T I~
1988 1994 1998 2003 2006 2010 2014 2020
Maorris Worm Green Card Lottery Melissa Anonymous  WikiLeaks DDoS Bitcoin laT Everywhere
“w Farmed Attacks: i
'am‘1 . - D 8 Stuxnet @ @'
@ SCADA
2000 2007 E 2013 2017
| Love You Zeus Trojan DFBEII‘?"'m}r ari\‘irlljﬁ;ss Cars
y acked?
2011 " )
. b Stolen é

Authentication 2012

Information Flame Malware
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Source: Check Point Software Technologies — Security Report 2015



Official website of the Department of Homeland Security

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM O\

HOME ABOUTUS CAREERS PUBLICATION § ALERTS AND TIPS RELATED RESOURCES cvp

Tips describe and offer aduice about comman secyrity jesyes for nontechnical compter ysers Sion un to receive theoe

Control System Users security tips in your in

Information for industrial control systems

owners, cperaters, and vendors. Attacks and Threats
Government Users + Handling Destructivi
Resources for information sharing and » Understanding Hidd
collaboration among government . .

agencies. » Dealing with Cyberl

» Avoiding the Pitfall

mmme]  STOP | THINK A CONNECT™

Informatien for system administrators . .
and technical users about latest threats, » Understanding Hidd

* Recognizing Fake 4

+ Recognizing and A

Cybersecurity is a shared responsibility.
For additional tips and resources for all age
groups, visit the Department of Homeland

+ Understanding Deni
+ Avoiding Secial En
* Preventing and Reg

* Recovering from Vi

Email and Commun

» Staying Safe on Sof

Lo Security's Stop.Think.Connect.” Campaign.

+ Understanding Digit

I T T T




rhereare 22,000

enterprise apps today (and growing).

A netskope



755 cloud apps per enterprise - how do they get in?

10% . . a . Sanctioned

¢
70% Business-led P E ii m
@ g % Mr?ssgzctioned

20% User-led ﬁ m 8 % m
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Facebook

Microsoft Office
365 Outlook.com

Microsoft Office
365 OneDrive
for Business

Twitter

Gmail

Google Drive

iCloud

LinkedIn

Dropbox

Skype

Social

Webmail

Cloud Storage

Social

Webmail

Cloud Storage

Cloud Storage

Social

Cloud Storage

Collaboration

salesfonce

'HEOE» o

O ka

CONCUR

YouTube

Cisco WebEx

Salesforce

Box

Microsoft Live
OneDrive

Microsoft Live
Outlook

Microsoft Office
365 Yammer

Evernote

Microsoft Office
365 Lync Online

Concur

Consumer

Collaboration

CRM / SFA

Cloud Storage /
Collaboration

Cloud Storage /
Collaboration

Webmail

Collaboration

Productivity

Collaboration

Finance / Accounting

Top used cloud
apps in enterprise
networks

Source:

Life Is On




Key cyber-concepts relevant today

» Layered architecture techniques
* Cover all the reasonable bases

* Defense in Depth — a holistic view
* Not just a technology problem
* Need to include people (culture)
and process (continuous habits)

* Mobile Device Management (MDM)

eeeeee



Cybersecurity Organizational Commitment
* CyberSecurity Officer (CSO)
*First in our space to achieve SDLA certification (x3)

* Dedicated Industrial Control Systems Cybersecurity
ncident Response Team (CSIRT)

 Professional Services group for ICS Consulting

» Appointed CyberSecurity Advisors to support R&D
Cybersecurity practices

Life Is On

Schpeider



Secure Development Practices Commitment

» Adherence to the Microsoft Security Development
LifeCycle (SDL)

» Penetration Testing, OWASP Scoring, Fuzz
testing, Application Threat Modeling, Surface
Attack Vector analysis

* Internal audits by Cybersecurity auditors
» Adoption of Agile, DevOps practices with capacity
for rapid release

Life Is On

Schpeider



Third-party validation Commitment

* Periodic engagement with third-party professional
services company’s for external cybersecurity audits
with specialization in Industrial Control Systems
(ICS) and Critical Infrastructure and Key Resource
(CIKR) security.

* Gold Certified Microsoft ISV Partner with regular
architectural review and design sessions surrounding
cybersecurity principles for managed solutions..

CCCCCC



Industry Standards Commitment

« RESTful, secured APIs over TCP/IP

- XML data structures where applicable

- oData interface for secure data retrieval

* OpenlID Connect , oAuth 2.0 Authentication end points

* SSL/TLS encryption for all channels on the well known Port 443
 Native support for modern browsers based on HTML5

* Native mobile O/S for our mobile apps

 Transparent Data Privacy, Data Ownership and Data Protection

policies
Life Is On
» Support for Hybrid deployment models (ex: on-premises to clo

Schneider

ud)&Electr.c




Industry Best Practices Commitment

Encryption for Data in Motion (SSL/TLS)

Encryption for Data at Rest

Defense in Depth architectural layers based on least privilege

Support for federated Active Directory (Azure Active Directory)

Embedded Privacy Controls
« Secured APlIs

« Status Dashboard for critical and transparent incident reporting
(https://status.wonderware.com)

* Planned support for:

« 2-Factor Authentication (2FA)/ Multi-factor Authentication (MFA)

— something you know ; something you have; something you are

. Life lsOn | Schneider
¢ Audit LOgS elsn $PElectric


http://status.wonderware.com/

Industry Best in Class Commitment

* Enterprise partner with Microsoft as our Cloud Service Provider
(CSP) based on the Microsoft Azure platform.

* Microsoft Azure has 24 data centers deployed globally with 20+
compliance certifications availability across their cloud services and
data centers (including HIPPA, PCI, ISO/IEC 27018:2014)

 Cloud Security Alliance (CSA) STAR Registrant

« Capacity to respond to Data Residency laws in geo-political zones
* United States | Canada
 Australia
« European Union

_ _ LifelsOn | Schneider
* India | China $PElectric



Compliance audits and certifications for Azure

BSI

GLOBAL

ISO/IEC 27001

PCI DSS L1 version 3

cloud BSI
/e A i
securit
[ 99< 7~ Y
alliance
Cloud Security Alliance ISO / IEC 27018

Cloud Security Matrix

UNITED %

NIST

National Institute of

FoAA

&

ST AT E S Standards and Technology
FedRAMP FIPS 140-2 Life Sciences GxP Family Educational Rights
& Privacy Act
US.EY +* ° INFOCOMM ‘
o PMENT
siFenangon | iDAES:  Irap
US. DEPARTMENT OF COMMERCE SINGAPORE
REGIONAL
European Union United Kingdom China China Singapore Australian Signals
Model Clause Multi Layer Protection CCCPPF Multi-Tier Cloud Directorate I-RAP
Scheme Security Assessment
COMING  Sarbanes-Oxley \
SOON Financial and Accounting Disciosure Infonmation
Sarbanes Oxley Criminal Justice Defense Information ITAR Defense Information

Information System

Systems Agency L2

Systems Agency L3-5
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Domain Expertise Commitment

« Schneider Electric and its associated power brands including
Wonderware, Foxboro and Avantis bring over 175 years of Industrial
Automation experience.

« Schneider Electric and the Wonderware software portfolio offer
customers the industry’s most advanced industrial software platform
with available modules covering most industries

* NERC/CIP requirements experience for Power and Energy verticals
* NIST aligned architecture
* ISA/IEC 62443 voting board member

Lifels®n | Schneider
3 Electric



Wonderware SmartGlance

Monitor asset and production metrics from any source on any mobile device

LifelsOn | Schneider
PElectric



What is it? ull

* A mobile app to trend, analyze and consume
Industrial data provided as a hosted,
managed service.

 Remote Access to KPls, anytime, anywhere,
on any device

by Schneider Electric
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Download Wonderware SmartGlance today!

iTunes Preview

Wonderware SmartGlance

By Invensys Systems, Inc.

Open iTunes to buy and download apps.

4

Free
Category: Business
Updated: Nov 19, 2015

Version: 5.0.218
Size- £0 7 MB

Description

Wonderware SmartGlance brings
notified proactively with configu
processes, and equipment.

Invensys Systems, Inc. Web Site

What's New in Version

We've made SmartGlance on iPh

A brand new look!

iIPhono Scraanchaot

. Google Play

& Apps

My apps

Shop

Games
Family

Editors' Choice

Account

My Play activity
My wishlist
Redeem

Send gift

Add credit

Parent Guide

Search

Categories w

Home

Top Charts New Releases (2]

o

Wonderware SmartGlance

Invensys Systems Inc  Business KAk ok ok 571 8

[¥] Add to Wishlist Install

®© Everyone

Get real-time trend data from
any historian

Notify m

Influent >

is betwi
5000 an
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Wonderware Online

Time-series based storage, trend & analysis informational client as a service

LifelsOn | Schneider
PElectric



What is it? Online

https://online.wonderware.com

* The Wonderware Historian provided as a
hosted, managed service.

» A set of new desktop and mobile clients to
easily visualize, interact with and be alerted
on plant KPIs, equipment and process data.

-

by Schneider Electric



https://online.wonderware.com/

Browser Client

w" Wonderware Online  Suppert Pariners AboutUs Cantact Us

E c 8§ 45) RECENT ~

= Activities

m3/hr

Valley Water - 3 Day Clearwell Quality

05am

[ciearwel BOD

Keywords:  Cloarwal

12PN 2 6 2P
DateTume
Clearwell COD

water  Valley  Qualsy

Online

High-performance process historian as a service

https://online.wonderware.com

—_ ] LifelsOn
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https://online.wonderware.com/

Mobile & Wearable

Clients

Weather - Live Tempera... C

QuickView

w Wonderware Online  support Partners About Us Contact Us

= Activities

search Results
1]

15 minute report

Auckland
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Chicago

Dallas

Honolulu X
CB SMARTGLANCE

Jacksonville A OEE< 75

Lake Forest
Dismiss
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Online

High-performance process historian as a service

Data

| ‘Weather Chicago.Temp.
‘Weather Cleveland Tem

‘Weather Dallas Tempe.

‘Weather. Detroit. Tempe...

‘Weather Honolulu. Tem.

Weather. Houston. Tem.

https://online.wonderware.com

Life Is On
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https://online.wonderware.com/

Wonderware Online

equipment to historian.
connect, collect, view.

M |
-

Mobile &
Wearables

s

Online

] oQv

Desktop
Clients

Browsers

Wonderware

InTouch

Proce

Equipﬁﬁ%ﬁp "
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Wonderware Online

any-to-any. '
many-to-many. g@ & S

Download

Share with mobile

s 0o B

InTouch

Machine Edition (ME) InTouch Historian Tier-1 Historian SDKL




o - Modern 1‘@ I SmartGlance
Historian Client
Trend @ Browsers\-)é 0 ( ||| ) Mobile Devices
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MQTT* OPC/OI  Clear InduSoft | 1o.,cpn Historian ~ Vijeo Historian
Server SCADA (InTouch ME) SDK Citect*  (er 1)

Life Is On
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Run on any device Online

High-performance process historian as a service

https://online.wonderware.com

‘H;&' Wonderware Online  Support Part
Activities

< Live Temperatures

QuickView

Demo Weather

Auckland 15 Auckland

Brisbane 13,08 Biistiane

- Chicago
Chicago 65,25

Dallas
Dallas 88,99

Honolulu 5
@ SMARTGLANCE

Jacksonville . OEE< 75

Keywords:  Clea Honolulu 76,12

Jacksonville 85,23
Lake Forest

Lake Forest 73,336 Dismiss
Los Anaeles
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https://online.wonderware.com/

Wonderware

Online

by Schneider Electric

Time-series data from anywhere.
Powerful analytics everywhere.

onderware Online

>




mN et IOT  INNOVATION MOBILITY MORE

MUST READ GOOGLE TO DISK VENDORS: MAKE HARD DRIVES LIKE THIS, EVEN IF THEY LOSE MORE DATA

Cybersecurity for kids: 'The earlier we teach this, the better specialists
we'll have'

A school in Estonia has started a pilot project to teach the basics of
cybersecurity to teenagers.

@ By Kalev Aasmae for Estonia Uncovered | February 24, 2016 -- 13:14 GMT (05:14 PST) | Topic: Security
>

Schneider



Contact Info

Saadi Kermani - Product Manager
Wonderware SmartGlance, Wonderware Online

https://ca.linkedin.com/in/skermani

@SaadiKermani

http://blog.wonderware.online

https://www.Wonderware.com

https://online.wonderware.com SC%‘}%‘Q?{

BOOOA



http://www.wonderware.com/
http://www.wonderware.com/
http://blog.wonderware.online/
http://www.wonderware.com/

Thank you.
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