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The Impact of SCADA 

2 



Agenda 
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 Introduction to SCADA 

 Modern Applications 

 Impact of SCADA in the Waste 

Water Industry 

 Basic Architecture & Design 

 Communications 

 Security 

 Benefits 

 



What is SCADA? 
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Real Time 

Processing 

Historical Data 

Control 

of Assets 

Alarm 

Distribution 

Advanced Analytics 

Supervisory 

Control & Data 

Acquisition 



Modern Everyday 

Applications 
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Irrigation 

System 

Nanny Cam Smart 

Homes 

Online Banking Vehicle  Baby Monitor  
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Industries 

 Power 

 Water & Waste 

Water 

 Oil & Gas 

 Food & 

Beverage 

 Manufacturing 



Prior to Advanced Remote 

Monitoring 
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 Manual Data 

Entry 

 Visit sites daily 

 Limited Visibility 

 Lack of Analysis 

 



Todays Water & Waste Water 

Connectivity 
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System Overview 

9 

PLC 

/RTU 

Sensors Equip. 

Local 

HMI 

Remote 

HMI 



What do we Monitor? 
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S
C

A
D

A
 

PLC/RTU 

Level 

 

Power 

 

Current 

 

Leakage 

 

Temp 

 

Flow 

 

Speed 

 



Communication 

Modem / Network 
RS232 

 

RS485 

 

RJ45  
Ethernet 

Wireless Communication  

Radio, GSM, GPRS, 3G, 4G 

• Remotely from panel to SCADA 

Wired Communication 

Metal wire, fiber 

• Locally in the panel 



Protocol 

Communication Language 

Protocols 

Modbus TCP 

 

 

Modbus RTU 

 

 

AquaCom 

 

 

DNP-3 

I speak 

Modbus 

I speak 

DNP3 

Gateway 

SCADA 

Controller 



A look at Protocols  - 

Development 
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• Two main formats… 

Event Driven Polled 

1980 1990 2000 Present 1970 



A look at Protocols - Polled 
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• Polled Sequence… 1, 2, 3, 4… 

• Poor Detail 

• Missed Events 

• Slow response 

1. 

2. 

3. 

4. 
5. 6. 

8. 

9. 

Give me a full 

status report 

Number 1?  

Here it 

comes.. 



A look at Protocols – Event 

Based 
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• Each participant speaks when 

they have news 

• Excellent Detail 

• Efficient Live Data 

• Quick Health check  
 

1. 

2. 

3. 

4. 5. 6. 

8. 

9. 

I hear you 

Number 7 

& Number 

5! 

I have 

news !! 

Me too 

7. 



A look at Protocols – 

Importance? 
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• Better detail means better 

diagnostics  

• Time & Date Stamped 

• Higher Reliability 

• Excellent Detail  

• Live Data 

• Reduced Costs 

 

Event Based 

Polled 

Mon Tues Wed Thurs Fri Sat Sun 

L
e
v
e
l 



A look at Protocols – Popular 

Choices 

 

• ModBus 

• DF1 

• ProfiBus 
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Polled  

• DNP3.0 

• OPC 

• IEC 

• MQTT 

• CoAP 

 

Event based 



Security 
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 Secure 

Location 

 User 

Authentication  

 Levels of 

Access 

 Firewall 

 VPN 

 



Firewall 
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162.21.26.4 

54.21.66.20 

40.55.130.65 

Permission IP Address Protocol Port 

ALLOW 162.21.26.4 TCP 80 

ALLOW 54.21.66.200 TCP 80 

DENY 40.55.130.65 TCP 80 

Client 

PC 



Firewall… 
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80 

120 

36 

Client 

PC 

Permission IP Address Protocol Port 

ALLOW 162.21.26.4 TCP 80 

DENY 54.21.66.200 TCP 120 

ALLOW 40.55.130.65 TCP 36 
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Virtual Private Network (VPN) 

Each device connected 

to the internet has an 

IP Address. 

When accessing a web 

page your IP Address 

is collected by the web 

server. 

When on a public 

network your device is 

exposed to hackers 

and other malicious 

traffic. 

 

 

 

162.21.26.4 

40.123.5.20 

198.66.2.10 

125.16.15.1 



Water Towers 

Water / Waste Water 

Treatment Plants 

Lift Stations 

Water Booster Stations 
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Internet VPN VPN 

VPN 

VPN 

VPN 

VPN… 



SCADA Examples 

Real Time Information and Control 
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FlygtCloud – SCADA Screen Examples 
Side by Side Pump Performance Comparison 
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Logging 

What? 

• Water Level 

• Current 

• Alarms  
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Why? 

• Station 

performance 

• Fault tracing 

Where? 

• Controller: Log Batch 

• SCADA: All data 



SCADA Screen Examples 

Historical Data Viewer (HDV) 
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Reports 

Emailed Daily and/or Monthly 
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Reports 

Emailed Daily and/or Monthly 
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SCADA 

Supervisory Control and Data Acquisition  
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Thank You! 

Steve Frangione 

Market Development Manager M&C – 

South East 

Steven.frangione@xyleminc.com 

704-534-6507 


