
OTCO Compliance Workshop

October 13, 2022

Andrew Barienbrock





Operations, Resiliency, and 
Certification Section

Andrew Barienbrock Environmental Manager

Carrie Winger Environmental Specialist 3 Developing Inspector Training, District 
Oversight, Reclassifications, Technical
Assistance, Emergency Response and 

Sanitary Survey Auditing 

Rebecca Ilic Environmental Specialist 2 Operator of Record notifications, 
Technical Assistance, Sanitary Survey 

Auditing

Spencer Lydon Environmental Specialist 2 Security, Contingency Planning, 
Emergency Response Planning, Operator 

Notifications and Enforcement

Kevin Swiadek Environmental Supervisor Operator Certification
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Security

• Heightened awareness of water and wastewater 
plant security

• Increased attacks on America's infrastructure
– USEPA and the Cybersecurity and Infrastructure 

Security Agency (CISA) are warning of high risk due to 
Russian tensions

• Resources:
– Implementing a cybersecurity program

– Updates on vulnerabilities and reporting attacks

– What to do if you are attacked

https://epa.ohio.gov/static/Portals/28/documents/security/CyberSecurity.pdf
http://www.waterisac.org/
https://www.justice.gov/criminal-ccips/file/1096971/download


U.S. EPA offers free, confidential, 
Cybersecurity Assessments and 

Technical Assistance for interested 
Water and Wastewater Utilities

To register your utility, 
please visit:
www.horsleywitten.com/
cybersecurityutilities

https://horsleywitten.com/cybersecurityutilities/


Please follow the steps outlined below to protect your organization from ransomware 
attacks. 

If you suspect that you are a victim of a ransomware attack, please contact CISA 
(central@cisa.dhs.gov) or local law enforcement. 

1. Backup your data, system images, and configurations, regularly test them, and keep the 
backups offline

2. Update and patch systems promptly

3. Test your incident response plan

4. Check Your Security Team’s Work

5. Segment your networks

WATER UTILITY PREPAREDNESS

mailto:central@cisa.dhs.gov


Cyber Security Resources

• Resources 

– Ohio EPA Emergency and Security Preparedness

– US EPA Cybersecurity Best Practices for the Water 
Sector

– Response partnerships

• CISA

• Water ISAC (water Infrastructure security network)

https://epa.ohio.gov/divisions-and-offices/drinking-and-ground-waters/public-water-systems/security-and-emergency-preparedness
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector


Supply Chain Issues

• US EPA website

• Water and Wastewater Sector Supply Chain 
Resilience | US EPA

– Identify alternate suppliers

– See current issues

– Notify US EPA

https://www.epa.gov/waterutilityresponse/water-and-wastewater-sector-supply-chain-resilience


Contingency Plan Rules

• Changes were effective 4-15-2022

• Minor clarification language (i.e. hard copy vs. 
electronic copy)

• Added a few circumstances to address

– Contamination of treated water

– Malevolent acts (Cyber, vandalism, etc.)



Paper and Pencil Exams

• Holding 2 more paper and pencil exams

Exam Date Application Deadline

December 1, 2022 Closed

May 3, 2023 February 2, 2023



Preparing for Exams

• How to prepare

– Need to Know Criteria

– References

• What not to do

– Do not use question sets as your only study 
method



2022 Renewals

• The renewal button is active.  Click the blue 
renew button to the right of your certificate

• Renewals are due November 30 , 2022

• Certificates will expire on December 31, 2022

• 1,100 approved so far.



Minimum Staffing Reporting

• The reporting app is available.

• You were required to start using the tool for 
the July 2021 minimum staffing report.

• NOVs are now being sent to drinking water 
facilities for not reporting.



Website Update
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Announcements page



Required Operator Training



Required Operator Training



Items of Note in the Required Training

• Reporting minimum staffing times

• Log book information 

• Must still meet minimum staffing time in 
weeks with holidays

• Contract operator rule



Website Update

Career Information tab

• Updated job boards.

• Improved veteran information and outreach.

• Provide links to apprenticeship, associate 
degrees and certificate programs.



Additional Rule making

• No major changes planned.

• Clarifications

• Removal of old language

• Early Stakeholder outreach

– Considering requiring completion of some type of 
basic training course work prior to taking the Class 
1 or 2 certificates.



eBusiness Center

• New login process (11/6/2020)

– OH|ID 

– Must use Microsoft Edge      or Google Chrome

• All ebiz users received an email with directions 
in November of 2020

• Written instructions

https://ohid.ohio.gov/wps/portal/gov/ohid/home
https://epa.ohio.gov/static/Portals/47/facts/OHIDStepbyStepInst.pdf


























OHID Tips

• Email address for your OHID must be the same 
as the email address for your ebiz account or 
you will not be able to link to your certificate.

• Highly recommend you use a personal email 
address and not a work email.



Questions?

Andrew Barienbrock

614-728-1216

andrew.barienbrock@epa.ohio.gov


