
1

OTCO Annual Wastewater 
Workshop

April 2, 2024
Andrew Barienbrock



22

Operations, 
Resiliency, 

and 
Certification 

Section

Andrew Barienbrock
Environmental 

Manager

Carrie Winger Environmental 
Specialist 3

Developing Inspector Training, District 
Oversight, Reclassifications, Technical 
Assistance, Emergency Response and 

Sanitary Survey Auditing 

Rebecca Ilic Environmental 
Specialist 2

Operator of Record notifications, Technical 
Assistance, Sanitary Survey Auditing

Jessica Frey Environmental 
Specialist 2

Security, Contingency Planning, Emergency 
Response Planning, Operator Notifications 

and Enforcement

Kevin Swiadek Environmental 
Supervisor

Operator Certification

Susan Riggins Environmental 
Specialist 2

Contact Hours, Advisory Council, eBusiness 
and application processing

Colt Bush Environmental 
Specialist 2

Contact Hours, eBusiness, ACHTP Program, 
and application processing
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Security

• Heightened awareness of water and wastewater plant security

• Increased attacks on America's infrastructure
– U.S. EPA and the Cybersecurity and Infrastructure Security Agency 

(CISA) are warning of high risk due to Russian tensions

• Resources:
– Implementing a cybersecurity program

– Updates on vulnerabilities and reporting attacks - CISA

– What to do if you are attacked – Department of Justice

https://epa.ohio.gov/static/Portals/28/documents/security/CyberSecurity.pdf
http://www.waterisac.org/
https://www.justice.gov/criminal-ccips/file/1096971/download
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U.S. EPA offers free, confidential, Cybersecurity 
Assessments and Technical Assistance for interested 

Water and Wastewater Utilities

To register your utility, please visit:
EPA’s Water Sector Cybersecurity Evaluation Program | U.S. 
EPA

https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program
https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program


55

Cybersecurity 

Unitronics PLCs Hack –

– Iranian actors targeting     
components made in Israel

– Make sure to change default 
passwords 

– Change default communications 
port  



66

Cyber Security Resources

• Resources 
– Ohio EPA Emergency and Security Preparedness

– U.S. EPA Cybersecurity Best Practices for the Water Sector

– Response partnerships
• CISA Shields Up | CISA

• Free cyber scanning https://www.cisa.gov/cyber-hygiene-services

• Water ISAC (water Infrastructure security network)
– WaterISAC

– Dragos – Free Community Defense Program Registration

https://epa.ohio.gov/divisions-and-offices/drinking-and-ground-waters/public-water-systems/security-and-emergency-preparedness
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
https://www.cisa.gov/shields-up
https://www.cisa.gov/cyber-hygiene-services
https://www.waterisac.org/
https://www.dragos.com/community-defense-program/registration/


77

Cyber Security Take Aways

• Change default passwords

• Segment networks

• Update software with patches
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Supply Chain Issues

• U.S. EPA website on Supply Chain Resilience - Water 
and Wastewater Sector Supply Chain Resilience | U.S. 
EPA

– Identify alternate suppliers

– Stay up-to-date on current and potential issues

– Notify U.S. EPA

https://www.epa.gov/waterutilityresponse/water-and-wastewater-sector-supply-chain-resilience
https://www.epa.gov/waterutilityresponse/water-and-wastewater-sector-supply-chain-resilience
https://www.epa.gov/waterutilityresponse/water-and-wastewater-sector-supply-chain-resilience
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Contingency Plan Rules

• Changes were effective April 15, 2022

• Minor clarification language (i.e., hard copy vs. 
electronic copy)

• Added a few required circumstances to address

– Contamination of treated water

– Malevolent acts (cyber, vandalism, etc.)
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Paper and Pencil Exams

Last paper and pencil examination was held on May 3, 2023
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Future Exams

• Exams are still being given by our third-party exam provider 
Water Professionals International (WPI)(formerly ABC)

• Preparation is the same - use the Need-to-Know Criteria and 
References Materials

• Ohio EPA developing course on exam preparation



1212

Preparing for Exams
• How to prepare

• Need to know criteria

• References

• What not to do

• Do not use question sets as 
your only study method
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WPI Exams

• WPI is in the process of updating the exams:

– Water and wastewater surveys were sent

• Developing job analyses

• Developing questions

• Building exam data banks
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2023 Renewals

• Renewals were due November 30, 2023

• Certificates expired on December 31, 2023

• Anyone with an expired certificate has until June 30, 2024 to 
renew prior to being required to retest.
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Minimum Staffing Reporting

• Use the reporting app

• You were required to start using the tool for the July 2021 
minimum staffing report

• DDAGW is sending NOVs to operators of record who do not 
submit
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Website Update
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Website Update
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Website Update



Announcements Page
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Required Operator Training
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Required Operator Training
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Items of Note in the Required Training

• Reporting minimum staffing times

• Logbook information 

• Must still meet minimum staffing time in weeks with holidays

• Contract operator rule

• As rules change within the program, highlights will be added
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Website Information

Career Information tab

• Updated job boards

• Improved veteran information and outreach

• Provide links to apprenticeship, associate 
degrees, and certificate programs



2424

Operator Certification Rules Review

• Interested party review ended on April 1
• Clarifications
• Removal of old language
• Allowances for holidays
• Allowances for off-site meetings
• Allowing OIT for Class III
• Proposing facility-specific certification – Class III and IV facilities
• Reducing the operating experience requirement for Class II, III and IV 

certificates
• Reciprocity 
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Questions, 
Comments, or 

Concerns?
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Thank

Follow Ohio EPA on

You

Andy Barienbrock 
Division of Drinking and 

Ground Waters 

614.728.1216
Andrew Barienbrock@epa.ohio.gov 

http://epa.ohio.gov/ddagw

mailto:Anthony.Blevins@epa.ohio.gov
http://epa.ohio.gov/ddagw
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